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HOWTO - Packet capturing (Tracing) in Ethereal/Wireshark Format

29.08.2007, Dieter Muller, Presales Consultant

With release 7.5 funkwerk devices support exporting trace information to a
ethereal/wireshark readable format or directly to the ethereal program. This way a very
detailed troubleshooting and packet analysis is possible also on links, which are difficult to
trace with normal methods, e.g. a directly connected DSL line.

Requirements

The tracing in Ethereal / Wireshark format is implemented in all funkwerk R-Series (e.g.
R232b / R3000), TR-Series (e.g. TR200) and W-Series (e.g. W1002) starting with software
release 7.5. On the client side you can use either Windows or Linux platform for starting
the trace.

Windows platform:

For tracing with Windows hosts you have to install the Brickware software package with
minimum version 7.5

Linux platform:

For tracing with Linux hosts you have to download “bricktrace-linux” binary from download
website or FTP-server

1.) Installation

la.) Windows platform

Download and install the latest Brickware Tools from
http://www.funkwerk-ec.com/dl bintec brickware en.html

You just have to install the DIME-Tools packets for the tracing.

Install Ethereal/Wireshark from www.ethereal.com or www.wireshark.org.

1b.) Linux platform

Download the binary “bricktrace-linux” from
ftp.funkwerk-ec.com

or

http://www.funkwerk-ec.com/dl bintec unix tools de.html

Install Ethereal/Wireshark for your Linux version from www.ethereal.com or
www.wireshark.org,
or use the version provided within your linux distribution.

If necessary, update your funkwerk device with a software version 7.5 or higher.
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2.) Capturing

Take care that you have a IP connectivity from your host to the funkwerk device, e.g. you
can do a ping from your host to the funkwerk device over a LAN / WAN or VPN link.

2a.) Windows platform

Start the DIME Tools
Start “New Trace ...”

A DIME Tools

F=N view  Configuration  Help

Open.. o B A BB PH TR
Save Chrl+5

Save s,

Print. .. Chrl+F

Preview. ..

Syslog Daemnon Chrl+L

TFTP Server Chrl+T
BootP Server Chrl+B
Time Server Chrl+M

Mew CAPL Trace.,, ChrH-C

MNew Trace. ..

Alt-+F4

Cpen a Wizard ko skart a new Trace session

Enter the IP address of the device and “Connect”

Trace Basics |X|

Bazic Trace zettings

Trace port:

Trace lenath

(*) Trace all () Trace up to I:l bytes

Trace file

(*) Mo trace file hat specified

< [ conezt ] [ E-)l | [ R |
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Enter the admin password of the device (default: funkwerk or bintec (only
R3400/R3800)

Enter. password f$_(|

Fleaze give the admin paszword of the device

[w]:Remember password for current sessior

k. Cancel

Select the trace settings

o0 Choose an interface (e.g. LAN Port 1001) or Ethernet-over-ATM (50001)
o If you want to trace a isdn channel select the respective B- or D-channel
0 Select a Pcap File and filename

Detailed Trace Settings

Trace zettingz

Interface

L&k 8023

ATH

IS0M D-channel
LAaM 8023

LAM

a02.3
LAM

= T

FPCap File

(& Na peap file

TCRAP

o o o oo oo

[StartTrace] [ Canicel ] [ Help
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Choose path and file to store trace output

Speichern | I traces

D ateinarne; |tra|:e1| | LﬁpeichernJ

D ateityp: | pcap Files [*.pcap) w | [ Abbrechen ]

ilfe

The trace is started and captures all packets until trace is stopped
For stopping the trace close the trace window or stop the DIME Tools

.3 [slot 1, connector 0)

File Wiew Configuration Help
= HER BA S G4 o8 ¥ 2R

M Trace: 172.16.37.151 LAN BO2.3 (slot 1, connector 0)

P—Packet trom 3 1 to 6.6 protoco
UDP-Hessage, sourceport 20031 destinationport 20031

DATA[DO60] | 023.250+0.383
Arp Request: Who iz 172.16.42.21 7 Tell: 172.16.32.1

DATA[0667] | 023 617+0 367
IF-Facket from 10.2.0.5 to 10.2.0.255 protocol UDE
UDP-Yessage, sourceport 20031 destinaticmport 20031

DATA[0867] | 023.617+0.000
IP-Packet from 172 16.35 .42 to 172 16 63 255 protocol UDP
UDP-Message, sourceport 20031 destinationport 20031

DATA[DO60] | 023.617+0.000
Arp Request: Who is 172.16.33.17 7 Tell 16.35.42

DATA[DO60] | 023.703+0.086
Arp Request: Who is 172 .16.42.50 7 Tell 16.42.50

DATA[DO60] | 023.718+0.015
Arp Request: Who is 172 .16.35.44 7 Tell

For Help, press F1 UM
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- Open the stored pcap-File with Ethereal / Wireshark.

@ test123.pcap - Ethereal Q@El

File Edit Wiew Go Capture Analyze  Statistics  Help
= e SEx®L8 QeroF L EE QQQ @MMEX O

El\ter:| ¥ Expression... Clear Apply

Destination Protocol | Info

| 1 0.000000 72.16.63.2 SOUrce port: 2003 : 2003
2 0,000000 5 Broadcast ARP who has 172.16.43.27 Tell 172.16.35.61
3 0.000000 Intel_7f:4a:22 Broadcast ARP who has 172.16.41.317 Tell 172.16.35.61
4 0.000000 Fortinet_85:62:1d EBroadcast ARP who has 172.16.35.117 Tell 172.16.32.1
5 0.031000 QOO00000. 000074abs 00000000, FEEFFFFFT IPx SA Mearest query
6 0.070000 172.16.42.109 172.16.63.2533 NENS Mame guery MNE ADMINISTRATION<lC>
7 0173000 Intel_d3:3f:78 Broadcast ARP who has 172.16.35.67 Tell 172.16.33.2
3 0.625000 gintecco_06:f7:40 Broadcast ARP who has 172.16.35.37 71211 172.16.32.3
S 0.840000 172.16.38.250 172.16.63.255 upP Source port: 20031 Destination port: 20031
10 0.656000 HewleTtP_27:06:00 01:80:c2:00:00:21 GVRP GVRP
11 0. 671000 Fortinet_B5:62:1d EBroadcast ARP who has 172.16.35.447 Tell 172.16.32.1
[ 12 00 17, L111.172.12 LDP Source : 1097 Destination port: 5571
13 0.820000 Intel_92:4d:26 Broadcast ARP who has 172.16.35.37 7Tell 172.16.42.109
14 0. 859000 HewlettP_27:06:00 01:80:c2:00:00:21 GWVRP  GWRP
15 0.968000 Fortinet_85:62:1d Broadcast ARP who has 172.16.42.217 Tell 172.16.32.1
16 0.976000 172.16.35.45 172.16.63.2533 upP Source port: 20031 Destination port: 20031
a Intel_71 : Broadcast who has 172.16.43.27 Tell 172.16.35.45
| 13 172, 111,112,132 Source port: 1095 Destination v

Frame 1 (592 bytes on wire, 582 bytes captured)

% Ethernet II, src: Intel_7f:4a:22 (00:0c:fl:7f:4a:22), Dst: Broadcast (Ff:ff:ff:ff:ff:fF2
Internet Protocol, Sre: 172.16.35.61 (172.16.35.61), Dst: 172.16.63.255 (172.16.63.253)
uUser Datagram Protocol, Src Port: 20031 (20031), DSt POrT: 20031 (200310

Data (550 bytes)

~
0010 02 42 85 33 00 00 40 11 38 1b ac 10 23 3d ac 10

0020 3f ff d4e 37 4e 3F 02 22 48 &f 26 02 00 00 01 <h g

0030 22 77 <% 17 00 00 00 69 3h 8% 3b 69 3b 69 3b &9 H i

0040 3h 69 3h 89 3b 69 3b 69 3b 8% 3b 73 3b 00 0O 00 GRIGRI NIRRT 3
FAEA AN AN =n A0 AN AN AN AN AR A0 AN AN A0 AN AN nn

|Fils: "Di\templtest123, peap” 235 KB 00:01:45 |P: 1028 D: 1028 M: O

- Ethereal has powerful filtering capabilites. For using them see
http://www.ethereal.com/docs/ or http://www.wireshark.org/docs
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2b.) Linux platform
The use of the linux version has two advantages in comparison to the windows version:

Realtime Trace

The output of the bricktrace-linux program can be directly send to ethereal. This means
you can see the traced packets in realtime. With the windows version you first have to
finish the trace and open the pcap trace files afterwards.

Prefilter possibility

The output of the bricktrace-linux can be filtered directly from the program itself. This is
e.g. an advantage if the trace-session to the funkwerk device is running over a slow link,
but a faster link should be traced (e.g. tracing a DSL connection over a ISDN management
link).

You can see the usage of the bricktrace-linux program with all its options with
“bricktrace-linux -?".

user@linux:~/bricktrace-linux> bricktrace-linux -?

Bintec/Funkwerk remote interface tracer ($Revision: 2.43 $)

Usage:
bricktrace-linux [opts] <routerip> [<channel> <unit> <slot> or <ifindex>]

-h hexadecimal output (-! for full length)
-2 layer 2 output
-3 layer 3 output
-a asynchronous HDLC (B-Channel only)
-e ETS300075 (EuroFileTransfer) output (B-channel only)
-F FAX (B-Channel only)
-A FAX + AT Commands (B-Channel only)
-D delta time
-p PPP (B-Channel only)
-f Frame Relay (B-Channel only)
-1 IP output
-N Novell(c) IPX output
-t ascii text output (B-Channel only)
-X raw dump mode
-X asynchronous PPP over X.75
-T <tei> set tei filter (D-Channel only)
-c <cref> set callref filter (D-Channel only)
-r <cnt> capture only cnt bytes per paket
-V increase debug verbose level
-V 1..3 trace protocol version (default: 3)
-P<port> specify trace tcp port (default: 7000)
-1 ipsrc:ipdst:proto:srcport:dstport IPsession filter
-B ipl:ip2:proto:portl:port2 bidirect IPsession filter
-0 OR for LAN filter
--src=<addr> LAN Filter for source MAC address
--dst=<addr> LAN Filter for destination MAC address
--1lc LAN filter for LLC packets
--help extended help (environ vars & Filter)
--vpi=<vci> VP1 for ADSL connections
--vci=<vpi> VCl for ADSL connections
--ethereal start ethereal (implies --pcap-pipe)
-—pcap-pipe write data in pcap-format into named pipe
-—-pcap-Ffile write data in pcap-format into file

--ofile=<fname> out filename (pipe/Ffile)
-—-pwd=<passwd> remote admin-password
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trace host (router®s name or IP-address)
0 = D-Channel or no ISDN, 1..31 = Bx-Channel

0..15
0..9

interface index (instead of chan/unit/slot)

if no chan/unit/slot or ifindex given:

Examples:
bricktrace-linux
bricktrace-1inux

unit 1
bricktrace-1inux
bricktrace-linux
bricktrace-linux
bricktrace-1inux

user@l inux:~/bricktrace-1i1nux>

rou

ter

router 0 1 2

router 1000

router 100001
--ethereal router 1000
--pcap-Ffile router 1000

write PCAP file

ist all

list all

interfaces

interfaces

D-Channel (0) of ISDN Slot 2,

LAN Interface 1000 (Slot 1)
virtual
write PCAP & start ethereal

IPsec

interface 100001

For finding out the traceable interfaces of the device, use the command without “ifindex”.

user@linux:~> bricktrace-linux --pwd funkwerk 192.168.1.1
bricktrace-linux: connected to 192.168.1.1:7000

(LAN 802.3)
(LAN 802.3)

Ifc: 1000 Type:
Ifc: 5000 Type:
Ifc: 2000 Type:
Ifc: 3000 Type:
Ifc: 4000 Type:

Ifc: 50000 Type:
Ifc: 200000 Type:
end

user@l inux:~>

.
7
4 (
3 (
0
7
7

WLAN)
ATM)

(ISDN D-channel)
(LAN 802.3)
(LAN 802.3)

For resolving the interface index values (Ifc) use the “ifstat” command on the telnet
console to the router (not on the linux machine!)

r232bw:> ifstat
Index Descr
000000 REFUSE
000001 LOCAL
000002 I1GNORE
001000 enl1-0
001001 eni1-0-llc
001002 enl-0-snap
005000 en5-0
005001 en5-0-1llc
005002 en5-0-snap
050000 ethoa50-0
050001 ethoa50-0-11
050002 ethoa50-0-sn
200000 vss1-0
200001 vss1-0-llc
200002 vssl-0-snap

total: 15
r232bw:>

Type
othr
othr
othr
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth
eth

Mtu

8192
8192
8192
1500
1496
1492
1500
1496
1492
1500
1496
1492
1500
1496
1492

Speed
0

0

0
100M
100M
100M
100M
100M
100M
10M
10M
10M
54M
54M
54M

St
up
up
up
up
up
up
up
up
up
dn
dn
dn
dn
dn
dn

Ipkts

0

0

0
1962248
186

139

501

[eNoloNoloNoNoNe]

N
[00]
N

[eNoloNoloNoNoNe]

Oes PhyAddr/ChgTime

[eNoloNolooNoNoloNololoNoNeNe)

0 00:00:00

0 00:00:00

0 00:00:00
00:a0:f9:09:7d:f8
00:a0:f9:09:7d:f8
00:a0:f9:09:7d:f8
00:a0:f9:09:7d:f8
00:a0:f9:09:7d:f8
00:a0:f9:09:7d:f8
00:a0:19:89:7d:f8
00:a0:19:89:7d:f8
00:a0:f9:89:7d:f8
00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:-00
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For tracing a certain interface and directly show the trace in ASCII format on the your
console add the interface index (also called <ifindex> or <ifc):

user@linux:~> bricktrace-linux --pwd funkwerk 192.168.1.1 1000
bricktrace-linux: connected to 192.168.1.1:1000
Ifc:1000 (Chan:0 Unit:0 Slot:1) Type: 7 (LAN 802.3)

030095.193 R DATA[0060]

0000: ff ff ff ff fFf fFf 00 03 47 4d c5 45 08 06 00 01 ........ GM.E
0010: 08 00 06 04 00 01 00 03 47 4d c5 45 cO a8 01 64 ........ GM.E...d
0020: 00 OO OO OO OO OO L.
Arp Request: Who is 192.168.1.1 ? Tell: 168.1.100
030095.193 X DATA[0042]

0000:
0010:
0020:

00 03 47 4d c5 45 00 a0 T9 09 7d 8 08 06 00
08 00 06 04 00 02 00 a0 T9 09 7d 8 cO a8 01

00 03 47 4d c5 45

01 soooeeeiFonnn

Arp Reply: 192.168.1.1 is 00:a0:f9:09:7d:f8
030095.193 R DATA[0098]
0000: 00 a0 f9 09 7d 8 00 03 47 4d c5 45 08 00 45 00 ....}...GM.E..E.
0010: 00 54 09 51 40 00 40 01 ad a2 cO a8 01 64 cO a8 .T.-Q@-@------. d..
0020: 01 01 08 OO dO da ...
IP-Packet from 192.168.1.100 to 192.168.1.1 protocol ICMP
ICMP-Message , type echo request
030095.193 X DATA[0098]
0000: 00 03 47 4d c5 45 00 a0 f9 09 7d f8 08 00 45 00 ..GM.E....}...E.
0010: 00 54 Ob 18 40 00 3f 01 ac db cO a8 01 01 cO a8 .T..@-?---.-....
0020: 01 64 00 00 d8 da d.o...
IP-Packet from 192.168.1.1 to 192.168.1.100 protocol ICMP
ICMP-Message , type echo reply

user@l inux:~>

For filtering the trace-output use the options “-I” and “-B”.

The syntax is:

-1 ipsrc:ipdst:proto:srcport:dstport IPsession filter
-B ipl:ip2:proto:portl:port2 bidirect IPsession filter

Example: Tracing only ICMP packets (IP protocol 1):

bricktrace-linux --pwd funkwerk -1 :-:1 192.168.1.1 1000

Example: Tracing only telnet packets (TCP (IP protocol 6), Port 23)

bricktrace-linux --pwd funkwerk -B ::6:23 192.168.1.1 1000

Example: Tracing only packets between two host IP addresses:

bricktrace-linux --pwd funkwerk -B 192.168.1.1:192.168.1.100 192.168.1.1 1000
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Using Ethereal / Wireshark with bricktrace-linux

For sending the trace to a ethereal/wireshark readable file, use the options “—pcap-file”
and “-ofile=<filename>"

bricktrace-linux --pwd funkwerk --pcap-file --ofile=testtrace.pcap 192.168.1.1
1000

Open the file with Ethereal / Wireshark.

For sending the trace in realtime to ethereal/wireshark, use the options “—ethereal”. All
output is piped to ethereal.

E'! Befehlsfenster - Konsole

Sitzung Bearbeiten Ansicht Einstellungen Hilfe

dmuellerfBzuse-vnware: " bricktrace-1linux> brickbrace-linux -—pwd funkwerk --ethereal 172,16,37,151 5000
bricktrace-linux<i connected to 172,16,37,1591:7000
Ifc:5000 (Chani0 Unit:d Sloti5) Tyee: 7 (LAN 802,30

created pipe: Jtmpsbricktrace-linu=-172,16,37.,151-5000 , pcape
starting: ethereal -Sk -i Atmpdbrickbrace-linux-172,16,37,1591-5000,rcapp
Packet= captured: 20l

I =

Frame 1 {92 on wire, 98 captured)
Ethernet II
Internet Protocol, Src Addr: 192,168,1,100 (192,168,1,100), Dst
Internet Control Message Protocol

Addr: 192,168,1,1 (192,188,1,1)

N I
0000 00 a0 £9 09 Fd £8 00 03 47 4d o5 45 08 00 45 00, O.}e,. GHAELLE,
0010 00 54 0d b7 40 00 40 01 a9 3c o0 a8 0L 64 o0 a8 LT,-2,0, BG",dd"
0020 01 01 08 00 de e= &8 04 0L 00 1b 36 db 46 4a 8c ....Pie, ...GOF],
0030 02 00 03 03 0a 0b 0c 0d O OF 10 11 12 13 14 15 L.ovvins vrrvnnes
0040 16 17 18 13 la 1b lc 1d le 1F 20 21 22 23 24 25 L.ovevus oo |"HEE

Fiter]

ﬂ Hesetl Apply"dive capture in progresss
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1
_—I Ne-u' E}B&f@hhf@nsmr ‘
{@ The Ethereal Network Analyzer Ethereal == a8
File Edit Capture Display Tools Help | Total Z0 {100,0%)
= | sCTP 0 (0,0%)
Mo. . Source Destination *rotocol | Info 2 TCP 14 (70,0%)
1 ; ] 1.1 ICHP ot UDP 0 {0,0%)
2 0.000000  BinTec_09:7d:f8 FFLFFIFFLFFIFFLFF ARP Who has 192,168,1,1007 Tell 192,168.1.1 ICMP 4 20,0%)
3 0,000000  Intel_ddsc5d5 BinTec_09:7d:F8 BRP 192,168,1,100 iz at 00303:47;4d:c5:45 OSPE 0 (0,0%)
4 0,000000  192,168,1,1 192,168,1,100 ICHF  Echo (ping) reply e 0 0%
5 1,000000 192,162,1,100 192,168,1,1 ICHP Echo (ping) request MEtRIOS o (UJU%)
B Lo0o000  192,168,1,1 132,168,1,100 ICHF  Echo (ping) reply B 0 (00%)
7 5031000 192,168,1,100 192,168,1,1 TCF 32776 > telnet [SYN] Seq=2245802708 Ack=0 Win=5¢ e
g 5,033000  192,168,1,1 192,168,1,100 TCP telnet > 32775 [SYN, ACK] Geq=273344B579 Ack=zze | || ¥INES o o)
9 5029000 192,162,1,100 192,168,1,1 TP 32776 > telnet [ACK] Seq=2245802709 Ack=2733446¢ | || Other & (10,0%)
10 5,033000  192,168,1,100 192,168,1,1 TELMET Telnet Data ...
11 5033000 192,168,1.1 132,168,1,100 TELMET Telnet Data ... Stop |
12 5033000  192,168,1,100 192,168,1,1 TCP 32776 > telnet [ACK] Seq=2245002733 Ack=27334450
13 5047000 192,168.1,100 192,168.1.1 TELMET Telnet Data ...
14 5047000  192,168,1.1 192,168,1,100 TELMET Telnet Data ...
15 5,078000  192,168,1,100 192,168,1,1 TCF 32776 > telnet [ACK] Seq=2245802739 Ack=2733445¢
1R R 2RENNN 192 1RS 1 1hn 197 1R8 1 1 TFI NFT  Talwat Tata




