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Chapter 1 Security - IPSec VPN with callback

1.1 Introduction

The configuration of an IPSec VPN with callback (IP address in the B/D-channel) with a
bintec RS232bw is described in the following chapters.

Configuration is performed with the GUI (Graphical User Interface).

The branch office of a company is to be connected to the head office over an IPSec tunnel.
An xDSL connection is available for the Internet connection in both the branch office and
head office. Both devices receive their IP address dynamically from the Internet Service
Provider (ISP). To set up the IPSec tunnel in both directions, the IP address should be
transferred to the partner over ISDN.

ADSL
dynamic IP address

ADSL
dynamic %’der SS

RS232bw f Port 1
192.168.0.254/24

L - (==
EE) D) EEE
LAN Head office LAN Branch office
192.168.1.0/24 192.168.0.0/24

Fig. 1: Example scenario IPSec with callback

Requirements

The following are required for the configuration:

* Two bintec RS232bw gateways.
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* Boot image from version 7.10.1
¢ An xDSL internet access at head office and at the branch
¢ An ISDN connection at head office and at the branch

e The LAN must be connected to one of the ports 1 to 4 on the gateway

1.2 Configuring the licence

You require an additional licence to transmit the IP address in the B/D-channel. You can re-
quest these free of charge from www.bintec-elmeg.com (under Services -> Online Ser-
vices).

Once you have received the licence data, proceed as follows:

(1) Go to System Administration -> Global Settings -> System Licences.

Save configur ation System  Passwords Date and Time System Licences

Assistants -

System Management -
Status
Global Settings
Interface Mode / Bridge Licence Serial Mumber ISXE\SXDM

Basic Settings

Eiovs Licence Key [BKMCGHGSUGZS Y 1ooon
Administrative Access

Remote Authentication
Certificates oK Cancel

Fig. 2: System Management -> Global Settings -> System Licences -> New

Relevant fields in the System Licenses menu

Field Meaning

Licence Serial Number This is the serial number of the licence.

Licence Key This is the licence key.

To enter the new licence, proceed as follows:

(1) Click New to add a licence.

(2) Under Licence Serial Number enter the serial number of your licence.
(3) Enter your licence key under Licence Key.

(4) Confirm with OK.

Check whether the licence has been enabled correctly as follows:


http://www.bintec-elmeg.com

bintec elmeg GmbH

Save configuration

Assistants -
System Management -
Status

Global Settings
Interface Mode | Bridge
Groups

Administrative Access
Remote Authentication
Certificates

Physical Interfaces -

1 Security - IPSec VPN with callback

System  Passwords Date and Time System Licences

System Licence 1D Sx610050519001 4
Installed Software Options
bridge, capi, ip (builting, ipsec {0/5)

Description Licence Type Licence Serial Number State

IPSEC Saftware SXEIPSFRFactory [s]4 fmi

insecch-ipsfer Software SHEISKO01 Ok ]
New

Fig. 3: System Management -> Global Settings -> System Licences

1.3 Configuration of ISDN interfaces

You must configure one of your Multiple Subscriber Numbers (MSN) so that IPSec callback
is used for incoming calls.

Go to the following menu to configure an MSN for IPSec callback at head office:

(1) Go to Physical Interfaces -> ISDN Ports -> MSN Configuration -> New.

Save configuration

Assistants ~
System Management -
Physical Interfaces -

Ethernet Ports

ISDH Ports

ADSL Modem
LAN -
Wireless LAN ~
Networking -
Routing Protocols -
Multicast ~7
WAN -

ISDN Configuration MSN Configuration

Basic Parameters

ISDN Port bri-0 v

Service IPSec &

MSN G40

MSM Recognition @Rjgmlo Left OLeftto Right (DDI)
Bearer Service  pata + voice Opata O voice

OK Cancel

Fig. 4: Physical Interfaces -> ISDN Ports -> MSN Configuration -> New

Relevant fields in the MSN Configuration menu

ISDN Port
Service

MSN

MSN Recognition

Bearer Service

Proceed as follows:

Enter the port to which the ISDN connection is connected.
Defines the service used to respond to the MSN.

This is the subscriber number of the service.

Defines the type of incoming number check.

Defines whether to respond to a voice or data call or both.

(1) SetISDN Port to bri-o.



)
©)

(4)
(5)
(6)

Configure an MSN to the gateway in the branch in the same way.

Select the Service 1pPsec.

Under MSN enter the MSN to which the gateway should respond with an IPSec call-
back, in this example 840.

Leave MSN Recognition setto Right to Left.
Leave the Bearer Service setto Data + Voice.
Confirm with OK.

1.4 Configuring internet access

An entry is created for both Internet connections over xDSL on each gateway. The sub-
sequent configuration refers to the entry for the internet connection at head office.

Go to the following menu to set up an internet access over xDSL at head office:

Q)

Go to WAN -> Internet + Dialup ->PPPoE-> New.
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Save configuration
Assistants
System Management
Physical Interfaces
LAN
Wireless LAN
Networking
Routing Protocols
Multicast
WAN
Internet + Dialup
ATM
Real Time Jitter Control
VPN
Firewall
VolP
Local Services
Maintenance
External Reporting

Monitoring

Biasic Parameters
Description

PPFoE Mode

PPFoE Ethetnet Interface
User Name

Password

WLAN

Always on

Connection Idle Timeout
IP Made and Routes

IP Address Mode
Default Route

Create NAT Palicy

Block after connection failure for

Maximum Number of Dialup Retries

Authentication

DMS Megotiation

Priaritize TCP ACK Packets
LCF Alive Check

MTU

1 Security - IPSec VPN with callback

PPPoE PPTP PPPoA |ISDN IP Pools

IT’OﬂhnE!

@ standard O WMuttilink
ethoabl-I v

II’DﬂhnE de

[eonaeses
Clenabled
[Ienabled

120 Seconds

O static & GetIP Address
[lEnabled

Enabled

Advanced Settings

lED— Seconds
|5—

PAP b
Enabled

Clenabted

Cenabled

[ Automatic

QK Cancel

Fig. 5: WAN -> Internet + Dialup ->PPPOE -> New

Relevant fields in the PPPoE menu

Define a name for the xDSL Internet connection.

Description

PPPoE ethernet inter-

face
User Name

Password

Always on (flat-rate

mode)

Connection Idle Timeout

IP address mode

Default Route

Create NAT entry

Specify the interface for your gateway over which the xDSL con-

nection is to be established.

Enter the user name you received from the provider.

Enter the password you received from the provider.

This indicates that the gateway does not automatically clear the

connection.

Define the time in seconds after which the gateway clears the

connection in the absence of data traffic.

Defines the mode following which the gateway receives the IP

address.

For this connection, a standard route is automatically created.

NAT is enabled for this connection.
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Proceed as follows:

M
@
@3
(
(

~ ~

4
5)

~

(6)
7
8
(9)

~— ~

Under Description enter the name for the connection, e.g. T-Online.

For PPPoE Ethernet Interface, select ethoa50-0.

Under User Name enter your user name defined in the access data for your provider.
Under Password enter the password for your Internet access.

Leave the default setting Not activated for Always on (flat-rate mode) if you do
not have a DSL connection with flatrate. If you have an Internet access without flatrate
enter the time in seconds after which the gateway should clear the Internet connection
when there is no further data exchange under Connection Idle Timeout, for example
120.
If you have an Internet access with flatrate, select Always on (Flatrate Mode). If
selected the gateway will never clear the Internet connection automatically.

Leave IP Address Mode setto Get IP Address.
Keep Default Route selected.
Select Create NAT Policy .

Leave the remaining settings unchanged and confirm them with OK.

Configure an MSN to the internet connection in the branch in the same way.

1.5 Configuring IPSec

The following chapter describes how to configure an IPSec peer with callback and how to
change the standard profile for Phase-1 and Phase-2.

1.5.1 Configuring the IPSec peer and callback

An IPSec peer always refers to a remote terminal, in this example the branch office.

To create an IPSec peer, proceed as follows:
(1) Goto VPN -> IPSec -> IPSec Peers -> New.



IPSec Peers Phase-1 Profiles Phase-2 Profiles XAUTH Profiles IP Pools

Options

Peer Parameters

Administrative Status
Description

Peer Address

Peer D

Internet Key Exchange

Preshared Key

Irterface Routes

IF Address Assignment
Default Route

Local IP Address

Route Entries

Adwanced IPSec Options
Phase-1 Profile
Phase-2 Profile

HAUTH Profile

MNumber of Admitted Connections
Start Mode

Advanced P Options

Back Route Verify

Progy ARP

IPSec Callback

Mode

Incorming Phane Number
Outgoing Phone Number

Transfer own IP address over ISDNIGSM

Transfer Mode

[O] Up CDown

|r5232hw7hranchmﬁ|ce

[1Pv4 Address v
[192.166.0.254

Clenabled

1521681 254

Remate IP Address Metmask Metric
[1a2.162.00 [o55 255 256.0

Advanced Settings

MNone (use default profile) »
MNaone (use default profile) v

) One User OMuIlipIe Users

@ on Demand O Always up

Clenabled

& mactive O Up or Dormant (@] Up only

@ @
=| @
=

Enabled

© Autodetect best mode

O Autodetect only D Channel Modes

Ouse specific D Channel Mode

OTry specific D Channel Mode, fall back to B Channel
Ouse only B Channel Mode

€ OK ) € Cancel )

Fig. 6: VPN -> IPSec ->IPSec Peers -> New

Relevant fields in the IPSec Peers menu

Field Meaning

Description Define a name for the IPSec peer.

Peer ID Select the ID type and enter the peer ID.

Preshared Key This is the secret key for IPSec negotiation.

Default Route Select whether the route to this IPSec peer is to be defined as

the default route.

Local IP Address Enter the WAN IP address of your device.

Workshops (Excerpt)



1 Security - IPSec VPN with callback bintec elmeg GmbH

Route entries: Remote  Enter the networks to be set up over this IPSec tunnel.
IP Address / Netmask

To create an IPSec peer, proceed as follows:
(1) Enter the description of the peer Description, e.g. rs232bw_branchoffice.

(2) Leave Peer Address blank as the IP address of the peer is assigned dynamically by
the provider.

(8) Under Peer ID select 1Pv4 Address and enter the ID of the remote terminal, in this
example 192.168.0.254.

(4) Under Preshared Key enter, for example, secret123.

(5) Deselect Default Route.

(6) Enter the IP address of your device under Local IP Address, e.g. 192.168.1.254.

(7) Under Route Entries for IP Address and Netmask enter the IP address and the cor-
responding subnet mask of the network you wish to reach over the tunnel, in this ex-
ample 192.168.0.0and 255.255.255. 0.

Additional settings are required for peer configuration. For this, go to the following menu:

(1) Goto VPN -> IPSec -> IPSec Peers-> New-> Advanced Settings.

Relevant fields in the menu Advanced Settings
Mode Select the type of IPSec callback.

Incoming ISDN Number Enter the subscriber number that arrives when the peer initiates
the callback.

Outgoing ISDN Number Enter the subscriber number that is dialled when the gateway
initiates the callback.

Transfer own IP address Determines whether or not the IP address of the gateway is
over ISDN transferred over ISDN.

Transfer Mode Select the transfer mode of the |IP address.

Proceed as follows:
(1) Select Both under Mode.

(2) Under Incoming ISDN Number enter the MSN from which a callback is requested, in
this example 850.

(3) Under Outgoing ISDN Number enter the MSN dialled for a callback, in this example
850.

(4) Select Transfer Own IP Address over ISDN .

(5) Leave Transfer Mode setto Autodetect Best Mode.



(6) Leave the remaining settings unchanged and confirm them with OK.

Click Save Configuration and then confirm with OK.

Configure the IPSec for the gateway in the branch in the same way. Check that the IDs, IP
addresses and MSN are configured correctly.

Creating an IPSec peer automatically generates standard profiles for phase 1 and phase 2,
which are changed in the following section to suit the requirements of this scenario.

1.5.2 Changing the Phase-1 Profiles

Go to the following menu to change the profile for phase-1:
(1) Goto VPN -> IPSec -> Phase-1 Profiles-> <Multi-Proposal> ->E|.

_l Phase-2 Profiles | XAUTH Profiles | IP Pools | Options |

Phass-1 (KE) Paramsters

Description IPhaSeW PSK

Encryption Authertication

3DES v~
DH Group O 1(768 Bit) @ 2(1024 Bity O 5(1536 Bit)
Lifetime IESEDD Sacnndslﬂ kBytes Rekey aﬂerlSD—% Lifetime
Authentication Method
Mode O mMain Mode (ID Protect) & Aggressive [l strict
Local ID Type \\P\M Address @
Lacal ID Value [192.168.1 254

Advanced Settings

Alive Check Inactive E
Block Time 30 Seconds
MAT Traversal Disabled v/

( oK ) ( Cancel )

Fig. 7: VPN -> IPSec -> Phase-1 Profiles-> <Multi-Proposal> ->E|
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Relevant fields in the Phase-1 Profiles menu

Description Define a name for the profile.

Proposal Defines the encryption and authentication algorithm to be used.

DH Group Defines the Diffie-Hellman group to be used.

Lifetime Defines the time or data volume after which re-authentication is
carried out.

Authentication Method Select the authentication method.

Mode Defines the type of tunnel negotiation.
Local ID Type Defines the type of local ID for the gateway.
Local ID Value This is the local ID of the gateway.

Proceed as follows to change the profile for phase-1:
(1) Under Description enter the name of the profile, for example, Phasel PSK.

(2) Under Proposal Encryption select 3DES, under Authentication select SHAI in the
first entry. Since at least one proposal must be configured at any one time, the first
entry in the list is enabled by default.

(8) Leave DH Group setto 2 (1024 Bit).

(4) Under Lifetime Seconds enter a time in seconds, in this example 28800 and leave
the KBytes set to 0.

(5) Leave the Authentication Method set to Preshared Keys.

(6) Leave Mode setto Aggressive.

(7) Setthe Local ID Type to 7PV4 Address.

(8) Under Local ID Value enter the ID, in this example 192.168.1.254.

Additional settings are required for the phase-1 configuration. For this, go to the following
menu:

(1) Go to Phase-1 Profiles -> <Mu|ti-ProposaI>-> -> Advanced Settings.

Relevant fields in the menu Advanced Settings
Field Meaning
Alive Check Defines the type of phase monitoring.

NAT Traversal Determines whether or not the NAT traversal is used.

Proceed as follows:
(1) Under Alive check select Tnactive.

(2) Deselect NAT Traversal .
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(8) Confirm with OK.

1 Security - IPSec VPN with callback

Configure the phase 1 for the gateway in the branch in the same way.

1.5.3 Changing the Phase-2 profile

Go to the following menu to change the profile for phase-2:
(1) Goto VPN -> IPSec -> Phase-2 Profiles -> <Multi-Proposal> ->.

Save configur ation
Assistants -
System Management -
Physical Interfaces b
LAN -
Wireless LAN -
Networking -
Routing Protocols -
Multicast -
WAN -

VPN -
IPSec
L21P
PPTP
GRE

Firewall ~7
VolP -
Local Services -
Maintenance =7
External Reporting -

Monitoring -

Phase-2 (IPSEC) Parameters

Description

Froposals

Use PFS Group

Lifetime

IP Compression
Alive Check

Propagate PMTU

IPSec Peers Phase-1 Profiles Phase-2 Profiles XAUTH Profiles | IP Pools  Options

Phase?
Encryption Authertication Enabled

3DES | |SHA1 |v

3DES v [MD5 v

3DES v [MD5 v
[“lEnabled

O 1768 Bit) @ 2(1024 Bity 51536 Bit)

kBytes Rekey after|30 # Lifetime

|BEUU Secondslﬂ

Advanced Settings

Cenabted
Inactive v

Cenabted

oK Cancel

Fig. 8: VPN -> IPSec -> Phase-2 Profiles-> <Multi-Proposal> ->

Relevant fields in the Phase-2 Profiles menu

Define a name for the profile.

Description
Proposal
Use PFS Group

Lifetime

Defines the encryption and authentication algorithm to be used.

Determines whether or not PFS (Perfect Forwarding Secrecy) is

used.

Defines the time or data volume after which re-authentication is

carried out.

Proceed as follows to change the profile for phase-2:

(1) Under Description enter the name of the profile, for example, Phase?’.

(2) Under Proposal Encryption select 3DES, under Authentication select SHAI in the
first entry. Since at least one proposal must be configured at any one time, the first
entry in the list is enabled by default.
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(8) Select Use PFS Group.

(4) Under Lifetime Seconds enter the time in seconds, in this example 3600 and leave
the KBytes set to 0.

Additional settings are required for the phase-2 configuration. For this, go to the following

menu:

(1) Go to Phase-2 Profile -> <Mu|ti-ProposaI>->@ -> Advanced Settings.

Relevant fields in the menu Advanced Settings

Alive Check Defines the type of phase monitoring.

Propagate PMTU Determines whether or not the PMTU (Path Maximum Transfer
Unit) is transferred.

Proceed as follows:

(1) Under Alive check select Tnactive.
(2) Deselect Propagate PMTU.

(8) Confirm with OK.

Configure the phase 2 for the gateway in the branch in the same way.

1.6 Result

You have entered a licence for transmitting the IP address in the B/D-channel. The ISDN
interface has been configured to use the IPSec callback function. xDSL internet accesses
have been set up at head office and at the branch offices. The IPSec tunnel has been con-
figured on the gateway of the head office.

1.7 Checking the configuration

You have now configured an IPSec tunnel between two gateways; the IP addresses of the
gateways are transmitted over ISDN to the remote terminal.

1.71 Testing the connection and the ISDN callback

The connection is set up by the head office, for example, with a ping. You can follow the
set-up of the connection and the ISDN callback by entering the command debug ipsecin
the command line.
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r23zbuw:> debug ipsec

00:01:04 INFO/IPSEC: IPSEC CB - need callback from Peer "rz3zbw filiale"

00:01:04 INFO/IPSEC: IPSEC CB - trigger callback at Peer "r23zhw_filiale” (do call "+"->m350M")

00:01:05 INFO/IPSEC: IPSEC CB - Peer "r232hw_filiale"”, trigger call "=" —> "SS50" is ALERTING

00:01:11 INFO/IPSEC: IPSEC CB — Peer "r23zhw filiale”, CB Mode LLC failed (next B} - clear trigger call ("*" —> "S50") now
00:01:11 INFO/IPSEC: Fl: peer 1 (r23zbw filiale) sa 0 {-): Callback recry

00:01:11 INFO/IPSEC: IPSEC CB - need callback from Peer "rz3zbw filiale"

oo
oo

:11 INFO/IPSEC: IPSEC CB - trigger callback at Peer "r232bw filiale" (do eall "*"->"350")
111 INFO/IPSEC: IPSEC CE — Peer "r23Zhw filiale", trigger call requested vhile peer triggeres ("*" —»> "850"):
clearing trigger call from peer first
00:01:11 INFO/IPSEC: IPSEC CB - Peer "r23zhw filiale", trigger call "#" -» "350" is ALERTING
00:01:21 INFOQ/IFSEC: IFSEC CB - Trigger Call by Feer "r23zbw_filiale"” successfully transmitted IF 84.146.201.132 /
Token 59766 wvia B channel

DEBUG/ IPSEC: P1: peer D () sa 1 (R]: nev ip ©4.146.201.132 <- ip B54.146.228.145

INFO/IPSEC: P1: peer O () sa 1 (R}]: Vendor ID: 84.146.228.145:1023 (No Id] is 'BINTEC'

INFO/IPSEC: P1: peer O () sa 1 (R): Vendor ID: 84.146.228.145:1023 (No Id) is 'BINTEC Heartheats Version 1'
o
i
¥

INFO/IPSEC: P1: peer () sa 1 (R]: Vendor ID: 84.146.228.145:1023 (Ho Id) is 'Dead Peer Detection (DPD, RFC 3708)°
DEBUG/ IPSEC: P1: peer (r23Zbw_~filiale] sa 1 (R): ildentified ip 54.146.201.132 <- ip B54.146.228.145
DEBUG/ IPSEC: P1: peer (rz3zbw_filisle} sa 1 (R):token payload: received token 59766
DEBUG/ IPSEC: Fl: peer 1 (rz3zbw filiale] sa 1 (R):notify id ipvé(any:0,[0..3]=152.165.1.254) <- id
ipwd (any:0, [0..3]=192.168.0.254) [unencrypted): Initial contact notification proto 1 spi(l6) =
[c838dodD 28dfec?d : £511d733 cf7dd9ave]
00:01:22 INFO/IPSEC: Trigger EBundle -1 (Peer 1 Traffic -1} prot 1 192.168.1.2:0->192.188.0.2:0
00:01:22 INFO/IPSEC: P1: peer 1 (r232bw filimle) sa 1 (R): done id ipwé(any:0,[0..3]=152.165.1.254]
<- id ipvd(any:0,[0..3]1=192.168.0.254) AG[cS3Sdodd 28dfec?d : 6511d733 cf7dd976]
00:01:22 INFO/IPSEC: P2: peer 1 (r23Zbw_filiale) traf O bundle -1 (Ij: created 192.165.1.0/24:0 < any »
192.168.0.0/24:0 rekeyed O

00:01:23 DEBUG/IPSEC: P2: peer 1 (r232bv_filiale) traf O bundle -1 (I): SA 1 established ESP[20893821] in[0]
¥ode tunnel enc 3des-che (152 bit) auth sha (160 bit)

00:01:23 DEBUG/IPSEC: P2: peer 1 (r232bw filimle) traf O bundle -1 (Ij: SA 2 established ESP[32fffbf5] ouc[0]
Mode tunnel enc 3des-che (192 bit) auth sha (160 bit)

00:01:23 INFO/IPSEC: Activate Bundle -1 (Peer 1 Traffic -1)

00:01:23 INFO/IESEC: FP2: peer 1 (r2izbw_filiale) traf O bundle -1 (I): established (64.146.201.132<->84.146.225.145)
with 2 SAhs life 3600 Sec/0 Kb rekey 2880 Sec/0 Kb Hb none
rzizhw:>

This debug extract shows how the IPSec tunnel is initiated from head office. The system
first attempts to transmit the IP address over the D-channel. However, this attempt fails as
it is not supported by the PBX or the provider. Next, the IP address is transmitted in the B-
channel and the tunnel is set up.

1.8 Overview of configuration steps

Licence for IP address transfer over ISDN

Licence Serial Num- System Management -> Global Set- Serial number
ber tings-> System Licenses -> New

Licence Key System Management -> Global Set- Licence Key
tings-> System Licenses -> New

ISDN interfaces

Id Menu Value

ISDN Port Physical Interfaces -> ISDN Ports-> e.g. bri-0
MSN Configuration -> New

Service Physical Interfaces -> ISDN Ports-> IPSec
MSN Configuration -> New

MSN Physical Interfaces -> ISDN Ports-> e.g. 840
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MSN Configuration -> New

MSN Recognition Physical Interfaces -> ISDN Ports-> Right to Left
MSN Configuration -> New

Bearer Service Physical Interfaces -> ISDN Ports-> Data + Voice
MSN Configuration -> New

Internet Accesses

Description WAN -> Internet + Dialup -> PPPoE -> e.g. T-Online
New

PPPoE ethernetin- WAN -> Internet + Dialup -> PPPOE -> ethoa50-0

terface New

User Name WAN -> Internet + Dialup -> PPPoE -> Your user name, e.g. t-
New online.de

Password WAN -> Internet + Dialup -> PPPOE -> Your password
New

Always on (flat-rate ~ WAN -> Internet + Dialup -> PPPoOE -> Disabled

mode) New

IP address mode WAN -> Internet + Dialup -> PPPOE -> Get IP Address
New

Default Route WAN -> Internet + Dialup -> PPPOE -> Enabled
New

Create NAT entry WAN -> Internet + Dialup -> PPPoE -> Enabled
New

IPSec Configuration

Field Menu Value

Description VPN -> IPSec ->IPSec Peers -> New e.g.
rs232bw_branchoffi
ce

Peer ID VPN -> IPSec ->IPSec Peers -> New e.g. IPV4 Address and
192.168.0.254

Preshared Key VPN -> IPSec ->IPSec Peers -> New e.g. secretl23

Default Route VPN -> IPSec ->IPSec Peers -> New Disabled

Local IP Address VPN -> IPSec ->IPSec Peers -> New e.g. 192.168.1.254

Route Entries VPN -> IPSec ->IPSec Peers -> New e.g. for IP
Address192.168.0.0
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Mode
Incoming ISDN

Number

Outgoing ISDN
Number

Transfer own IP ad-
dress over ISDN

Transfer Mode

Description

Proposal

DH Group

Lifetime

Authentication Meth-

od

Mode

Local ID Type

Local ID Value

Alive Check

NAT Traversal

Description

VPN -> IPSec ->IPSec Peers-> New ->

Advanced Settings

VPN -> IPSec ->IPSec Peers-> New ->

Advanced Settings

VPN -> IPSec ->IPSec Peers-> New ->

Advanced Settings

VPN -> IPSec ->IPSec Peers-> New ->

Advanced Settings

VPN -> IPSec ->IPSec Peers-> New ->

Advanced Settings

VPN -> IPSec -> Phase-1 Profiles->
<Multi-Proposal> ->

VPN -> IPSec -> Phase-1 Profiles->
<Multi-Proposal> ->

VPN -> IPSec -> Phase-1 Profiles->
<Multi-Proposal> ->

VPN -> IPSec -> Phase-1 Profiles->
<Multi-Proposal> ->

VPN -> IPSec -> Phase-1 Profiles->
<Multi-Proposal> ->

VPN -> IPSec -> Phase-1 Profiles->
<Multi-Proposal> ->

VPN -> IPSec -> Phase-1 Profiles->
<Multi-Proposal> ->

VPN -> IPSec -> Phase-1 Profiles->
<Multi-Proposal> ->

VPN -> IPSec ->Phase-1 Profiles ->
<Multi-Proposal> ->-> Advanced
Settings

VPN -> IPSec ->Phase-1 Profiles ->
<Multi-Proposal> ->-> Advanced
Settings

VPN -> IPSec -> Phase-2 Profiles->

and for
255.255.255
Netmask. 0

Both

e.g. 850

e.g. 850

Enabled

e.g. Autodetect Best
Mode

e.g. Phasel PSK

e.g. 3DES and SHAI

e.g. 2(1024 Bit)

e.g. 28800 and 0

Preshared Keys

Aggressive

€.90. IPV4 Address

e.g.192.168.1.254

Inactive

Disabled

e.g. PhaseZ2



Field

Proposal

Use PFS Group

Lifetime

Alive Check

Propagate PMTU

Menu
<Multi-Proposal> ->@

VPN -> IPSec -> Phase-2 Profiles->
<Multi-Proposal> ->@|

VPN -> IPSec -> Phase-2 Profiles->
<Multi-Proposal> ->@

VPN -> IPSec -> Phase-2 Profiles->
<Multi-Proposal> ->@|

VPN -> IPSec ->Phase-2 Profiles ->
<Multi-Proposal> ->@|—> Advanced
Settings
VPN -> IPSec ->Phase-2 Profiles ->
<Multi-Proposal> ->@|—> Advanced
Settings

Value

€.g. 3DES and SHAI

Enabled

e.g. 3600 and 0

Disabled

Disabled
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Chapter 2 Security - IPSec client authentica-
tion via XAuth on Microsoft RADIUS Server
(IAS)

2.1 Introduction

This chapter describes VPN IPSec connection of the bintec secure IPSec clients to a
bintec R3000 VPN gateway with advanced authentication (XAuth) on Microsoft Windows
2003 RADIUS server. A double authentication is performed at VPN tunnel setup. The VPN
IPSec client authenticates itself per preshared key at the VPN gateway; in addition, user lo-
gin is performed over Windows 2003 server. The VPN IPSec client is subsequently as-
signed a dynamic private IP address (per IKE config mode) from the local network.

Windows
Server 2003
meTy— bintec R3000 PSec Giont
Server
-~ — — (o)~ — — ~—— .
XAuth / RADIUS User
=== ——- Authentication ~ =~ — — — — — — >

Fig. 9: Example scenario

Requirements

The following are required for the configuration:

* A VPN gateway e.g. bintec R3000 with system software 7.8.7 (XAuth support)
¢ A bintec secure IPSec client
¢ A Microsoft Windows 2003 Server with installed Internet Authentication Service (IAS)

* VPN gateway and VPN client each require an independent Internet connection

2.2 Configuration

Workshops (Excerpt)



ent an IP address from this network range, the option Proxy ARP must be enabled.

(1) Goto LAN -> IP Configuration -> Interfaces -> Edit.

Interfaces
Basic Parameters
Address Mode @ static ODHCP
_ P Address f Netmask [192 16810 254 |55 255 256 0 i
Al erace Mode ©Manual Ovian
;; MAC Address IDD:aD 9:0k:09:22 [luse buitt-in
= TCP-MSS Clamping Clenabled

C oK ) (_ cancel )

Fig. 10: LAN -> IP Configuration -> Interfaces ->Edit

Relevant fields in the Interfaces menu

I L

Address mode Select how an IP address is assigned to the interface.

IP Address/Netmask Here, enter the IP address and the corresponding Netmask of
the interface.

Interface Mode Here, select the configuration mode of the interface.

Proxy ARP Enable the option Proxy ARP.

VPN Configuration

An IP address pool is specified in the IP Poolsmenu, from which an address in assigned
the VPN client at tunnel setup. In our example, a range from the local network is selected,
e.g. 192.168.10.150 to 192.168.10.180.

(1) Goto VPN -> IPSec -> IP Pools -> Add.

Workshops (Excerpt)
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Save configuration

S MG AOE ” IPSec Peers | Phase-1 Profiles | Phase-2 Profiles  XAUTH Profiles | IP Pools | Options
j‘-‘msicﬁllr[tﬂraces o
i
iln_ulir;g i Wiew !20 per pase || Fiterin [ None | equal VI— Go
f-W'I_I_N ._ IP Pool Mame IP Pool Range
VN . | [vPnCiientPaol 192.168,10.150 -|192.168.10.180 [
| IPSec Page: 1 fems: 1-1
| L2wp
Hpiey { Add oK ( cancel
 GRE y
Certificates

Fig. 11: VPN -> IPSec -> IP Pools -> Add

Relevant fields in the IP Pools menu
Field Meaning
IP pool name Enter the name of the IP pool.

IP pool range
In the first field, enter the first IP address from the local network.

In the second field, enter the last IP address from the local net-
work.

XAUTH Configuration

A RADIUS server must be used for advanced IPSec authentication (XAuth). Perform all ne-
cessary settings in the XAuth Profile menu.

(1) Goto VPN -> IPSec -> XAUTH Profiles -> New.

Save configuration
IPSec Peers Phase-1 Profiles Phase-2 Profiles XAUTH Profiles [P Pools Options

System Management
Physical Interfaces =
LAN -
Routing - Basic Patameters
WAN - Description radius_server
i\IIPM . Role | server V:
| IPSec —
| L2TP Mode |radius ¥ |
EETE, RADIUS Server Graup 1D No Radius Server configured for XAUTH
GRE
Certificates oK Cancel
Firewall R

Fig. 12: VPN -> IPSec -> XAUTH Profiles -> New

Relevant fields in the XAUTH Profiles menu

Field 7 Meaning

Description Enter a description for the IPSec authentication.

Role Here, select Server .



Field Meaning

Mode Under Mode select RADIUS .

IPSec peers configuration

You can now configure IPSec Peers. Create one entry per VPN client connection. The pre-
shared key as well as the local ID must be differently saved for every user or tunnel.

Choose the New button to set up more IPSec peers.

(1) Goto VPN -> IPSec -> IPSec Peers ->@|.

IPSec Peers Phase-1 Profiles | Phase-2 Profiles | XAUTH Profiles | IP Pools  Options

Peer Parameters

Administrative Status @Up  Down
Description |VPNCMem1
| psec PeerAddress |
| Badls Soai |E-ma\\Address v
PPTP eer
= ——————— client @hintec-elmeg.com
- _ |client @ q
c“"—?ﬁ"ms - Preshared Key I-uu-u
_ Intertace Routes

IP Address Assignment O static @ IKE Config Mode
IP Assignment Pool WPRClient-Fool
Local IP Address 192.168.10.254

Advanced Settings

Advanced IPSec Options

Phase-1 Profile
' Phase-2 Profile [Nane (use defauit rafils) ¥

HAUTH Profile radius_sener ¥

Start Mode | @ onpemand C Always up

Advanced IP Options

Back Route Verify [JEnabled

Provy ARP Onactive @ up or Dermant O Up only
IPSec Calloack

Mode

4 oK ) (__ cancel )

Fig. 13: VPN -> IPSec -> IPSec Peers ->@

Relevant fields in the Peer Parameter menu

Field Meaning

Administrative Status Set Administrative Status to Active. The peer is available for
setting up a tunnel immediately after saving the configuration.
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Description
Peer ID

Preshared Key

IP Address Assignment

IP Assignment Pool

Local IP Address

Enter a description of the peer that identifies it.
Select the ID type and enter the peer ID. On the peer device,
this ID corresponds to the parameter Local ID Value.

Possible ID types:

* Full Qualified Domain Name (FQDN)
e E-mail Address

* |[VP4 address

* ASN.1-DN (Distinguished Name)

Under Preshared Key enter the password agreed with the
peer.

Select the configuration mode of the interface.

When selecting the option TKE Config Mode choose an IP
address from the configured IP pool.

Select an IP pool configured in the VPN -> IP Pools menu. If an
IP pool has not been configured here yet, the message Not
yet defined appears in this field.

Enter the WAN IP address of your IPSec tunnel. This can be the
same IP address as the address configured on your router as
the LAN IP address.

The Advanced Settings menu consists of the following fields:

Relevant fields in the menu Advanced Settings

Phase 1 Profile

Phase 2 Profile

XAUTH Profile

Start mode

Back Route Verify

If selecting None (use standard profile) the profile in-
dicated as standard in Phase 1 Profiles is used.

When selecting None (use standard profile) the profile
indicated as standard in Phase 2 Profiles is used.

Here, select a configured XAUTH profile (e.g.

radius_server).

Here, you can select how the peer is to be switched to the act-
ive state. By selecting on Demand the peer is switched to the
active state with a trigger.

Here, it is determined whether a check on the back route should
be enabled for the interface to the connection partner.
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Proxy ARP

Mode

Phase-1 Profiles

Set Proxy ARP to Up or Dormant. Your device only re-
sponds to an ARP request if the status of the connection to the
IPSec peer is up or dormant.

Set the Mode of the IPSec callback to Tnactive. The local
device neither reacts to incoming ISDN calls nor initiates ISDN
calls to the remote device.

In the Phase 1 Profiles menu, you can define the Phase 1 (IKE) settings. Click on the

icon to edit existing entries. Select the New button to create new profiles.
(1) Goto VPN -> IPSec -> Phase 1 Profiles ->.

Save configuration
System Management
Physical Interfaces
LAN
Routing
WAN
VPN
| IPSec
| L21TP

FPTP

GRE

Certificates

Firewall

Vo

Local Senvices
Maintenance
External Reporting
Monitoring

IPSec Peers Phase-1 Profiles Phase-2 Profiles XAUTH Profiles IP Pools | Options

Phase-1 (IKE) Parameters

Description

Proposals

DH Group

Lifetime
Authentication Method
hode

Local 1D Type

Local ID Value

Alive Check
Block Time

MAT Traversal

PSE Multiproposal

Encryption Authertication Enahled
AES ~ ||| MD& B
(AES || [MDB (@]
Aes  Mvos MO

C 1768 Bity @ 201024 Bity O 51536 Bit)

I1 4400 Secon(lslﬂ KBytes
| Prgs.l.w ared Kews
O Main Mode (ID Protect) & Agaressive [ Strict

| E-rmail Address M

I zentrale@bintec-elmeg.com

Advanced Settings

| Autodetect b
ISD Seconds
Enabled
OK ! Cancel

Fig. 14: VPN -> IPSec -> Phase 1 Profiles ->

Relevant fields in the Phase 1 Parameters (IKE) menu

Mode

Select Phase 1 mode Aggressive .
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Local ID Type

Local ID Value

Phase-2 Profiles

The Aggressive Mode is necessary if one of the peers does not
have a static IP address and preshared keys are used for au-
thentication; it requires only three messages for configuring a
secure channel.

Select the local ID type.
Possible values:

* Full Qualified Domain Name (FQDN)
e E-mail Address

* |[VP4 address

* ASN.1-DN (Distinguished Name)

Enter the VPN gateway ID, e.g. headof-
fice@bintec-elmeg.com

Settings in the VPN -> IPSec -> Phase 2 Profiles menu can be taken over unchanged.

RADIUS settings

Settings in the RADIUS menu enable advanced IPSec authentication (XAuth) with the Win-
dows 2003 RADIUS server (IAS). You must set Authentication Type to xAuth as well as
save the Server IP address of the Microsoft Windows 2003 RADIUS server (IAS). Com-
munication with the RADIUS server is password-protected.

(1) Go to System Management -> Remote Authentication -> RADIUS ->New.
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Save configur ation
System Management -
Status
Global Settings
Interface Mode /Bridge
Groups Authentication Type
Administrative Access

Basic Parameters

Remote Authentication SenEnliaddiess

Physical Interfaces = RADIUS Secret
LAN e
Al £ Priority
Routing >
Entry active
WAN -
VPN ) Group Description
Firewall -
VoIP -
_Lm:al Services - Policy
Maintenance & UDP Port
External Reporting -
— - Senver Timeout
Monitoring -
Alive Check
Retries
RADIUS Dialout

bintec elmeg GmbH

RADIUS TACACS+ Options

HAUTH A
|192.168.10.100

[esessnss

0w
Enabled

xauth %

Advanced Settings

;.Authnmative B

fme
W Milliseconds
Enabled

51—

L] Enabled[Reload now!]

Reload Interval 0 Seconds
Default User Passward ssssssas

OK Cancel

Fig. 15: System Management->Remote Authentication->RADIUS->New

Relevant fields in the RADIUS menu

Authentication Type
Server IP Address

RADIUS Password

Group description

Select Authentication Type XAUTH.

Enter the Server IP address of the Microsoft Windows 2003
RADIUS server (IAS).

Enter the shared password used for communication between
the RADIUS server and your device (e.g. bintec elmeg).

Define a new RADIUS group description or assign the new RA-
DIUS entry to a predefined group. The configured RADIUS
servers for a group are queried according to priority and
policy.

Possible values:

* New (default value): Enter a new group description in the text
field, e.g. xauth

* <Group Name>: Select a predefined group from the list.
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2.2.2 Configuration of the Windows 2003 RADIUS Server

In our example, a Windows 2003 RADIUS server is used for advanced IPSec authentica-
tion (XAuth). Internet Authentication Service (IAS) must be installed on this server. The
RADIUS server accesses the Microsoft Active Directory Service and uses Windows logon
data for advanced IPSec authentication (XAuth).

"4 Internet Authentication Service s [=] 3

Elle | Action Yiew Help

&5 |@|F @ |06

{1 raDIUS clients 1 Welcome to Internet Authentication
- @ Remote Access Logging Service

%ﬂ Remote Access Policies
-] Connection Request Processing Use Internet Authentication Service (I145) to authenticate,
autharize, and account for dial-up, VPN, wireless and
Ethernet connections ko your netwark, You can also
configure 145 to Forward authentication requests to any
access server that is compatible with Remote Authentication
Dial-In User Service (RADIUS),

To configure TAS to read the remote access properties of
user accounts in Active Directory, on the Action menu, click.
Reqister Server in Active Directory.

Faor more information about setting up [as, deployment
scenatios, and traubleshooting, see Help.

Fig. 16: Internet Authentication Service

In the Microsoft Management Console Internet Authentication Service the R3000 must
be created in the New RADIUS Client submenu as a RADIUS client. Enter the designation
and IP address of the VPN gateway.



New RADIUS Client

R3000

192.168.10.254

Fig. 17: New RADIUS Client

Here, the password for RADIUS communication (e.g. bintec elmeg) is saved.

New RADIUS Client

bintec elmeg Communications GmbH |

Fig. 18: Password

Then, a new policy is created in the New Remote Access Policy Wizard .
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New Remote Access Policy Wizard x|

Policy Configuration Method
The wizard can create a typical policy, or you can create a custom policy.

How do pou want to et up thiz policy?

" Use the wizard to set up a typical policy for a common scenario

' Setup a custom policy

Type a name that describes this policy.

Eolicy name: WVPN_Client_sccess

Example: Authenticate all 'YPN connections.

< Back I Hest » I Cancel

Fig. 19: Policy Name

When creating the Remote Access Policy, conditions to which this dial-in policy shall ap-
ply must be saved. In our example, the corresponding client provider is saved. For ex-
ample, it would also be possible to save a specific time-span during which the dial-in policy
should be used.

New Remote Access Policy Wizard - H|

Policy Conditions
To be authenticated, connection requests must match the conditions you specify.

Specily the conditions that connection requests must match ta be granted or denied
access.

Palicy conditions:

Client-v'endor matches "bintec elme

Edi... FRemove |

< Back | Mest » Cancel

Fig. 20: Policy Conditions

The dial-in policy should allow VPN access or access to the network. For this, enable

Grant remote access permission.
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New Remote Access Policy Wizard

Permissions
A remole access policy can either grant or deny access to uzers who match the
specified conditians.

Fig. 21: Permissions

The other steps for creating a new dial-in policy can be taken over, as shown in the follow-
ing steps.

New Remote Access Policy Wizard

Praofile
‘Y'ou can make changes to the prafile for this policy.

Fig. 22: Profiles
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Edit Dial-in Profile

Fig. 24: Authentication
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Edit Dial-in Profile x|
Dialin Constraints | P | Multink |
Authentication Encryption I Advanced

The following encryption levels are supported by servers running Microsoft
Routing and Remate Access. IF you uze a different remote access server,
make sure the encryption levels pou select are supported by that software.

If Mo encryption is the only option selected, then users cannat connect by
using data encryption.

[~ Stiong encrpption [MPPE 56 bit)

[ Stiongest enciyption [MPPE 128 bit)

¥ Nao encryption

ak. I Cancel Apply

Fig. 25: Encryption

New Remote Access Policy Wizard

Completing the New Remote
ﬁ Access Policy Wizard

You have successfully completed the Mew Remote Access
Policy ‘wizard. Y'ou created the following policy:

WPM_Client_sccess

Conditions:
Client-endar matches "winte

The policy was zet up manually.

To close this wizard, click Finish,

< Back Cancel

Fig. 26: New remote access policy wizard

bintec elmeg GmbH

Via user administration of Active Directory Services there is the option of allowing, or pre-

venting, VPN dial-in per user.



Remaote control I Terminal Services Profil I COM+
General I Address | Account | Profile I Telephones | Organization
tember Of Dialin I Erviionment | Sessions

— Remate Access Permission [Dial-in or WPH]

& {hliow access

" Dery access

" Control access thiough Remate Access Palicy

I Werify Caller-0: l—
r— Callback Dptiars
* Mo Calback

" Set by Caller (Routing and Remote Access Service only)

' Always Calback to
o Assign & Static IP Address . .

1 Apply Static Routes

Defing routes to enable for this Dialin Static Routes ..
conngction. —

ak. I Cancel | Applp |

Fig. 27: dial-in

2.2.3 Configuration of bintec secure IPSec clients

The bintec secure IPSec client is called up with Start -> Program -> FEC Secure IPSec
Client -> Secure Client Mode. Configuration of the bintec secure IPSec clients is per-
formed with the assistant. At first launch of the bintec secure IPSec client the new assist-
ant profile starts automatically. Select Company Network Connection over IPSec.

Assistent fiir neues Profil ‘§|
Verbindungstyp :
Wie zoll die Verbindung zur Gegenstells hergestellt MEHEIEJEL]"TE?
werden? SRS

(%) ¥erbindung zum Firmennetz iiber IPSec
Erstellt eine Yerbindung zum Fimennetzwerk Liber ein vituelles privates Netzwerk [VPM],
abgesichert Liber IPSec.

) Verbind mit dem Internet h

Erstellt eine Yerbindung zum Internet ohne weitere Parameter fiir ein virtuelles privates
Metzwerl [WPM)

Fig. 28: Connector Type

Enter a name for the profile, e.g. Head Office.




Assistent fiir neues Profil

Name des Profils

Gieben Sie hier einen unverwechselbaren Mamen fiir ?JHEC E]mEg
iy 2l G Cingary
das Profil gin.

Der Mame des Profilz darf jedes alphanumerizche und numerische Zeichen beinhalten
und, Leerzeichen eingerechnet, bis zu 39 Zeichen lang sein.

ﬁ Profil-N ame:
|Zentrale

[ < Zuiiick “ wieiter » i [ébblechenJ

Fig. 29: Profile Name

In the next step of the assistant, you must select a connection medium over which to set
up a connection to the Internet. In our example, the LAN (over IP) selection is used as
the VPN client establishes no direct Internet access but uses an Internet access router.

Assistent fiir neues Profil

VYerbindungsmedium

Auzwahl des Mediums, Uber das die Yerbindung Mb”ﬁec E]l'ﬂﬁ‘g

Teldzl Sunap Camgar;
hergestellt werden zall T

W ahlen Sie das Medium, Uber das die Verbindung hergestellt werden sall. Das
Werbindungsmedium wird fiir jedes Profil eigens eingestellt, varausgesetzt Sie haben die
entsprechende Hardware angeschlossen und in lhiem System installiert.

Soll z. B. das Internet Uber Modem genutzt werden, stellen Sie unter Werbindungsmedium
"Modem” ein und wahlen anschliefend daz gewiinzchte Modem aus.

“Werbindungsmediunm;

3%

er [P
*D5L [PPPoE]
#D5L [AWM-PPP aver CAPI)
GPRS / UMTS
wiLAN

autornatische Medienekennung

[

[ < Zuriick “ Wwieiter » i [thlechen

Fig. 30: Connection Medium

Under the option Gateway (Tunnel Endpoint) the address at which the VPN gateway is

accessible over the Internet is saved . Enable the option Advanced Authentication
(XAUTH).

ps (Excerpt)



Assistent fiir neues Profil

¥PN Gateway-Parameter '
Zu welchem TunnelEndpunkt soll die Yerbindung Mb”ﬁe{: E]l'ﬂﬁ‘g

aufgebaut werden’? Tl Gunp Cagaty

Geben Sie an dieser Stelle den Mamen [z.B. vpnserver. musterfima. de) oder die offiziele
IP-Adrezse [z.B. 212.10.17.29] an, uber die daz WPMH-Gateway ereichbar ist

Bei enweiterter Authentisierung [<4UTH] kann der Benutzername und das Passwort fir die
Authertisierung angegeben werden. ‘Werden keine Authentisierungsdaten angegeben, werden
diese beim Yerbindungzaufbau abgefragt.

@ Gateway (Tunnel-Endpunk):
| vphgateway. bintec-slmeg.com ‘
Enweiterte Authentisienung (AU TH]

@ Benutzername:

Paszwort: Paszwort Miederholung]:

[ < £uriick “ Wieiter » I [AbblechenJ

Fig. 31: VPN gateway parameters

Next, Aggressive Mode is used as Exchange Mode because the bintec R3000 Router
and thebintec secure IPSec client are assigned dynamic IP addresses by the provider.
Set PFS Group to DH Group 2 (1024 Bit), for example. The option Use IP Com-
pression is not employed in this configuration.

Assistent fiir neues Profil

IPSec-Konfiguration '
K.onfiguration der grundlegenden Parameter fir IPSec Mblﬂtﬁf E]]'ﬂEg

Teldel g Carvrsy

Hier kiohnen sie grundlegende Parameter fiir IPSec angeben. Fiir die Richtlinen der
IPSec-erhandlung wird die Einstellung “Automatizcher Modus" wenwendet.

Sollen bestimmte [KE / IPSec-Richtlinen vensendet werden, miizsen diese anschiiebend in den
Profil Einstellungen definiert und zugewiesen werden.

ﬁ Lustauzsch-Modus:
| Aggressive Mode ~

PFS-Gruppe:

[] Benutze IP-K.ompression

[ < Zuriick “ Wwieiter » I [thlechen

Fig. 32: IPSec Configuration

In the next step of the assistant, the preshared key saved in the VPN gateway, along with
its peer ID, are saved. In the Type field, use of the option Fully Qualified Username
is recommended.




Assistent fiir neues Profil

IPSec-Konfiguration - Pre-shared Key '
Gemeinzamer Schliizsel fir die IPSec Mb”ﬁe{: E]l'ﬂEg

Teldel g Carvrsy

Werden fir die Authentisierung keine Zertifik.ate verwendet, wird fur die Datenverschliiszelung
ein gemeinzamer 5 chlissel benctigt, der auf beiden Seiten [WPM Client und WPH Gateway]
hinteregt sein muss.

Fiir die IKE 1D muss je nach ausgewshltem IKE ID-Typ der zugehirige String eingetragen
werden.

% Pre-shared Key
Shared Secret: Shared Secret [wiederholung):

Lokale Identitat

Type: |Fu\|y Qualified Username (i ‘

1D: |client1@ bintec-elmeg.com ‘

[ < Zuriick “ Wieiter » i [thlechenJ

Fig. 33: Pre-shared key

In this example, a dynamic VPN IP address is assigned to the VPN IPSec client. For this,
the option Use IKE Config Mode must be selected.

Assistent fiir neues Profil

IPSec-Konfiguration - IP-Adressen '
‘wWelche IP-Adrezsen sollen verwendet werden? MEHEE,FC]:TE§

Geben Sie hier die IP-Adresse an, welche dem Client zugewiesen werden saoll. Sall die
|P-Adrezse dynamizch durch die Gegenstelle zugewiesen werden, muss die Option "IKE Canfig
Mode verwenden'" gewshit werden.

Deswelteren kann eine |P-Adresse fur den DNS- baw. WINS-Server angegeben werden.

1P-Adressen-Zuweizung

|P-Adresse:
(0000 |

(= DNS /WINS Server
Er DMS Server: WINS Server.

(0000 | (0000 |

[ < Zuriick “ Wwieiter » i [thlechenJ

Fig. 34: IKE Config Mode

In the final step, the firewall of the bintec secure IPSec client is configured. If the client is
directly connected to the Internet, the firewall should be enabled.

ops (Excerpt)



Assistent fiir neues Profil

Firewall-Einstellungen '
‘Welche Einstellungen sollen fiir die Firewall verwendst MEHEE;FC]:TE§

werden’?

Aklivieren Sie hier die gewiinschte Firewal-Option. |st Stateful Inspection aktiviert, werden keine
Pakete von anderen Haosts akzeptiert. Zusatzlich kann MetBios over IP deakliviert werden.

' Firewall
Stateful Inspectiar: |~

Auzschlieblich Kormmurik.ation im Tounnel
[¥] HetBI0S iiber IP

[ < Zuriick JL Fertigstellen ] [ Abbrechen

Fig. 35: Firewall

2.3 Checking the connection

At setup of the VPN IPsec tunnel, a user password request appears on the bintec secure
IPSec client. The Windows logon data must be entered there. Besides IPSec authentica-
tion, there is an additional authentication at the RADIUS server. Next, an IP address is as-

signed to the bintec secure IPSec client.

VPN gateway system messages

orkshops (Excerpt)



13:38:37 DEBUG/IFSEC: P1i: peer O () sa 78 (R): new ip 10.1.1.2 <- ip 10.1.1.3
INFO/IFSEC: FPl: peer O {) sa 78 (R]: Vendor ID: 10.1.1.3:669 (Mo Id) is 'daSe537550010000
INFO/IPSEC: P1: peer O {) sa 78 (R]: Vendor ID: 10.1.1.3:669 (No Id) is 'draft-ietf-ipsra-isakwmp-zauth-06
INFO/IPSEC: P1: peer O {) sa 78 (R]: Vendor ID: 10.1.1.3:665 (Mo Id) is 'draft-ietf-ipsec—nat-t-ike-03
INFO/IPSEC: P1: peer O {) sa 78 (R]: Vendor ID: 10.1.1.3:665 (Mo Id) is 'draft-ietf-ipsec—nat-t-ike-02
INFO/IFSEC: Fl: peer O [) sa 78 (R): Vendor ID: 10.1.1.3:669 (Mo Id) is 'draft-ietf-ipsec-nat-t-ike-00
INFO/IFSEC: Pl: peer O {) sa 78 (R]: Vendor ID: 10.1.1.3:669 (Mo Id) is '4al31c51070358455c57268£20e95452E
INFO/IFSEC: P1: peer O {) sa 78 [R]: Vendor ID: 10.1.1.3:669 (No Id) is 'Dead Peer Detection (DPD, RFC 3706)
INFO/IPSEC: Pl: peer O {) sa 78 (R]: Vendor ID: 10.1.1.3:665 (Mo Id) is 'chled48h6dssS26SbhillbélalTheezda
INFO/IPSEC: P1: peer O {) sa 78 (R]: Vendor ID: 10.1.1.3:669 (No Id) is 'céElbacalflaslccl0800000000000000
INFO/IPSEC: P1: peer O {) sa 78 [R]: Vendor ID: 10.1.1.3:665 (No Id) is '4048h7dS6sbresssz5e7de?f00dsczdlc0000000
INFO/IPSEC: P1: peer O {) sa 78 (R]: Vendor ID: 10.1.1.3:669 (No Id] is '12£5£28c457168a9702d9fez?4cc0l00
DEBUG/IFSEC: Fl: peer 1 (VENClient) sa 78 [R): idencified ip 10.1.1.2 <- ip 10.1.1.3

13:38:38 DEBUG/IPSEC: P1: peer 1 (VPNClient] sa 78 (R): notify id usr@fgdn{any:0, [D..z3]=zentraleBfunkwerk-sc.com) <- id

usr@fogdnany:0, [0..22] =client1@funkwerk-ec.com) : Initial contact notificacion proto 1 spi(l8) =

[£5c1c782 52352083 : aaS4aSs? easOdsid

13:38:38 DEBUG/IPSEC: P1l: peer 1 (VPNClient] sa 78 (R): [Aggr] NAT-T: port change: local: 10.1.1.2:500->10.1.1.2:4500,
remote: 10.1.1.3:669->10.1.1.3:56542

INFO/TFSEC: XAUTH: peer 1 [VPNClient] sa 78 (I): request extended authentication

INFO/IPSEC: P2: peer 1 (VPNClient) traf O bundle 48 (R): deleted (Initial contact), Pkes: 123/55 Hb: 0/1 Bytes:

40856 (45954) / 18600 (25640) rekeved by O

DEBUG/IPSEC: P2: peer 1 (VPNClient) traf O bundle 45 (R): Si 106 deleted errors 0/0/0

DEBUG/IPSEC: P2: peer 1 (VPNClient) traf O bundle 48 (R): Si 105 deleted errors 0/0/0

INFO/IPSEC: Destroy Bundle 43 (Peer 1 Traffic -1

INFO/IPSEC: Pil: peer 1 (VPNClient) sa 78 (R): done id usr@fgdniany:0,[0..23]=zentraleffunkwerk-ec.com) <- id

usr@fogdnany:0, [0..22] =client 1@ funkwerk-ec.com) AG[£5c1c?82 52352083 : aaS4a587 easOds3d

13:38:38 DEBUG/IPSEC: RADIUS: requested user userl

INFO/IPSEC: XAUTH: peer 1 (VPNClient] sa 78 (I): extended authentication for user 'userl' succeeded

INFO/IPSEC: CFG: peer 1 (VPNClient] sa 78 (R): request for ip address received

INFO/IPSEC: CFG: peer 1 (VPNClient] sa 78 (R): ip address 192.168.10.166 assigned

INFO/IPSEC: P2: peer 1 (VPNClient) traf 0 bundle 49 (R): created 0.0.0.0/0:0 < any > 192.168.10.166/32:0 rekeyed O

13:38:40 DEBUG/IFSEC: P2: peer 1 (VPNClient] traf O bundle 45 (Rj: SA 107 established ESP[490750e5] in[0] Mode tumnel enc

aes-cbe (125 bit) auth wd5 (128 bit

DEBUG/IFSEC: P2Z: peer 1 (VPNClient) traf O bundle 45 (R): Sk 105 established ESF[56554d49] ouc[0] Mode tunnel enc
aes-che (128 hit) auth wdS (128 hit

13:38:40 INFO/IPSEC: Activate Bundle 49 [Peer 1 Traffic -1)

13:38:40 INFO/IPSEC: P2: peer 1 (VPNClient] traf O bundle 49 (Rj: established (10.1.1.2<->10.1.1.3] with 2 Sis life 28800

i i Sec/0 Kb rekey 25920 Sec/0 EbHb none PHTU

Log book of the bintec secure IPSec client
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« Logbuch

341272003 1:34:36 PM
3/12/20031:34:36 PM
341272003 1:34:36 PM
3A12/20031:34:36 PM
3A12/20031:34:36 PM
341272003 1:34:36 PM
3A12/20031:34:36 PM
3/12/20031:34:36 PM
31272003 1:34:36 PM
3A12/20031:34:36 PM
3/12/20091:34:36 PM
3/12/20031:34:36 PM
3A12/20031:34:36 PM
3/12/20091:34:36 PM
3/12/20031:34:36 PM
3/12/20031:34:36 PM
3/12/20091:34:36 PM
3/12/20031:34:36 PM
3/12/20031:34:36 PM
341272003 1:34:36 PM
3/12/20031:34:36 PM
3/12/20031:34:36 PM
341272003 1:34:36 PM
3A12/200371:34:36 PM
3/12/20031:34:33 PM
3/12/20031:34:38 PM
3A12/200371:34: 33 PM
3/12/20091:34:38 PM
31272003 1:34:38 PM
3A12/20031:34: 33 PM
3/12/20091:34:38 PM
3/12/20031:34:33 PM
3A12/20031:34:33 PM
3/12/20091:34:38 PM
3/12/20031:34:38 PM
3/12/20031:34:33 PM
3/12/20091:34:38 PM
3/12/20031:34:38 PM
3/12/20031:34:33 PM
341272003 1:34:38 PM
3/12/20031:34:38 PM
3/12/20031:34:33 PM
3/12/20031:34:38 PM
3A12/20031:34:41 PM
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IPSec: Start building connection

lke: phazel:name(Zentrale] - outaoing connact request - agaressive mode.

lke: #=MIT_MSG1_AGGRESSIVE - Zentrale

lke: RECY_MSG2_AGGRESSIVE - Zentrale

IPSec: Final Tunnel EndPoint is:0710.007.001.002

lke: IKE phase |: Setting LifeTime to 28800 seconds

lke: Turming o ¥AUTH mode - Zentrale

lke: keSa negotiated with the following properties -
Authentication=<ALUTH_INIT_PSK_Encryption=4E S Hazh=tD5 DHGroup=2 k.eylLen=128

lke: Zentrale -» Support for WAT-T wersion - 3

lke: Tuming on MATD mode - Zentrale - 1

lke: =MIT_MSG3 AGGRESSIVE - Zentrale

lke: [keSa negotiated with the following properties -
Authentication=<ATH_INIT_PSK Encryption=4E S Hash=tD5 DHGroup=2 Keylen=128

lke: Tuming on DPD mode - Zentrale

lke: phazel:namel£entrale] - connected

SUCCESS: IKE phaze 1 ready

IPSec: Phasel iz Fieady - lkelndex=3

Ikexsauth: RECY_»aUTH_REUUEST

Ikeauth: XMIT_=aUTH_REPLY

Ikesauth: RECY_>aLTH_SET

Ikessauth: #MIT_=alUTH_ACK.

lkelCfg: name <Zentraler - lkekauth: enter state open

SUCCESS: ke Extended Authentication iz ready

lkeCtg: #MIT_IKECFG_REQUEST - Zentralz

lkelClg RECY_IKECFG_REFPLY - Zentrale

lkeCig: name <Zentrale> - enter state open

SUCCESS: [keCfg ready

IPSec: Quick Mode iz Ready: lkelndex = 00000003 |, VprSrcPort = 4500

IPSec: Azzigned IP Address: 192.168.10.167

IPSec: DNS Server: 192.168.10.100

lkeQuick: XMIT_MSG1_GQUICK. - Zentrale

lkeQuick: RECY_MSGZ_QUICK, - Zentrale

lkefuick: Turning on PFS mode(£entrale] with group 2

lkeQuick: ¥MIT_M5G3_QUICK. - Zentrale

lkeQuick: phaseZ:namelZentrale] - connected

SUCCESS: [ke phaze 2 [quick mode] ready

IPSec: Created an IPSEC 54 with the following characteristics -
IpSrcRange=[192.168.10.167-192.168.10.167].|pD 2tF ange=[0.0.0.0-255.255. 265, 2558] | pPrat...

IPSec: connected: LifeDuration in Seconds: = 20160 and in KiloBytes =0

IPSec: Connected to Zentrale on channel 1.

PPPlpcp] connected to Zentrale with 1P Address: 192168.010,167. ¢ 192.168.010.168.

SUCCESS: IpSec connection ready

SUCCESS: Link -» <Zentrale> |P address assigned to 1P stack - link iz operational,

| Léschen || difne Datei | Hie

| [ schlienen

In addition, there is an entry in the Windows 2003 Server syslog.

User userl was granted access.
Fully-Qualified-User-Nawe = virtualnet.funkwerk-ec.com/FEC_QML users/userl
Ni5-IP-Address = <not present>
Nis-Identifier = r3000
Clienc-Friendly-Name = R3000
Clienc-IP-hddress = 152.168.10.254
Calling-Station-Identifier = <not present>
Nis-Port-Type = <not present>
HNAS-Port = <not present>
Proxy-Policy-Name = Use Windows authentication for all users
Authentication-Provider = Windows
duthentication-Server = <undetermined>
Policy-Name = VPN Client_lccess
huthentication-Type = PAP
EAP-Type = <undetermineds



2.4 Windows login per VPN (optional)

The bintec secure IPSec client offers the option of performing a Windows login. For this,
the VPN connection is already established at OS startup or at Windows login. Then, win-

dows login occurs via this VPN connection.

The Windows login (per VPN connection) is activated in
the Configuration -> Logon Options menu.

Logon-Optionen

Aprnelden |Ahmelden " E st Arvendungen " Dptionen]

Dialog fur Yerbindungsaufbau vor der Windows-Anmeldung anzeigen

[Installation der Client GIMA erforderlich. weitere Informationen zur
Inztallation sishe in der Online-Hilfe)

Wwindows-Anmeldung
() Manuell durchfiihren
%) Automatizch mit konfiguierten Armeldedaten durchfiibnen

WPN-Pazswort als Passwart

Benutzername: | uger] |

Passwart: | |

Anmelden an: |Virtualnet |

| hie [ ok |[ bbechen |

X]

the bintec secure IPSec client in

Fig. 36: Logon options

At OS startup, FEC Secure IPSec Client - Windows Login then appears.

ps (Excerpt)
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Secure |PSec Client - Windows-Anmeldung E'

T —
B )| (o

() Bestehende Yerbindung nutzen oder lokal anmelden

Sie befinden sich bereits im Firmennetz und mochten sich an einer Windows-Domane
anmelden, bzw. die Windows-Anmeldung soll lokal erfolgen.

(%) Doméanen-Anmeldung iiber eine YPH-Yerbindung
Sie befinden sich aulterhalb des Fimennetzes und michten sich Lber eine
WPN-Aerbindung an der Windows-Domane anmelden.

Zielzystem Filter Gruppe: Amt:

Prafil.
Zentral

[ Vorbersitungszeit fiir Domanen-nmeldung aklivieren

Fig. 37: Windows application

2.5 Overview of configuration steps

Configuring the local IP address

Field Menu Value
Address mode LAN -> IP Configuration-> Interfaces -> Static
Edit
IP Address/Netmask LAN -> IP Configuration-> Interfaces -> e.g. 192.168.10.254/
Edit 255.255.255.0
Interface Mode LAN -> IP Configuration-> Interfaces -> Manual
Edit
Proxy ARP LAN -> IP Configuration-> Interfaces -> Enabled
Edit

VPN Configuration

Field [Menu Value
IP pool name VPN -> IPSec ->IP Pools -> Add e.g. VPNClient Pool
IP pool range VPN -> IPSec ->IP Pools -> Add e.g.192.168.10.150-

192.168.10.180

XAUTH Configuration
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Description

Role

Mode

VPN -> IPSec -> XAUTH Profiles ->
New

VPN -> IPSec -> XAUTH Profiles ->
New

VPN -> IPSec -> XAUTH Profiles ->
New

IPSec peers configuration

Field

Administrative
Status

Description

Peer ID

Preshared Key

IP Address Assign-
ment

IP Assignment Pool
Local IP Address
Phase 1 Profile

Phase 2 Profile

XAUTH Profile

Start mode

Back Route Verify

Proxy ARP

Mode

Menu

VPN -> IPSec ->IPSec Peers ->

VPN -> IPSec ->IPSec Peers ->
VPN -> IPSec ->IPSec Peers ->

VPN -> IPSec ->IPSec Peers ->
VPN -> IPSec ->IPSec Peers ->

VPN -> IPSec ->IPSec Peers ->
VPN -> IPSec ->IPSec Peers ->

VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings
VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings
VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings
VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings
VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings
VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings
VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings

€.g. radius server

Server

RADIUS

Value

Active

e.g. VPNClientl

E-mail Address/
eli=
entl@bintec-elmeg.

com

€.g. bintec elmeg

IKE Config Mode

VPNClient Pool
eg.192.168.10.254

None (use Default
Profile)

None (use Default

Profile)

radius server

On Demand

Disabled

Up or Dormant

Inactive
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Configuration of Phase 1 Profiles

Mode VPN -> IPSec ->Phase 1 Profiles -> Aggressive

Local ID Type VPN -> IPSec ->Phase 1 Profiles -> E-mail Address

Local ID Value VPN -> IPSec ->Phase 1 Profiles -> e.g. headof-
fice@bintec-elmeg.
com

RADIUS settings

Field Menu Value

Authentication Type System Administration -> Remote Au- XxAuth
thentication -> RADIUS -> New

Server IP Address  System Administration -> Remote Au- e.g. 192.168.10.100
thentication -> RADIUS -> New

RADIUS Password System Administration -> Remote Au- e. g. bintec elmeg
thentication -> RADIUS -> New

Group description System Administration -> Remote Au- e.g. xauth
thentication -> RADIUS -> New

Configuration of the Windows 2003 RADIUS Server 7
Field Menu Value

Friendly name New RADIUS Client R3000

Client address (IP or New RADIUS Client 192.168.10.254

DNS)

Client-Vendor New RADIUS Client €. Q. bintec elmeg
Communications
GmbH

Shared secret New RADIUS Client €.g. bintec elmeg

Confirm shared New RADIUS Client €. g. bintec elmeg

secret

Policy Name New Remote Access Policy Wizard e.g.
VPN Client Access

Policy Conditions New Remote Access Policy Wizard e.g. Client-Vendor
matches "BinTec
Communications
GmbH"

Grant remote access New Remote Access Policy Wizard Enabled

permission
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Edit Profile New Remote Access Policy Wizard Enabled

Idle Timeout Edit Dial-in Profile 10 minutes

Authentication Edit Dial-in Profile Unencrypted au-
thentication (PAP,
SPAP)

Encryption Edit Dial-in Profile No encryption

dial-in user 1 Properties Allowed access

Configuration of bintec secure IPSec clients

Connector Type

Profile Name
Connection Medium

Gateway (Tunnel
Endpoint)

Advanced authentic-
ation (XAUTH)

Exchange Mode
PFS Group
Shared secret

Shared Secret
(Retry)

Type

ID

IP address assign-
ment

Stateful Inspection
NetBIOS over IP

Assistant for new profile

Assistant for new profile
Assistant for new profile
Assistant for new profile

Assistant for new profile

Assistant for new profile
Assistant for new profile
Assistant for new profile

Assistant for new profile

Assistant for new profile

Assistant for new profile

Assistant for new profile

Assistant for new profile

Assistant for new profile

Connection to com-—
pany network via
IPSec

Head Office
LAN (over IP)

€.0. vpngate-
way.bintec-elmeg.c

om

Enabled

Aggressive Mode
DH Group 2 (1024 Bit)
€. g. bintec elmeg

€. g. bintec elmeg

e.g. Fully Qualified

Username

eg.cli-
entl@bintec-elmeg.

com

Use IKE Config
Mode

off
Enabled



Chapter 3 Security - VPN IPSec authentication
with KOBIL SecOVID one-time password re-
quest

3.1 Introduction

This chapter describes VPN IPSec connection of the bintec secure IPSec client to a
bintec R3000 VPN gateway with advanced authentication (XAuth) over a one-time pass-
word on the KOBIL SecOVID server. At VPN tunnel setup, a double authentication per
one-time password is performed, generated over a KOBIL SecOVID token. When the VPN
connection is set up, the bintec secure IPSec client is assigned a dynamic IP address
(per IKE-Config Mode) from the local network. The bintec R3000 VPN gateway is con-
figured with a multiuser VPN peer allowing connections of several VPN clients.

bintec Sacure
IPSec Client
Windows
Server 2003
KOBIL RADIUS bintec R3000 D
Server ()

- e ———— VEN ;Psec Tunnel

XAuth / RADIUS User
A (e o e e e e, e Authentication

Fig. 38: Example scenario

Requirements

* A bintec VPN gateway e.g. bintec R3000 with system software 7.8.7 (XAuth support)
* A bintec secure IPSec client

¢ A KOBIL SecOVID server installed on a Microsoft Windows computer (e.g. Server 2003
(32 Bit))

* A KOBIL SecOVID token
* VPN gateway and VPN client each require an independent Internet connection

Workshops (Excerpt)
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ID one-time password request

3.2 Configuration

3.2.1

Installation of the KOBIL SecOVID server

bintec elmeg GmbH

Installation of the KOBIL SecOVID servers on a 32Bit Windows 2003 server

The installation program of the KOBIL SecOVID server is launched on the CD by opening
the win32\server\SECOVID Server.exe file. Please read the setup outputs for your
information and follow the instructions and recommendations of the installation routine. At
conclusion of the installation routine, the logfile of the KOBIL SecOVID server should be
checked to insure that the server started up.

YW WINDOWSY system 32 cmd.exe

NetenSecQuid>

C:netc\SecOuid>
C:neteNSecOuid>
C:vetenSecOuid?>
C:netc SecOuid>
C:netc\SecOuid>
C:neteNSecOuid>
C:vetenSecOuid?>
C:netc SecOuid>
C:

setchBecOuidr>type

Tue May B5 15:44:28
Tue May B5 15:44:28
Tue May B5 15:44:28

Tue May B5 15:44:28

C:
L
G:
H

setesSecluids
NetcnSecOuid>
setosSecQuids
NetesSecQuid?>

ovid.proto

2089: Licence for ovid <radius?>: KOBIL-Test-Lizen=z=
M SEePrs:

valid till: Mon Jun @81 19:47:52 2009

: Authorize access for 127.8.8.1

Fig. 39: Installation of the KOBIL SecOVID

Installation of the KOBIL SecOVID administration tool

For installation of the KOBIL SecOVID administration tool under Win32 systems, proceed
as follows:

¢ Launch the setup program for the drivers of your KOBIL chip card terminal via /Driver

Setup/KOBILDriverSetup.exe

* Follow setup program instructions and close the chip card terminal when prompted. The

chip card terminal is required to administer the KOBIL SecOVID server per remote con-
sole. The KOBIL chip card terminal is not required for local administration of the KOBIL
SecOVID server.

For installation of the KOBIL SecOVID administration tool, the setup program /
win32/admin/Setup admintools.exeon the installation CD must be launched. At in-
stallation, please follow additional instructions of the setup program.



Launching the KOBIL SecOVID administration tool

The KOBIL SecOVID administration tool is launched over the Start -> Programs ->
SecOVID Admintools-> WxOvid menu. After initial startup of SecOVID Admintools, the
secret token data can be imported and added to the SecOVID data bank. At a second
SecQOVID testing, token data are displayed in clear text. If you've bought the SecOVID
tokens, the token data are generally provided in encrypted form. Token data import (e.g.
tokendata_ firm.db) occurs via the Other Tokens -> Import Tokens menu.

iBix
Programm Datenbank Chipkarten Sonstige Token  Gruppe e
£ |[eortam 0o SEaAs6%
Benutzername Mame orname Gruppe Generator-Typ Status
[s615z60 undsf [i=r oK
08613270 undef (=0 oK
08613271 undsf (=17 oK

[ [ [Benuczer geladen: 3 administrator

Fig. 40: Launching KOBIL SecOVID admintools

Token personalisation

For assignment of tokens to a user, token sets must be blocked. After temporary blocking
of a token data set, user information can be saved by editing the entry. The information in
the User Name field is used after configuration of the bintec secure IPSec client for ad-
vanced IPSec authentication.
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Ml Benutzerinformation fiir: 08613271 — (O] x|
Benutzername jsmith
Zusstaliche{s) Token

Mame ohn
Wornamme [Smith
PIN —

Seriennumimer 02613271
Generator-Typ [SecOVID Token (a-stelig)
Gruppe [undef

Berutzer

angslegt am Aug 13 00:46:27 2008
letztes Enmalpafiwort | 89633723

zuletzt engelogged | Nie

Timeout keiner
Status Gesperrt

ok | abbrechen | |

Fig. 41: User information

The data set must subsequently be unblocked.

S1=TET
Programm Datenbank Chipkarten Sonstige Token Gruppe  Hife
g [foeriron BT
Borutzermame | Mams | Vorname, [ Grupps [ GereratorTyp | status |
08613270 | undef oK

mmustermann Max Mustermann undef oK

[ [Benutzer geladen: 3 [Administrator

Fig. 42: Unblock

First function test

An initial function test can be performed with the command line tool radping.exe. With
the one-time password, Radping initiates an authentication request on the SecOVID RA-
DIUS server. During installation, the tool was saved in the \etc\SecOVID\ directory. With
the -u option, the user name and the one-time password are transmitted to the SecOVID
server. The one-time password must be generated with the user token. The SecOVID serv-
er is addressed with the —soption. For the first function test, radping must be executed
directly on the server. The RADIUS password is sent with the -k option. The default value
is secret. The SecOVID logfile (\etc\SecOVID\ovid.proto) displays the following
message in case of successful authentication:
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S WINDOWS  system32 cmd.exe
C:netcnSecOQuid>

C:netcnSecOuidrradping —u jsmiths/67244681 -85 127.8.8.1 —K geheim
sending rgst to fHABBA1:1812
times= B ms : Acked.

C:vetenSecOuid?>
C:netc SecOuid>
C:netc\SecOuid>
C:wetc SecOuid>type ovid.proto

11:84:41 280?: Licence for ovid {radius>: KOBIL-Test—Lizenz
11:84:41 9 Users: 2
11:84:41 H valid till: Mon Jun 81 19:47:52 200%

11:84:41 : Authorize access for 127.8.8.1
11 :85:86 : zending accept for Jjsmith's gquery with password 672446
from 127.8.8.1

C:vetcnSecQuid?

Fig. 43: Function test

Configuration of the RADIUS client on the SecOVID server

All RADIUS clients (e.g. the bintec VPN gateway, or the test application radping) must be
saved on the SecOVID server as RADIUS client. For this, configuration file
\etc\SecOVID\clients is edited. In our example, the bintec VPN gateway with the IP
address 192.168.0.30 and the RADIUS password radius_PWD is added. This pass-
word is subsequently also saved on the VPN gateway in the RADIUS settings. The SecOV-
ID server service must be restarted for these changes to become effective.

P dients - Editor 10l x|
Datei Bearbeiten Format  Ansicht 7
Tocalhost geheim =]

192.168.0.30 radius_pwD

o of5

Fig. 44: Clients-Editor

3.2.2 Configuration of the VPN gateway

Local IP address of the VPN gateway

In our example, the VPN gateway is operated with IP address 192.168. 0. 30. To assign



For this, go to the following menu:
(1) Goto LAN -> IP Configuration -> Interfaces -> <en1-0> @

Interfaces
Basic Parameters
‘waN - IPAcdress/Nemask [1e2168.0.30 [2e.255.255.0 i
L T ( add )
; Interface Mode @ manual OVLAN
;; MAC Address 00:a0:f9:00:09:22 [“luse built-in
e — s i
TCP-MES Clamping Denabtea

C oK ) (_ cancel )

Fig. 45: LAN -> IP Configuration -> Interfaces -> <en1-0> @

Relevant fields in the Interfaces menu

IP Address/Netmask With Add, add a new address entry and enter the IP Address
and corresponding Netmask of the interface.

Proxy ARP Enable the option Proxy ARP.

RADIUS settings

With the settings in the RADIUS menu, advanced IPSec authentication (XAuth) with the
RADIUS server of the KOBIL SecOVID server is enabled. You must set the authentication
type to the XAUTH value, and save the IP address of the KOBIL SecOVID server. Commu-
nication with the RADIUS server is password-protected. Here, please use the RADIUS
password saved on the SecOVID server (configuration file \etc\SecoviD\clients).

(1) Go to System Management -> Remote Authentication -> RADIUS.
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Save configuration

Assistants -
System Management -
JuSitatus Basic Parameters
Global Settings
Interface Mode / Bridge Authentication Type
Groups Server IP Address
Administrative Access
Remote Authentication RADIUS Secret
Physical Interfaces =
hysu: = 2 Priority
LAN -4
- Entry active
Routing -
WAN - Group Description
VPN o
Firewall =
VolP - Palicy
Local Services 3 UDP Port
Maintenance =
- Server Timeout
External Reporting *
Monitoring - Alive Check
Retries
RADIUS Dialout

3 Security - VPN IPSec authentication with KOBIL SecOV-
ID one-time password request

RADIUS TACACS+ Options

[%aUTH v
152166.0.111
sesssees

0w
[FlEnabled

xauth ¥

Advanced Settings

Authoritative %

1812
1000 Milliseconds
[Enabled
l1—
[CIenablea
Reload Interval Iu— Seconds
Default User Password W

OK Cancel

Fig. 46: System Management-> Remote Authentication -> RADIUS
Relevant fields in the RADIUS menu

I =

Authentication Type
Server IP Address
RADIUS Password

Select Authentication Type XAUTH.
Enter the server IP address of the KOBIL SecOVID server.

Enter the shared password used for communication between

the RADIUS server and your device, e.g. radius PWD.

Group description

Define a new RADIUS group description or assign the new RA-

DIUS entry to a predefined group. The configured RADIUS
servers for a group are queried according to priority and

VPN Configuration

policy.
Possible values:

* New (default value): Enter a new group description in the text
field

* <Group Name>: Select a predefined group from the list. e.g.
xauth.

An IP address pool is specified in the IP Pools menu, from which an address in assigned
all VPN clients at tunnel setup. In our example, a range from the local network is selected,



e.9.192.168.0.150 t0 192.168.0.180.
(1) Goto VPN -> IPSec -> IP Pools -> Add.

IPSec Peers Phase-1 Profiles | Phase-2 Profiles | XAUTH Profiles IP Pools Options

Wigw IEEI per page . Fitter in | MNone ‘V;.I equal _v;l i .
oot tane 1P Pocl Range 1
[poal [182.188.10.750 -[182 16810180 [

|Page: 1, tems: 1-1

( Add I oK O cancel )

Fig. 47: VPN -> IPSec -> IP Pools -> Add

Relevant fields in the IP Pools menu

s e
IP pool name Enter the name of the IP pool.

IP pool range
In the first field, enter the first IP address from the local network.

In the second field, enter the last IP address from the local net-
work.

XAUTH Configuration

A RADIUS server must be used for advanced IPSec authentication (XAuth). Perform all ne-
cessary settings in the XAuth Profile menu.

(1) Goto VPN -> IPSec -> XAUTH Profiles -> New.

IPSec Peers Phase-1 Profiles Phase-2 Profiles XAUTH Profiles IP Pools Optiohs

Basic Parameters

Description Irad\us
Role
RADIUS Server Group D

L oK 0 ( cancel )

Fig. 48: VPN -> IPSec -> XAUTH Profiles -> New

Relevant fields in the XAUTH Profiles menu
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Field Meaning

Description Enter a description for the IPSec authentication, e.g. radius.
Role Here, select Server .

Mode Under Mode select RADIUS .

RADIUS Server Group  Select RADIUS server xauth.
ID

IPSec peers configuration

In the IPSec Peersmenu, a multiuser VPN connection is configured, allowing connection
setup of several bintec secure IPSec clients. If the VPN IPsec connection with preshared
keys is to be authenticated, the same preshared key is used on all bintec secure IPsec
clients. For the multiuser VPN connections, no ID information is saved in the Peer ID field.

Choose the New button to set up the IPSec peer.
(1) Goto VPN -> IPSec -> IPSec Peers ->@|.
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Peer Parameters

Administrative Status
Description

Peer Address

FeerlD

Preshared Key
Interface Routes
IP Address Assignment

IF Assignrment Pool

Local IP Address

Advanced IPSec Options
Phase-1 Profile
Phase-2 Profile
HAUTH Profile

Start Mode

Advanced [P GM|ons
Back Route Verify
Proxy ARP

IPSec Callback

Mode

IPSec Peers Phase-1 Profiles Phase-2 Profiles  XAUTH Profiles | IP Pools | Options

[ @up O pown

I\:pnclient

[ Fully Qualified Domain Marme (FODM) |

O statie © IKE Config Mode

|1 92.166.0.30

Advanced Settings

MNone {use default profile) »
MNone (use default profile) v

@ on bemand O Always up

Clenatea

O mactive @ Up or Dormant 3] Up only

[
( oK D (__cancel )

Fig. 49: VPN -> IPSec -> IPSec Peers ->@
Relevant fields in the IPSec Peers menu

Field Meaning

Administrative Status Set Administrative Status to Active. The peer is available for
setting up a tunnel immediately after saving the configuration.

Description
Peer ID

Enter a description of the peer that identifies it.

Select the ID type.
Possible ID types:

e Full Qualified Domain Name (FQDN)
e E-mail Address

* |VP4 address

e ASN.1-DN (Distinguished Name)

Preshared Key Under Preshared Key enter the password agreed with the

peer.
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3 Security - VPN IPSec authentication with KOBIL SecOV-
ID one-time password request

IP Address Assignment
Select the configuration mode of the interface.

When selecting the option TKE Config Mode choose an IP
address from the configured IP pool.

IP Assignment Pool Select an IP pool configured in the VPN -> IP Pools menu. If an
IP pool has not been configured here yet, the message Not
yet defined appears in this field.

Local IP Address Enter the WAN IP address of your IPSec tunnel. This can be the
same |P address as the address configured on your router as
the LAN |P address.

The Advanced Settings menu consists of the following fields:

Relevant fields in the menu Advanced Settings

Phase 1 Profile If selecting None (use standard profile) the profile in-
dicated as standard in Phase 1 Profiles is used.

Phase 2 Profile When selecting None (use standard profile) the profile
indicated as standard in Phase 2 Profiles is used.

XAUTH Profile Here, select a configured XAUTH profile (e.g. radius).

Start mode Here, you can select how the peer is to be switched to the act-

ive state. By selecting on Demand the peer is switched to the
active state with a trigger.

Back Route Verify Here, it is determined whether a check on the back route should
be enabled for the interface to the connection partner.

Proxy ARP
Set Proxy ARP to Up or Dormant. Your device only re-
sponds to an ARP request if the status of the connection to the
IPSec peer is up or dormant.

In the case of Dormant, your device only responds to the ARP
request; the connection is not set up until someone actually
wants to use the route.

Mode Set the Mode of the IPSec callback to Tnactive. The local
device neither reacts to incoming ISDN calls nor initiates ISDN
calls to the remote device.

Phase-1 Profiles

In the Phase 1 Profiles menu, aggressive mode is enabled and the local ID value of the



VPN gateway is set. Click on the @icon to edit existing entries. Select the New button to
create new profiles.

(1) Goto VPN -> IPSec -> Phase 1 Profiles -> Edit @

IPSec Peers | Phase-1 Profiles | Phase-2 Profiles | XAUTH Profiles | IP Pools | Options

Phaze-1 (IKE) Parameters

Description . IPSKMuItlprosta\
I | Encryption  Authertication | Enabled)

[AEs | MDs ) |
Proposals |AES VH DS *’l O

[aE8 | [mD5 Nl=
DH Graup . O 1768 Bity & 21024 Bity O 5(1536 Bit)
Lifatime |1 4400 Secnndslﬂ kBytes

| Adthentication Vethoc .

Mode . © Main Mode {ID Protect) © Agaressive [ strict
Local ID Type . I‘Fuil .O.ua.hf.\ér;i D.D.mf.un.r\iar.neI(II:QbN.)“'.‘:{"
Local 1D value . i.\-/;;néatt.a\.vvay. b.n.wte.c;e.lr.ne.g,.c.n.rn —

Advanced Settings

Alive Check |Autodeted V,_l
Block Time in Seconds
AT Traversal Enabled

C oK o (___cancel )

Fig. 50: VPN -> IPSec -> Phase 1 Profiles -> Edit@

Relevant fields in the Phase 1 Profiles menu

Field Meaning

Mode
Select Phase 1 mode Aggressive .

The Aggressive Mode is necessary if one of the peers does not
have a static IP address and preshared keys are used for au-
thentication; it requires only three messages for configuring a
secure channel.

Local ID Value Enter the VPN gateway ID, e.g. vpngate-
way.bintec-elmeg.com

Phase-2 Profiles

Settings in the VPN -> IPSec -> Phase 2 Profiles-> Edit @can be taken over unchanged.
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|IPsec Peers " Phase-1 Profiles

XAUTH Profiles ” IP Pools | Options |

| Phase-2 (IPSEC) Parameters

] Description

IMUhi’pr’DpDSﬁ\

Froposals

Encryption  Authertication Enabled

Blowish ;pgi

[

Use PFS Group

Enabled
C 1768 Bity & 201024 Bty O 51536 Bit)

Lifetime

I?ZI][I Secundsll] kBytes

Advanced Settings

1 IF Compression CJenabted
] Alive Check [Autodstect |
J Prapagate PMTU [#IEnabled

ok ) ( cancet )

Fig. 51: VPN -> IPSec -> Phase 2 Profiles -> Edit @

3.2.3 Configuration of bintec secure IPSec clients

The bintec secure IPSec client is called up with Start -> Program -> FEC Secure IPSec
Client -> Secure Client Mode. Configuration of the bintec secure IPSec clients is per-
formed with the assistant. At first launch of the bintec secure IPSec client the new assist-

ant profile starts automatically.

Select Company Network Connection over IPSec.
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Assistent fiir neues Profil

Verhindungstyp f
‘wie soll die Verbindung zur Gegenstelle hergestellt Mblﬂtﬁ‘f E]ITIEg

werden? Teldet cinap Loty

(3) Yerbindung zum Firmennetz iiber IPSec
Erstellt eine Yerbindung zum Firmennetzwerk Liber ein vituelles privates Netzwerk [VPN],
abgesichert Uber IPSec.

) Verbind mit dem Internet h
Erstellt eine Werbindung zum Intermet ohne weitere Parameter fiir ein virtuelles privates
Metzwerk [VPM].

Fig. 52: Connector Type

Enter a name for the profile, e.9. Head Office.

Assistent fiir neues Profil

Name des Profils ]
Gieben Sie hier einen unverwechselbaren Mamen fiir Mb\ﬂtﬁc EImEg

i Tl i L
das Profil gin. e

Der Mame des Profilz daif jedes alphanumerizche und numerische Zeichen beinhalen
und, Leerzeichen eingerechnet, bis zu 39 Zeichen lang sein.

ﬁ Profil-N ame:
|Zentrale

[ < Zuriick “ weiter » i [belechenJ

Fig. 53: Profile Name

In the next step of the assistant, you must select a connection medium over which to set
up a connection to the Internet. In our example, the LAN (over IP) selection is used as
the bintec secure IPSec client establishes no direct Internet access but uses an Internet

access router.
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Assistent fiir neues Profil

Verbindungsmedium b ]
Auswahl des Mediums, Uiber das die Yerbindung mtec eimeg
hergestelt werdeh soll. Telt i ity

Wahlen Sie das Medium, Uber das die Yerbindung hergestellt werden soll. Das
Werbindungsmedium wird fiir jedes Profil eigens eingestellt, varausgesetzt Sie haben die
entsprechende Hardware angeschlozzen und in lhrem Spstem installiert.

Soll z. B. das Internet Uber Modem genutzt werden, stellen Sie unter Werbindungsmedium
"Modem” ein und wahlen anschliefend daz gewiinzchte Modem aus.

“Werbindungsmediunm; ISDM

o
o
=
|>

#D3L [PFFoE)
#DSL [AYM-PPP aver CARI)
GPRS / LIMTS

WLAN

autornatische Medienekennung

[

[ < Zuriick “ Wieiter » J [thlechen

Fig. 54: Connection Medium

Under the option Gateway (Tunnel Endpoint) the address at which the VPN gateway is
accessible over the Internet is saved . Enable the option Advanced Authentication
(XAUTH) to transfer the user name and password to the KOBIL SecOVID server.

Assistent fiir neues Profil

YPN Gateway-Parameter f
Zu welchem Tunnel-Endpunkt soll die Werbindung Mbmtec E]Tﬂ'ﬁ‘g

aufgebaut werden? Ted: danap iy

Geben Sie an diezer Stele den Mamen [z B. vpnaerver musterfima de) oder die offizielle
|P-Adresse (z.B. 212.10.17.29] an, Uber die das YPN-Gateway eneichbar ist.

Bei enweiterter Authentizierung [<AUTH] kann der Benutzername und das Passwart fiir die
Authentisierung angegeben werden. Werden keine Authentizierungsdaten angegeben, werden
diese beim Yerbindungsaufbau abgefragt.

Py

Gateway [Tunnel-Endpunkt]:
g | vpngateway. bintec-elmeg.com ‘

Erweiterte Authentizierung (24U TH)

@ Benutzername:

PBaszswort: Passwort [wWiederholung):

[ < Zuriick “ wieiter » J [belechen}

Fig. 55: VPN Gateway Parameters

Next, Aggressive Mode is used as exchange mode because the bintec R3000 gateway
and thebintec secure IPSec client are assigned dynamic IP addresses by the provider.
Set PFS Group to DH Group 2 (1024 Bit), for example. The option Use IP Com-
pressionis not employed in this configuration.
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Assistent fiir neues Profil

IP5ec-Konfiguration b ]
K.onfiguration der grundlegenden Parameter fir IPSec M Inecel l'ﬂ'Eg
Tebdal S Chady

Hier kionnen sie grundlegende Parameter fiil IPSec angeben. Fiir die Richtlinen der
IPSec-erhandlung wird die Einstellung “Automatizcher Modus" wenwendet.

Sollen bestimmte [KE / IPSec-Richtlinen vensendet werden, miizsen diese anschiiebend in den
Profil Einstellungen definiert und zugewiesen werden.

ﬁ Lustauzsch-Modus:
| Aggressive Mode ~

PFS-Gruppe:

[] Benutze IPK.ompression

[ < Zuriick “ Wieiter » i [thlechen

Fig. 56: IPSec Configuration

In the next assistant step, the preshared key configured on the VPN gateway is saved.
The user e-mail address should be used as local identity under Type Fully Qualified
Username.

Assistent fiir neues Profil

IPSec-Konfiguration - Pre-shared Key f
Gemeinzamer Schliiseel fiir die IPSec Mblm&c E]Tﬂﬁ‘g

Teldzlimap Cnepaty

Werden fur die Authentisierung keine Zertifik ate venwendet, wird fur die Datenverschliizselung
ein gemeinzamer 5 chlussel benttigt, der auf beiden Seiten (VPN Client und VPN Gateveay]
hinterlegt sein muss.

Fiir die IKE 1D muzs je nach ausgewahitem IKE 1D-Typ der zugeharige String eingetragen
werden.

% Pre-shared Key
Shared Secret: Shared Secret [wfiederholung):

Lakale Identitat

Tvpe: | Fully Qualified Usermname L ‘

10: |client1@ bintec-glmeg.com ‘

[ < Zuriick “ weiter » I [belechenJ

Fig. 57: Pre-shared key

In this example, a dynamic VPN IP address is assigned to the VPN IPSec client. For this,
the option Use IKE Config Mode must be selected.
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Assistent fiir neues Profil

IPSec-Konfiguration - IP-Adressen f
‘wWelche IP-Adrezsen sollen verwendet werden? MEHEE‘EC]H‘%

Geben Sie hier die IP-Adiesse an, welche dem Client zugewiesen werden soll. Soll die
|P-Adrezse dynamizch durch die Gegenstelle zugewiesen werden, muss die Option "IKE Canfig
Mode venwenden' gewshit werden,

Deswelteren kann eine |P-Adresse fur den DNS- baw. WINS-Server angegeben werden.

E IP-Adressen-Zuweisung

|P-Adresse:

(0000 |

(> DNS /WINS Server
* DMS Server: WINS Server:
(0000 | [ooon |

[ < Zuriick “ Wieiter » I [thlechenJ

Fig. 58: IKE Config Mode

In the final step, the firewall of the bintec secure IPSec client is configured. If the client is
directly connected to the Internet, the firewall should be enabled.

Assistent fiir neues Profil

Firewall-Einzstellungen H
‘Welche Einstellungen sollen fiir die Firewall verwendst EPFEE;FLTE%
werden?

Aklivieren Sie hier die gewiinschte Firewal-Optian. |5t Stateful Inspection aktiviert, werden keine
Pakete von anderen Haosts akzeptiert. Zusatzlich kann MetBios over IP deakliviert werden.

' Firewall
Auzschlieblich Kommunikation im Tunnel
[¥] HetBIOS iiber IP

[ < Zuriick ”_ Fertigztellen ] [ Lbbrechen

Fig. 59: Firewall

When setting up the VPN tunnel, the bintec secure IPSec client displays a user ID and
password request. Here, the user name saved in the SecOVID admintool and the one-
time password generated with the KOBIL SecOVID token are requested.




|rnrnusterrnann

Ixxxxxxxx

Fig. 60: User ID | Password Request

. Secure IPSec Client P ]
Connection Configuration Log ‘Window Help

Profile; Dutzide Line:
Izentrale j I

{ t Connection has beeh establizhed.

LConnect I Dizconnect |

N

Statistics:

Time online: 005743 Timeout [sec): 0 sec
Diata (Tx)in KByte: 31 88 Direction: out

Diata (Re) in KByte: 7 34 Link Type: LAk
Speed (KBytefs: 017 Encryption: AES 128

Fig. 61: FEC Secure IPSec Client
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3 Security - VPN IPSec authentication with KOBIL SecOV-
ID one-time password request

3.3 Overview of configuration steps

Configuration of the VPN gateway

Address mode LAN -> IP Configuration-> Interfaces -> Static

<eni-0>

IP Address/Netmask LAN -> IP Configuration-> Interfaces -> e.g. 192.168.0.30/
<eni-0> 255.255.255.0

Interface Mode LAN -> IP Configuration-> Interfaces -> Manual

<eni-0>
Proxy ARP LAN -> IP Configuration-> Interfaces -> Enabled

<eni-0>

RADIUS settings

Authentication Type System Administration -> Remote Au- xAUTH
thentication -> RADIUS -> New

Server IP Address  System Administration -> Remote Au- e.g. 192.168.0.111
thentication -> RADIUS -> New

RADIUS Password  System Administration -> Remote Au- e.g. radius PWD
thentication -> RADIUS -> New

Group description System Administration -> Remote Au- xauth
thentication -> RADIUS -> New

VPN Configuration

Field Menu Value
IP pool name VPN -> IPSec -> IP Pools -> Add e.g. pool.
IP pool range VPN -> IPSec -> IP Pools -> Add eg.192.168.0.150-

192.168.0.180

XAUTH Configuration

Field [Menu [Value

Description VPN -> IPSec -> XAUTH Profiles -> e.g. radius
New

Role VPN -> IPSec -> XAUTH Profiles -> Server
New

Mode VPN -> IPSec -> XAUTH Profiles -> RADIUS
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RADIUS Server
Group ID

New

VPN -> IPSec -> XAUTH Profiles ->
New

IPSec peers configuration

Administrative
Status

Description

Peer ID

Preshared Key

IP Address Assign-
ment

IP Assignment Pool
Local IP Address
Phase 1 Profile

Phase 2 Profile

XAUTH Profile

Start mode

Back Route Verify

Proxy ARP

Mode

VPN -> IPSec ->IPSec Peers ->

VPN -> IPSec ->IPSec Peers ->
VPN -> IPSec ->IPSec Peers ->

VPN -> IPSec ->IPSec Peers ->
VPN -> IPSec ->IPSec Peers ->

VPN -> IPSec ->IPSec Peers ->
VPN -> IPSec ->IPSec Peers ->

VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings
VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings
VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings
VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings
VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings
VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings
VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings

Configuration of Phase 1 Profiles

Field
Mode

Menu

VPN -> IPSec ->Phase 1 Profiles ->

Edit

xauth

Active

e.g. venclient.

Fully Qualified
Domain Name (FQDN)

€. g. bintec elmeg

IKE Config Mode

pool
e.g.192.168.0.30

None (use Default
Profile)

None (use Default

Profile)

radius

On Demand

Disabled

Up or Dormant

Inactive

Value

Aggressive
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Local ID Value VPN -> IPSec ->Phase 1 Profiles -> e.g. vpngate-

bintec elmeg GmbH

Edit

Configuration of bintec secure IPSec clients

Field

Connector Type

Profile Name
Connection Medium

Gateway (Tunnel
Endpoint)

Advanced authentic-
ation (XAUTH)

Exchange Mode
PFS Group
Shared secret

Shared Secret
(Retry)

Type

ID

IP address assign-
ment

Stateful Inspection
NetBIOS over IP

Menu

Assistant for new profile

Assistant for new profile
Assistant for new profile
Assistant for new profile

Assistant for new profile

Assistant for new profile
Assistant for new profile
Assistant for new profile

Assistant for new profile

Assistant for new profile

Assistant for new profile

Assistant for new profile

Assistant for new profile

Assistant for new profile

way.bintec-elmeg.c

om

Value

Connection to com-
pany network via
IPSec

Head Office
LAN (over IP)

€.0. vpngate-
way.bintec-elmeg.c
om

Enabled

Aggressive Mode
DH Group 2 (1024 Bit)
€. g. bintec elmeg

€. g. bintec elmeg

e.0. Fully Qualified

Username

e.g.cli-
entl@bintec-elmeg.
com

Use IKE Config
Mode

off
Enabled



Chapter 4 Security - Certificate-based VPN
IPSec with optional KOBIL SecOVID one-time
password request

4.1 Introduction

This chapter describes a certificate-based VPN IPSec connection of the bintec secure
IPsec client to a bintec R3000 VPN gateway. An owned certification authority (OpenSSL
CA) is set up to generate the required certificates in PKCS#12 format. When the VPN tun-
nel is set up, a dynamic IP address is assigned to the bintec secure IPSec client (per IKE
config mode). The solution can be optionally upgraded with one-time password request.
Here, a one-time password in generated with a KOBIL SecOVID token authenticated on
the KOBIL SecOVID server.

——

OpenSSL
Certificate
bintec Sacure
IPSec Client
Windows
Server 2003 _@

KOBIL RADIUS bintec R3000 &=
Server ()
<+ — — — — —(_vPNIPSec-Tunnel ) — — — — — — >

XAuth / RADIUS User
+-————————- Authentication =~ "~ — — — — — — >

Fig. 62: Example scenario

Requirements

A bintec VPN gateway e.g. bintec R3000 with system software 7.8.7 (XAuth support)
* A bintec secure IPSec client
* VPN gateway and VPN client each require an independent Internet connection

* Optionally, a KOBIL SecOVID server installed on a Microsoft Windows computer (e.qg.
Server 2003 (32 Bit))

4.2 Configuration
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4.2.1 Setting up the OpenSSL certification authority

In our example, the certificates for VPN IPSec authentication are generated using the
DemoCA included with OpenSSL. Here, OpenSSL version 0.9.8g is used. To set up the
certification authority and generate the certificates, the CA . sh script included with
OpenSSL is used (found at Debian under /usr/1ib/ssl/misc/CA.sh). The command
for setup of a new certification authority CA.sh -newca need only be executed once. On

the basis of this certification authority, the user certificates are generated and exported in
PKCS#12 format.

If OpenSSL standard settings (openssl.cnf) are used, a demoCA directory is created
when setting up a new certification authority; the former contains the following information:

private/cakey.pem private key of certification authority (CA)

cacert.pem self-certified certificate of the certification authority (CA
index.txt List of previously-issued certificates

serial Serial number for the following certificate

newcerts Directory for issued certificates

The following provides an example for setup of new certification authority using OpenSSL,
or the script CA.sh -newca:
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rootlserver:/use/lib/ssl/misc# . /Ch.sh -newes
CA certificate filename (or enter to create)

Making CA certificate

Generating a 1024 bit R3AL private kKey
..................................................................... +Ht
.................................... ++++++

writing new private key to './demoCh/private/./cakey.pem’

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

Tou are shout to be asked to enter information that will be incorporated into your certificate
request.

What wyou are sbout to enter is what is called a Distinguished Nawe or & DN.
There are cuite & few fields but you can leave some hlank

For sowe fields there will be a default wvalus,

If you enter '.', the field will he left blank.

Country Mame (2 letter code) [AU]:DE

3tate or Province Name (full name) [Sowme-3tatce] thavaria

Locality Neme (eg, city) []:nuernberg

Organization Name (eg, company)] [Internet Widgits Pty Ltd] :funkwverk-ec
Organizational Unit MName (eg, section) []:dev

Cormorn Msme (edq, YOUR name) []:demo

Email Address []:demoffunkwverk-ec.com

Fleaze enter the followihg 'extra' atcributes

to be sent with your certificate reguest

4 challenge password []:

An optional company name []:

Uzinyg configuration from fusr/lib/fsslfopenssl.cnf
Enter pass phrase for ./demoCi/private/./cakey.pem:
Check that the regquest matches the signsture
Jignature ok

Certificate Details:

Serial MNumber: 0O (0x0)

Validity

1 Mot Before: Jun S5 07:52:39 2009 GHT
Mot After : Jun 7 07:52:39 zZ012 GHMT

;Eubject. =

i countr yMName = DE
stateCrProvincelames = bavaria
organizationiame = funkwerk-ec
organizationallnitName = dev
commoniame = demo

H ermaillddress dewof funkverk-ec.com

E509vE extensions:

HEO9+3 Subject Key Identifier:

1 SC:4R:25:72:E5:43:B2:B0:44: 1C:F6:E5:5C:6C:FC:58:DA:00:12:13

X509+3 Authority Key Identifier:

keypid:BC:i4A:Z25: 72 1ES: 43 :B2:B0: 44 1C:FEIES:1SC6CIFCiE8:DA90:12:13
DirMame:/C=DE/S3T=bavaria/O=funkwerk-ec/0U=dev/CN=demo/emailiddress=demofl funkverk-ec.com
serial:00

X5089v3 Basic Constraints:
i H CL:TRUE
Certificate is to be certified until Jun 7 07:52:39 2012 GMT (1095 days)

irite out database with 1 new entries
Data Base Updated
rootliserver:/usr/lib/asl/miscy
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4.2.2 Generation of user certificates

After setup of the certification authority (CA), user certificates of the VPN gateway and
those of the VPN client can be created. To generate a user certificate, three steps are ne-
cessary:

(a) Generation of a new key along with a certificate request (CA.sh -newreq)

(b) Signing of the certificate request with the certification authority (CA.sh -sign)

(c) Export of certificates (CA certificate and customer certificate), incl. keys (public and

private customer key) in PKCS#12 format using OpenSSL.

In the first step, a new certificate key and certificate request are generated with the com-
mandCA.sh -newreq:

newkey.pem = RSA Key Pair (public and private key)

newreq.pen = certificate request (contains the public key along with the required data for
certificate request)

In the second step, this certificate request is signed by the certification authority with the
command CA.sh -sign. This generates the newcert.pemn file. Now, a separate folder
should be created in which the certification key, certification request and the signed certific-
ate are stored:

e create a new folder mkdir ./vpn-gateway

e copy the temporary files into the folder

* Move the following files into this folder
mv newreq.pem vpn-gateway/hinz_req.pem
mv newkey.pem vpn-gateway/hinz_key.pem
mv newcert.pem vpn-gateway/hinz_cert.pem

In the third step, the certificate of the certification authority, the just created user certificate
including the certification key is exported in a file in PKCS#12 format. This file is protected
with a password and allows transmission of the certificates to the VPN gateway, or a VPN
client. For this, the following command is used:

openssl pkcsl2 -export -in vpn-gateway/newcert.pem -inkey vpn-
gateway/newkey.pem -certfile demoCA/cacert.pem —-name vpn-gateway -
out vpn-gateway/vpn-gatewayl.pl2

The described steps for generation of a user certificate are illustrated through the example
of the certificate created for the VPN gateway.



These steps must be similarly performed for each of the bintec secure IPsec clients.

Creation of a new key along with a certificate request:

rootBserver:/usr/lib/ssl/miscH# ./CA.sh -newreqg

Generating a 1024 hit R3L private key

R i

.......................... ++++++

writing new private key to 'newkey.pem'

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

¥ou are shout to be asked to enter information that will be incorporated
into your certificate request.

What you are sbout to enter is what is called a Distinguished Neawe or a DN.
There are cuite a few fields but you can leave some hlank

For some fields there will be a default wvalue,

If you enter '.', the field will ke left bhlank.

Country MName (2 letter code] [AU]:DE

State or Province Name (full name)] [Some-3tate] :bavaria
Locality MName (eg, city) []:nuernberg

Organization Name (eg, cowmpany) [Internet Widgits Pry Lrd] :fec
Organizational Unit Nawe (eg, section) []:dev

Common MName (eg, YOUR name) []:vph-gateway

Fmail iddress []:vpn-gatewaylfunkwverk-ec.com

Pleaze enter the following 'extra' attributes

to be sent with your certificate reguest

L challenge password []:

An optional company name []:

Request iz in newredq.pem, private key is in newkey.pem
rootftpZhl:/usr/ lib/ss1l/misc#

Signing of the certificate request with the certification authority:
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root@server:/usr/lib/ssl/misc# ./Ch.sh -sign
Using configuration from fusr/lib/ssl/openssl.cnf
Enter pass phrase for ./demoCh/privacte/cakey.pem:
Check that the reguest matches the signature
Signature ok

Certificate Details:

SGerial MNumber: 1 (0x1)

Validity

E Mot Eefore: Jun & 0&:54:05 2009 GHMT
HNot After : Jun 5 03:54:05 2010 GHT

Subject:
countr yMName = DE
stateOrProvincelName = havaria
localityMName = nuernberdg
organizat ionNsme = fec
organizationalTnitName = dewv
corno nifame = vpn-gatevay
emsiliddress = wpn-gatewayll funkwerk-ec.com

Z509v3 extensions:

X509v3 Basic Constraints:

. CA:FALSE

Netscape Comment:

H Open3il Generated Certificate

H509v3 Subject Key Identifier:

: 48:65:44:7A:45:B4:68:03:8C:C9:00:67:E2:E5: 541 E2:7B:7D:44: 5B
X509v3 Authority Eey Identifier:

i keyid:BC:4A:25:72:E5:43:B2:B0:44:1C:FA:E5:5C:6C:FC:558:DA:90:12:13

Certificate iz to he certified until Jun & 05:54:05 2010 GMT (365 davys
Sign the certificate? [v/n)l:y

1 out of 1 certificate requests certified, commit? [v/nly
Write out database with 1 new entries
Data Base Updated
Certificate:
Data:
Version: 3 (0xZ2)
Serial MNuwber: 1 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: C=DE, ST=havaria, O=funkwerk-ec, OU=dewv, CN=demo/emaillddress=demoffunkwerk-ec.com
Validitcy
: Mot Before: Jun & 05:54:05 2009 GHMT
. Mot ifter : Jun & 05:54:05 2010 GHMT
Subject: C=DE, S3T=havaria, L=nuernberg, O=fec, OU=dewv,
pn-gatevayy emailliddress=svpn-gatewaylfunkverk-ec . com
Subject Public Key
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Info:

ao:

0z:

2h:

51:

87:

Sd:

i5:

de:de:3f:

:87:16:57:

S0:£3:e9:

4c:32:36:

FPublic Key Algorithm:
rsaEncryption
BSAL Punmlic Key: (1024 bic

a7

IBZ:

5f:

29:

Ta:

Sa:

f

Modulus (1024 hit):

§:09:058:3b:a0:4d:9d:5d:c2:70:

L£:f9:47:b4:2c:6b:65:6etatba:

Tid7:83:hS:Seiebiba44:34:03

2:3b:9c:99:70:ba:f6:55:27:eb:

c:d6:12:9e:24:f8:ba:5c:cl1:37:

crfe:Shifeierd4d:27:db11:54:

teb:86:cdi3e:55:77:12d:94:ef: 59

Ob:058:0d:23:36:20:0£:28:50:7a:

43:5a:2f:0d:3b:77:0b:Be: 59
Exponent: 65537 (0x10001)

ES09v3 extensions:

¥509v3 Basic Constraints:

CA:FALSE

HNetzcape Comment:

Open33L Generated Certificate

HEO9vE Subject Key Identifier:

45:65:44:7R:45:B4:68:03:8C:C9:00:67:E2:E5:54:E2:7B:7D:4L:5B

H509v3 Authority Key Identifier:

Signature

al:
TE:
85:
ee
av:
48:
de:
931

Zb:
14:
-H

tho:

==H
93:

66

Al

df:

keyid:SC:i4A:25:72:1E5:143:B2 :B0:34:1C:F6:ES:5C:6CIFC:558:DA:I90:12:13

gorithm: shalWithRSAEncryption

23:eh:5atderac:4d:71:b5:h7:icatad:3e:49:4c0:55:
tab:1f:d5:21:53e:f3:98:0a:51:56:fe:c2:02:2h:81:
:169:a3:88:75edic2: 5043164140 0e:bl:08:88:
tf4:o5:h4:2f:a0:b5:55:e9:61:1b:9d:ec:7a:25:85:
60 Ta:04:f3:h T8 Taif3:af:62:88:46:h%:a6:a3:
tdd4:ff:Zb:de:3oidbidd:Vdicod5:ddicd:30:8e:c6:
:57:b5:ae:Vh:05:f8:aa:cS:co:34:0c:45:ef: Ba: 8d:

HIIC+ICCAmOgivIBAgIBATANEBgkahkiGOwOBAQUF ADES MOswl QYDVOOGEwWIERTEQ
HA4GAIUECENHTmFz YXJpYTEUNE IGAIUEChNLZnVuasSdlemst ZWIR DD AKEGNVEL=T
L2R1AJENMASGLIVE AxMEZGVtheEJHCEGC I qGS ITh3DOEJ ARYUZ GV ELO BndWorda Vy
ayll¥ySinZ0wHheGNND v ) A4MD g 1ND AL ThelMNTAWN A4 MD g INDALW] CEKTELMAKG
LITEBhMCREUXED AOBgNVE AgTEE ThdwF yalWlExE j A0BEgNVELCTCWS1 EXJufnVy 2RI
HioGAIUEChND ZrW i Mowwl g DVOOLEwNkEXYx FDASEgNVEANTCS ZukbilnYERIAEFS
HE3owKAYJEoZ ThweNAQREFht2oGatZZF0ZXdhe UBndlSr AZVyay 11Ty 5 b2 0wgisy
DOYJIKoZIhveNAQEBBQADYYOANIGTA0GBANzeF 1/ 4C0gToE2dPeJwip isaB1P+ el
LGtobhgaySocWWynnl401lXsabRDODKSDz 6Xgqy0SsyaeLraVafriVeiXaeSRhKeJPi6
PME3h++m7?GEe/ Fv2PkOn2 xFU I ToSinnr hs0+V¥Ect 109 2FTuyogh CAO i AP 6FEE
01lovDTe3C45EAgMEALG e s BSMAKGALITAEwOC MARwLAYIYIZTAYh 4 OgENEES WHU S w
ZWSTUO0wWgRZVUZEThdGVRIEN 1enRpiml JYEXRIMEOGAL UADgQWEERI ZURGRhROAG 2J
AGFiSVTied 1Kz AfBgNVHINEGD ATgESMS i Wy STTOysEQoSuhch Px Y2 p ASE 2 ANBgkog
hkiGOwOBAQUFAACEByOCHKI8 jalpOr E1xuL EKE TS ITFVyFOCHHOThPvOYC1GG/ s IC
K4GId=s1po4hl7oJoeQZQUzJexyIjus0f0xbOvoLlVVEWEbnex 6JZWnZFN1legTztThe
862iiEaSpgl Ikenl/ yeOPDvldMxFicOwisber OBXs6574/ igqyMulDEEvio2 T2g==

Signed certificate is in newcert.pem
root@server:/usr/ lib/ssl/misc#
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Export of certificates (CA certificate and customer certificate), incl. keys (public and private
customer key) in PKCS#12 format using OpenSSL:



rootfserver:/usr/likb/ssl/misc# openssl pkosSlZ -export -in newcert.pem -—inkey newkey.pem -certfile

demoCA/cacert.pem

—-name Vpn-gateway -—-out vpn-gateway.plz

Enter pass phrase for newkey.pem:

Enter Export Password:

Verifying - Enter Export Password:

rootlserver:/usr/lib/ssl/misc# ls -1 vpn-gateway/

insgesamt 16

-ry-r--r-- 1 root root 3249 2009-06-08 10:58 newcert.pem

-rw-r--r-- 1 root root 963 2009-06-08 10:28 newkey.pem

-rw-r--r-- 1 root root 708 Z009-06-085 10:2Z8 newredq.pem
1

—EW-E-—E—— root root 2732 Z009-06-08 11:07 vwpn-gateway.pld

4.2.3 Configuration of the VPN gateway

Local IP address of the VPN gateway

In this example, the VPN gateway is operated with IP address 192.168. 0. 30. To assign
the bintec secure IPSec client an IP address from this network range, the option Proxy
ARP must be enabled.

For this, go to the following menu:

(1) Goto LAN -> IP Configuration -> Interfaces -> <en1-0> @

Interfaces

Basic Parameters

1P Configurati
Address ode @static ODHCP

I
7
o

IP Address Metmask
IP Address | Netrnask |19z 168.0.30 e55.255.255.0 il

; Interface Mode @ manual CVLAN
; MAC Address 00:a0:48:0k:0%:22 Fluse buitt-in
3 — Seuings

Prozy ARP Enabled

TCP-MSS Clamping ClEnabled

ok ) cancel )

Fig. 63: LAN -> IP Configuration -> Interfaces -> <en1-0> @

Relevant fields in the Interfaces menu

T
IP Address/Netmask With Add, add a new address entry and enter the IP Address
and corresponding Netmask of the interface.

Proxy ARP Enable the option Proxy ARP.




Definition of an IP address pool

An IP address pool is specified in the IP Poolsmenu, from which an address in assigned all
VPN clients at tunnel setup. In our example, a range from the local network is selected, e.g.
192.168.0.150 t0 192.168.0.180.

(1) Goto VPN -> IPSec -> IP Pools -> Add.

IPSec Peers Phase-1 Profiles  Phase-2 Profiles XAUTH Profiles IP Pools Options

:w_ .V\ew 20 .par page E Fitet in ‘ MNone VI equal vl

E [poal [192 168.0 150 -[192.168.0.180 i

g PSec Pa_ge' 1,nems 1’-1’ ) i
L21P

B ( Add ) 4 oK 3 Cancel |

-~ GRE

~ Certificates

Fig. 64: VPN -> IPSec -> IP Pools -> Add

Relevant fields in the IP Pools menu

Field Meaning
IP pool name Enter the name of the IP pool, e.g. pool.
IP pool range

In the first field, enter the first IP address from the local network.

In the second field, enter the last IP address from the local net-
work.

Import of certificates

For VPN IPsec authentication, a PKCS#12 certificate was generated for each of the bintec
secure IPSec clients as well as the VPN gateway. The certificate of the VPN gateway is
imported over the Certificate List Menu.

(1) Goto VPN -> Certificates -> Certificate List -> Import.
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Certificate List CRLs  Certificate Servers

Import

External Filename |!usn’|ib.’ssl1‘mis:an-gatewayivpn-gatewayplz I[ Browse J
Local Certificate Description van-gateway

File Encoding

Passwaord I--u-u-

ok ) (_ cancel

Fig. 65: VPN->Certificates->Certificate List->Import

Relevant fields in the Certificate List menu

Field Meaning

External Filename With Browse..., select the file path or data name of the
PKCS#12 certificate.

Local Certificate De- Enter a name under which the certificate is saved in the VPN

scription gateway, e.9. vpn-gateway .

Password Enter the password issued at creation of the PKCS#12 certific-
ate.

After importing the PKCS#12 container, you see the inserted certificate of the VPN gate-
way and the root certificate of the certification authority in the certificate list.

(1) Goto VPN -> Certificate -> Certificate List.

Certificate List | CRLs | Certificate Servers

Description Subject Name Type Status:

vpn-g y | MAILTO=vpn-g y@funkwerk-sc.com, CN=vpr-gateway, OU=dev, O=fec, Own  |Valid |[5] |[#] |
:L=nuernbsvg‘ ST=bavaria, C=DE

vpn-gateway MAIL TO=demo@funkwerk-ec.com, CN=demo, OU =dev, O=funkwerk-ec, Root  Valid B
| ST=bavaria, C=DE CA |

{ Request ) [ Import

Fig. 66: VPN -> Certificates -> Certificate List

Configuration of IPSec Phase 1 parameters

In the Phase 1 Profile menu, the imported certificate (e.g. vpn-gateway) is then selected
as Local Certificate.

(1) Goto VPN -> IPSec -> Phase 1 Profiles -> Edit @
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\._Save configuration
System Management
Physical Interfaces
LAN
Rauting
WAN
VPN
| IPSec

L2TP

PPTP

GRE

Certificates

Firewall

VolP

Local Services
Maintenance
External Reporting
Monitoring

bintec elmeg GmbH

IPSec Peers Phase-1 Profiles Phase-2 Profiles XAUTH Profiles |P Pools | Options

Phase-1 (KE) Parameters

Description FSK Multiproposal
Encryption Avthertication Enabled
3DES | |MDS |

Froposals AES < | [mDs o
Elowfish + || MDS >

DH Group O 1768 Bit) (‘:‘2(1024 Bit) 05(1535 Bit)

Lifetime j'\ 4400 Secon(lsi[l kBytes

Authentication Method RSA.‘S\gnaiure v

Local Certificate viPn-gateway M|
Mode ) Main Mode (ID Protect) O Agaressive [ strict
Lacal ID Value Use Subject Name from certificate

Advanced Settings

Alive Check Aulodetect v
Block Time [f seconds
NAT Traversal Enabled

Trust the following CA certificates
CA Certificates

oK Ccancel

Fig. 67: VPN -> IPSec -> Phase 1 Profiles -> Edit

Relevant fields in the Phase 1 Profiles menu

Field 7 Meaning

Authentication Method  Under Authentication Method select RSA Signature. Phase

Local Certificate

Mode

Local ID Value

1 key calculations are authenticated using the RSA algorithm.

This field allows you to select the imported certificate (e.g. vpn-
gateway) as local certificate.

With the option Main Mode (ID Protect) it is insured that the
data for negotiation of the IPSec Phase 1 are transmitted in en-
crypted form.

If you enable the option Use subject name from certificate,
the subject name of the VPN gateway certificate (in our ex-
ample: "MAILTO=vpn-gateway @ bintec-elmeg.com,
CN=vpn-gateway, OU=dev, O=fec, L=nuernberg, ST=bavaria,
C=DE") is used as a local IPSec ID.

Configuration of IPSec Phase 2 parameters



Settings in the VPN -> IPSec -> Phase 2 Profiles-> Edit @can be taken over unchanged.

ave configuration ;

XAUTH Profiles | 1P Pools | Options |

IPSec Peers | Phase-1 Profiles

Phasze-2 (IPSEC) Parameters

Description Multi-Proposal

Eﬁryplion Authertication  Enabled |

Proposals :lAES*TEB g
Blowdish + || MDE v

“lEnabled

O 1(768 Bit) @ 21024 Bit) O 5(1536 Bit)

Certificates Use PFS Group

Lifatime |7200 Secnndslﬂ kBytes

Advanced Settings

IP Compression CEenabted
Alive Check |Autudeled z@
Prapagate PMTU [“IEnabled

ok ) (_ cancel )

Fig. 68: VPN -> IPSec -> Phase 2 Profiles -> Edit E|

Setup of VPN IPSec peers

In the IPSec Peersmenu, a VPN connection is set up for every bintec secure IPSec
client.

(1) Goto VPN -> IPSec -> IPSec Peers -> Edit E|
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IPSec Peers Phase-1 Profiles Phase-2 Profiles | XAUTH Profiles | IP Pools Optiuns.

Peer Parameters

Administrative Status @up Onown

Description |vpnc|ienﬂ

Peer Address |

SR ‘AEN 1-DM (Distinguished MName) V"l

|MAILTO=vpnc\\emuser@bintec-elmeg.com‘ Chi=vpnelie

Interface Routes

IP Address Assignment O static & IKE Config Mode

IP Assignment Pool
Local IP Address 192.168.0.30

Advanced Settings

Acvanced IPSec Options

Phase-1 Profile . |* RSA Multiproposal v|
Phase-2 Profile

HAUTH Profile . '

Start Mode @ on pemand O Always up

Advanced [P Options

Back Route Verify Clenabled

Proxy ARF

Omactive @ Up or Dermant O Up only
IPSec Callback

Mode
€ OK ) cancel )

Fig. 69: VPN -> IPSec -> IPSec Peers -> Edit @

Relevant fields in the IPSec Peers menu

Field Meaning

Description Enter a description of the peer which identifies it, e.9. voncli-
entl.

Peer ID
As Peer ID the Subject Name of the VPN client certificate with
the type ASN.1-DN (Distinguished Name) is saved. This
subject name was issued at creation of the certificates gener-
ated for the bintec secure IPSec clients. In this example, for
the first VPN peer the following subject name is saved:
MAILTO=vpnclientuser@bintec-elmeg.com,
CN=vpnclientuser, OU=sales, O=FEC, L=nuernberg,
ST=bavaria, C=DE.

IP Address Assignment
Here, choose the configuration mode

IKE Config Mode off.
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IP Assignment Pool Select an IP pool configured in the VPN -> IP Pools menu.

Local IP Address Assign an IP address to the bintec secure IPSec client.

The Advanced Settings menu consists of the following fields:

Relevant fields in the menu Advanced Settings

Field Meaning

Phase 1 Profile For phase 1, select a profile already configured in the Phase 1
Profiles menu, e.g. RSA Multiproposal.

Phase 2 Profile For phase 1, select a profile already configured in the Phase 2
Profiles menu, e.g. Multiproposal.

Proxy ARP
Set Proxy ARP to Up or Dormant. Your device only re-
sponds to an ARP request if the status of the connection to the
IPSec peer is up or dormant.

In the case of bormant, your device only responds to the ARP
request; the connection is not set up until someone actually
wants to use the route.

4.2.4 Configuration of bintec secure IPSec clients

The bintec secure IPSec client is called up with Start -> Program -> FEC Secure IPSec
Client -> Secure Client Mode. Configuration of the bintec secure IPSec clients is per-
formed with the assistant. At first launch of the bintec secure IPSec client the new assist-
ant profile starts automatically.

Under Connection Type, select Company Network Connection over IPSec.



Assistent fiir neues Profil

Verhindungstyp '
‘wie soll die Verbindung zur Gegenstelle hergestellt Mblﬂtﬁf E]]'ﬂEg

Teldzl Gunap Cangar;
werden? LS

(3) Yerbindung zum Firmennetz iiber IPSec
Erstellt eine Yerbindung zum Firmennetzwerk Liber ein vituelles privates Netzwerk [VPN],
abgesichert Uber IPSec.

) Verbind mit dem Internet h
Erstellt eine Werbindung zum Intermet ohne weitere Parameter fiir ein virtuelles privates
Metzwerk [VPM].

Fig. 70: Connector Type

Enter a name for the profile, e.9. Head Office.

Assistent fiir neues Profil

Name des Profils b. ]
Gieben Sie hier einen unvenwechselbaren Mamen fiir |ﬂtﬁc gimeg
dasz Profil ein. Teldz1cinap Eaepay

Der Mame des Praofilz daif jedes alphanumerizche und numerische Zeichen beinhalten
und, Leerzeichen eingerechnet, bis zu 39 Zeichen lang sein.

ﬁ Profil-N ame:
|Zentrale

[ < Zuriick “ wieiter » i [belechenJ

Fig. 71: Profile Name

In the next step of the assistant, you must select a connection medium over which to set
up a connection to the Internet. In our example, the LAN (over IP) selection is used as
the bintec secure IPSec clientestablishes no direct Internet access but uses an Internet

access router.

ps (Excerpt)



Assistent fiir neues Profil

Verbindungsmedium i
Auzwahl des Mediums, Lber das die Yerbindung blﬂtﬁc E]]'ﬂeg
hergestelt werdeh soll. Tl Eagary

W ahlen Sie das Medium, Uber das die Yerbindung hergestellt werden soll. Daz
Werbindungsmedium wird fiir jedes Profil eigens eingestellt, varausgesetzt Sie haben die
entsprechende Hardware angeschlozzen und in lhrem Spstem installiert.

Soll z. B. das Internet Uber Modem genutzt werden, stellen Sie unter Werbindungsmedium
"Modem” ein und wahlen anschliefend daz gewiinzchte Modem aus.

“Werbindungsmediunm; ISDM

o
[=}
=
>

#D3L [PFFoE)
#DSL [AYM-PPP aver CARI)
GPRS / LIMTS

WLAN

autornatische Medienekennung

I

[ < Zuriick “ Wieiter » I [thlechen

Fig. 72: Connection Medium

In the option Access data for Internet service providers the address at which the VPN
gateway is accessible from the Internet, e.g. vpngateway.bintec-elmeg. com, is saved

under user name.

Assistent fiir neues Profil

2 daten Fiir Int tdi

Berutzennfarmationen fur Internetzugang ’ M?ﬂtﬁﬂ e]meg
21500 Cangaty

Geben Sie hier den Benutzernamen, Pazswort und gafs. die Rufrummer fur [hren
Internetdienstanbieter ein. Wollen Sie das Passwort nicht speichern, wird es bei jedem
Werbindungzaufbau abgefragt.

Benutzermarme:
| wphgateway. bintec-elmeg.com ‘
PBaszswort: Passwoit [wiederholung):

[ Pazswort speichem

Bufrummer [Ziel]:

| |

Fig. 73: User Name

Then, Main Mode is used as Exchange Mode. If main mode is used, data for setup of

the IPSec Phase1 is already transmitted in encrypted form, in contrast to aggressive mode.
For PFS group, as already at the VPN gateway, the DH Group 2 (1024 Bit) is selec-
ted and the option Use IP Compression enabled.




Assistent fiir neues Profil

IP5ec-Konfiguration i
K.onfiguration der grundlegenden Parameter fir IPSec EEFEE‘FC],'TE‘)

Hier kionnen sie grundlegende Parameter fiil IPSec angeben. Fiir die Richtlinen der
IPSec-erhandlung wird die Einstellung “Automatizcher Modus" venwendet.

Sollen bestimmte [KE / IPSec-Richtlinen vensendet werden, miizsen diese anschliebend in den
Profil Einstellungen definiert und zugewiesen werden.

ﬁ Lustauzsch-Modus:
| Main Mode v ‘
PFS-Gruppe:
| DH-Gruppe 2 (1024 BiY v]

Benutze |P-Kompression

[ < Zuriick “ Wieiter » i [thlechen

Fig. 74: IPSec Configuration

As authentication of the bintec secure IPSec client occurs with certificates, no pre-
shared key is saved. The Type of Local Identity is setto ASN1 Distinguished Name.

Assistent fiir neues Profil

IPSec-Konfiguration - Pre-shared Key '
Gemeinzamer Schliizsel fir die IPSec Mblmﬂ E]I'ﬂEg

Teldal g vy

Werden fir die Authentisierung keine Zertifik ate verwendet, wird fur die Datenverschilisselung
ein gemeinzamer 5 chlissel benctigt, der auf beiden Seiten [WPM Client und VPN Gateway]
hinterlegt sein muss.

Fiir die IKE 1D muss je nach ausgewshltem IKE ID-Typ der zugehirige String eingetragen
werden.

% Pre-shared Key
Shared Secret: Shared Secret [wfiederholung):

[ || |
Lokale [dentitat
= Type: |ASN1 Distinguished Mame v ‘

o \

[ < Zuriick “ wieiter » i [thlechenJ

Fig. 75: Pre-shared key

In this example, a dynamic VPN IP address is assigned to the VPN IPSec client. 7KE
Config Mode must also be enabled.
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Assistent fiir neues Profil

IPSec-Konfiguration - IP-Adressen f
‘wWelche IP-Adrezsen sollen verwendet werden? MEPFE;%TE%

Geben Sie hier die IP-Adiesse an, welche dem Client zugewiesen werden soll. Soll die
|P-Adrezse dynamizch durch die Gegenstelle zugewiesen werden, muss die Option "IKE Canfig
Mode venwenden' gewshit werden,

Deswelteren kann eine |P-Adresse fur den DNS- baw. WINS-Server angegeben werden.

E IP-Adressen-Zuweisung

|P-Adresse:

(0000 |

(> DNS /WINS Server
* DMS Server: WINS Server:
(0000 | [ooon |

[ < Zuriick “ Wieiter » I [thlechenJ

Fig. 76: IKE Config Mode

In the final step, the firewall of the bintec secure IPSec client is configured. If the client is
directly connected to the Internet, the firewall should be enabled.

Assistent fiir neues Profil

Firewall-Einzstellungen '
‘Welche Einstellungen sollen fiir die Firewall verwendst MEHEE;FC]:TE§

werden?

Aklivieren Sie hier die gewiinschte Firewal-Optian. |5t Stateful Inspection aktiviert, werden keine
Pakete von anderen Haosts akzeptiert. Zusatzlich kann MetBios over IP deakliviert werden.

' Firewall
Auzschlieblich Kommunikation im Tunnel
[¥] HetBIOS iiber IP

[ < Zuriick ”_ Fertigztellen ] [ Lbbrechen

Fig. 77: Firewall

After the assistant for setup of a new VPN tunnel is run, the certificate (PKCS#12 file) of
the first VPN client must be copied on this computer. Then, the user certificate is selected
in menu Configuration -> Certificate -> Add of the bintec secure IPSec client.




Mame:  [IPSecClisntZertifical

Benutzer-Zertifik at | PIN-Richtlinie || Zertifikatsverléngerung|

Zertifilk.at: | aus PECSH#12-Date w |
Zertifik atz-Auzwahl: | 1 |
PKCS#12-Dateiname: |k Secure IPSec Clientwpnclientuser].pl 2| Q

[ Softzertifik atzauzwahl aklivieren

Zertifik atzpfad:

[ PIN-Abfrage bei jedem Yerbindungsauftbau

[ mite | ok ][ abbrechen |

Fig. 78: Certificates

After this, certain adjustments are still required in the VPN connection profile.

In menu Configuration -> Profile -> Edit -> IPSec Settings the predefined IKE Policy

RSA Signature and the IPSec Policy EsSpP - AES128 - MDS5 are selected .

Profil-Einstellungen zentrale |X|

Grundeinstellungen
bindungssteueung
stellungen
Erweiterte [PSec-0ptionen

Identitat

IPS ec-ddiesszuweisung
WPN IP-Hetze
Zeilifikate-Uberprifung
Link Firgwall

 IPSec-Einstellungen

Gateway [Tunnel-Endpunkt):
| vpngateway. bintec-elmeg.com |

Richtilinien

% 1KE-Richtilinie: ‘HSA Signature v|
IPSec-Richtiinie: |ESP - AES128 - MDS v|
AustauschModus] Main Mode v|
FFSGruppe. | DH-Gruppe 2 (1024 Bit) v|

[ Giltigkeit J[ Editor ]

[ hie [ ok ][ abbrechen |

Fig. 79: IPSec Settings

The previously-created certificate policy is selected in menu Configuration -> Profile ->
Edit -> Identity. The certificate/certificate profile saved here is used for authentication at
VPN IPSec tunnel setup.

ps (Excerpt)



Profil-Einstellungen, zentrale 7|

[ |dentitat

Grundeinstellungen »
“Yerbindungssteuerung Lokale [dentitat

IPSec-Einstelungen = Typ ASNT Distinguished Mame ~
Erweiterte IPSec-Optionen =
Iﬁﬂ_ = 1D:

IPS ec-ddiesszumeisung

YPM IP-Metze Pre-shared K d

Zetifikats-Uberpriifung P i) vemanian

Link Firewall % Shared Secret:
Bestatigung Secret;
Zeilifikats-
Konfiguration:

[ E stended Authentication [=AUTH)

Benutzemame:

Passwart:

aug obiger Kanfiguration

[ wre [ ok ][ sbbechen |

Fig. 80: Identity

4.2.5 Setup of the VPN IPSec tunnel

At setup of the VPN IPSec tunnel, there is a PIN request. The PIN is used to open the
PKCS#12 certificate container. Here, the password issued when generating the PKCS#12
certificate must be used.

PIN Eingabe X

Bitte geben Sie die PIM des Zertifikates
g einl
T —

ok Abbrechen

Fig. 81: PIN Entry
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« Secure IPSec Client

Verbindung  Konfigurakion Log  Fenster Hilfe

Prafil: At

| zentrale w | | |

t erbindung ist hergestell: é
B PBLe -

i Werbinden I [ Trennen J (QE,‘_% [

Statistik:

“Verhindungszet:  00:04:52 Timeout [=ec): 100

Daten (Tx)in KByte: 16,14 Richtung: ot

Daten (R in KByte: 16,16 “erhindungsart:  LARN
Durchsatz (kBisx 0117 “erschlisselung: AES 125
Software ist nicht aktiviert . |
{noch 25 Tage giiltig)

Fig. 82: FEC Secure IPSec Client

4.2.6 Additional securing of the VPN IPSec tunnel with a one-
time password (optional)

To further secure the VPN IPSec tunnel, there is the option of enabling a one-time pass-
word request. This example describes the KOBIL SecOVID one-time password solution.
The one-time password is generated with a token. At setup of the VPN IPSec tunnel, this
one-time password is authenticated on the KOBIL SecOVID Radius Server.

Installation of the KOBIL SecOVID servers on a 32Bit Windows 2003 server

The installation program of the KOBIL SecOVID server is launched on the CD by opening
the win32\server\SECOVID Server.exe file. Please read the setup outputs for your
information and follow the instructions and recommendations of the installation routine. At
conclusion of the installation routine, the logfile of the KOBIL SecOVID server should be
checked to insure that the server started up.
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WINDOWS  system32'.cmd.exe

C:wetc SecOuid>
C:netc\SecOuid>
C:neteNSecOuid>
C:vetenSecOuid?>
C:netc SecOuid>
C:netc\SecOuid>
C:neteNSecOuid>
C:vetenSecOuid?>
C:netc SecOuid>
C=wetc SecOuidrtype ovid.proto

Tue May B5 15:44:28 28A?: Licence for ovid (radius>: KOBIL-Test—Lizenz
Tue May B5 15:44:28 26809: Users: 2
Tue May B5 15:44:28 2889: valid till: Mon Jun @81 19:47:52 2009

Tue May B5 15:44:28 28A?: Authorize access for 127.8.0.1

C:snetchSecOuid>
C:neteNSecOuid>
C:vetenSecOuid?>
C:vetcnSecQuid?

Fig. 83: Installation of the KOBIL SecOVID

Installation of the KOBIL SecOVID administration tool

For installation of the KOBIL SecOVID administration tool under Win32 systems, proceed
as follows:

¢ Launch the setup program for the drivers of your KOBIL chip card terminal via /Driver
Setup/KOBILDriverSetup.exe

* Follow setup program instructions and close the chip card terminal when prompted. The
chip card terminal is required to administer the KOBIL SecOVID server per remote con-
sole. The KOBIL chip card terminal is not required for local administration of the KOBIL
SecOVID server.

For installation of the KOBIL SecOVID administration tool, the setup program /
win32/admin/Setup admintools.exeon the installation CD must be launched. At
installation, please follow additional instructions of the setup program.

Launching the KOBIL SecOVID administration tool

The KOBIL SecOVID administration tool is launched over the Start ->Programs-> SecOV-
ID Admintools-> WxOvid menu. After initial startup of KOBIL SecOVID Admintools, the
secret token data can be imported and added to the SecOVID data bank. At a second
SecQVID testing, token data are displayed in clear text. If you've bought the SecOVID
tokens, the token data are generally provided in encrypted form. Import of token data (e.g.
tokendata firm.db) occurs via menu Other Tokens -> Import Tokens.



Pllsecovip admintool 4.1 N [ B
Programm Datenbank Chipkarten Sonstige Token Gruppe  Hife:
[Jprzervo HleEasd e
Benutzername Name varname Gruppe Generator-Typ | Status
[s615z60 undsf [i=r oK
03613270 undef [=0 oK
08613271 undef =0 oK
[ [ [Benutzer geladen: 3 Administrator 2

Fig. 84: Launching KOBIL SecOVID admintools

Token personalisation

For assignment of tokens to a user, token sets must be blocked. After temporary blocking
of a token data set, user information can be saved by editing the entry. The information in
the User Name field is used after configuration of the bintec secure IPSec client for ad-
vanced IPSec authentication.

[l Benutzerinformation fiir: 08613271

Benutzername B
zusatzliche(s) Token

Name [iobn

Worname [Smith

PIN e

Seriennummer 05613271
Generator-Typ [SecOVID Token (5-stelig)
Gruppe jundef

Berutzer

angslegt am Aug 13 00:46:27 2008
letztes Enmalpafiwort | 89633723

zuletzt engelogged | Nie

Timeout keiner
Status Gesperrt

ok | abrechen | Hife

=10l x|

Fig. 85: User information

The data set must subsequently be unblocked.
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im
Programm Datenbank Chigkarten Sonstioe Token  Gruppe  Hife
B e FllEAASER
Berutzername | Mame | vorname [ Gruppe | GereratorTyp [ status |
08613270 undef = OK
A — N T ™ o

mmustermann Max FMustermann undef L3

[Benutzer geladen: 3 ‘Administrator

Fig. 86: Unblock

Initial function test of the KOBIL SecOVID server

An initial function test can be performed with the command line tool radping.exe. With
the one-time password, Radping initiates an authentication request on the SecOVID RA-
DIUS server. During installation, the tool was saved in the \etc\SecOVID\ directory.

With the -u option, the user name and the one-time password are transmitted to the
SecOVID server. The one-time password must be generated with the user token. The
SecOVID server is addressed with the -soption. For the first function test, radping must
be executed directly on the server. The RADIUS password is sent with the -k option. The
default value is secret. The SecOVID logfile (\etc\SecOVID\ovid.proto) displays
the following message in case of successful authentication:

YW WINDOWSh system 32 cmd.exe

C:vetcnSecOuid>

C:setc SecOuid>

C:netc\SecOuid>

C:netenSecOuidrradping —u jsmiths67244601 -5 127.8.8.1 —-K geheim
zending wgst to fAABAA1:1812

timez= B ms : Acked.

C:neteNSecOuid>
C:vetenSecOQuid>
C:wetc SecOuid>
C:wetc SecOuvidrtype ovid.proto

May 11:84:41 28A?: Licence for ovid (radiusd>: KOBIL-Test-Lizenz=
11:@A4:41 2809: Users: 28
May 11:84:41 2889: valid till: Mon Jun @81 19:47:52 20089

11:84:41 2887: Authorize access for 127.8.8.1
B5 11:85:06 28B@?: sending accept for jsmith's gquery with password 672446
127.8.8.1

C:vetenSecOuid?

Fig. 87: Function test

Configuration of the RADIUS client on the SecOVID server

All RADIUS clients (e.g. the bintec VPN gateway, or the test application radping) must be
saved on the SecOVID server as RADIUS client. For this, configuration file
\etc\SecOVID\clients is edited. In our example, the bintec VPN gateway with the IP



address 192.168.0.30 and the RADIUS password radius_PWD is added. This pass-
word is subsequently also saved on the VPN gateway in the RADIUS settings. The SecOV-
ID server service must be restarted for these changes to become effective.

[ clients - Editor 10l x|
Datei Bearbeiten Format Ansicht 7
Tocalhost geheim =]

152.168. 0,30 radius_PwD

K| H

Fig. 88: Clients-Editor

4.2.7 Adjusting the VPN gateway configuration for one-time
password request

Radius settings at the VPN gateway

With the settings in the RADIUS menu, advanced IPSec authentication (XAUTH) with the
RADIUS server of the KOBIL SecOVID server is enabled. You must set the authentication
type to the xAUTH value, and save the IP address of the KOBIL SecOVID server. Commu-
nication with the RADIUS server is password-protected. Here, please use the RADIUS
password saved on the SecOVID server (configuration file \etc\SecOvVID\clients).

(1) Go to System Management -> Remote Authentication -> RADIUS.
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Save configuration

System Management
Status
Global Settings
Interface Mode / Bridge
Groups
Administrative Access
Remote Authentication

Physical Interfaces
LAN

Routing

WAN

VPN

Firewall

VolP

Local Services
Maintenance
External Reporting

Monitoring

4 Security - Certificate-based VPN IPSec with optional
KOBIL SecOVID one-time password request

RADIUS TACACS+ Options

Basic Parameters

Authentication Type XAUTH v
Gerver P Address W
RADIUS Secret [TTTTTITT)

Priority 0

Enry active [“Enabled

xauth | ¥ New: I

Advanced Settings

Group Description

Policy Authoritative v
UDP Port [fez—
Server Timeaut [looo mimiseconds
Alive Check Enabled
Retries |1—
O Enabled[Reload now!]
RADIUS Dialaut pel e 0 Seconds

Default User [TTITYTIT)

Password

OK Cancel

Fig. 89: System Management-> Remote Authentication -> RADIUS

Relevant fields in the RADIUS menu

Field Description

Authentication Type Select Authentication Type XAUTH.

Server IP Address Enter the server IP address of the KOBIL SecOVID server,
e.g.192.168.0.111.

RADIUS Password Enter the shared password used for communication between

the RADIUS server and your device, e.g. radius_PWD.
Group description Define a new RADIUS group description or assign the new RA-
DIUS entry to a predefined group. The configured RADIUS
servers for a group are queried according to priority and
policy.

Possible values:

* New (default value): Enter a new group description in the text
field

* <Group Name>: Select a predefined group from the list. e.g.
xauth.



XAUTH Configuration

A RADIUS server must be used for advanced IPSec authentication (XAuth). Perform all ne-
cessary settings in the XAuth Profile menu.

(1) Goto VPN -> IPSec -> XAUTH Profiles -> New.

IPSec Peers | Phase-1 Profiles | Phase-2 Profiles XAUTH Profiles |IP Pools  Options

Basic Parameters

-
E| IPSec +
L2TP Hade
= Rl —— RADIUS Server Group 1D
C oK ) (__ cancel )

Fig. 90: VPN -> IPSec -> XAUTH Profiles -> New

Relevant fields in the XAUTH Profiles menu

Field Meaning

Description Enter a description for the IPSec authentication, e.g. radius.
Role Here, select Server .

Mode Under Mode select RADIUS .

RADIUS Server Group  Select RADIUS server xauth.

ID

Activating the one-time password request on the VPN peer

To activate the one-time password request in the corresponding VPN peer configuration,
the previously-configured Radius server profile is selected.

Under the option XAUTH Profil the Radius server profile of the KOBIL SecOVID server is
selected. At the next setup of a VPN IPSec tunnel, the one-time password is requested and
matched with the KOBIL SecOVID.

(1) Goto VPN -> IPSec -> IPSec Peers ->@|.
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Peer Parameters

Administrative Status
Description

Peer Address

PeeriD

Presharad Key
Intertace Routes
IP Address Assignment

IP Assignment Pool

Local IP Address

Advanced IPSec Options
. Phase-1 Frofile .
: Phase-2 Profile
HAUTH Profile
. Start Mode
[ Ad\}anced \P O.ptl.ons
Back Route Verify
. Proxy ARP
IPSec Calback

Mode

s | Phase-1 Profiles | Phase-2 Profiles | XAUTH Profiles | IP Pools | Options |

'_ ® up O Down

: |Vpnclienﬂ

| |ASN 1-DM (Distinguished Name) ‘\z:l
|MAILTO:vpncI|emuser@bmtece\meg.com‘ ChN=vpnelie

O static @ IKE Config Mode

1892.168.0.30

Advanced Settings

‘*RSA bultiproposal .\’;,l
*Multi-Froposal - |

@ on Demand O Always up

Clenablea

O'nactive @ Up or Dormant O Up only

C oK o (__ cancel )

Fig. 91: VPN -> IPSec -> IPSec Peers ->@

Relevant fields in the IPSec Peers menu

Field Meaning

XAUTH Select the Radius server profile of the KOBIL SecOVID server.

4.2.8 Adjusting the bintec Secure IPSec configuration for one-
time password request

The one-time password is transmitted at VPN IPSec tunnel setup via the XAuth mechanism
(advanced authentication). For this, the VPN IPSec tunnel profile must be edited. In menu
Configuration -> Profile -> Edit -> Identity an administrator saved in KOBIL SecOVID is
entered.
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Pr stellungen zentrale

WPH IP-Metze

Lirk Firewall

Grundeinstellungen
“Yerbindungssteusiung
IPSec-Einstellungen

Erweiterte IPSec-0 itionen

IPS ec-ddiesszumeisung

Zetifikats-Uberprifung

Identitat

Lokale [dentitst

Tup ASNT Distinguished Name v
1D:
[ Pre-shared Key verwenden
% Shared Secret:
Bestatigung Secret;
e IPSecieniZertiikat -
Extended Authentication [AUTH]
Benutzemame: rmmiLstemant
Passwart:
| aus obiger Kanfiguration v

[ wre [ ok [ sbbechen |

Fig. 92: Identity

The one-time password is requested at the next setup of the VPN IPSec tunnel.

" Secure IPSec Client ==
Connection  Configuration  Log  Window  Help

Praofile: Dutzide Line:
Izentrale j I

8

d d \A'_‘

¥PN dial-up
Lonnecl

Statistics:
Time online:
Data (Tx)in
Data (R ir
Speed (KBy

User 1D

Immustermann

Pagzword:

Ixxxxxxxx

o |

Cancel

Fig. 93: User ID | Password Request
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« Secure IPSec Client o ] 3
Connection  Configuration  Log  Window  Help
Profile: Dutzide Line:
Izentrale j I
| 1 —4
. Connection has been establizhed. ﬁ
.;9 o ?
€8l Ee
LConnect I Dizconnect | M?L?E_?ﬂl.g
Statistics:
Time online: 00: 3745 Timeout [=ec): 0 =zec
Data (Tx) in KByte: 31,88 Direction: out
Data (Rx) in KByte: 734 Link Type: LAR
Speed (KBytefs): 0117 Encryption: AES 125

Fig. 94: Connection Setup

4.3 Overview of configuration steps

Configuration of the VPN gateway

Address mode LAN -> IP Configuration-> Interfaces -> Static
<en1-0> @
IP Address/Netmask LAN -> IP Configuration-> Interfaces -> e.g. 192.168.0.30/
<en1-0> @ 255.255.255.0
Interface Mode LAN -> IP Configuration-> Interfaces -> Manual
<eni-0> @
Proxy ARP LAN -> IP Configuration-> Interfaces -> Enabled
<en1-0> @
VPN Configuration
Field Menu Value
IP pool name VPN -> IPSec ->IP Pools -> Add e.g. pool.
IP pool range VPN -> IPSec ->IP Pools -> Add eg.192.168.0.150-

192.168.0.180

Importing Certificates

Field Menu [Value

External Filename VPN -> Certificates -> Certificate List - e.g. /
> Import usr/
1ib/
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ssl/

misc/

vpn-gate-

way/

vpn-gateway.pl2
Local Certificate De- VPN -> Certificates -> Certificate List - e.g. von gateway

scription > Import
Password VPN -> Certificates -> Certificate List - Password for PKCS#12
> Import certificate

Configuration of Phase 1 Profiles

Authentication Meth- VPN -> IPSec ->Phase 1 Profiles -> RSA Signature

od Edit

Local Certificate VPN -> IPSec ->Phase 1 Profiles -> e.g. von gateway
Edit

Mode VPN -> IPSec ->Phase 1 Profiles -> Main Mode (ID Pro-
Edit tect)

Local ID Value VPN -> IPSec ->Phase 1 Profiles -> Enable Use Subject
Edit Name from Certi-

ficate

IPSec peers configuration

Field Menu Value

Administrative VPN -> IPSec ->IPSec Peers -> Active

Status

Description VPN -> IPSec ->IPSec Peers -> e.g. vonclientl

Peer ID VPN -> IPSec ->IPSec Peers -> ASN.1-DN
(Distinguished
Name) and

MAILTO=vpnclientus

er@bintec-elmeg.co
m,
CN=vpnclientuser,
OU=sales, O=FEC,
L=nuernberg,
ST=bavaria, C=DE

IP Address Assign- VPN -> IPSec ->IPSec Peers -> IKE Config Mode

ment
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IP Assignment Pool
Local IP Address

Phase 1 Profile

Phase 2 Profile

Proxy ARP

VPN -> IPSec ->IPSec Peers ->
VPN -> IPSec ->IPSec Peers ->
VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings

VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings

VPN -> IPSec -> IPSec Peers -> ->
Advanced Settings

Configuration of bintec secure IPSec clients

Field

Connector Type

Profile Name
Connection Medium

User Name

Exchange Mode
PFS Group
Local Identity

IP address assign-
ment

Stateful Inspection
NetBIOS over IP

Copy certificates

Menu

Assistant for new profile

Assistant for new profile
Assistant for new profile

Assistant for new profile

Assistant for new profile
Assistant for new profile

Assistant for new profile
Assistant for new profile

Assistant for new profile

Assistant for new profile

pool
e.g.192.168.0.30

* RSA Multipropos-
al

* Multi-Proposal

Up or Dormant

Value

Connection to com-
pany network via
IPSec

Head Office
LAN (over IP)

€.0. vpngate-
way.bintec-elmeg.c
om

Main Mode
DH Group 2 (1024 Bit)

ASN1 Distinguished
Name

Use IKE Config
Mode

off
Enabled

Name

Certificate

PKCS#12 data
name

Configuration -> Certificates -> Add

Configuration -> Certificates -> Add

Configuration -> Certificates -> Add

IPSecClientCerti-
ficate

from PKCS#12 file

bintec secure
IPSec cli-
ent\vpnclientuserl



4 Security - Certificate-based VPN IPSec with optional

KOBIL SecOVID one-time password request

bintec elmeg GmbH

Profile Settings

Field Menu

Gateway (Tunnel
Endpoint)

Configuration -> Profile -> Edit ->
IPSec Settings

IKE Policy Configuration -> Profile -> Edit ->

IPSec Settings

IPSec Guideline Configuration -> Profile -> Edit ->

IPSec Settings

Exchange Mode Configuration -> Profile -> Edit ->

IPSec Settings

PFS Group Configuration -> Profile -> Edit ->
IPSec Settings
Type Configuration -> Profile -> Edit -> Iden-

tity
Certificate Configur-
ation

Configuration -> Profile -> Edit -> Iden-
tity

Setup of the VPN IPSec tunnel

.pl2

Value

vpngate-
way.bintec-elmeg.c
om

RSA Signature

ESP - AES128 - MD5

Main Mode

DH Group 2 (1024
Bit)

ASN1 Distinguished
Name

IPSecClientCertificate

PIN PIN Entry
RADIUS settings
Field Menu

Authentication Type System Administration -> Remote Au-
thentication -> RADIUS -> New

Server IP Address  System Administration -> Remote Au-

thentication -> RADIUS -> New

RADIUS Password System Administration -> Remote Au-

thentication -> RADIUS -> New

Group description System Administration -> Remote Au-

thentication -> RADIUS -> New

XAUTH Configuration

Password for
PKCS#12 certific-
ate

Value

XAUTH

e.g.192.168.0.111

The Radius password
saved on the SecOVID
server

xauth



bintec elmeg GmbH 4 Security - Certificate-based VPN |IPSec with optional
KOBIL SecOVID one-time password request

Description VPN -> IPSec ->XAUTH Profiles -> New e.g. radius
Role VPN -> IPSec ->XAUTH Profiles -> New Server
Mode VPN -> IPSec ->XAUTH Profiles -> New RADIUS
RADIUS Server VPN -> IPSec ->XAUTH Profiles -> New xauth
Group ID

IPSec peers configuration
Field Menu Value

XAUTH Profile VPN -> IPSec -> IPSec Peers ->[7)| ->  radius
Advanced Settings

Profile Settings

Field Menu Value

Type Configuration -> Profile -> Edit -> Ilden- ASN1 Distinguished
tity Name

Certificate Configur- Configuration -> Profile -> Edit -> Iden- IPSecClientCertificate

ation tity

User Name Configuration -> Profile -> Edit -> Iden- e.g. jeveryman.

tity



Chapter 5 Security - VPN IPSec tunnel via HT-
TPS between the bintec Secure IPSec Client
and a bintec router

5.1 Introduction

This workshop describes the VPN IPSec Client connection of the bintec Secure IPSec Cli-
ent an ein bintec R3502 VPN gateway via the HTTPS protocol. The use of a VPN should
be prevented in public hotspots or in hotels, for example, by blocking the typical ports
UDP500 and UDP4500. In such cases, the VPN IPSec tunnel is tunneled via the HTTPS
port (TCP 443) if the IPSec Pathfinder function is enabled.

bintec
IPSec Secure Client

bintec R3502
Firewall

g —— VPN IPSec-Tunnel |— — — — — —

LAN IP address: 192.168.0.254/24
WAN |P address: vpngateway.bintec-elmeg.com

Fig. 95: Example scenario

Requirements

The following prerequisites for configuration must be met:

* A VPN gateway, e.g. bintec R3502 with system software 7.10.1 (IPSec Pathfinder sup-
port)
* A bintec Secure IPSec Client

* VPN gateway and VPN client each require an independent Internet connection

5.2 Configuration
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5.2.1 Configuration of the VPN gateway

A dynamic IP address is assigned to the bintec Secure IPSec Client when establishing
the VPN IPSec connection. An IP address pool is created for this purpose. To do this, go to
the following menu:

(1) Goto VPN -> IPSec -> IP Pools -> Add.

 save configuration IPSec Peers Phase-1 Profiles Phase-2 Profiles XAUTH Profiles IP Pools Options

Wiew |20 per page Finerin MNone | equal ‘V,I
IP Pool Name IP Pool Range
IPSec Fool [192.168.201 -[19z18820.10 (i

Fage: 1,tems: 1-1

Add ( 0K ) ( Cancel )

Fig. 96: VPN -> IPSec -> IP Pools -> Add

Proceed as follows to set up an IP pool:
(1) Enter the name of the IP pool under IP Pool Name, e.g. IPSec Pool.

(2) In our example for VPN IPSec Client connections, the addresses 192.168.20.1 to
192.168.20.10 are assigned for IP Pool Range.

(3) Confirm with OK.

5.2.2 Configuration of the VPN IPSec tunnel

The actual VPN connection is configured in the IPSec Peers menu.
(1) Goto VPN -> IPSec -> IPSec Peers -> New.
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IPSec-Peers Phase-1-Profile  Phase-2-Profile  XAUTH-Profile IP Pools Optionen

Peer-Parameter

Administrativer Status @ Aktiv O Inaktiv

Beschreibung |VPN_CI\ent1

Peer-Adresse |

|E-Mau-Amesae -
Peer-ID

[User‘l@bimec-e\meg,com

IKE {Internet Key Exchange)
Freshared Key |nnnn
chr
- PPTP IP-Adressenvergahe ‘ Server im IKE-Konfigurationsmodus ‘V‘
IP-Zuordnungspaol
Lokale IP-Adresse IW

Erweiterte Einstellungen
( oK ) (_Abbrechen

Fig. 97: VPN -> IPSec -> IPSec Peers -> New

Proceed as follows to make the settings in the IPSec peer:

(1) For Description, enter a description of the peer which identifies it, e.g. VPN Clientl

(2) Leave the field empty under Peer Address.

(3) The Peer-ID must match the local ID value of the remote terminal, e.g. E-mail Ad-
dress type, and enter Userl@bintec-elmeg.com .

(4) For Preshared Key, enter the password for the encrypted connection, e.g. test .

(5) For IP Address Assignment, select the Server in IKE Configuration Mode
setting. An IP address is then assigned to the bintec Secure IPSec Client when a con-
nection is established.

(6) Select 1PSec Pool for IP Assignment Pool.

(7) Under Local IP Address, enter the IP address of the LAN interface of the router, e.g.
192.168.0.254.

(8) Press OK to confirm your entries.

5.2.3 Enable IPSec Pathfinder function

The IPSec Pathfinder function is disabled in the ex works state. When the IPSec Pathfinder
is switched on, the VPN gateway also responds to the HTTPS port to any VPN IPSec re-
quests.

(1) Goto VPN -> IPSec -> Options -> Advanced Settings.
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IPSec Peers | Phase-1 Profiles Phase-2 Profiles XAUTH Profiles |P Pools Options

Global Optiorss

Enable IPSec M Enabled

IPSec Debug Level

Advanced Settings

IPSec Pathfinder Mode FlEnabled

Send Initial Contact Message [ Enabled

Sync SAs with ISP interface state [Jenabled

Use Zero Cookies Cenabled

Dynamic RADIUS Authentication [Jenabled

PHI Handling Options

Ignore Certificate Request Payloads [enabled
Send Certificate Request Payloads [ Enabled
Send Certificate Chains FlEnabled
Send CRLs CJenablea
Send Key Hash Payloads [ Enabled

( oK ) ( Cancel )
Fig. 98: VPN -> IPSec -> Options -> Advanced Settings

Proceed as follows:
(1) Enable IPSec Pathfinder mode.

(2) Leave the remaining settings unchanged and confirm them with OK.

5.2.4 Configuration of bintec Secure IPSec Client

The bintec Secure IPSec Client is called up via Start -> Program -> FEC Secure IPSec
Client -> Secure Client Mode. The bintec Secure IPSec Clients is configured using the
Wizard. The New Profile Wizard starts automatically upon first launch of the bintec Se-
cure IPSec Clients.

Select Company Network Connection over IPSec.
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Assistent fiir neues Profil

Verhindungstyp f
‘wie soll die Verbindung zur Gegenstelle hergestellt Mblﬂtﬁ‘f E]rneg

werden? Teldat i Envaty

(3) Yerbindung zum Firmennetz iiber IPSec
Erstellt eine Yerbindung zum Firmennetzwerk Liber ein vituelles privates Netzwerk [VPN],
abgesichert Uber IPSec.

) Verbind mit dem Internet h
Erstellt eine Werbindung zum Intermet ohne weitere Parameter fiir ein virtuelles privates
Metzwerk [VPM].

Fig. 99: Connection Type

Enter a name for the profile, e.9. VPN Company Head Office.

Assistent fiir neues Profil

Name des Profils :
Gieben Sie hier einen unverwechselbaren Mamen fiir Mb\ﬂtﬁc EImEg

i Tl i Lt
das Profil gin. ot ol

Der Mame des Praofilz daif jedes alphanumerizche und numerische Zeichen beinhalten
und, Leerzeichen eingerechnet, bis zu 39 Zeichen lang sein.

Profil-N ame:
| WPN Firmenzentrale

[ < Zuriick “ wieiter » i [belechenJ

Fig. 100: Profile Name

In the next step of the Wizard, you must select a Connection Medium over which to set up
a connection to the Internet. In our example, the LAN (over IP) selection is used as the
bintec Secure IPSec Client establishes no direct Internet access but uses an Internet ac-

cess router.
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Assistent fiir neues Profil

Verbindungsmedium
Auswahl des Mediums, Uiber das die Yerbindung
hergestelt werden zall

bintec elmeg

Teldl g s

Wahlen Sie das Medium, Uber das die Yerbindung hergestellt werden soll. Das
Werbindungsmedium wird fiir jedes Profil eigens eingestellt, varausgesetzt Sie haben die
entsprechende Hardware angeschlozzen und in lhrem Spstem installiert.

Soll z. B. das Internet Uber Modem genutzt werden, stellen Sie unter Werbindungsmedium
"Modem” ein und wahlen anschliefend daz gewiinzchte Modem aus.

“Werbindungsmediunm; ISDM

o
o
=
|>

#D3L [PFFoE)
#DSL [AYM-PPP aver CARI)
GPRS / LIMTS

WLAN

autornatische Medienekennung

[

[ < Zuriick “ Wieiter » I [thlechen

Fig. 101: Connection Medium

In the VPN Gateway Parameters window, the official static IP address or the DynDNS
name of the remote terminal to which the IPSec tunnel is to be built must be entered, e.g.

vpngateway.bintec-elmeg. com.

Assistent fiir neues Profil

YPN Gateway-Parameter :
Zu welchem Tunnel-Endpunkt soll die Werbindung E)J'EIFE:EJFL]"TE‘g
aufgebaut werden? o i

Geben Sie an dieser Stele den Mamen [z.B. vpnaerver musterfima de) oder die offizielle
|P-Adresse (z.B. 212.10.17.29) an, Uber die das YPN-Gateway eneichbar ist.

Bei enweiterter Authentizierung [<AUTH] kann der Benutzername und das Pazswart fiir die
Authentisierung angegeben werden. Werden keine Authentizierungsdaten angegeben, werden
diese beim Yerbindungsaufbau abgefragt.

P

Gateway [Tunnel-Endpunkt]:
g | vpngateway. bintec-slmeg.com ‘

Erweiterte Authentizierung (24U TH)

@ Benutzername:

PBazswort: Passwort [wWiederholung):

[ < Zuriick “ weiter » J [belechen}

Fig. 102: VPN Gateway Parameters

Next, Aggressive Mode is used as Exchange Mode because the bintec R3502 router
and the bintec Secure IPSec Client are assigned dynamic IP addresses by the Internet
provider. Set PFS Group to DH Group 2 (1024 Bit),for example. The option Use IP

Compression is not employed in this configuration.
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Assistent fiir neues Profil

IP5ec-Konfiguration . H
K.onfiguration der grundlegenden Parameter fiir IPSec MEH‘EEFJ&E§

Hier kionnen sie grundlegende Parameter fiil IPSec angeben. Fiir die Richtlinen der
IPSec-erhandlung wird die Einstellung “Automatizcher Modus" wenwendet.

Sollen bestimmte [KE / IPSec-Richtlinen vensendet werden, miizsen diese anschiiebend in den
Profil Einstellungen definiert und zugewiesen werden.

ﬁ Lustauzsch-Modus:
| Aggressive Mode ~

PFS-Gruppe:

[] Benutze IPK.ompression

[ < Zuriick “ Wieiter » I [thlechen

Fig. 103: IPSec Configuration

In the next Wizard step, the Preshared Key configured on the VPN gateway is saved, e.g.

test.

The user e-mail address should be used as Local Identity under Type Fully Quali-
fied Username, along with the ID Userl@bintec-elmeg.com . This type and the ID

must match the peer ID configured on the VPN gateway.

Assistent fiir neues Profil

IPSec-Konfiguration - Pre-shared Key . H
Gemeinzamer Schliizsel fir die IPSec Mblﬂtﬁf E]mEg

Telfelétg vy

Werden fir die Authentisierung keine Zertifik ate verwendet, wird fur die Datenverschilisselung
ein gemeinzamer 5 chlissel benctigt, der auf beiden Seiten [WPM Client und WPH Gateway]
hinterlegt sein muss.

Fiir die IKE 1D muss je nach ausgewshltem IKE ID-Typ der zugehirige String eingetragen
werden.

% Pre-shared Key
Shared Secret: Shared Secret [wfiederholung):

Lokale Identitat

Tuvpe: |Fu\|y Qualified Username v ‘

10 | Uzer1@ bintec-elmeg.com ‘

[ < Zuriick “ wieiter » I [thlechenJ

Fig. 104: Preshared Key

In this example, the bintec Secure IPSec Client derives an IP address from the IP pool
configured on the VPN gateway. For this, the option Use IKE Config Mode must be se-

lected under IP Address Assignment.

ps (Excerpt)



Assistent fiir neues Profil

IPSec-Konfiguration - IP-Adressen :
Welche IP-Adreszen sollen venwendet werden? Mblm&c E]Tﬂf‘g

Teldzl i ap Comperdy

Geben Sie hier die IP-Adrezse an, welche dem Client zugewiezen werden soll Soll die
|P-Adresse dynamisch durch die Gegenstelle zugewiesen werden, muss die Option "IKE Config
Made verwenden'' gewshlt werden.

Desweteren kann eine |P-Adresse fur den DMS- baw. WINS-Server angegeben werden.

L

|P-&dresse:
[o000
(D DMS /WM Server
a? LMS Server WINS Server
[o000 | [nooo |

[ < Zuiiick “ wieiter » I [ébblechenJ

Fig. 105: IKE Config Mode

In the next step, the Firewall of the bintec Secure IPSec Clients is configured. If the client
is directly connected to the Internet, the firewall should be enabled. If the firewall is en-
abled, then it can also be specified whether traffic is permitted outside the IPSec tunnel or
not.

Assistent fiir neues Profil

Firewall-Einstellungen 5
‘Welche Einstellungen sallen fiir die Firewall verwendst ( ?ﬂu[euiﬁ]m
werden? S 2 :

Aktivieren Sie hier die gewLinschte Firewall-Option. st Stateful Inspection aktiviert, werden keine
Pakete von anderen Hosts akzeptiert. Zusatzlich kann MetBios over IP deakliviert werden.

' Firewall
Auzzchlieblich Kommunikation im Tunnel
[#] NetBIOS iiber IP

[ < Zuriick J[Eertigstellen] [ Abbrechen J

Fig. 106: Firewall

The IPSec Pathfinder function must still be enabled separately by editing the newly created
profile.

(1) Go to Configuration -> Profiles.




Profile

Verfugbare Profile

Gruppe:
Alle Prafile anzeigen o~ ‘ Gruppieren

Prafikt ame “erbindungsmedium Rufrummer
PN ale

[Hiﬂzuli,igenflmpolt” Bearbeiten ][ Kopieren ” Lizchen } [ Export ]

[ Hife “ oK ” ghhrechenJ

Fig. 107: Available Profiles

The option 1PSec Pathfinder Function is enabled in the Advanced IPSec Options
menu.

Profil-Einstellungen, VPN Firmenzentrale |X|

Emweiterte IPzec-Optionen

Grundeinstellungen
Werbindungssteueung
IPsec-Einstellungen

tio

[ IPseckompression
[[] Deaktiviere DPD [Dead Peer Detection]

Identitat

|IPsec-Adresszumeisung Intervall : Sek.
Split Tunneling
Zettificats-Uberprifung Anzahl der Yersuche:
Link Firgwall
() Standard |Psec
() UDP Encapsulation
Port: ] ‘

[ dre [ ork ][ sbbechen |

Fig. 108: IPSec Options

If a proxy server is used to connect to the Internet, then the bintec Secure IPSec Client
offers the option to save proxy server settings in the Configuration -> Proxy for VPN
Pathfinder menu.
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bintec Secure IPSec Client and a bintec router

5.3 Overview of Configuration Steps

Create IP Pool
T
IP Pool Name VPN -> IPSec ->IP Pools -> Add e.g. IPSec Pool

IP Pool Range VPN -> IPSec ->IP Pools -> Add eg.192.168.20.1 -
192.168.20.10

Configuration of the VPN IPSec tunnel

Field Menu Value

Administrative VPN -> IPSec ->IPSec Peers -> New Active

Status

Description VPN -> IPSec ->IPSec Peers -> New e.g. VPNClientl

Peer Address VPN -> IPSec ->IPSec Peers -> New empty field

Peer ID VPN -> IPSec ->IPSec Peers -> New E-mail Address/
Userl@bintec-elmeg
.com

Preshared Key VPN -> IPSec ->IPSec Peers -> New e.g. test

IP Address Assign- VPN -> IPSec ->IPSec Peers -> New Server In IKE Con-
ment figuration Mode

IP Assignment Pool VPN -> IPSec ->IPSec Peers -> New IPSec Pool
Local IP Address VPN -> IPSec ->IPSec Peers -> New €.9.192.168.0.254

Enable IPSec Pathfinder function

Field Menu Value
IPSec Pathfinder VPN -> IPSec ->Options -> Advanced Enabled
Mode Settings

Configuration of bintec Secure IPSec Client

Connection Type Wizard for new profile Connection to com-
pany network via
IPSec

Profile Name Wizard for new profile VPN Company Head
Office

Connection Medium Wizard for new profile LAN (over IP)

Gateway (Tunnel Wizard for new profile e.g. vongate-

Endpoint) way.bintec-elmeg.c



Exchange Mode
PFS Group
Shared Secret

Shared Secret
(Retry)

Type

ID

IP address assign-
ment

Stateful Inspection

IPSec Pathfinder
Function

Wizard for new profile
Wizard for new profile
Wizard for new profile

Wizard for new profile

Wizard for new profile

Wizard for new profile

Wizard for new profile

Wizard for new profile

Wizard for new profile

om

Aggressive Mode
DH Group 2 (1024 Bit)
e.g. test

e.g. test

e.g. Fully Qualified
Username

e.g.
Userl@bintec-elmeg
.com

Use IKE Config
Mode

off
Enabled
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Chapter 6 Security - IPSec with certificates

6.1 Introduction

The following chapter describes how to configure an IPSec tunnel with dynamic IP ad-
dresses on both sides.

You use certificates instead of preshared keys for authentication. You also configure an
entry for your DynDNS name in the gateway.

Configuration in this scenario is carried out using the GUI (Graphical User Interface).

Certificate Certificate

Head office
192.168.0.0/24

@ @192.1?..10i 192.168.1.1
e @ ~—

L J L J
headoffice.dyndns.org

branchoffice.dyndns.org
Fig. 109: Example scenario IPSec with certificates

= Branch office
TR 192.168.1.0/24

Requirements

The following are required for the configuration:

¢ Basic configuration of the gateway, e.g. bintec be.IP plus
¢ A boot image version 10.1.1 must be used for the IPSec gateway
» Configuration requires working Internet access to the provider

* You must have registered a DynDNS name, e.g. headoffice.dyndns.organd bran-
choffice.dyndns.org for both gateways.

¢ You need a certification authority (CA) from which you can request certificates. Find out
from your chosen certification authority what information is required to request certificates
and the methods for sending the request.

6.2 Configuration

In our example, the configuration is described on the head office side.
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&1 Note

Since the certificate implementation process is extremely complex, we first recom-
mend configuring a functioning IPSec tunnel, e.g. with dynamic IP addresses, and then
extending and changing this with certificates.

6.2.

1 Creating an IPSec peer

The IPSec Peers submenu offers you the New option for adding connection partners for

IPSe
(1)

C.

Go to VPN -> IPSec -> IPSec Peers-> New.

P eraceodes

Administrative Status ® Up O Down Security Policy O Untrusted ® Trusted
Description Pv4 Address Assignment Static
Branch Office
Default Route Disabled
Peer Address 1P Version [IPvd Preferred v
Local IP Address
branchoffice.dyndns.org 192.168.0.10
Peer ID Fully Qualified Domain Name (FQDN) ¥ .
Route Entries
Branch Office
Remote IP Address Netmask
nternet Key Exchange IKEVT v ! ‘ o
192.168.1.0 255.255.255.0 1w

d Key

ADD

P Version of the tunneled Networks 1Pv4 hd

Fig. 110: VPN -> IPSec ->IPSec Peers-> New

Proceed as follows to make the settings in the IPSec peer:

(1)
@)

@)

Enter a Description for the connection, e.9. Branch Office.

Enter the gateway IP address or DynDNS name of the connection partner, e.g. bran-
choffice.dyndns.orgunder Peer Address.

Under Peer ID leave Fully Qualified Domain Name (FQDN) and enter Branch
Office.

Enter bintec as the shared password for the connection in Preshared Key.
Deselect the Default Route option.

Under Local IP Address enter 192.168.0.10.

Under Route Entries click Add to add a new entry.

Under Remote IP Address enter the partner network to be reached, e.g.
192.168.1.0and under Netmask enter 255.255.255.0



(9) Press OK to confirm your entries.

Creating an IPSec peer automatically generates standard profiles for phase 1 and phase 2,
which are changed in the following section to suit the requirements of this scenario.

6.2.2 Changing the Phase-1 Profiles

Go to the following menu to change the profile for phase-1:

(1) Goto VPN -> IPSec -> Phase-1 Profiles-> <Multi-Proposal> -> .
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Phase-1 (IKE) Parameters

Description
Branch Office
Proposals

Encryption Authentication Enabled

AES v MD5 v

3DES v MD5 v @

Blowfish ¥ MD5 v @
DH Group 2{(1024 Bit) ¥
Lifetime

14400 Seconds 0 kBytes

Authentication Method Preshared Keys v
Mode O Main Mode (ID Protect) @ Aggressive B  Strict
Local ID Type | Fully Qualified Domain Name (FQDN) ¥ |

Local ID Value

Head Office

Workshops (Excerpt)



bintec elmeg GmbH

6 Security - IPSec with certificates

Advanced Settings

Advanced Parameter

Alive Check Inactive v
Elock Time

30 Seconds

NAT Traversal Enabled v

Fig. 112: VPN -> IPSec -> Phase-1 Profiles-> <Multi-Proposal> -> /

Configure the phase-1 profile with the following parameters:
(1) Under Description define a name for the profile, e.9. Branch Office.

(2) Under Proposal Encryption select AES, under Authentication select MD5.
Since at least one proposal must be configured at any one time, the first entry in the
list is enabled by default.

(3) SetMode to Aggressive, as you are using dynamic IP addresses.
(4) Under Local ID Type choose Fully Qualified Domain Name (FQDN).

(5) Under Local ID Value enter the local ID of the gateway, e.g. Head Office (setun-
der Peer ID for the Partner).

(6) Click Advanced Settings.
(7) Under Alive check select Tnactive.
(8) Confirm with OK.

6.2.3 Changing the Phase-2 Profiles

Go to the following menu to change the profile for phase-2:

(1) Goto VPN -> IPSec -> Phase-2 Profiles-> <Multi-Proposal> -> ,*.



6 Security - IPSec with certificates bintec elmeg GmbH

Phase-2 (IPSEC) Parameters

Description

Branch Office

Proposals

Encryption Authentication

Enabled
AES-128 v SHA1 v
3DES v MD5 v N )
3DES v MD5

% N

Use PFS Group @@ cnabled
2(1024 Bit) v
Lifetime

7200 secands 0 kBytes Rekey after 80 %

0

Lifetime

Advanced Settings

Advanced Parameter

P Compression Disabled

Alive Check Inactive v

Propagate PMTU

@@ Enabled

Fig. 114: VPN -> IPSec -> Phase-2 Profiles-> <Multi-Proposal> ->
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Configure the phase-2 profile with the following parameters:
(1) Under Description define a name for the profile, e.9. Branch Office.

(2) Under Proposal Encryption select AES-128, under Authentication select MD5.
Since at least one proposal must be configured at any one time, the first entry in the
list is enabled by default.

(3) Click Advanced Settings.
(4) Set Alive Check to Tnactive.
(5) Confirm with OK.

6.2.4 Configuring DynDNS

Create an entry in the gateway for your registered DynDNS name, e.g. headof-
fice.dyndns.org.

For this, go to the following menu:
(1) Go to Local Services -> DynDNS Client ->DynDNS Update-> New.

Basic Parameters

Host Mame

headoffice .dyndns.org

nterface Internet T

Uzer Name

Head Office

Provider dyndns v
Enable update @@ cEnzbled

Fig. 115: Local Services -> DynDNS Client -> DynDNS Update -> New



Proceed as follows:

1)

)
@)
(4)
(5)
(6)
@)

Under Host Name enter the complete host name you have registered, e. g. headof-
fice.dyndns.org.

Select Interface, e.g. Internet.

Under User Name enter Head Office for example.
Under Password enter password for example.
Leave Provider set to dyndns.

Activate Enable Update.

Confirm with OK.

Once you have configured the IPSec tunnel and the DynDNS entry, you should carry out a
connection test. If successful, now change the authentication parameters as follows: A cer-
tificate is requested and imported.

6.2.

5 Requesting and importing certificates

Go to the following menu to configure a certificate request:

M

Go to System Management -> Certificates -> Certificate List ->Request.

Certificate Request Subject Name

Certific

ate Request Description Custom B Disabled

Head Office

Mode

Common Name

® Manual O scep || Head Office

Generate Private Key RSA v /[ 1024 v [Bits

E-mail

Organizational Unit

Organization

Localit

State/Province

Country

Fig. 116: System Management -> Certificates -> Certificate List -> Request
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&1 Note

Under Subject Name you can specify several identifiers for the head office according
to the X.500 standard. For the sake of simplicity, we have only used one characteristic
here.

Observe the requirements of your certification authority as necessary.

Proceed as follows:

(1) Under Certificate Request Description enter Head Office for example.
(2) Leave Mode setto Manual.

(3) Under Common Name enter the ID of the head office, e.g. Head Office.
(4) Press OK to confirm your entries.
(

1) Go to System Management -> Certificates -> Certificate List.

Certificates

Description Subject Name Type Used Status

[ ]
N,

Head Office CN=Head Office, Manual Enroliment Running

Fig. 117: System Management -> Certificates -> Certificate List
In the background the IPSec gateway generates the private and public keys.

Now proceed as follows:

(1) A dialogue box should now appear asking you to save the certificate requests to your
computer with the name Headoffice. req. Alternatively, you can save the file by
clicking the right green arrow .

(2) Now you must request a certificate from your certification authority using the certificate
request. Follow the instructions from your certification authority.
The request appears as follows:
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Edit parameters View details

Description Head Office

Subjecthiame = <CH-Head Office>
signature algorithm = rsa-pkesi-mds
PublicKeyInfa =
Algorithm name (X.569) : rsaEncryption
Hodulus n (1024 bits)

127881 322077532536421 9378720371 2015651891
18320060244728098046726705765915964447783495580943130481122691845533735053
39850554220611412601967424731362573947231332419005201 21034504006 262662165

69100545479430254110293836214703908429805561 5394137051507 1535051189645993
395762856004101284947
Exponent e (17 bits) : 65537
Extensions =
Available = subject alternative names
SubjectAlternativeliames =

Fig. 118: System Management -> Certificates -> Certificate List

(8) You must now copy the certificate issued by the certification authority to your com-
puter.

(4) Name the certificate headoffice.crt.

(5) You still need the certificate of the certification authority that issued the certificate.
Copy this to your computer as well.

(6) Name the certificate from the certification authority Ca. crt.

Now go the following menu to import your own certificate and the certificate issued by the
certification authority into the IPSec gateway:

(1) Go to System Management -> Certificates -> Certificate List -> Import.

Import

External Filename L Datei auswahlen | Headoffice.crt

Local Certificate Description

Head Office

File Encoding Auto v

Password

Fig. 119: System Management -> Certificates -> Certificate List -> Import

Proceed as follows to import your own certificate:

(1) Under External Filename select the file, e.g. C: \Headoffice. crt via the
browsebutton.



(2) Under Local Certificate Description enter Head 0ffice for example.

(3) Press OK to confirm your entries.

Proceed as follows to import the certificate issued by the certification authority:
(1) Under External Filename select the file, e.g. C: \Ca. crt via the browsebutton.
(2) Under Local Certificate Description enter cA for example.

(3) Press OK to confirm your entries.

6.2.6 Changing the IPSec tunnel

Before you can use the imported certificates you must make changes in the following
menu:

(1) Goto VPN -> IPSec -> Phase-1 Profiles-> <Branch Office> -> ,*.
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Phase-1 (IKE) Parameters

Description

Branch Office

Proposals
Encryption Authentication Enabled
AES v MD5 v
[3DES  v| MD5 v @
[3DES 7] [MDE  v] @

DH Group 2(1024 Bit) v

Lifetime
14400 seconds 0 kBytes

Authentication Method RSA Signature ¥
Local Certificate None ¥ |
Mode @® Main Mode (ID Protect) O Aggressive 1B Strict

Local ID Value @@ Use Subject Name from certificate

Fig. 120: VPN -> IPSec ->Phase-1 Profiles -> <Branch Office>-> /

Proceed as follows to change the entry:

M
)
©)
(4)
(5)

Set Authentication Method to RsA Signature.

Set Local Certificate to your own certificate Head Office.

Set Mode to Main Mode (ID Protect).

Under Local ID Value select Use Subjectname from Certificate.

Press OK to confirm your entries.
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Another menu requires changes to use certificates:
(1) Goto VPN -> IPSec -> IPSec Peers-> <Branch Office>-> ,*.

e

Administrative Status @® Up O Down Security Policy QO Untrusted @ Trusted
Description Pv4 Address Assignment Static
Branch Office
Default Route Disabled
Peer Address 1P Version [IPvd Preferred v
Local IP Address
branchoffice dyndns org 192.168.0.10
Peer ID ASNA-DN (Distinguished Name)

Route Entries

CN=Branch Office

Remote IP Address
Internet Key Exchange IKEv1 v

192.168.1.0 255255 255.0 i
IP Version of the tunneled Networks IPvd

Fig. 121: VPN -> IPSec ->IPSec Peers-> <Branch Office>-> /

Proceed as follows to change the entry:

(1) Under Peer ID enter the partner ID here (entered in the branch office under Local ID)
ASN.1 Distinguished Name, for example, and enter CN=Branch Office.

(2) Press OK to confirm your entries.

6.3 Result

You have configured an IPSec tunnel with certificates between two gateways, using dy-
namic IP addresses in combination with DynDNS. As the instructions only show the ex-
ample on the head office side, you must also configure the connection parameters on the
branch office side.

6.4 Checking the connection

Go to the following menu to test the IPSec tunnel:

(1) Go to Maintenance -> Diagnostics ->Ping Test.

Once you have entered an IP address for the remote location under Test Ping Address
and have pressed the Go button, you should see a similar message:
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o

@ IPv4 O IPv6

Test Ping Mode

192.168.010

Fig. 122: Maintenance -> Diagnosis ->Ping Test

@ Note

bintec elmeg GmbH

s
=4, time=0.336 ms

ets d, 6% packet loss
max = 0.676/8.137/8.336

If the connection cannot be correctly established, this may be due to the local date or
the local time settings of the gateway. Check the current date to ensure that the certi-

ficates are valid.

6.5 Overview of configuration steps

Creating an IPSec peer
Field Menu

VPN -> IPSec ->IPSec
Peers-> New

VPN -> IPSec ->IPSec
Peers-> New

VPN -> IPSec ->IPSec
Peers-> New

Description

Peer Address

Peer ID

VPN -> IPSec ->IPSec
Peers-> New

VPN -> IPSec ->IPSec
Peers-> New

VPN -> IPSec ->IPSec
Peers-> New

VPN -> IPSec ->IPSec
Peers-> New

Preshared Key

Default Route

Local IP Address

Route Entries

Changing the Phase-1 profile
Field Menu

Description

VPN -> IPSec -> Phase-1

Value

€e.g. Branch Office

branchof-
fice.dyndns.org

Fully Qualified Do-
main Name (FQDN)and
Branch Office

e.g. bintec
Disabled
eg.192.168.0.10

for IP
Address192.168.1.0and
for
Netmask255.255.255.0

Value

e.g. Branch Office
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Profiles-> <Multi-Proposal>
_> ,0
Proposals VPN -> IPSec -> Phase-1 AES/MD5

Profiles ->
<Multi-Proposal> ->

Mode VPN -> IPSec -> Phase-1 Aggressive
Profiles ->
<Multi-Proposal> ->

Local ID Type VPN -> IPSec -> Phase-1 Fully Qualified Do-
Profiles -> main Name (FQDN)
<Multi-Proposal> ->

Local ID Value VPN -> IPSec -> Phase-1 Head Office
Profiles ->
<Multi-Proposal> ->

Alive Check VPN -> IPSec -> Phase-1 Inactive
Profiles ->
<Multi-Proposal> -> *->

Advanced Settings

Changing the Phase-2 profile

Description VPN -> IPSec -> Phase-2 e.g. Branch Office
Profiles ->
<Multi-Proposal> ->

Proposal VPN -> IPSec -> Phase-2 AES-128/MD5
Profiles ->
<Multi-Proposal> ->

Alive Check VPN -> IPSec -> Phase-2 Inactive
Profiles ->
<Multi-Proposal> -> *->

Advanced Settings

DynDNS

Field Menu Value

Hostname Local Services -> DynDNS €. g. headof-
Client -> DynDNS Update - rfice.dyndns.org
> New

Interface Local Services -> DynDNS e.g. Internet



6 Security - IPSec with certificates

bintec elmeg GmbH

User Name

Password

Provider

Enable update

Client -> DynDNS Update -
> New
Local Services -> DynDNS

Client -> DynDNS Update -
> New

Local Services -> DynDNS
Client -> DynDNS Update -
> New

Local Services -> DynDNS
Client -> DynDNS Update -
> New

Local Services -> DynDNS
Client -> DynDNS Update -
> New

Requesting and importing certificates

Field

Certificate Request De-
scription

Mode

Common Name

External Filename

Local Certificate Descrip-
tion

External Filename

Local Certificate Descrip-
tion

Changing the IPSec tunnel

Menu

System Management ->
Certificates -> Request

System Management->
Certificates -> Request

System Management ->
Certificates -> Request

System Management ->
Certificates -> Import

System Management ->
Certificates -> Import

System Management ->
Certificates -> Import

System Management ->
Certificates -> Import

e.g. Head Office

e.g. password

dyndns

Enabled

Value

€.g. Head Office

Manual

e.gJ. Head Office

e.g. C: \Headoffice.crt

e.g. Head Office

eg. C:\Ca.crt

e.g. CA

Authentication Method

Local Certificate

VPN -> IPSec ->Phase-1
Profiles -> <Branch
Office>-> y

VPN -> IPSec ->Phase-1

RSA Signature

Head Office
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Profiles -> <Branch

Office>->
Mode VPN -> IPSec ->Phase-1 Main Mode (ID Pro-
Profiles -> <Branch tect)
Office>->
Local ID Value VPN -> IPSec ->Phase-1 Use Subjectname from
Profiles -> <Branch Certificate
Office>->
Modifying IPSec Peers
Field Menu Value
Peer ID VPN -> IPSec ->IPSec ASN.1-DN
Peers-> <Branch Office>-> (Distinguished
Va Name)and CN=Branch Of-
fice
Ping Test
Field Menu Value
Test Ping Address Maintenance -> Diagnosis - 192.168.0.10

>Ping Test



Chapter 7 Security - IPSec with dynamic IP ad-
dresses and DynDNS

7.1 Introduction

This chapter describes IPSec configuration of bintec routers (here bintec be.IP plus), to
provide a secure IPSec connection between two networks.

The use of dynamic IP addresses has the disadvantage that a host in the network can no
longer be found once its IP address has changed. DynDNS ensures that your device can
still be reached after a change to the IP address.

Preshared keys are used for authentication.

The GUI (Graphical User Interface) is used for configuration.

192.168.100.0/24 192.168.200.0/24

be.IP plus

bintec
be.IP plus

—@—
————— VPNIPSec )— — — — —
Local IP: 192.168,100.1/ 255.255.255.0 Local IP: 1592.168.200.1 / 255.255.255.0
DynDNS Name: test1.dyndns.org DynDNS Mame: test2.dyndns.org
Local ID: ba IP_tast1 Local ID: be.|P_test2
Pre Shared Key:  lest Pre Shared Kay: test

Fig. 123: Example scenario

Requirements

The following are required for the configuration:

¢ Two bintec be.IP plus from system software 10.1.1
* Both routers have an existing connection to the Internet provider
¢ In our example, both routers are connected to the Internet of via A-DLS flatrate

» Both routers are dynamically assigned an official IP address, and have configured a
DynDNS account.
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7.2 Configuration

7.2.1 Configuration on the first router (Location A)

Set up DynDNS account

A list of all configured DynDNS registrations is displayed in the DynDNS Update menu. Se-
lect the New button to perform additional DynDNS registrations.

(1) Go to Local Services -> DynDNS Client -> DynDNS Update -> New.

Basic Parameters

Hast Name

test1.dyndns.org

Interface DSL ISP if

User Name

test

Password

Provider dyndns v
Enable update @@ cnabled

Fig. 124: Local Services -> DynDNS Client -> DynDNS Update -> New

Proceed as follows:

(1) Under Host Name enter the complete host name as registered with the DynDNS pro-
vider, e.g. testl.dyndns.org.

(2) Select the WAN Interface whose IP address is to be propagated over the DynDNS
service (e.g. DSL ISP, the interface of the Internet Service Provider).

(3) Enter the User Name as registered with the DynDNS provider.
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DynDNS

(4) Enter the Password as registered with the DynDNS provider.
(5) Select the DynDNS Provider with which the above data is registered.

(6) Activate the function Enable update, the DynDNS entry configured here will be activ-
ated.

(7) Confirm with OK.
IPSec Peer Configuration
An endpoint of a communication is defined as peer in a computer network.

Select the New button to set up a new IPSec peer.
(1) Goto VPN -> IPSec -> IPSec Peers -> New.

e merbesfones

Administrative Status ® Up O Down Security Policy QO Untrusted @ Trusted
Picriiton Pv4 Address Assignment Static
be IP_test2
Default Route Disabled
Peer Address P Version [IPv Preferred ¥
Local IP Address
test2 dyndns org 192.168.100.1
Peer ID Fully Qualified Domain Name (FQDN) ¥ .
Route Entries
be. IP_test2
Remote IP Address
nternet Key Exchangs IKEVT ¥ "

192.168.200.0 255.255.255.0| 1 v

Ke

ADD

IP Version of the tunneled Networks 1Pv4

Fig. 125: VPN -> IPSec -> IPSec Peers -> New

Proceed as follows to make the settings in the IPSec peer:

(1) Set Administrative Status to Active. The peer is available for setting up a tunnel im-
mediately after saving the configuration.

(2) Enter a Description of the peer that identifies it.
(3) Indicate the remote Peer Address (here, the DynDNS account of the bintec be.IP).

(4) The Peer ID must match the Local ID value of the remote terminal. Select Full
Qualified Domain Name (FQDN) and enter an identification for the partner, e.g.
be.IP test2.

5) Under Preshared Key enter the password for the encrypted connection.

(
(6) For IPv4 Address Assignment, select Static.
(7) Deselect the Default Route option.

(

8) The Local IP Address is the IP address of the router LAN interface.



(9) Under Remote IP Address enter the partner network to be reached, e.g.
192.168.200.0 and under Netmask enter 255.255.255. 0.

(10) Press OK to confirm your entries.

Phase-1 Profiles

In the Phase-1 Profiles menu, you can define the Phase 1 (IKE) settings. Click on the *
icon to edit existing entries. Select the New button to create new profiles.

(1) Goto VPN -> IPSec -> Phase-1 Profiles -> New.
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Phase-1 (IKE) Parameters

Description

*autogenerated”
Proposals

Encryption Authentication Enabled

Blowfish * MD5 v

AES v MD5 v »

AES v MD5 v )
DH Group 2(1024 Bit) v
Lifetime

900 Seconds 0 kBytes

Authentication Method Preshared Keys ¥
Mode O Main Mode (ID Protect) @ Aggressive 1B Strict
Local ID Type | Fully Qualified Domain Name (FQDN) ¥ |

Local ID Value
be.ip_testl
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Advanced Settings

Advanced Parameter

Alive Check Dead Peer Detection (Idle) ¥
Block Time

30 Seconds

NAT Traversal Enabled v

Fig. 127: VPN -> IPSec -> Phase-1 Profiles -> New

Proceed as follows:
(1) Enter a Description that uniquely defines the type of rule.

(2) Under Proposal Encryption select B1owfish, under Authentication select MD5 .
Since at least one proposal must be configured at any one time, the first entry in the
list is enabled by default.

(3) Under DH Group select 2 (1024 Bit).

(4) Create a Lifetime for phase 1 keys. For lifetime, enter 900 seconds. For lifetime as
volume of processing data, enter 0 KByts.

5) Select the Authentication method Preshared Keys.

(

(6) Setthe Mode to Aggressive as you use dynamic IP addresses.

(7) Under Local ID Type choose Fully Qualified Domain Name (FQDN) .
(

8) Under Local ID Value enter the local ID of the gateway, e.g. be.IP testl (setun-
der Peer ID for the Partner).

(9) Click Advanced Settings.
(10) Under Alive Check select Dead Peer Detection (idle).

(11) Define under Block Time how long a peer is blocked for tunnel setups after a phase 1
tunnel setup has failed.

(12) Leave NAT Traversal on Enabled.
(13) Confirm with OK.

Phase-2 Profiles

You can define profiles for phase 2 of the tunnel setup just as for phase 1. Click on the
icon to edit existing entries. Select the New button to create new profiles.

(1) Goto VPN-> IPSec -> Phase-2 Profiles -> New.



Phase-2 (IPSEC) Parameters

Description
*autogenerated®
Proposals
Encryption Authentication Enabled
Blowfish | [MD5 v
AES 7| [MD5 v »
AES v | MD5 v o]
Use PFS Group @@ cnabled
2(1024 Bit) v
Lifetime
900 Seconds 0 kBytes Rekey after 80 %
Lifetime

Advanced Settings

Advanced Parameter

IP Compression I Disabled
Alive Check | Heartbeats (Send & Expect) ¥ |
Propagate PMTU @@ ctnabled

Fig. 129: VPN -> IPSec -> Phase-2 Profiles -> New

Workshops (Excerpt)



Proceed as follows:

1)
)

©)
(4)

(5)
(6)
@)
(8)

Enter a Description that uniquely identifies the profile.

Under Proposal Encryption select B1owfish, under Authentication select D5 .
Since at least one proposal must be configured at any one time, the first entry in the
list is enabled by default.

Activate the Use PFS group option and select 2 (1024 bits).

Define how the Lifetime is defined that will expire before phase 2 SAs need to be re-
newed. For lifetime, enter 900 seconds. For lifetime as volume of processing data,
enter 0 KByts.

Click Advanced Settings.

Set Alive Check to Heartbeats (send & expect).
Aktivate the option Propagate PMTU.

Confirm with OK.

7.2.2 Configuration on the second router (Location B)

Set up DynDNS account

A list of all configured DynDNS registrations is displayed in the DynDNS Update menu. Se-
lect the New button to perform additional DynDNS registrations.

M

Go to Local Services -> DynDNS Client -> DynDNS Update -> New.
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DynDNS

Basic Parameters

Fig

Host Mame

test2_dyndns.org

nterface DSL ISP v
Uszer Mame

test

Passwaord

Provider dyndns v
Enable update @@ cEnabled

. 130: Local Services -> DynDNS Client -> DynDNS Update -> New

Proceed as follows:

1

)

@)
(4)
(5)
(6)

@)

Under Host Name enter the complete host name as registered with the DynDNS pro-
vider, e.g. test2.dyndns.org.

Select the WAN Interface whose IP address is to be propagated over the DynDNS
service (e.g. DSL ISP, the interface of the Internet Service Provider).

Enter the User Name as registered with the DynDNS provider.
Enter the Password as registered with the DynDNS provider.
Select the DynDNS Provider with which the above data is registered.

Activate the function Enable update, the DynDNS entry configured here will be activ-
ated.

Confirm with OK.

IPSec Peer Configuration

An

endpoint of a communication is defined as peer in a computer network.

Select the New button to set up a new IPSec peer.

(1)

Go to VPN -> IPSec -> IPSec Peers -> New.
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P eraceones

Administrative Status ® Up O Down Security Policy QO Untrusted @ Trusted
Description 1Pv4 Address Assignment Static
be IP_test1
Default Route Disabled
Peer Address P Version | IPvd Preferred ¥
Local IP Address
test1.dyndns org 192 168 200 1
Peer ID Fully Qualified Domain Name (FGDN) .
Route Entries
be.IP_test1
Remote IP Address
nternet Key Exchange IKEv1 ¥ )
192.168.100.0 255.255.255.0 1
d Key
ADD
1P Version of the tunneled Networks 1Pv4

Fig. 131: VPN-> IPSec-> IPSec Peers-> New

Proceed as follows to make the settings in the IPSec peer:

(1) Set Administrative Status to Active. The peer is available for setting up a tunnel im-
mediately after saving the configuration.

(2) Enter a Description of the peer that identifies it.
(8) Indicate the remote Peer Address (here, the DynDNS account of the bintec be.IP).

(4) The Peer ID must match the local ID value of the remote terminal. Select Ful1l
Qualified Domain Name (FQDN) and enter an identification for the partner, e.g.
be.IP testl.

(5) Under Preshared Key enter the password for the encrypted connection.
(6) For IPv4 Address Assignment, select Static.
(7) Deselect the Default Route option.

(8) The Local IP Address is the IP address of the router LAN interface.

(9) Under Remote IP Address enter the partner network to be reached, e.g.
192.168.100.0 and under Netmask enter 255.255.255. 0.

(10) Press OK to confirm your entries.

Phase-1 Profiles

In the Phase 1 Profiles menu, you can define the Phase 1 (IKE) settings. Click on the *
icon to edit existing entries. Select the New button to create new profiles.

(1) Goto VPN -> IPSec -> Phase-1 Profiles -> New.



Phase-1 (IKE) Parameters

Description
*autogenerated®
Proposals

Encryption Authentication Enabled

Blowfish r MD5 v

AES v SHA1 v . ) |

AES v [SHA1 v
DH Group 2(1024 Bit) v
Lifetime

900 Seconds 0 kBytes

Authentication Method Preshared Keys v
Mode O Main Mode (ID Protect) @ Aggressive W Strict
Local ID Type | Fully Qualified Domain Name (FQDN) v |

Local ID Value
be.ip_test2
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Advanced Settings

Advanced Parameter

Alive Check Dead Peer Detection (ldle) ¥
Block Time

10 Seconds

NAT Traversal Enabled ¥

Fig. 133: VPN -> IPSec -> Phase-1 Profiles -> New

Proceed as follows:
(1) Enter a Description that uniquely defines the type of rule.

(2) Under Proposal Encryption select B1owfish, under Authentication select MD5 .
Since at least one proposal must be configured at any one time, the first entry in the
list is enabled by default.

(8) Under DH Group select 2 (1024 Bit).

(4) Create a Lifetime for phase 1 keys. For lifetime, enter 900 seconds. For lifetime as
volume of processing data, enter 0 KByts.

(5) Select the Authentication method pPreshared Keys.

(6) Setthe Mode to Aggressive as you use dynamic IP addresses.

(7) Under Local ID Type choose Fully Qualified Domain Name (FQDN) .
(

8) Under Local ID Value enter the local ID of the gateway, e.g. be.IP test2 (setun-
der Peer ID for the Partner).

(9) Click Advanced Settings.
(10) Under Alive Check select Dead Peer Detection (idle).

(11) Define under Block Time how long a peer is blocked for tunnel setups after a phase 1
tunnel setup has failed.

(12) Leave NAT Traversal on Enabled.
(13) Confirm with OK.

Phase-2 Profiles

You can define profiles for phase 2 of the tunnel setup just as for phase 1. Click on the *
icon to edit existing entries. Select the New button to create new profiles.

(1) Goto VPN-> IPSec -> Phase-2 Profiles -> New.



Phase-2 (IPSEC) Parameters

Description
*autogenerated®
Proposals
Encryption Authentication Enabled
Blowfish | [MD5 v
AES 7| [MD5 v »
AES v | MD5 v o]
Use PFS Group @@ cnabled
2(1024 Bit) v
Lifetime
900 Seconds 0 kBytes Rekey after 80 %
Lifetime

Advanced Settings

Advanced Parameter

IP Compression I Disabled
Alive Check | Heartbeats (Send & Expect) ¥ |
Propagate PMTU @@ cEnabled

Fig. 135: VPN -> IPSec -> Phase-2 Profiles -> New

Workshops (Excerpt)



bintec elmeg GmbH 7 Security - IPSec with dynamic IP addresses and DynDNS

Proceed as follows:
(1) Enter a Description that uniquely identifies the profile.

(2) Under Proposal Encryption select Blowrfish , under Authentication select MD5 .
Since at least one proposal must be configured at any one time, the first entry in the
list is enabled by default.

(3) Activate the Use PFS group option and select 2 (1024 bits).

(4) Define how the Lifetime is defined that will expire before phase 2 SAs need to be re-
newed. For lifetime, enter 900 seconds. For lifetime as volume of processing data,
enter 0 KByts.

(5) Click Advanced Settings.

(6) Set Alive Check to Heartbeats (send & expect).
(7) Aktivate the option Propagate PMTU.

(8) Confirm with OK.

7.3 Checking the connection

With the ping test you can check the function of the VPN IPSec connection. You launch
the ping test by entering the internal IP address of the remote gateway (here
192.168.200.1) and pressing the Gobutton. This initiates setup of the VPN IPSec tunnel. If
the output field displays an answer in milliseconds, the ping test was successful.

(1) Go Maintenance -> Diagnostics -> Ping Test.

_

Test Ping Mode ® IPvd Q IPv6 PING 152. 1ua‘zaa 1: 64 data bytes

Fig. 136: Maintenance->Diagnosis->Ping Test

_

Test Ping Mode @ Ipvd O IPvE PING 192. m 1c.1: 64 d

Test Ping Address
192.168.100.1

Fig. 137: Maintenance->Diagnosis->Ping Test
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74 Overview of configuration steps

Set up DynDNS account on the first router (Location A)

bintec elmeg GmbH

Host Name Local Services -> DynDNS Client ->
DynDNS Update -> New

Interface Local Services -> DynDNS Client ->
DynDNS Update -> New

User Name Local Services -> DynDNS Client ->
DynDNS Update -> New

Password Local Services -> DynDNS Client ->
DynDNS Update -> New

Provider Local Services -> DynDNS Client ->
DynDNS Update -> New

Enable update Local Services -> DynDNS Client ->

DynDNS Update -> New

IPSec configuration - IPSec peers

Field Menu

Administrative VPN -> IPSec -> IPSec Peers -> New
Status

Description VPN -> IPSec -> IPSec Peers -> New

Peer Address VPN -> IPSec -> IPSec Peers -> New

Peer ID VPN -> IPSec -> IPSec Peers -> New

Preshared Key VPN -> IPSec -> IPSec Peers -> New

IP Address Assign- VPN -> IPSec -> IPSec Peers -> New
ment

VPN -> IPSec -> IPSec Peers -> New
Local IP Address VPN -> IPSec -> IPSec Peers -> New
VPN -> IPSec -> IPSec Peers -> New

Default Route

Route Entries

IPSec configuration - Phase 1

e.g.
testl.dyndns.org

DSL ISP

e.g. test

e.g. test

dyndns

Disabled

Value

Active

€.g. be.IP test2

e.g.
test2.dyndns.org

Fully Qualified
Domain Name (FQDN)
/ be.IP test2

e.g. test

Static

Disabled
192.168.100.1

192.168.200.0/
255.255.255.0



bintec elmeg GmbH

7 Security - IPSec with dynamic IP addresses and DynDNS

Description

Proposals

DH Group

Lifetime

Authentication

Method

Mode

Local ID Type

Local ID Value

Alive Check

Block Time

NAT Traversal

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New -> Advanced Settings

VPN -> IPSec ->Phase-1 Profiles ->
New -> Advanced Settings

VPN -> IPSec ->Phase-1 Profiles ->
New -> Advanced Settings

IPSec configuration - Phase 2

Description

Proposals

Use PFS Group

Lifetime

IP Compression

Alive Check

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New -> Advanced Settings

VPN -> IPSec ->Phase-2 Profiles ->
New -> Advanced Settings

€.0. *fautogenerated*
Blowfish, MD5

2 (1024 Bit)

900 seconds, 0 kBytes
Preshared Keys
Aggressive

Fully Qualified
Domain Name (FQDN)
be.IP testl

Dead Peer Detec-
tion (idle)

10 seconds

Enabled

e.0. *fautogenerated*

Blowfish, MD5

2 (1024 Bit)

900 seconds, 0 kBytes

Disabled

Heartbeats (send &
expect)
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Propagate PMTU VPN -> IPSec ->Phase-2 Profiles -> Enabled
New -> Advanced Settings

Set up DynDNS account on the second router (Location B)

Host Name Local Services -> DynDNS Client ->
DynDNS Update -> New

Interface Local Services -> DynDNS Client ->
DynDNS Update -> New

User Name Local Services -> DynDNS Client ->
DynDNS Update -> New

Password Local Services -> DynDNS Client ->
DynDNS Update -> New

Provider Local Services -> DynDNS Client ->
DynDNS Update -> New

Enable update Local Services -> DynDNS Client ->
DynDNS Update -> New

IPSec configuration - IPSec peers

Field Menu

Administrative VPN -> IPSec ->IPSec Peers -> New
Status

Description VPN -> IPSec ->IPSec Peers -> New
Peer Address VPN -> IPSec ->IPSec Peers -> New
Peer ID VPN -> IPSec ->IPSec Peers -> New
Preshared Key VPN -> IPSec ->IPSec Peers -> New

IP Address Assign- VPN -> IPSec ->IPSec Peers -> New
ment

Default Route VPN -> IPSec ->IPSec Peers -> New
Local IP Address VPN -> IPSec ->IPSec Peers -> New

Route Entries VPN -> IPSec ->IPSec Peers -> New

IPSec configuration - Phase 1

e.g.

test2.dyndns.org

DSL ISP

e.g. test

e.g. test

dyndns

Enabled

Value

Active

e.g. be.IP testl

e.g.
testl.dyndns.org

Fully Qualified
Domain Name (FQDN)/
be.IP testl

e.g. test

Static

Disabled
192.168.200.1

192.168.100.0/
255.255.255.0
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Description

Proposals

DH Group

Lifetime

Authentication

Method

Mode

Local ID Type

Local ID Value

Alive Check

Block Time

NAT Traversal

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New -> Advanced Settings

VPN -> IPSec ->Phase-1 Profiles ->
New -> Advanced Settings

VPN -> IPSec ->Phase-1 Profiles ->
New -> Advanced Settings

IPSec configuration - Phase 2

Description

Proposals

Use PFS Group

Lifetime

IP Compression

Alive Check

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New -> Advanced Settings

VPN -> IPSec ->Phase-2 Profiles ->
New -> Advanced Settings

€.0. *fautogenerated*
Blowfish, MD5

2 (1024 Bit)

900 seconds, 0 kBytes
Preshared Keys
Aggressive

Fully Qualified
Domain Name (FQDN)
be.IP test2

Dead Peer Detec-
tion (idle)

10 seconds

Enabled

e.0. *fautogenerated*

Blowfish, MD5

2 (1024 Bit)

900 seconds, 0 kBytes

Disabled

Heartbeats (send &
expect)



Field Menu Value

Propagate PMTU VPN -> IPSec ->Phase-2 Profiles -> Enabled
New -> Advanced Settings
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Chapter 8 Security - Bridging over an IPSec
tunnel

8.1 Introduction

This solution shows an option for connecting two locations over IPSec with overlapping or
identical IP network ranges (e.g. Location A: 192.168.1.0/24 and Location B:
192.168.1.0/24).

In this case IPSec does not function, as IPSec requires different IP networks between the
locations being networked to function as a Layer3 (IP Layer) protocol. This workshop
shows how the security of IPSec can continue to be used for location networking in such a
case.

Configuration in this scenario is carried out using the GUI (Graphical User Interface).

To solve this problem, L2TP (Layer2 Tunnelling Protocol) can be used as a transport pro-
tocol. L2TP offers the option to create bridge connections over routed IP connections. In

our example, this means that the locations are connected over IPSec and that the actual
traffic tunnelled in L2TP is routed via the IPSec tunnel.

Location A (be.IP plus-1) Location B (be.IP plus-2)
192.168.1.0/24 192,168.1.0/24

bintec be.IP plus bintec be.IP plus @ @

| | I
= —@— -
e

o
-—————————— L2TPtnnel J= = = = = —-
(EEHE]

44— — — — — | IPSec tunnel ———

B D
IEHEE

Fig. 138: Example scenario

The user data is routed via the L2TP tunnel and the L2TP packets are sent over the IPSec
tunnel.

Requirements

The following are required for the configuration:
(1) Two bintec ADSL gateways, e.g. bintec be.IP plus

(2) A boot image of version 7.9.1 or later.

Workshops (Excerpt)
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(3) Both gateways require an independent connection to the Internet.

Notes on test setup

bintec be.IP plus Location A
System name

LAN IP address
LAN IP subnet mask

Public Internet IP address

Local IP address of the IPSec interface

Local IP address of the L2TP interface

bintec be.IP plus Location B
System name

LAN IP address
LAN IP subnet mask

Public Internet IP address

Local IP address of the IPSec interface

Local IP address of the L2TP interface

be.IP_plus-1
192.168.1.253
255.255.255.0

10.1.1.1 (a host name can also be used
here)

1.1.1.1 (any private IP address)
1.1.1.3

be.IP_plus-2
192.168.1.254
255.255.255.0

10.1.1.4 (a host name can also be used
here)

1.1.1.2 (any private IP address)
1.1.1.4

8.2 Configuration at location A (bintec be.IP plus-1)

Configuring the IPSec tunnel with the VPN assistants

Add a new connection to the VPN assistants. For this, go to the following menu:

(1) Goto Assistants -> VPN -> VPN Connections -> New.
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Select the VPN Scenario:

VPN Scenario IPSec - LAN-to-L AN connaction v |

Fig. 139: Assistants -> VPN -> VPN Connections -> New

Proceed as follows:
(1) Under VPN scenario select IPSec LAN-to-LAN connection.

(2) Click Next to configure a new VPN connection.

Enter the data required for the VPN connection.

Selected scenario: LAN-to-LAN Connection

Connection Details 0 Enter IP settings: 0

Description IPSec Peer IPvd Address

IPSec-Peer1 10114

Local IPSec ID Remote IPv4 Network 1412
be.ip_plus-1
2552552550

Remote IPSeciD
be.IP_plus-2

IP Version of the tunneled Networks 1Pvd
Local IP Address 192.168.1.253 v

Define this connection as default route Disabled

Fig. 140: Assistants -> VPN -> VPN Connections -> Next

Proceed as follows to configure a new VPN connection:

(1) For example, under Description enter TPSec-Peerl.

(2) Enter the ID of your own IPSec gateway under Local IPSec ID, e.g. be.IP plus-1I.
(3) For example, under Remote IPSec ID enter be. IP plus-2.

(4) Under Preshared Key enter, for example, secret for authentication. The preshared
key must be identical on both sides.

(5) Select the Local IP Address of the gateway, for example 192.168.1.253.
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(6) Leave Define this connection as default route set to disabled.

(7) Under IPSec Peer Address enter the IP address or host name of the remote IPSec
partner,e.g. 10.1.1.4.

(8) Enter the destination address used for the connection under IP Address of Remote
Networke.g. 7.1.1.2.

(9) Under Subnet Mask enter the host mask, e.g. 255.255.255.255.

(10) Press OK to confirm your entries.

To change the local IP address, select the following menu options:
(1) Goto VPN -> IPSec -> IPSec Peers -> ,*.

Perace oues

Administrative Status @® Up O Down Security Policy O Untrusted @ Trusted

Description 1Pv4 Address Assignment Static
IPSec-Peert

Default Route Disabled
Peer Address P Version [IPv4 Preferred ¥
Locel [P Address
10.1.1.4 1411
Peer ID Fully Qualified Domain Name (FQDN) ¥
Route Entries
be.IP_plus-2
Ren A
Internet Key Exchange IKEv1 ¥
i g 255.255.255.255 1w
5 Ke
ADD
IP Version of the tunneled Networks 1Pv4

Fig. 141: VPN -> IPSec -> IPSec Peers -> /7

Proceed as follows:
(1) Under Local IP Address enter, for example 1.1.1.1.

(2) Leave the remaining settings unchanged and confirm them with OK.

Configuring the L2TP connection

To create a tunnel profile, go to the following menu:

(1) Goto VPN -> L2TP -> Tunnel Profiles -> New.
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e Hadeparmetes

Description Remote IP Address
L2TP-LAC 14
Local Hostrame UDP Source Port Dynamic
be IP_plus-1
UDP Destination Port
1701
Remote Hostame
be IP_plus-2

Advanced Settings

Advanced Parameter

Local IP Address

1.11.1

Hello Intervall

30 Seconds

Minimum Time between Retries
1 Seconds

Maximum Time between Retries
16 Seconds

Maximum Retries

5

Data Packets Sequence Numbers Disable

Fig. 143: VPN->L2TP->Tunnel Profiles ->New
(1) For example, under Description enter L2TP-LAC.

(2) Enter the ID of your own IPSec gateway under Local Hostname, e.g.
be.IP plus-1.

(3) For example, under Remote Hostname enter be. IP plus-2.
(4) Enter the Password, e.g. secret for authentication.

(5) Enter the destination address used for the connection under Remote IP Address e.g.
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1.1.1.2.
(6) Click Advanced Settings.
(7) Enter the Local IP Address,e.g. 1.1.1.1.

(8) Leave the remaining settings unchanged and confirm them with OK.

A user must be configured in the next step. For this, go to the following menu:
(1) Goto VPN -> L2TP -> User -> New.

i tod andfotes

B IP Address Mode ® Static O Get IP Address
L2TP-LAC

Default Route Disabled
Connection Type QO LNS @ LAC

Create NAT Policy
Tunnel Profile L2TP-LAC ¥
User Name
L2TP-User

Route Entries

Remote P Address Netmask

Aways on Bikabic 1114 255,255 255.255 i

Connection Idle Timeout
300 Seconds

Advanced Settings

Advanced Parameter IP Options

Sl OSPF Mode @ Passive O Active O Inactive
30 Seconds

Proxy ARP Mode @ Inactive O Up or Dormant O Up only
Authentication MS-CHAPv2 M

DNS Negotiation @@ Enabled
Encryption @ None O Enabled O Windows compatible
LP Alive Check @@ Enabled
Prioritize TCP ACK Packets Disabled

Fig. 145: VPN->L2TP->Users->New

To create a new user, proceed as follows.

(1) For example, under Description enter L2TP-LAC.
(2) Select the Connection Type LAC.

(8) For example, under Tunnel Profile select L2TP-LAC.
(4) Under User Name enter L.2TP-User for example.

(5) Enter the password, e.g. secret.
(

6) Enter the Local IP Address, e.g. 1.1.1. 3. To avoid conflicts with other interfaces or
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existing routes, the local IP address must be unique.

(7) Under Route Entries enter the remote IP address, e.g. 1.1.1.4 and the netmask
e.g. 255.255.255.255.

(8) Click Advanced Settings.

(9) Under Encryption click None. As a secure IPSec connection already exists, addition-
al encryption is not required.

(10) Leave the remaining settings unchanged and confirm them with OK.

Configuring the bridge group
To enable bridging between the LAN interface and the L2TP interface, both interfaces must
be assigned to a bridge group. For this, go to the following menu:

(1) Go to System Management -> Interface Mode / Bridge Groups -> Interfaces.

Access Parameters

A Interfaces managed by the WLAN Controller are not available for configuration here.
nterface Description Mode / Bridge Group
ent-0 New Bridge Group v
enl-4 Routing Mode
fm35-60 Routing Mode
4 ethoa3ss Routing Mode

5 vss7-10 bro

Configuration Interface

enl-0

Fig. 146: System Management -> Interface Mode / Bridge Groups ->Interfaces

Proceed as follows:

(1) Under Mode / Bridge Group select New Bridge Group. In our example, the inter-
face en1-0is used as the LAN interface.

(2) Under Configuration Interface select en1-0.

(3) Confirm with OK. After clicking OK, a new bridge group is created automatically.
If no bridge group exists, the new interface uses the alias bro (otherwise bri, br2, etc.).

The configuration looks like this:
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Access Parameters

A Interfaces managed by the WLAN Controller are not available for configuration here.

Interface Description Mode / Bridge Group
en1-0 br0 (192.168.1.253) ¥

2 ent-4 Routing Mode
&fm35-50 Routing Mode

a ethoazss Routing Mode

s vss7-10 brl

Configuration Interface

‘ |

enl-0

Fig. 147: System Management -> Interface Mode / Bridge Groups ->Interfaces

Now is assigned to the newly created bridge Grupppe the L2TP interface. For this, go to
the following menu:

(1) Go to System Management -> Interface Mode / Bridge Groups ->Interfaces ->
Add.

Interfaces

nterface L2TP-LAC ¥

Fig. 148: System Management -> Interface Mode / Bridge Groups ->Interfaces -> Add

Proceed as follows:

(1) Under Mode / Bridge Group select the WAN-Partner L.2TP-LAC.

(2) Confirm with OK.

To enable bridging between the LAN interface and the L2TP interface, both interfaces must
be assigned to a bridge group. For this, go to the following menu:

(1) Go to System Management -> Interface Mode / Bridge Groups ->Interfaces.
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Access Parameters

A inerfaces managed by the WLAN Controller are not available for configuration here.

Interface Description Mode / Bridge Group
ent-0 bro (192.168.1.263) v
ent4 Routing Mode
&fm35-60 Routing Mode
4 ethoazss Routing Mode
s ss7-10 b0
6 L2TP-LAC bro (192.168.1.253) ¥ ]

Configuration Interface

enl-0

Fig. 149: System Management -> Interface Mode / Bridge Groups ->Interfaces

Proceed as follows:
(1) Under Mode / Bridge Group select br0 (192.168.1.253).

(2) Confirm with OK. After clicking OK, a new bridge group is created automatically.

This concludes the configuration of the bintec be.IP plus gateway as location A.

8.3 Configuration at location B (bintec be.IP plus-2)

Configuring the IPSec tunnel with the VPN assistants

Add a new connection to the VPN assistants. For this, go to the following menu:

(1) Go to Assistants -> VPN -> VPN Connections -> New.
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Select the VPN Scenario:

VPN Scenario IPSec - LAN-to-L AN connaction v |

Fig. 150: Assistants -> VPN -> VPN Connections -> New

Proceed as follows:
(1) Under VPN scenario select IPSec LAN-to-LAN connection.

(2) Click Next to configure a new VPN connection.

Enter the data required for the VPN connection.

Selected scenario: LAN-to-LAN Connection

Connection Details 0 Enter IP settings: 0

Description IPSec Peer IPvd Address

IPSec-Peer1 10111

Local IPSec ID Remote IPv4 Network 11411
be.ip_plus-2
255255255255

Remote IPSeciD
be. IP_plus-1

IP Version of the tunneled Networks 1Pvd
Local IP Address 192.168.1.254 ¥

Define this connection as default route Disabled

Fig. 151: Assistants -> VPN -> VPN Connections -> Next

Proceed as follows to configure a new VPN connection:

(1) For example, under Description enter TPSec Peerl.

(2) Enter the ID of your own IPSec gateway under Local IPSec ID, e.g. be.IP plus-2.
(3) For example, under Remote IPSec ID enter be. IP plus-1.

(4) Under Preshared Key enter, for example, secret for authentication. The preshared
key must be identical on both sides.

(5) Select the Local IP Address of the gateway, for example 192.168.1.254.
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(6) Leave Define this connection as default route set to disabled.

(7) Under IPSec Peer Address enter the IP address or host name of the remote IPSec
partner,e.g. 10.1.1.1.

(8) Enter the destination address used for the connection under IP Address of Remote
Networke.g. 7.1.1.1.

(9) Under Subnet Mask enter the host mask, e.g. 255.255.255.255.

(10) Press OK to confirm your entries.

To change the local IP address, select the following menu options:
(1) Goto VPN -> IPSec -> IPSec Peers -> ,*.

P neracefouss

Administrative Status ® Up O Down Security Policy Q Untrusted @ Trusted
Description IPv2 Address Assignment Static
IPSec-Peer1
Default Route Disabled
Peer Address P Version [IPv4 Preferred ¥
Local IP Address
10.1.11 B e
Peer ID Fully Qualified Domain Name (FQDN) ¥ _
Route Entries
be.IP_plus-1
Remate IP Address Netmask Metric
nternet Key Exchange IKEv1 ¥ " o
b ! 255.255.255.255 i
4 Key
ADD
1P Version of the tunneled Networks 1Pv4

Fig. 152: VPN -> IPSec -> IPSec Peers -> /7

Proceed as follows:
(1) Under Local IP Address enter, for example 1.1.1.2.

(2) Leave the remaining settings unchanged and confirm them with OK.

Configuring the L2TP connection

To create a tunnel profile, go to the following menu:
(1) Goto VPN -> L2TP -> Tunnel Profiles -> New.
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A Moseparameter

Description Remote IP Address
L2TP-LAS b il

Local Hostname. UDP Source Port Dynamic
be IP_plus-2

UDP Destination Port

1701

Remote Hostmame
be.IP_plus-1

Advanced Settings

Advanced Parameter

Local IP Address

1412

Hello Interval
30 Seconds

Minimum Time between Retries
1 Seconds

Maximum Time between Retries
16 Seconds

Maximum Retries

5
Data Packets Sequence Numbers Disable

Fig. 154: VPN->L2TP->Tunnel Profiles ->New
(1) For example, under Description enter L2TP-LAS.

(2) Enter the ID of your own IPSec gateway under Local Hostname, e.g.
be.IP plus-2.

(3) For example, under Remote Hostname enter be. IP plus-1.
(4) Enter the password, e.g. secret for authentication.

(5) Enter the destination address used for the connection under Remote IP Address e.g.
1.1.1.1.
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(6) Click Advanced Settings.
(7) Enterthe Local IP Address,e.qg. 1.1.1.2.

(8) Leave the remaining settings unchanged and confirm them with OK.

A user must be configured in the next step. For this, go to the following menu:

(1) Goto VPN -> L2TP -> User -> New.

i Hode oS

Description IP Address Made @ Static O Provide IP Address
L2TP-LAS

Default Route Disabled
Connection Type @ LNS O LAC

Create NAT Policy
User Name
L2TP-User

Local IP Address
1114

Route Entries

Remote IP Address Netmask Metric

Always on Disabled

1113 255.255.255.255| 1

Connection Idle Timeout
300 Seconds
ADD

Advanced Settings

Advanced Parameter IP Options

Bk s o OSPF Mode ® Passive O Active O Inactive
300 Seconds

Proxy ARP Mode @ Inactive O Up or Dormant O Up only
Authentication MS-CHAPv2 X

DNS Negotiation @ Enzbled
Encryption @ None O Enabled O Windows compatible
LCP Alive Check @ cEnzbled
Prioritize TCP ACK Packets Disabled

Fig. 156: VPN->L2TP->Users->New

To create a new user, proceed as follows.

(1) For example, under Description enter L2TP-LAS.
(2) Select the Connection Type LNS.

(3) Under User Name enter 1.2TP-User for example.
(4) Enter the password, e.g. secret.

(5) Enter the Local IP Address, e.g. 1.1.1. 4. To avoid conflicts with other interfaces or
existing routes, the local IP address must be unique.

(6) Under Route Entries enter the remote IP address, e.g. 1.1. 1.3 and the netmask
e.g. 255.255.255.255.
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(7) Click Advanced Settings.

(8) Under Encryption click None. As a secure IPSec connection already exists, addition-
al encryption is not required.

(9) Leave the remaining settings unchanged and confirm them with OK.

Configuring the bridge group

To enable bridging between the LAN interface and the L2TP interface, both interfaces must
be assigned to a bridge group. For this, go to the following menu:

(1) Go to System Management -> Interface Mode / Bridge Groups -> Interfaces.

Access Parameters

A Interfaces managed by the WLAN Controller are not available for configuration here.

Interface Description Maode / Bridge Group

ent-0 New Bridge Group ¥
ent-4 Routing Mode
3 efm3s-60 Routing Mode

4 ethoa3s-5 Routing Mode

5 vs57-10 br)

Configuration Interface

enl-0

Fig. 157: System Management -> Interface Mode / Bridge Groups ->Interfaces

Proceed as follows:

(1) Under Mode / Bridge Group select New Bridge Group. In our example, the inter-
face en1-0is used as the LAN interface.

(2) Under Configuration Interface select en1-0.

(3) Confirm with OK. After clicking OK, a new bridge group is created automatically.
If no bridge group exists, the new interface uses the alias bro (otherwise bri, br2, etc.).

The configuration looks like this:
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Access Parameters

A Interfaces managed by the WLAN Controller are not available for configuratien here.

# Interface Description Mode / Bridge Group

ent-0 br0 (192.168.1.254) ¥

ent-4 Routing Mode 7
E] efm35-60 Routing Mode 7
4 ethoa3s-s Routing Mode 7

H vss7-10 br0

Configuration Interface

‘ |

enl-0

Fig. 158: System Management -> Interface Mode / Bridge Groups ->Interfaces

Now is assigned to the newly created bridge Grupppe the L2TP interface. For this, go to
the following menu:

(1) Go to System Management -> Interface Mode / Bridge Groups ->Interfaces ->
Add.

Interfaces

Interface -_i'-'ﬁ'p-[f.g;sn "

Fig. 159: System Management -> Interface Mode / Bridge Groups ->Interfaces -> Add

Proceed as follows:

(1) Under Mode / Bridge Group select the WAN-Partner L2T7p-LAS.

(2) Confirm with OK.

To enable bridging between the LAN interface and the L2TP interface, both interfaces must
be assigned to a bridge group. For this, go to the following menu:

(1) Go to System Management -> Interface Mode / Bridge Groups ->Interfaces.
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Access Parameters

A Interfaces managed by the WLAN Controller are net available for configuration here.

Interface Description Mode / Bridge Group

ent-0 bro (192.168.1.264) ¥

ent4 Routing Mode ¥
El efm3s-60 Routing Mode
4 ethoa3s-5 Routing Mode ¥

5 vs57-10 brl

6 L2TP-LAS br0 (192.168.1.254) v

Configuration Interface

enl-0 A

Fig. 160: System Management -> Interface Mode / Bridge Groups ->Interfaces

Proceed as follows:
(1) Under Mode / Bridge Group select br0 (192.168.1.254).

(2) Confirm with OK. After clicking OK, a new bridge group is created automatically.

This concludes the configuration of the bintec be.IP plus gateway as location B.

8.4 Overview of configuration steps

Configuring location A

VPN Scenario Assistants -> VPN -> VPN Connec- IPSec - LAN-to-LAN
tions -> New connection

Configuring VPN assistants

Description Assistants -> VPN -> VPN Connec- e.g. IPSec-Peer]
tions -> Next

Local IPSec ID Assistants -> VPN -> VPN Connec- e.g. be.IP plus-1
tions -> Next

Remote IPSec ID Assistants -> VPN -> VPN Connec- e.g. be.IP plus-2
tions -> Next

Preshared Key Assistants -> VPN -> VPN Connec- e.g. secret
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tions -> Next

Local IP Address Assistants -> VPN -> VPN Connec- e.g. 192.168.1.253
tions -> Next

IPSec Peer Address Assistants -> VPN -> VPN Connec- e.g. 10.1.1.4
tions -> Next

IP Address of Remote Assistants -> VPN -> VPN Connec- e.g. 1.1.1.2
Network tions -> Next

Subnet Mask Assistants -> VPN -> VPN Connec- e.g. 255.255.255.255
tions -> Next

Changing the local IP address
Field Menu Value

Local IP Address VPN -> IPSec -> IPSec Peers -> ,+ e.g. 1.1.1.1

Configuring tunnel profilres

Field Menu [Value

Description VPN -> L2TP -> Tunnel Profiles -> e.g. L2TP-LAC
New

Local Hosthame VPN -> L2TP -> Tunnel Profiles -> e.g. be.IP plus-1
New

Remote Hostname VPN -> L2TP -> Tunnel Profiles -> e.g. be.IP plus-2
New

Password VPN -> L2TP -> Tunnel Profiles -> e.g. secret
New

Remote IP Address VPN -> L2TP -> Tunnel Profiles
New

Local IP Address VPN -> L2TP -> Tunnel Profiles
New

> eg.1.1.1.2

> eg1.1.1.1

Configuring new users

Description VPN -> L2TP -> Users -> New €.g. L2TP-LAC
Connector Type VPN -> L2TP -> Users -> New LAC

Tunnel Profile VPN -> L2TP -> Users -> New L2TP-LAC
User Name VPN -> L2TP -> Users -> New e.g. L2TP-User
Password VPN -> L2TP -> Users -> New e.g. secret

Local IP Address VPN -> L2TP -> Users -> New eg.1.1.1.3
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Remote IP Address VPN -> L2TP -> Users -> New eg.1.1.1.4
Subnet Mask VPN -> L2TP -> Users -> New e.g. 255.255.255.255
Encryption VPN -> L2TP -> Users -> New None

Configuring bridge groups

Mode / Bridge Group  System Management -> Interface = New Bridge Group
Mode / Bridge Groups -> Interfaces

Configuration Interface System Management -> Interface enl-0
Mode / Bridge Groups -> Interfaces

Assigning a L2TP interface

Field Menu [Value
Interface System Management -> Interface = L2TP-LAC
Mode / Bridge Groups -> Interfaces
-> Add

Mode / Bridge Group  System Management -> Interface  br0(192.168.1.253)
Mode / Bridge Groups -> Interfaces

Configuring location B

Field Menu Value
VPN Scenario Assistants -> VPN-> VPN Connec- IPSec - LAN-to-LAN
tions -> New connection

Configuring VPN assistants

Field Menu Value

Description Assistants -> VPN -> VPN Connec- e.g. IPSec-Peerl
tions -> Next

Local IPSec ID Assistants -> VPN -> VPN Connec- e.g. be.IP plus-2
tions -> Next

Remote IPSec ID Assistants -> VPN -> VPN Connec- e.g. be.IP plus-1
tions -> Next

Preshared Key Assistants -> VPN -> VPN Connec- e.g. secret
tions -> Next

Local IP Address Assistants -> VPN -> VPN Connec- e.g. 192.168.1.254

tions -> Next

IPSec Peer Address Assistants -> VPN -> VPN Connec- e.g. 10.1.1.1
tions -> Next
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IP Address of Remote Assistants -> VPN -> VPN Connec- e.g. 1.1.1.1
Network tions -> Next

Subnet Mask Assistants -> VPN -> VPN Connec- e.g. 255.255.255.255
tions -> Next

Changing the local IP address
Field Menu Value

Local IP Address VPN -> IPSec -> IPSec Peers -> ,* e.9.1.1.1.2

Configuring tunnel profiles

Description VPN -> L2TP -> Tunnel Profiles -> e.g. L2TP-LAS
New

Local Hostname VPN -> L2TP -> Tunnel Profiles -> e.g. be.IP plus-2
New

Remote Hostname VPN -> L2TP -> Tunnel Profiles -> e.g. be.IP plus-1
New

Password VPN -> L2TP -> Tunnel Profiles -> e.g. secret
New

Remote IP Address VPN -> L2TP -> Tunnel Profiles -> eg. 1.1.1.1

New
Local IP Address VPN -> L2TP -> Tunnel Profiles -> eg. 1.1.1.2
New
Configuring new users
Field [Menu [Value
Description VPN -> L2TP -> Users -> New e.g. L2TP-LAS
Connector Type VPN -> L2TP -> Users -> New LNS
User Name VPN -> L2TP -> Users -> New e.g. L2TP-User
Password VPN -> L2TP -> Users -> New e.g. secret
Local IP Address VPN -> L2TP -> Users -> New eg.1.1.1.4
Remote IP Address VPN -> L2TP -> Users -> New eg.1.1.1.3
Subnet Mask VPN -> L2TP -> Users -> New e.g. 255.255.255.255
Encryption VPN -> L2TP -> Users -> New None

Configuring bridge groups
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Mode / Bridge Group  System Management -> Interface = New Bridge Group
Mode / Bridge Groups -> Interfaces

Configuration Interface System Management -> Interface  eni1-0
Mode / Bridge Groups -> Interfaces

Assigning a L2TP interface

Field Menu Value
Interface System Management -> Interface = 1.27P-1LAS
Mode / Bridge Groups -> Interfaces
-> Add

Mode / Bridge Group  System Management -> Interface  br0(192.168.1.254)
Mode / Bridge Groups -> Interfaces



Chapter 9 Security - Stateful Inspection Fire-
wall (SIF)

9.1 Introduction

The configuration of the SIF (Stateful Inspection Firewall) with a bintec be.IP is described
in the following chapters.

Configuration is performed with the GUI (Graphical User Interface).

Only certain Internet services are to be available for the staff of a company (HTTP, HTTPS,
FTP, DNS). The gateway should operate as a DNS proxy, which means that the clients use
the gateway as a DNS server. Only the system administrator and the director should be
able to established an HTTP and a Telnet connection to the gateway. In addition, the dir-
ector must be able to use all services in the Internet. All other data traffic will be blocked.

xDSL
dynamic IP address

Port1
192.168.0.254/24

Internet

be.IP
with integrated firewall

LAN
192.168.0.0/24

Fig. 161: Example scenario SIF

Requirements

The following are required for the configuration:

* A bintec be.IP gateway.
* Boot image from version 10.1.1
¢ Internet connection

¢ Your LAN must be connected to one of ports 1 to 4 on the gateway.

Workshops (Excerpt)



9.2 Firewall configuration

9.2.1 Configuring aliases for IP addresses and network ad-
dress

Address alias

You must create aliases for your users and your network so that you can identify users and
the network when configuring the filter rules.

Go to the following menu to create aliases:

(1) Go to Firewall -> Addresses -> Address List -> New.

Workshops (Excerpt)
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Basic Parameters

Fig.

Description

Administrator

1Pvd o cnebled
Address Type ® Address /Subnet O Address Range

Address / S5ubnet

192.168.0.2 f 255255255255

IPva Disabled

162: Firewall -> Addresses -> Address List-> New

Proceed as follows to set up an alias for the administrator:

(1)
)
@)

(4)

Enter the name of the alias under Description, e.g. Administrator.
Under Address Typeselect Address / Subnet

Under Address / Subnet enter the IP address and corresponding subnet mask,e.g.
192.168.0.2and 255.255.255.255.

Confirm with OK.

Proceed in the same way as for configuring the aliases for the director ( Director) for
your gateway ( be. IP) and for the network ( Network Internal).

Proceed as follows to set up an alias for the director:

(1)
@)
@)

(4)

Enter the name of the alias under Description, e.g. Director.
Under Address Typeselect Address / Subnet

Under Address / Subnet enter the IP address and corresponding subnet mask,e.g.
192.168.0.3and 255.255.255.255.

Confirm with OK.

Proceed as follows to set up an alias for your gateway:

(1)
@)
®)

Enter the name of the alias under Description, e.g. be. IP.
Under Address Typeselect Address / Subnet

Under Address / Subnet enter the IP address and corresponding subnet mask,e.g.



192.168.0.254and 255.255.255.255.
(4) Confirm with OK.

Proceed as follows to set up an alias for the internal network:
(1) Enter the name of the alias under Description, e.g. Network Internal.
(2) Under Address Typeselect Address / Subnet

(3) Under Address / Subnet enter the IP address and corresponding subnet mask,e.g.
192.168.0.0and 255.255.255.0.

(4) Confirm with OK.

Address groups

You can group together several aliases into groups to make it easier to configure the filter
rules.

Since the administrator and the director can access the gateway over HTTP and Telnet,
these are grouped together.

Go to the following menu to create a group:

(1) Go to Firewall -> Addresses -> Groups-> New.
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Basic Parameters

Description
Administration_be IP
IP Version IPva IPve
Selection
Addresses Selection
ANY

Administrator { ’.
Director I '
belP

MWetwork Internal

Fig. 163: Firewall -> Addresses ->Groups -> New

Proceed as follows to create a group:
(1) Enter the name of the group under Description, e.g. Administration be.IP.

(2) Select the Addresses to be included in the group, in this example Administrator
and Director.

(8) Confirm with OK.

9.2.2 Configuring service sets

You must create aliases for the required services in the Firewall-> Services menu so that
you can identify specific services when configuring the filter rules. A large number of fre-
quently used services that are pre-configured already exists. If you require a service that is
not included in this list, you must create a new service.

You can group together several services into groups to make it easier to configure the filter



rules.

Since the users in this network can use HTTP, HTTPS and FTP services, you can group
these together.

Go to the following menu to create a group:

(1) Go to Firewall -> Services -> Groups-> New.

Basic Parameters

Description

Internet Ports

Members
Service Selection
activity »
ah B
any ) =]
fip @
gopher »
htp @
http {SSL) @
imap »

Fig. 164: Firewall -> Services ->Groups-> New

Proceed as follows to create a group:
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(1) Enter the name of the group under Description, e.g. Tnternet Ports.

(2) Select the services to be included in the group, in this example ftp, http and http
(SSL).

(8) Confirm with OK.

Group together HTTP and Telnet in the Administration Ports group for the adminis-
tration of the gateway.

9.2.3 Configuring filter rules

Once you have completed the configuration of the alias names for IP addresses and ser-
vices, you can define the filter rules in the Firewall -> Policies menu.

A complete filter rule chain looks like this:

Filter Rules

1 Administration_be.IP belP Administration Ports Access ® cnobled L = '] Vd

LOCAL ANY dns Access @ Enabled n S ] 7
3 Metwork Internal be.lP dns Access ® ccbicd ty = [ ] Ve
4 ANY be.lP any Deny @ Enabled 1 = i v
5 Director ANY any Access ® Enabled f = i Va
6 Metwork Internal ANY Internet Ports Access @ cEnobled L = [ ] P

Fig. 165: Firewall -> Policies ->Filter Rules

Relevant fields in the Filter Rules menu

Field Meaning

Source Location Source address for which this rule applies.
Destination Destination address for which this rule applies.
Service Service for which this rule applies.

Action Determines whether data traffic is allowed or rejected.
Important

The correct configuration of the filter rules and the right arrangement in the filter rule
chain are decisive factors for the operation of the firewall. An incorrect configuration
may possibly prevent further communication with the Internet and/or the gateway.
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First configure a rule that allows the administrator and director to access the gateway over
HTTP and Telnet. You must define this rule first otherwise communication with the GUI will
be impossible.

Go to the following menu to create a new rule:

(
)
(3
(4)
(
(
(

~

5)
6
7)

~

Go to Firewall -> Policies -> Filter Rules.

Click New to create a new rule.

Under Source select the group Administration be.IP.
Under Destination, select be. TP.

Select the Service Administration Ports.

Under Action select Access.

Leave the remaining settings unchanged and confirm them with OK.

Next configure a rule that allow the gateway to forward DNS queries to the Internet.

Go to the following menu to create a new rule:

(
)
(3
(4)
(
(
(

~

5)
6
7)

~

Go to Firewall -> Policies -> Filter Rules.
Click New to create a new rule.

Under Source select LOCAL.

Set Destination to Any.

Select the Service dns.

Under Action select Access.

Leave the remaining settings unchanged and confirm them with OK.

Configure a rule that allows the entire network to forward DNS queries to the gateway.

Go to the following menu to create a new rule:

(
2
3
(4)
(
(
(

~

5)
6
7)

~

Go to Firewall -> Policies -> Filter Rules .
Click New to create a new rule.

Under Source select Network Internal.
Under Destination, select be. IP.

Select the Service dns.

Under Action select Access.

Leave the remaining settings unchanged and confirm them with OK.

Now configure a rule that rejects all other queries to the gateway.

Go to the following menu to create a new rule:

Q)

Go to Firewall -> Policies -> Filter Rules.
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2)
3
4)
5)
6
7)

~

~

(
(
(
(
(
(
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Click New to create a new rule.
Set Source to ANY.

Under Destination, select be. IP.
Select the Service any.

Under Action select Deny.

Leave the remaining settings unchanged and confirm them with OK.

Now configure a rule that allows the director access to all internet services.

(
)
(3
(4)
(
(
(

~

5)
6
7)

~

Go to Firewall -> Policies -> Filter Rules.
Click New to create a new rule.

Set Source to Director.

Set Destination to ANY.

Select the Service any.

Under Action select Access.

Leave the remaining settings unchanged and confirm them with OK.

Finally configure a rule that allows the internal network to use the HTTP, HTTPS and FTP
services.

(
@)
(3
(4)
(
(
(

~

5)
6
7)

~

Go to Firewall -> Policies -> Filter Rules.
Click New to create a new rule.

Under Source select Network Internal.
Set Destination to ANY.

Select the Service Internet Ports.
Under Action select Access.

Leave the remaining settings unchanged and confirm them with OK.

Click Save Configuration and confirm with OK to save the configuration permanently.

9.3 Result

You have now configured the firewall so that the gateway can forward DNS queries to the
Internet and the internal network can access HTTP, HTTPS and FTP services. The admin-
istrator also has access to the gateway and the director can use all internet services. All
other data traffic is prevented by the gateway.



9.4 Checking the configuration

If you enter debug all on the shell for the gateway you can track how the gateway allows
or denies data traffic according to the filter rules.

143:23
128
41
i44:02
£31
i34
134
141
144:43

debug all

DEBUG/ INET:
DEBUG/ INET:
DEBUG/ INET:
DEEUG/ INET:
DEBUG/ INET:
DEBUG/ INET:
DEBUG/ IMET:
DEBUG/ INET:
DEBUG/ IMET:

SIF:
3IF:
SIF:
BIF:
SIF:
SIF:
SIF:
SIF:
SIF:

Aeoept Neczwerk Intern[1000:192.168.0.2:1396] G
Aooept Netzwerk Intern[1000:192.165.0.2:2389] ->
No Rule, Ignore [1000:192.168.0.2:8] -
Accept Administrator[1000:192.168.0.2:2393)] P
Aemept MNeczwerk Intern[1000:192.168.0.50:1396] b

Aooept
Aecept
Accept
Accept

Geschasftsfuehrer [1000:1592,168.0.50:137] -
Geschaefrsfuehrer [1000:192.168.0.50:123]
Geschasftsfuehrer [1000:152.168.0.50:8

Geschaeftsfuehrer [1000:192.165.0.50:1338

->
Tt
-

belP[1:182.1658.0.1:53] dns:17
ANY[10001:66.249,35.99:80] http:f
[10001:62.146.2.103:0] =1

belP [1:192.168.0,1:23] telnet:6

belP [1:192.168.0.1:53] dns:17
ANY[1000:192,168.0.255:137] any:il?
ANV[10001:207.46.252.189:123] any:17
ANY[10001:62.146.2.103:0] any:1l
ANY[1000:192.165.0.255:138] any:17

This debug extract shows that a ping attempt from 192.168.0.2 to the address
62.146.2.103 was rejected. DNS queries or a Telnet connection, for example, from the dir-
ector were allowed.
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Aliases for IP addresses and network address

Description

Address Type

Address / Subnet

Description

Address Type

Address / Subnet

Description

Address Type

Address / Subnet

Description

Address Type

Address / Subnet

Address groups

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

e.g. Administrator

Address / Subnet

e.g.192.168.0.2

with 255.255.255.255

e.g. Director

Address / Subnet

e.g.192.168.0.3

with 255.255.255.255

e.g. be.IP

Address / Subnet

e.g.192.168.0.254

with 255.255.255.255

e.gJ. Network Internal

Address / Subnet

e.g.192.168.0.0

with 255.255.255.0

Description

Selection

Firewall -> Addresses
->Groups -> New

Firewall -> Addresses
->Groups -> New

€.9. Administra-
tion be.IP

e.g. Administrator and
Director



9 Security - Stateful Inspection Firewall (SIF)

Service Sets

bintec elmeg GmbH

Description

Members

Description

Members

Filter Rules

Firewall -> Services
->Groups -> New

Firewall -> Services
->Groups -> New

Firewall -> Services
->Groups -> New

Firewall -> Services
->Groups -> New

e.g. Internet Ports

e.g. http, http (SSL) and
ftp

€.g. Administration
Ports

e.g. httpand telnet

Source Location

Destination

Service

Action

Source Location

Destination

Service

Action

Source Location

Destination

Service

Action

Source Location

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter

Administration be.IP

be.IP

Administration Ports

Access

LOCAL

ANY

dns

Access

Network Internal

be.IP

dns

Access

ANY
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Destination

Service

Action

Source Location

Destination

Service

Action

Source Location

Destination

Service

Action

Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

be.IP

any

Deny

Director

ANY

any

Access

Network Internal

ANY

Internet Ports

Access



Chapter 10 Security - VPN connection via a
SMS PASSCODE server

10.1 Introduction

This workshop describes the VPN IPSec Client connection of the bintec Secure IPSec Cli-
ens to a bintec VPN gateway using an additional one-time password authentication. This is
notified to the user when the connection is being set up in the form of a SMS (IPSec one-
time password). The users and their mobile telephone numbers are managed in Active Dir-
ectory on Windows Server 2008, and a bintec VPN gateway (e.g. bintec be.IP) is used for
VPN IPSec authentication purposes. The one-time password software of SMS PASSCODE
accesses the Active Directory in order to send the one-time passwords by SMS and au-
thenticates the user by using the RADIUS server (NPS) integrated in Windows Server
2008.

The GUI (Graphical User Interface) is used here for configuring the bintec VPN gateway.

LAN bintec Secure
IF’SBC Client

Windows
== 2008 Server - 976 passggde
RADIUS-Server AR iz
(NPS)

- Handy/Smartphone

Fig. 166: Example scenario

Requirements
* A bintec VPN gateway (e.g. bintec be.IP Version 10.1.1) which is accessible on the In-
ternet via its IP address or via DNS

* A Windows Server (e.g. Windows Server 2008 R2) with installed Active Directory role
and available Network Policy Server (NPS/RADIUS server)

¢ One-time password software of SMS PASSCODE Version 6 with compatible GSM mo-
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dem/SIM card (for more information see http://www.smspasscode.com)

¢ At least one bintec Secure IPSec Client

10.2 Configuration

10.2.1 Information during installation and configuration of the
SMS PASSCODE server

This section of the workshop provides some information regarding the installation and con-
figuration of the SMS PASSCODE server. The SMS PASSCODE Administration Manual
should be consulted first of all. The individual installation steps and configuration of the RA-
DIUS server are both explained in great detail in this document (see ht-
tp:/lwww.smspasscode.com).

10.2.2 Preparation for installing the SMS PASSCODE server

A RADIUS server (Windows Server 2003/2008 component) must be installed prior to in-
stalling the SMS PASSCODE server. For Windows Server 2008, as used in this example,
the RADIUS server is installed by adding the NPS role or the Network Policy Server
(Windows Server 2008 (R2)).

Prior to installing the SMS PASSCODE software, a GSM modem must be connected to the
Windows Server in order to send SMS messages. SMS PASSCODE supports GSM mo-
dems by Cinterion (previously Siemens), such as the MC35i, MC52i, MC55i, TC65 or
MC75 models.

A SIM card is required for the GSM modem in order to send SMS messages.

10.2.3 Installation of SMS PASSCODE server

When you actually install the SMS PASSCODE server software, the Simple Installation
chapter in the SMS PASSCODE Administration Manual should be used as reference.
Simple installation involves all components being installed on a single server.

The serial COM interface of the GSM modem must be selected in the Installation Wizard.
The SIM card PIN can also be entered in this dialog box.

The authentication types must be selected in a subsequent step of the Installation Wizard.

In order to be able to connect the bintec VPN gateway at a later point, RADIUS client
protection must be selected in this scenario.


http://www.smspasscode.com
http://www.smspasscode.com
http://www.smspasscode.com

f S PASSCOI 5P1 - InstallShield Wizard x|

gTB|passcode

™| Citriz ¥Web Interface protection

¥ RADIUS dlient protection

I” | 154/TMG Web Site protection
[~ 1IS Web Site protection

[~ windows Logon protection

I” | Cloud &pplication protection

I”| CAG Advanced Edition protection

Instal|shield

(| ELERERE

< Back Next > |

Fig. 167: SMS PASSCODE

10.2.4 Configuration of Web Administration Tool

Configuration using the Web Administration Tool may commence following the successful
installation of the SMS PASSCODE server. SMS PASSCODE offers separate user admin-
istration or access to the Microsoft Windows Server Active Directory. In this scenario, the
users should use the Active Directory which is added to a separate user group for this
purpose, e.g. SMS Passcode Users. Please note that a mobile telephone number must be
stored for each user.

AD Integration is enabled in the Settings -> General menu in order for the SMS
PASSCODE server to access the SMS Passcode Users user group of the Active Direct-
ory.

Settings > General ‘

Maintain General Settings

Default prefix for mobile +| 49 1-999
numbers L !

Enable AD Integration? " Disabled
% Enabled (single domain mode)
" Enabled (multi domain mode)

Globalization options E-mail:
F.n. for =sunnortinn mohile infrastruchires such as

Fig. 168: Settings -> General
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Other settings can then be made in the Policies -> User Integration Policies menu in or-
der to access the Active Directory users.

Tf this option is checked, only collect users having & mobile
. User intesgration Policies. Q) =3 nAumbar.

Spacify whether usar has to have an s-mail.

-

T mi Spacify how often to perform s synchronization. The entry
. D st be in the intervsl: [5-1440]. Defeult: 5.

€ Global Catalog (port 3268) Ratriava usars from AD using LDAR or Global Catalog?

& LDAP (port 389)

1f necessary: Specfy host name or [P address of a Domain
Server name | Controller, or specify Domain name,

(Optional) (this is narmally not necessarny if the database service runs
on a domain mambar servar)

Login: (specfied) 1f necassary: Specify login and password for AD server
wthantication.
Password: i this iz not necessary, if the database service account has

Verify password: D reed access)

Test AD authentication

Spacify name of AD group (security or distribution group)
Group Name SHE PASSCODE Users containing SMS PASSCODE users (empty = use default

igroup)
The default group is "SMS PASSCODE Users'.

Group search Optionals Specify base DH to use when searching for AD

base DN [ graug .
(Optional) {empty = seach fram rock demain naming conbaxt)

' Use systam default Specify, which international mobile number prefix =hqq|d be
P in front of all mobile phone numbers with
Default Prefix @ poc0 prefix: +|T :i:ﬁfjl plfﬁ&t of all mobile phone numbers ot 2 |

Spacify the sttribute contsining the user's mobile number
{ampty = use default).
mobile Tha default attribute is "mobila’.
Enter 3 comma separated list of attributes to search
multiple sttributes in prioritized order.

I | .
User Group Default User Group Policy = Select the User Group Policy to be assigned to the users

aptional (Advanced): Transform mobile numbars by

Mobile number search pattern applying the search pattern [regular expression] to each
mabile number and replacing the first seanch pattern match

with the replacement strin,
Mobile number replacement pattern - =l

Fig. 169: Policies -> User Integration Policies
(1) Enable the Mobile number required option.

(2) Define the Access Data for the Active Directory and the User Group of SMS
PASSCODE users.
A more precise description of the Active Directory integration of the SMS
PASSCODE server can be found in the SMS PASSCODE Administration Manual.



10.2.5 Configuration of RADIUS server to connect the VPN
gateway

The bintec VPN gateway is connected by using the RADIUS server which is already in-
stalled (NPS server role in Windows Server 2008). A RADIUS client (= bintec VPN gate-
way) is connected to the RADIUS server by using the Microsoft Management Console:

¢ Internet Authentication Service (IAS) must be used for Windows Server 2003.

* The Microsoft Management Console is used for Network Policy Server (NPS) when us-
ing Windows Server 2008.

e 2w BE I
(Local) IUS Clients

7 RADIUS Cients 3 RADIUS chents cify th network.

Name 1P Address_ Device Manufacturer | NAP- Status.
S5MS-PasscodeGW 17216105141 RADIUS Standard Mo Enabled

SHS-Passcode-GW Properties

Settngs | Advanced |
[ Enable this RADIUS client

™| Select an existing template

Address (IP or DNS):

[z 605181 Verdy... I
[~ Shared
Select an

= ' =

To manualy type a shared secret, click Manual. To sutomatically generate a shared
secret, cick Generate. Yo RADIUS client
secret entered here. Shared secrets are case sensitive.

& Manual € Generate

“ |2 ok | Cacd | iol |H—

Fig. 170: Network Policy Server (NPS)
(1) Activate the Enable this RADIUS client option.

(2) Enter a description of the bintec VPN gateway under Friendly name, e.g. SMS
Passcode-GW.

(3) Enter the IP Address or Host Name of the bintec VPN gateway, e.g.
172.16.105.141.

(4) Enter a Password for the RADIUS communication with the VPN gateway, e.g. su-

persecret.

(5) Press OK to confirm your entries.
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10.2.6 Configuration of the VPN gateway

In this scenario as regards the VPN configuration on the bintec gateway, an IPSec peer
configuration entry is created which allows the simultaneous connection of multiple clients
(IPSec Multi-User). Following the IPSec pre-shared key authentication, the one-time au-
thentication between the bintec VPN client and the SMS PASSCODE server is completed

via the RADIUS server.

In order to connect the RADUIS server to the bintec VPN gateway, go to the following
menu:

(1) Go to System Management -> Remote Authentication -> RADIUS ->New.
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Basic Parameters

Authentication Type | XAUTH v

Server I[P Address
172.16.105.131

RADIUS Secret

LTI Y

Default User Password

Priority D
Entry active @@ cnabled
Group Description Default Group 0 v

Fig. 171: System Management->Remote Authentication->RADIUS->New

Proceed as follows:

(1) Select Authentication Type xAUTH in order to enable authentication via the Windows
Server.

(2) Enter theServer IP Address, e.g. 172.16.105.131, to communicate with the Mi-
crosoft RADIUS server.

(3) Enter the shared password used for communication between the RADIUS server and
your device, €.9. supersecret.

(4) Press OK to confirm your entries.

An address pool must be created in order to assign an IP pool to the VPN profile of the
Multi-User IPSec peer.

(1) Goto VPN -> IPSec -> IP Pools -> Add .
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Basic Parameters

IP Pool Name

IPSec-Pool

IP Address Rangs
10.10.10.1 - 101010100

DIMNS Server

Primary

Secondary

Fig. 172: VPN -> IPSec -> IP Pools -> Add

Proceed as follows:
(1) Enter the name of the IP pool for IP Pool Name, e.g. TPSec-Pool.

(2) For IP Pool Range, enter the first IP address of the address pool in the first field, e.g.
10.10.10.1.

(3) Enter the last IP address of the address pool in the second field, e.g. 10.10.10.100.
(4) Click Add.

A profile must then be created in order to be able to refer to the RADIUS server.

Go to VPN -> IPSec -> XAUTH Profiles -> New.
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10 Security - VPN connection via a SMS PASSCODE bintec elmeg GmbH
server

Basic Parameters

Description

SMS-Passcode

Role Server v
Mode RADIUS v
RADIUS Server Group ID STR_defaultGroupD ¥

Fig. 1773: VPN -> IPSec -> XAUTH Profiles-> New

Proceed as follows in order to set up a profile:

(1) Enter a Description for this XAuth profile, e.g. SMS Passcode.

(2) Select the Role of the gateway for the XAuth authentication; in this instance, Server.
(3) Under Mode select RADTUS . Authentication is carried out via the RADIUS server.
(4) Confirm with OK.

Now the actual IPSec Peer is created.
(1) Goto VPN -> IPSec -> IPSec Peers -> New.

PraneReE e

Administrative Status @ up O Down Security Policy O Untrusted @ Trusted

Description 1Pv4 Address Assignment IKE Config Mode Server ¥
SMS-Passcode-User

Config Mode @ Pull O Push
Peer Address IP Version [ IPv4 Preferred v
signment Pool IPSec-Pool v
l 3 D EaoN ¥ Local IPv4 Address
Peer ID Fully Qualified Domain Name (FQDN) 172 16.105 141
Internet Key Exchange IKEVI ¥
eshared K
1P Version of the tunneled Networks IPv4 i3

Fig. 174: VPN -> IPSec -> IPSec Peers -> New

Proceed as follows:
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(1) Enter a Description of the peer which identifies it, e.9. SMS Passcode User.

(2) In this scenario, no IPSec peer ID is saved in order to enable the Multi-User IPSec
connections.

(3) Under Preshared Key enter the password agreed with the peer, e.g. supersecret.

(4) For IP Address Assignment, select the configuration mode of the interface; in this in-
stance, Server In IKE Configuration Mode.

(5) Select a configured IP Assignment Pool, e.g. TPSec Pool.

(6) Enter the LAN IP address of the VPN gateway under Local IP Address, e.g.
172.16.105.141.

(7) Click Advanced Settings.

(8) If selecting None (Use Standard Profile),the profile indicated as standard in
Phase 1 Profile/Phase 2 Profile is used.

(9) Select the XAUTH Profile that has already been configured, e.g. SMS Passcode.

(10) For Number of Admitted Connections, setitto Multiple Users in order to en-
able IPSec Multi-User mode.

(11) Leave the remaining settings unchanged and confirm them with OK.

10.2.7 Configuration of bintec Secure IPSec Client

The bintec Secure IPSec Clients is called up via Start -> Program -> bintec Secure
IPSec Client -> Secure Client Monitor. The bintec Secure IPSec Clients is configured
using the Wizard. The New Profile Wizard starts automatically upon first launch of the
bintec Secure IPSec Clients. Select Company Network Connection over IPSec.

Assistent fiir neues Profil @

Verbindungstyp ( bintec elmeg

‘Wie sall die Verbindung zur Gegenstelle hergestellt TG
werden?

(%) Verhindung zum Firmennetz iiber IPSec

Erstellt eine Yerbindung zum Fimmennetzwerk Liber ein vituelles privates Metzwerk [VPMN].
abgesichert Lber IPSec.

O Yerbind mit dem | et h
Erstellt gine Werbindung zum Intermet ohne weitere Parameter fiir ein virluelles privates
Metzwerk [VPM].

Fig. 175: Connection Type



Enter a name for the profile, e.9. Head Office.

Assistent neues Profil

Name des Profils
Gieben Sie hier einen unverwechselbaren Mamen fiir M?JN%E,F&TE%
das Profil gin.

Der Mame des Profilz darf jedes alphanumerizche und numerische Zeichen beinhalten
und, Leerzeichen eingerechnet, bis zu 39 Zeichen lang sein.

ﬁ Profil-N ame:
|Zentrale

[ < Zuiiick “ wieiter » i [ébblechenJ

Fig. 176: Profile Name

In the next step of the Wizard, you must select a Connection Medium over which to set up
a connection to the Internet. In our example, the LAN (over IP) selection is used as the
VPN client establishes no direct Internet access but uses an Internet access router.

Assistent fiir neues Profil

VYerbindungsmedium
Auswahl des Mediums, Uiber das die Yerbindung ?JPFE:EJE]"TE“
hergestellt werden zall

W ahlen Sie das Medium, Uber das die Verbindung hergestellt werden sall. Das
Werbindungsmedium wird fiir jedes Profil eigens eingestellt, varausgesetzt Sie haben die
entsprechende Hardware angeschlossen und in lhiem System installiert.

Soll z. B. das Internet Uber Modem genutzt werden, stellen Sie unter Werbindungsmedium
"Modem” ein und wahlen anschliefend daz gewiinzchte Modem aus.

“Werbindungsmediunm; ISDM

o
=}
=
>

=1
\D5L [PPF’UE]
#DSL [AYM-PPP aver CARI)
GPRS / LIMTS
WLAN

autornatische Medienekennung

[

[ < Zuriick “ Wwieiter » i [thlechen

Fig. 177: Connection Medium

Under the option Gateway (Tunnel Endpoint) the address at which the VPN gateway is
accessible over the Internet is saved. Enable the option Advanced Authentication
(XAUTH).
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@ Note

The Windows Active Directory logon data of the respective user can be stored for
XAUTH User Name and Password.

Assistent fiir neues Profil

VPN Gateway-Parameter } H
Zu welchem Tunnel-Endpunkt soll die Verbindung Mblﬂtﬁ‘t E]]TIEg

Tebdel i vty
aufgebaut werden?

Geben Sie an dieser Stele den Mamen [z.B. vpnaerver. musterfima, de] oder die offizielle
|P-Adresse (2.B. 212.10.17.29] an, Uber die das WYPN-Gateway eneichbar ist.

Bei enweiterter Authentizierung (AU TH] kann der Benutzermname und das Passwort fur die
Authentisierung angegeben werden. ‘Werden keine Authentisierungsdaten angegeben, werden
diese beim erbindungzaufbau abgefragt.

o Gateway [Tunnel-Endpunkt]:

| rpnoateway. bintec-elmeg.com ‘
Enweiterte Authentizienng [ALUTH]

@ Benutzemame:
| mustermann ‘
Paszswart: Passwart [Wiederhalung):

[ < Zuriick “ Weiter » J [thlechen}

Fig. 178: VPN gateway parameters

Next, Aggressive Mode is used as Exchange Mode because the bintec be.IP router

and the bintec Secure IPSec Client are assigned dynamic IP addresses by the provider.
Set PFS Group to DH Group 2 (1024 Bit), for example. The option Use IP Com-

pressionis not employed in this configuration.

Assistent fiir neues Profil

IPS ec-Konfiguration ( bmte{ e]meg

K.onfiguration der grundlegenden Farameter fur |PSec Teldt Senp v

Hier kinnen sie grundlegende Parameter fiir IPSec angeben. Fiir die Richtlinen der
IPSec-Yerhandlung wird die Einstellung "Automatizcher Modus" verwendet.

Sollen bestirmte [KE / IPSec-Richtlinen vensendet werden, miiszen diese anschliefend in den
Piofil Einstellungen definiert und zugewiesen werden,

Austausch-Modus:

| Agoressive Mode v

PFS-Gruppe:

[[] Benutze IP-K ompression

[ < Zuriick “ Weiter » J [belechen}

Fig. 179: IPSec Configuration

rkshops (Excerpt)



In the next step of the Wizard, the Preshared Key saved in the VPN gateway and the
IPSec ID of the VPN client are saved.

The selection in the Type field must be such that it is suitable for the actual IPSec ID (e.g.
Fully Qualified Username when using an ID in the form of an e-mail address).

Assistent fiir neues Profil

IPSec-Konfiguration - Pre-shared Key binm elm

Gemeinzamer Schliiszel fir die IPSec Telst G p Canpiny,

Werden fiir die Authentisierung keine Zertifik ate verwendet, wird fiir die Datenverschliizzelung
ein gemeinzamer 5 chlussel benttigt, der auf beiden Seiten (VPN Client und VPN Gateveay]
hinterlegt sein muss.

Fiir die IKE 1D muzs je nach ausgewahitem IKE 1D-Typ der zugeharige String eingetragen
werden.

% Pre-shared Key
Shared Secret: Shared Secret [Wiederholung):

Lakale Identitat

Tvpe: | Fully Qualiied Usermname ~ ‘

10: |c|ient1@ bintec-glmeg.com ‘

[ < Zuiiick “ wieiter » I [ébblechenJ

Fig. 180: Preshared Key

In this example, a dynamic VPN IP address is assigned to the VPN IPSec client. For this,

the option Use IKE Config Mode must be selected.

Assistent fiir neues Profil

IPSec-Konfiguration - IP-Adressen X binm elmeg

Welche IP-Adressen sollen verwendet werden? Tl v

Geben Sie hier die IP-Adresze an, welche dem Client zugewiesen werden soll. Soll die
|P-Adresse dynamisch durch die Gegenstelle zugewiesen werden, muss die Option "IKE Config
Made verwenden'" gewshlt werden.

Deswelteren kann eine |P-Adresse fr den DMS- baw. WINS-Server angegeben werden.

L

|P-&dresse:

[n000 \
(D DMS /WM Server
E? LMS Server WINS Server

[n.000 | [oooo |

[ < Zuriick “ weiter » J [belechenJ

Fig. 181: IKE Config Mode

In the final step, the Firewall of the bintec Secure IPSec Clients is configured. If the client
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is directly connected to the Internet, the firewall should be enabled.

Assistent fiir neues Profil

Firewall-Einstellungen X H
‘Welche Einstellungen sollen fiir die Firewall verwendst ?JEE}F}PJE%
werden’?

Aklivieren Sie hier die gewiinschte Firewal-Option. |st Stateful Inspection aktiviert, werden keine
Pakete von anderen Haosts akzeptiert. Zusatzlich kann MetBios over IP deakliviert werden.

' Firewall
Auzschlieblich Kormmurik.ation im Tounnel
[¥] HetBIOS iiber IP

[ < Zuriick ”. Fertigstellen ] [ Abbrechen

Fig. 182: Firewall

10.3 Testing of VPN connection/debug messages
from the VPN gateway

When establishing a connection, the bintec Secure IPSec Clients is authenticated using
the Preshared Key. A dual user/password request is then made which is authenticated via
the Windows and SMS PASSCODE servers. First of all, the login takes place here using
the respective Windows Active Directory user and password details, whereby the SMS
PASSCODE server can be assigned to a user and his/her mobile number. A one-time
password is then sent via SMS. After entering the password received via SMS, the VPN
tunnel is then fully established.
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Verbindung Kenfiguration Log Ansicht Hilfe

PBrafil: Werhindung:
[sms -

Tipp des Tages: Wie kann ich fur i
verschiedene VPN-Verbindungen jeweils |
eigene Zertifikate verwenden?

Statistik:

Verbindungszet:  00:00:40 | Timeout (sec): 0
Daten (Tx) in Byte: 0 Richtung: out
Daten (Rx) in Byte: 0 Verbindungsart: LAN
Durchsatz (kB/s): 0,000 Verschlisselung:

Enter PASSCODE

..... |

[ Ok ] ’ Abbrechen ]

Fig. 183: Secure IP Sec Client

Debug messages from the VPN gateway when establishing a

connection
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Pl: peer 0 () sa 3 172, 16 105.141 <- ip 172.16.105,130

Pl: peer 0 () sa 3 iD: L16.105.130:10952 (Mo Id) s ‘daBeQ}?ESOOlOOOO

Pl: peer O () sa 3 ID: 172.16.105.130:10952 (Mo Id) 1s 'draft-ijetf-ipsra-isakmp-xauth-08'

Pl: peer 0 () sa 3 ID: 172.16.105.130:10952 (Mo Id) is 'draft-ietf-ipsec-nat-t-ike-03'

Pl: peer 0 () sa 3 ID: 172.16.105.130:10952 (Mo Id) s 'draft tf-ipsec-nat-t-ike-02'

Pl: peer O () sa 3 Ip: 172.16.105.130:10852 (Mo Id) s ‘drafr-ierf-ipsec-nat-t-ike-00

PL: peer O () sa 3 (| ID: 172.16.105.130:10952 (Mo Id) s '43131c81070358455¢c5728F208954 521"

Pl: peer 0 () sa 3 ID: 172.16.105.130:10952 (Mo Id) is 'Dead Peer Detection (DPD, RFC 3706)"

Pl: peer O () sa 3 Ip: 172.16.105.130:10952 (Mo Id) is ‘cbledaabﬁd&sz69bb411b61a07bc9e07

Pl: peer 0 () sa 3 ID: 172.16.105.130:10952 (Mo Id) ‘\s 'célbacalf1af0ccl0800000000000000"

Pl: peer 0 () sa 3 ( ID: 172.16.105.130:10952 (No Id) s '4048b7dS6ehceBB8s25erder7fo0deéc2d3c0000000"
Pl: peer 0 () sa 3 'H Ip; 172.16.105.130:10852 (Mo Id) TS '12f5F28c4 57168a%702d9fe274cc0100’

Pl: peer 1 (SMS-userl) sa 3 (R): identified ip 172.16.105.141 <- ip 172.16.105.130

PLl: peer 1 (smMS-userl) sa 3 (R): notify id fgdnlany:0, [0..5]=rt3002) <- jd usréf dn(any 0, [0..15] =mustermanné@teldat.de J:

Initial contact notification proto 1 spidle) = [baaeafeb b0d5e4e3 : defl24bb fazzfebc

Dynamic Client: created Child Peer SMS-userl-2 (30002) IF 172.16.105.130 ID mustermann@ bintec-elmeg.com for Parent sSMsS-userl (17
Pl: peer 30002 (SMS-userl-2) sa 3 (R): ddentified ip 172.16.105.141 <- ip 172.16.105.130

Pl: peer 30002 (SMS-userl-2) s (R): done id fodnCany:0, [0..5]=rt3002) <- id usr&fgdnCany:0, [0..15]=mustermann@teldat.de
AG[baBasTeh bodsedes : dcf124bb Fazzfébc

XAUTH: peer 30002 (sMs-userl-2) sa 3 (ID: reguest client for extended authentication

HAUTH: peer 30002 (sMs-userl-2) sa 3 (I): reply for extended authentication received

RADIUS: reguested user mustermann

XAUTH: peer 30002 (sMs-userl-2) sa 3 (ID: reguest client for extended authentication

CFG: peer 30002 (sMs-userl-2) sa 3 (RJ: request for ip address received

CFG: pear 30002 (SMS-userl-2) sa 3 (R): ip address 100.100.100.2 assigned

P2: peer 30002 (smMs-userl-2) traf O bundle 3 (R): created 0.0.0.0/0:07 < any > 100.100.100.2/32:0 rekeyed 0

P2: peer 30002 (sms-userl-2) traf 0 hundle 3 (R): sa 5 established esp[5e154fc4] in[0] mode tunnel enc aes-che (128 bit)
auth md5s {128 bit)

P2: peer 30002 (SMS userl-2) traf 0 hundle 3 (R): sa 6 estahlished ESP[8hb23d731] out[0] mMmode tunnel enc aes-che (128 hbit)
auth mds €128 hit)

Activate Bundle 3 (Peer 30002 Traffic -1)

P2: peer 30002 (sms-userl-2) traf O bundle 3 (R): established (172.16.105.141<->172.16.105.130) with 2 sas 1ife 28800 sec/0
Kb rekey 25920 sec/0 Kb Hh none PMTU

PLl: peer 30002 (SMS-userl-2) sa 3 (R): DPD: received request segquenca 2079799787

Pl: peer 30002 (SMS-userl-2) sa 3 (R): DPD: Sent response sequence 2079799787

¥AUTH: peer 30002 (SMS-userl-2) sa 3 (ID: reply for extended authentication received

RADIUS: reguested user mustermann

XAUTH: peer 30002 (sms-userl-2) sa 3 (I): reply for extended authentication received

XAUTH: peer 30002 (SMS-userl-2) sa 3 (I): extended authentication fnr user mu-mmmn succeeded

P2: peer 30002 (sMS-userl-2) traf O bundle 4 (R): created 0.0.0.0/0: > 100.100.100.2/32:0 rekayed 3

P2: peer 30002 (sms-userl-2) traf O hundle 4 (R): sa 7 established ESP[3b8C19bC] in[0] mode tunnel enc aes-che (128 bit)
auth mds {128 bit)

P2: peer 30002 (SMS-userl-2) traf O bundle 4 (R): sa 8 established EsP[ddc2fleb] out[0] mode tunnel enc aes-chc (128 hit)
auth mds 128 hit)

Activate Bundle 4 (Peer 30002 Traffic -1)

P2: peer 30002 (SMS-userl-2) traf O bundle 4 (R): established (172.16.105.141<-»172.16.105.130) with 2 sas 1ife 28800 sec/0
kb rekey 25820 sec/0 kb Hb none PMTU
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10.4 Overview of Configuration Steps

Installation of SMS PASSCODE server

RADIUS client pro- SMS PASSCODE -> Install Shield Wiz-

tection ard
Configuration of Web Administration Tool
Field Menu

Enable AD Integra- Settings -> General
tion

Mobile number re- Policies -> User Integration Policies

quired
AD Credentials

Group Name

Policies -> User Integration Policies

Policies -> User Integration Policies

Configuration of RADIUS server

Field Menu
Enable this RADI- Network Policy Server -> RADIUS Cli-
US client ents

Friendy name
ents

Address (IP or
DNS)

Shared secret

ents

ents
Configuration of the VPN gateway

Field Menu

System Management -> Remote Au-
thentication -> RADIUS -> New

Authentication

Type

Server IP Address System Management -> Remote Au-
thentication -> RADIUS -> New

RADIUS Password System Management -> Remote Au-
thentication -> RADIUS -> New

Create IP Address Pool

IP Pool Name VPN -> IPSec -> IP Pools -> Add

Network Policy Server -> RADIUS Cli-

Network Policy Server -> RADIUS Cli-

Network Policy Server -> RADIUS Cli-

bintec elmeg GmbH

Value

Enabled

Value

Enabled (single
domain mode)
Enabled
Login/Password

€.0. SMS PASSCODE

Users

Value

Enabled

€.0. SMA Passcode GW

eg.172.16.105.141

€. 0. supersecret

Value

XAUTH

eg.172.16.105.131

€. 0. supersecret

Value

€.g. IPSec Pool
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IP Pool Range VPN -> IPSec -> IP Pools -> Add eg.10.10.10.1 -
10.10.10.100

Create XAUTH Profile

Field Menu Value

Description VPN -> IPSec -> XAUTH Profiles -> e.g. SMS Passcode
New

Role VPN -> IPSec -> XAUTH Profiles -> Server
New

Mode VPN -> IPSec -> XAUTH Profiles -> RADIUS
New

Configure IPSec Peers

Field Menu Value

Description VPN -> IPSec -> IPSec Peers -> New e.g. SMS Passcode
Users

Preshared Key VPN -> IPSec -> IPSec Peers -> New €. Q. supersecret

IP Address Assign- VPN -> IPSec -> IPSec Peers -> New Server In IKE Con-

ment figuration Mode

IP Assignment VPN -> IPSec -> IPSec Peers -> New IPSec Pool

Pool

Local IP Address VPN -> IPSec -> IPSec Peers -> New e.g.172.16.105.141

Phase 1 Profile VPN -> IPSec -> IPSec Peers -> New -> None (use Default
Advanced Settings Profile)

Phase 2 Profile VPN -> IPSec -> IPSec Peers -> New -> None (use Default
Advanced Settings Profile)

XAUTH Profile VPN -> IPSec -> IPSec Peers -> New -> SMS Passcode

Advanced Settings

Number of Admit- VPN -> IPSec -> IPSec Peers -> New -> Several users
ted Connections Advanced Settings

Configuration of bintec Secure IPSec Client

Connection Type  Wizard for new profile Connection to com-
pany network via
IPSec

Profile Name Wizard for new profile Head Office

Connection Medi- Wizard for new profile LAN (over IP)

um
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bintec elmeg GmbH

Gateway (Tunnel
Endpoint)

Advanced authen-
tication (XAUTH)

Login name
Password
Exchange Mode
PFS Group
Shared secret

Shared Secret
(Retry)

Type

ID

IP address assign-
ment

Stateful Inspection
NetBIOS over IP

Wizard for new profile

Wizard for new profile

Wizard for new profile
Wizard for new profile
Wizard for new profile
Wizard for new profile
Wizard for new profile

Wizard for new profile

Wizard for new profile

Wizard for new profile

Wizard for new profile

Wizard for new profile

Wizard for new profile

€.0. vpngate-
way.bintec-elmeg.c

om

Enabled

€.0. mustermann

€. 0. supersecret
Aggressive Mode

DH Group 2 (1024 Bit)
e.g. bintec elmeg

€.0. bintec elmeg

e.g. Fully Qualified
Username

e.g.cli-
entl@bintec-elmeg.
com

Use IKE Config
Mode

off
Enabled
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