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Chapter 1 Telephony - Offsite extension
without VPN IPSec

1.1 Introduction

The following chapters describe how to configure an offsite extension. This allows home of-
fice staff to connect to the central PABX.

You can set up an offsite extension as a VolP extension (e.g. an elmeg IP-290) in an el-
meg ICT system with a VolP-VPN gateway using a dynDNS account for the SIP registrar.
This assumes that a configured router with internet access is available.

Software version

Testing has occurred with the following software version:

* elmeg ICT system with Firmware Version 7.30
* VoIP-VPN Gateway module with Firmware Version 7.30

* WinTools elmeg ICT system with Version 7.30 Build 6

1.2 Configuration

1.2.1 Enabling Dynamic DNS

The data for the DynDNS account over which the VolP-VPN Gateway can be accessed
must be entered before a Dynamic DNS can be used.

For this, go to the following menu:

(1) Go to Configuration -> Network -> Dynamic DNS
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< New - elmeg Professional Configurator - ICT

File _Difta exchange  Display *

0O & ¥

New Open — Save | Re

B
d 7 Sen

d | Delete  Help

Corfiguration
=1 elmeg ICT W activate Dynamic DNS

§ PABX type | Moduie configuration —Parameter for dynamic DNS
# Configuration of S0/Up0/S2M(ISDN30)

] g Locations I dyndns LI

" External numbers Hyios s

& Internal subscriber
ﬁ; Team configuration
Call distribution
% Extended call distribution
ﬂ Door terminalfAlarm call/Switching order Password: I =
-9 Calendar
[+ Dial ranges Password confirmation:
B % Changeable access numbers
ZZ Hotline (Direct calls)
. serial interfaces
@ Internal CF Enter the data for your Dynamic DNS provider here,
@ External CF ~Host name {e.g.: my-homepage.dyndns.org)
ﬂ DT adapter ~User name
) Call data (SMOR) on e
!,T‘ Hotel ‘You define the data hostname, username and password yourself when you register with
11y X.31 (D-channel) your DynDNS-provider.
i p General
=D Remote access
=+ Metwork
* B Router / LAN
*. Address assignment

Host name: I dyn.DNS.org

User name: I FEC

I P

Wildeard log-on r

. VP (IPSec)
== Dial-up into the LAN (RAS)
" General
=D Configuration access
é Distinctive ringing (a/b)
! Audio Applications
Data exchange

Status

System telephones
WIN-Tool Launcher
Web-Interface

Ready 10.11.2008 |15:30:44 [ [NUM 4

Fig. 2: Configuration -> Network -> Dynamic DNS

Relevant fields in the Parameters for Dynamic DNS menu
Enabling Dynamic DNS  Enable the entry.
DynDNS Provider Select your DynDNS provider.

Hostname Enter the complete name of the host over which the VolP-VPN
Gateway module can be accessed. You will have specified this
data when registering with your provider.

User Name Enter your user name.

Password Enter your password.
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1 Telephony - Offsite extension without VPN IPSec

1.2.2 Creating VoIP extensions

&1 Note

You should never change the pre-defined "guest" entry as VoIP extension, otherwise
you will not be able to register. Always create a new VoIP extension.

Go to the following menu to create a new VoIP extension:

(1) Go to Configuration -> Internal Extension ->New -> Extension Type VolP-VPN

Internal subscriber : Base 50-1 Subscr.-01

MNumbers | Line Access ] Features ] Commurication Costs ] Switching functions ]
Select your intemal telephone number here. For extemal calls the telephone number presented to the extemal calling partner can be
selected.
Intemal number Pick up
Intemal number 20 hd Pick up group 0o
Subscriber's name (12 characters) COutgoing number
Mame |EL‘ Cutside line QOutgoing number
: Basze 50-2
0
Log-in name 20 Base 503
Basze 504
Pemit corfiguration v
PIN
Confirmation
Line access digit assigned trunk groups
i -
Pemit trunk group selection
:| Trunk group number ok/nao
:l Trunk Group 0 r
Trunk Group 1 r
Trunk Group 2 r
oK | Cancel

Fig. 3: Configuration -> Internal Extension ->New -> Extension Type VolP-VPN

Relevant fields in the Subscriber Number menu

Field Meaning

Internal Number Enter the internal number.



1 Telephony - Offsite extension without VPN IPSec bintec elmeg GmbH

Extension Name Enter the name of the extension.

Login Name The login name must always correspond to the Internal Num-
ber.

PIN The PIN is required as a password to log in to the offsite exten-
sion.

Go to the following menu so that registration can be carried out over all interfaces (Global):
(1) Go to Configuration -> Internal Extension -> Internal Extension -> VolP-VPN Set-
tings

Internal subscriber : Module-1 VolP-VPN-1 Subscr.-01

Numbers ] Line Access ] Features ] Communication Costs ] Switching functions Vo lP-VPN-settings

Please enter your VolP-settings here.

Log-on authorization

" no location
" all locations incl. LAN

{* unrestricted

™ selected location J

(3.726 Codec setting

" 1366
f« RFC3551/ X420

OK | Cancel |

Fig. 4: Configuration -> Internal Extension -> Internal Extension -> VolP-VPN Settings

Relevant fields in the VolP-VPN Settings menu

Login authorisation Set Login Authorisation to Unlimited.



1.2.3 Setting for the offsite extension with a elmeg IP-290.
You can configure elmeg IP-290 conveniently via the Web browser.

To access the configuration interface enter the IP address elmeg IP-290 in your Web
browser.

elmeg IP-290 is connected to a router on the LAN and logs in to the VolP-VPN
Gatewaymodule via an internet service provider (ISP) and dynDNS.

For this, go to the following menu:

(1) Goto Set up-> Line 1 -> Login

Configuration Line 1

Operation
i Login SIF  NAT  RTP
Address Book Login Information:
Setup Displayname:
Preferences Aceounts 30
SDEEl.:l Dial Password: ..
Function Keys Registrar: dyn.DNS. org:transport=UDP
Line 1 i
!ne Authentication Username:
Line 2 4
: Mailbox:
Line 3 X = =
; v
Line 4 Ringtorie Ringer1 v
Gnals Custarn Melody URL:
Hinc Display text for idle screen {max. § chars):
Line 7

: : Save
Action URL Settings

Advanced
Trusted Certificates
Software Update
Status
Systermn Information
Log
ZIP Trace
DNS Cache
PCAP Trace
Mernory
Settings
Manual
2000-2006 snormn AG

Fig. 5: Set up-> Line 1 -> Login

Relevant fields in the Login Information menu
Field Meaning
User ID The Internal Number is entered under User ID.

Password Enter the same password as previously entered in the Exten-
sion Name menu in the PIN field.
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Registrar

Under Registrar enter your own dynDNS account with the ex-
tension ;transport=UDP.

Transport=UDP is used to transmit messages and communica-
tion (RTP Packets) explicitly via UDP in both directions.

1.2.4 SIP line settings

Configure the SIP Proxy in the Set up-> Line 1 -> SIP menu.

Configuration

Line 1

Operation

Horme

Address Book
Setup

Preferences

Speed Dial

Function Keys

Ling 2

Line 3

Line 4

Ling 5

Line &

Line 7

Action URL Settings

Advanced

Trusted Certificates

Software Update
Status

Systern Information

Log

SIP Trace

DNS Cache

PCAP Trace

Memory

Settings

2000-2006 snom AG

Loain 1p MA RTP

SIP Line Settings:
[Outbound Proxy:

dyn.DNS. org;transpert=UCP

Music on hold server:

Alert Info URL:

User picture URL:

Music on hold Streaming URL:
Dial-Plan String:

Proxy Require:

Propased Expiry: !1 min ¥
Auto Answer: }:o; ?;f
Long SIP-Contact (RFC3840): * on O off
Suppart broken Registrar: " an © off

Save

Fig. 6: Set up-> Line 1 -> SIP

Relevant fields in the SIP Line Settings menu

Outbound Proxy

Here you enter your own dynDNS account as in the Login
menu in the Registrar field. It is also useful to add the
;transport=UDP extension here.
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1.3 Overview of configuration steps

Enabling Dynamic DNS

Enabling Dynamic DNS Configuration -> Network -

> Dynamic DNS

DynDNS Provider Configuration -> Network -

> Dynamic DNS

Hostname Configuration -> Network -
> Dynamic DNS

User Name Configuration -> Network -
> Dynamic DNS

Password Configuration -> Network -

> Dynamic DNS

Creating VoIP extensions

Enabled

€.g. dyndns

€. g. my—
homepage.dyndns.org

Your user name

Your password

Internal Number Configuration -> Internal
Extension ->New -> Exten-

sion Type VolP-VPN

Configuration -> Internal
Extension ->New -> Exten-
sion Type VolP-VPN

Extension Name

Login Name Configuration -> Internal
Extension ->New -> Exten-
sion Type VolP-VPN

PIN Configuration -> Internal

Extension ->New -> Exten-
sion Type VolP-VPN

VoIP-VPN Settings

e.g. 80

e.g. 80

e.g. 80

e.0. secret

Login authorisation Configuration -> Internal
Extension -> Internal Ex-
tension -> VolP-VPN Set-

tings

Login

Unlimited



Field Menu Value
User ID Set up -> Line 1 -> Login e.g. 80
Password Set up -> Line 1 -> Login e.g. 80
Registrar Set up -> Line 1 -> Login e.g. my-

homepage.dyndns.org;t
ransport=UDP

SIP
Field Menu Value
Outbound Proxy Set up -> Line 1 -> SIP e.g. my-

homepage.dyndns.org;t
ransport=UDP
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Chapter 2 Telephony - ICT with VolP-VPN
module in other LANs

2.1 Introduction

The VolP-VPN Gateway module and the router are connected physically over an LAN-LAN
connection. The following diagrams explain the configuration steps that are required for the
VoIP-VPN Gateway module and the elmeg ICT system. Make sure that the router is con-
figured correctly.

Software version

Testing has occurred with the following software version:

* elmeg ICT system with Firmware Version 7.30 RC 08
* VoIP-VPN Gateway module with Firmware Version 7.30 RC 10
* WinTools elmeg ICT system with Version 7.30 Build 29

2.2 Configuration

2.2.1 Configuring the IP address

The IP addresses for the router have been defined for this example as follows:
Router: 192.168.1.254

DHCP Server: 192.168.1.254

DNS Server: 192.168.1.254

Go to the following menu to configure an IP address:

(1) Go to Configuration -> Network -> Router / LAN
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“ New - elmeg Professional Configurator - ICT

File Dataexchange Display ?

O =

New Open  Save | Read | Se

13

?

" Help

i
a
(=]
il
m

o

Configuration ‘
o % elmea ICT Configure the IP address for your PABX system here, If you are already operating a network and are using IP addresses from a
L elmeg different network, you can utiize your PABX system IP addresses and network mask
 PABN type [ Module configuration adapt correspondingly. Pleass note that IP addresses may only be used one time in the LAM, i.e. the same IP address may not be
# Configuration of S0/Up0/S2M{ISDN30) assigned to several devices,
£ Locations
w0 External numbers PAEX parameters With an active DHCP server ensure that the assigned I address
£ Intemal subscriber does not dash with the DHCP dient address range. In addition, you
3 IP-address: 192 . 168 1 250 must also defined a suffidently wide address range for the local
% Team configuration : H : network using the netwark mask.
Call distribution Metmask: 255 , 255 . 255 . 0
™ Extended call distribution The number of IP addresses that can be used in the LAN is
ﬂ Door terminal/Alarm call fSwitching order bt e e 5 defined in the network mask.
48 calendar Possible values:
+ () Dial ranges FLCT 0 (= 254 host addresses in the LAN)
+-45% Changeable access numbers g‘; E= Gll%shhotﬂ ;gdf&SSE$ inﬂ'vmikﬁl;”
. = 62 host addresses in the
## Huﬂlm.a {Direct calls) nitp Timeserver: 0o .0 ., 0 .0 224 (— 30 host addresees in the LAN), etc.
4 serialinterfaces
@ Internal CF
Time zone: o Hours
4B External CF
ﬂ DT adapter
@ Call data (SMOR) Other parameters
h Hotel Extended
1pta X.31 (D-channel)
. General
=D Remote access
= B Network
C-dRouter fLAN
. Address assignment
B Internet
D¥D Dynamic DNS
Filter

=0 VPN (IPSec)
=0 Dial-up into the LAN (RAS)
% General

=0 Configuration access

ﬁ Distinctive ringing {a/b)

& Audio Applications

$2 Data exchange

Status

System telephones
WIN-Tool Launcher

Web-inteface < I
Ready 13.11.2008 |11:59:21 NUM

Fig. 7: Configuration -> Network -> Router / LAN

Relevant fields in the System Parameters menu

Field Meaning

IP Address Under System Parameters you can change the IP address for
the VolP-VPN Gateway module to the IP address pool of the
router.

Subnet Mask Enter the netmask.

2.2.2 Dynamic assignment of IP addresses

The Dynamic Host Configuration Protocol (DHCP) allows an IP address to be assigned dy-
namically.

Go to the following menu to enable dynamic assignment for IP addresses.

(1) Go to Configuration -> Network -> Address Assignment
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“ New - elmeg Professional Configurator - ICT

File Dataexchange Display ?

0O & H

Mew Open T Save  Read | Send  Delete |

Help

Configuration ‘

Flip elmeg ICT
& PABX type ( Module configuration
#| Configuration of S0/UpQ/S2M(ISDN30)
£ Locations
1 External numbers
& Internal subscriber
€%, Team configuration
Call distribution
2 Extended call distribution
] Door terminal/alarm callfSwitching order
G@ Calendar
+ % Dial ranges
¥ Changeable access numbers
ﬁ Hotline (Direct calls)
7 serialinterfaces
43 Tnternal CF
<3 External CF
I o7 adapter
@ Call data (SMDR)
=y Hotel
iy X.31 (D-channel)
. General
<=2 Remote access
= @ Network
B2 Router /LAN
3 ddress assignment|
g Internet
D¥0 Dynamic DNS
Filter
=0 VPN (IP5ec)
=0 Dial-up into the LAN (RAS)
«p General
=0 Caonfiguration access
& Distinctive ringing (3/b)
5 Audio Applications
¥4 Data exchange

Status

System telephones
WIN-Tool Launcher
Web-Interface

Ready

The DHCP server integrated into the PABX system provides automatic configuration
of the networked clients (PCs) for all parameters required for common Internet
access via the PABX system,

You must reset the IP parameters for the networked dients (PCs) manually when
you de-activate the DHCP server.

Parameter for dynamic allocation of IP-addresses

I DHCP-server active

Start addres: 92 .8 . 1 .0
F) %‘

The next available IP-address is: 192.168.1.70

Number of addresses:

The DMS parameters define whether the system is to be used as the DNS proxy
server, or whether an existing DNS server already present in the LAN is to be
used,
DNS server
" Use pabx als DNS Proxy

* DNS server in the LAN

" no DNS settings

Extended

WINS (Windows Internet Name Service) Server in LAN
WINS server
I™ WINS Server in the LAN

IP-address of the WINS server:

13.11,2008 |12:10:02 UM

Fig. 8: Configuration -> Network -> Address Assignment

Relevant fields in the Address Assignment menu

DHCP server enabled

Start address

Address Number

DNS Server

Disable the entry. If there is no DHCP server in the LAN, the
entry is enabled.

Under Start Address you can define the starting point for the IP
address pool managed by the DHCP server.

The Address Number indicates the total number of IP ad-
dresses and determines the next available IP address. Here the
VoIP-VPN Gateway module is used as the DHCP server. If an-
other DHCP server exists within the existing network, the DHCP
server in the VolP-VPN Gateway module must be disabled.

Enable the entry DNS Server in LAN.

Once you have enabled the DNS Server in LAN function under DNS Server, you can



enter the IP address of the DNS server (router) under Advanced.

DNS server in the LAN

DNS settings

Indicate the IP address and the local domain name (example:
home. local ).

DNS server: 192, 188 , 1 254
Domain name: I

Fig. 9: Configuration -> Network -> Address Assignment-> DNS Server -> Advanced

2.2.3 Internet Access

Go to the following menu to set up an internet access:

(1) Go to Configuration -> Network -> Internet Access

Workshops (Excerpt)
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“e New - elmeg Professional Configurator - ICT

File Dataexchange Display ?

0D & . ® s
i

New Open ~ Save | Read ~ Send

" Help

Configuration

- elmeg ICT
@ PABX type | Module configuration

& Locations

=& External numbers
| Qutgoing CLIP Mo Screening
g SIP-provider
£ Internal subscriber
% Team configuration
Call distribution
" Extended call distribution

99 Calendar

"

o

(% Dial ranges
48k Changeable access numbers
f Hotline (Direct calls)
7 serialinterfaces
53 Internal CF
4B External CF
ﬂ DT adapter
& Call data (SMDR)
|y Hote!
it %.31 (D-channe)
. General
= Remote access
= (B Network
Router [LAN
. Address assignment
®
D¥1 Dynamic DNS
Filter
=0 VPN ([PSec)
=0 Dial-up into the LAN (RAS)
. General
=0 Configuration access
g Distinctive ringing (a/b)
35 Audio Applications
4 Data exchange

# Configuration of S0/Up0/S2M(ISDN30)

2] Door terminal/Alarm call Switching order

Status

System telephones

WIN-Tool Launcher

Web-Interface

Ready

Internet connection set up via:

Connection type: | |DiﬁEr LAN-Gateway j I

General information:

Dial-in parameter:

Telephone number: ’7 User name:
Password:
Password confirmation: ’—

Bandwidth management

Log-on parameter:

Connection parameters

- r
Transmission in kBit/s
Disconnecting I
p (o}
- o
i in kBit/s
W
IP-addresses
after:
preoncs Gateway in the LAN [192. 188, 1 . 254
‘Automatic WAN disconnect aienai e 192,188, 1,254

hours

14.11.2008 |11:29:23 |Count 25 UM

Fig. 10: Configuration -> Network -> Internet Access

Relevant fields in the Internet Access menu

Field Meaning

Connector Type

IP addresses

Set the Connection Type to Other Gateway in LAN.

Enter the IP addresses of the router and the DNS server. If the
router is also configured as the DNS server, both IP addresses
will be identical.
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2.2.4 Setting up the SIP provider

@ Note

If an SIP proxy is used in the router, you do not have to enter anything in the STUN
menu. The outbound proxy is only configured if required by the SIP provider. Please
ask your SIP provider if you are unsure.

When setting up an SIP provider all of the terminals connected to the ICT system can make
telephone calls over the internet. The comprehensive bundling function allows you to spe-
cify which external connections should be used for each individual internal extension. You
can also configure automatic selection by the desired provider.

Go to the following menu to create an outgoing connection:

(1) Go to Configuration -> External Numbers ->SIP Provider -> Access Data

X

SIP-provider: 00

Access data l Extended ] STUN ] Prosgy ] Codecs ] MNumbers ]

5IP-Provider name (max. 12 chars.) Connection

Name |SIP-Pr0vider ™ not active
Access data |IP-address / DNS Server Name

Login-Name |Test £ IP-address

Password | | - u - : |

Corffirmation |‘“‘“‘ {* DNS Server Name

User ID o | |SIP-Provider.de : |s060
General Location

™ Generate intemational phone number Name 01: LAN j

™ Generate national phone number

v De-activate number suppression

[v Use user ID as phone number

I~ Mot registered with SIP provider

™ Allow log-in of a proxy

W :Hold in the PABX

™ Replace intemational prefixc by "+"

oK | Cancel

Fig. 11: Configuration -> External Numbers -> SIP Provider -> Access Data

Relevant fields in the Access Data menu



bintec elmeg GmbH 2 Telephony - ICT with VolP-VPN module in other LANs

SIP provider name Enter the access data for the SIP provider.

Access data Enter your login name and password.

Connection Enable the Enabled field.

SIP registrar The DNS server name of the SIP provider is entered here.
Location

Select the locality. LAN is selected as the locality in this ex-
ample as the VolP-VPN Gateway module is connected to the
router over LAN.

Make sure that all of the necessary ports are enabled in the
router for the VolIP telephony.

General Select the desired action. Enable the Holding in the PABX
field to transfer calls.

2.2.5 Advanced Configuration

The Individual Number orthe DDI Block must be enabled in the Number Configur-
ation menu depending on the SIP account so that the SIP provider number can be
entered.

(1) Go to Configuration -> External Numbers -> SIP Provider -> Advanced
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SIP-provider: 00

Mccess data  Exdended l STUN] Prosgy ] Codecs] MNumbers

Telephone number corfiguration

{* Individual number

Uial+n bloc

Trunk group selection

Trunk group number -

Retum destination

,——| (¢ Team
’_ |Tearn 0o j
End of dialing monitoring timer " Int. Subscriber
’5— Seconds | J
MNumber of simuttanous connections Registration timer
’D— unlimited 60 Seconds

Replacing number prefix (inbound sender 10)

| . -

oK | Cancel

Fig. 12: Configuration -> External Numbers -> SIP Provider -> Advanced

Relevant fields in the Advanced menu

Field Meaning

Call Number Configura- Enable the Individual Number field.
tion

Bundle association Enter a one-digit bundle number.

End of dialling monitor-  Enter the time after which the elmeg ICT system should start to
ing timer dial.

2.2.6 Subscriber numbers

In the Subscriber Numbers menu only the SIP subscriber numbers are entered according
to the SIP provider's specifications.

For this, go to the following menu:

(1) Go to Configuration -> External Numbers -> SIP Provider -> Subscriber Numbers



bintec elmeg GmbH 2 Telephony - ICT with VolP-VPN module in other LANs

SIP-provider: 00

Access data ] Extended] STUN] Prosgy ] Codecs  MNumbers

Individual numbers

Index Call number

435171123456

=

L - RS T S U

[~ Some Provider support several call numbers with a registration.
In this case you can activate the further input fields for
additional call numbers here.

ok | Cancdl |

Fig. 13: Configuration -> External Numbers -> SIP Provider -> Subscriber Numbers

Relevant fields in the Subscriber Number menu

Field Meaning

Individual Numbers Enter the SIP subscriber numbers according to the SIP pro-
vider's specifications.

2.3 Overview of configuration steps

Changing system parameters

Field Menu Value

IP Address Configuration -> Network - e.g. 192.168.1.250
> Router / LAN

Subnet Mask Configuration -> Network - e.g. 255.255.255.0

> Router / LAN

Enabling address assignment

Field Menu Value

DHCP server enabled Configuration -> Network - Disabled
> Address Assignment
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DNS Server Configuration -> Network - Enable the entry DNS Serv-
> Address Assignment er in LAN

Establishing an internet connection

Connector Type Configuration -> Network - e.g. Other Gateway in
> Internet Access LAN
Gateway in LAN Configuration -> Network - e.g. 192.168.1.254

> Internet Access

Gateway DNS Server Configuration -> Network - e.g. 192.168.1.254
> Internet Access

Entering the SIP provider 7
Field Menu Value

Name Configuration -> External e.g. SIP Provider
Numbers -> SIP Provider->
Access Data

Access data Configuration -> External e.g. test
Numbers -> SIP Provider->
Access Data

General Configuration -> External e.g. Holding in the
Numbers -> SIP Provider-> PABX
Access Data

Connection Configuration -> External  Active
Numbers -> SIP Provider->
Access Data

DNS Server Name Configuration -> External e.g. SIP Provider.de
Numbers -> SIP Provider->
Access Data

Location Configuration -> External e.g. LAN
Numbers -> SIP Provider->
Access Data

Define an individual number

Individual Number Configuration -> External  Enabled
Numbers -> SIP Provider->
Extended

End of dialling monitoring Configuration -> External e.g. 5
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timer Numbers -> SIP Provider->
Extended

Bundle Number Configuration -> External e.g. I
Numbers -> SIP Provider->
Extended

Enter Extension Numbers

Individual Numbers Configuration -> External e.g. 490000000000
Numbers -> SIP Provider->
Subscriber Numbers
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Chapter 3 Telephony - Registering IP-290 on
the VolP-VPN module

3.1 Introduction

The VolP-VPN Gateway module combines modern internet telephony through Voice over
IP (VoIP) and secure data exchange over VPN. An elmeg ICT system, which is equipped
with the VolP-VPN Gateway, can provide all basis network services and so acts as a com-
munications centre. The system functions as a DHCP server by assigning IP addresses to
all computers in the network and mapping these to the correct DNS server and internet
gateways. The TK system also provides internet access.

elmeg VolP-VPN Gateway supports SIP to reach IP telephones in the local network. In ad-
dition, the VoIP module also allows encrypted voice communication over IP, for example, if
a branch of the company is connected with the elmeg ICT system over the internet. In this
scenario a VPN connection is used between the localities or directly between the IP tele-
phone and the elmeg ICT system. Registration with other SIP carriers and SIP providers is
permitted to ensure the best possible voice communication.

Software version

Testing has occurred with the following software version:

* elmeg ICT system with Firmware Version 7.30 RC 08
VoIP-VPN Gateway module with Firmware Version 7.30 RC 10

¢ WinTools elmeg ICT system with Version 7.30 Build 29
¢ elmeg IP-290 with Version 3.60x

3.2 Configuration

3.2.1 Configuring the IP address

When registering you must specify the IP address of the VolP-VPN Gateway module. This
forms the registrar.

For this, go to the following menu:

(1) Go to Configuration -> Network -> Router / LAN
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New - elmeg Professional Configurator - ICT

File Dataexchange Display ?

Ve A .
Mew Open Save | Read Send | Delete Help

-

Configuration ‘
= elmeg ICT Configure the IP address for your PABX system here. If you are already operating a network and are using IP addresses from a
P a different network, you can utilize your PABX system IP addresses and network mask
§ PisX type [ Modie configuration adapt correspondingly. Please note that TP addresses may only be used one time in the LAN, .. the same TP address may not be
#| Configuration of 50/Up0/S2M(ISDN30) assigned to several devices.
£ Locations
- I External numbers PABX parameters With an active DHCP server ensure that the assigned IF address
5 Internal subscriber does not clash with the DHCP dient address range. In addition, you
TP @ s . 1 . 7 must also defined a sufficently wide address range for the local
Team configuration - = . network using the network mask.
Call distribution
- Metmask: 355 , 255 , 255 , O
2 Extended call distribution The number of IP addresses that can be used in the LAN is
ﬂ Door terminal/Alarm callSwitching order st adte e oo defined in the netwark mask.
9 Calendar Possile values:
+ Dial ranges Time server 0 (= 254 host addresses in the LAN)
+ 45§ Changeable access numbers g‘; E= Sliﬁhhntst ;EdeSSES lﬂmﬂ'ELkﬁl;‘)
N ! = 62 host addresses in the
ﬁ Hotline (Direct calls) ntp Timeserver: o .0 .0 .0 224 (= 30 host addresses in the LAN), etc.
7 serialinterfaces
£ Tnternal CF
Time zone: o Hours
<3 External CF
A o7 adapter
& call data (SMDR) Other parameters
by Hotel Faers
f#s X.31 (D-channel)
. General
=2 Remote access
= s Network

-
£ Address assignment
g Internet
D¥0 Dynamic DNS
Filter
=0 VPN (IP5ec)
=0 Dial-up into the LAN (RAS)
p General
=0 Configuration access
& Distinctive ringing (3/b)
I3 Audio Applications
¥4 Data exchange

Status

System telephones

WIN-Tool Launcher

Web-Inteface < | ¥

Ready 13.11.2008 |10:27:43 NUM ;

Fig. 14: Configuration -> Network -> Router / LAN

Relevant fields in the System Parameters menu

IP Address Under System Parameters you can enter the IP address for
the VolP-VPN Gateway module.

Subnet Mask Enter the netmask.

3.2.2 Setting up new extensions

@ Note

You should never change the pre-defined "guest" entry, otherwise you will not be able
to register. Always create a new VolP extension.
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Go to the following menu to create a new VolP extension:

(1) Go to Configuration -> Internal Extension ->New -> Extension Type VolP-VPN

Internal subscriber : Base 50-1 Subscr.-01

Mumbers | Line Access ] Features ] Communication Costs ] Switching functions ]

Select your intemal telephone number here. For extemal calls the telephone number presented to the extemal calling partner can be

selected.
Intemal number Pick up
Intemal number m - Pick up group oo
Subscriber's name (12 characters) Cutgoing number
Mame |IP25'D Cutside line COutgoing number
T - ==
Base 504

Pemit corfiguration [+

PIN
Confirmation ———

Line access digit assigned trunk groups

ol -
Pemit trunk group selection
:| Trunk group number ok/no
:‘ Trurk Group 0 r

oK | Cancel

Fig. 15: Configuration -> Internal Extension ->New -> Extension Type VolP-VPN

Relevant fields in the Subscriber Number menu

Field Meaning

Internal Number Enter the internal number.

Extension Name Enter the name of the extension.

Login Name The login name must always correspond to the Internal Num-
ber.

PIN The PIN is required as a password to log in to the offsite exten-
sion.

Go to the following menu so that registration can be carried out over all interfaces (Global):

(1) Go to Configuration -> Internal Extension -> VolP-VPN Settings
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Internal subscriber : Module-1 VolP-VPN-1 Subscr.-01

MNumbers ] Line Access ] Features ] Communication Costs ] Switching functions  VolP-VPN-settings

Please enter your VolP-settings here.

Log-on authorization

™ no location

™ all locations incl. LAN

* unrestricted

" selected location J

53.726 Codec setting

" 1366
+ RFC3551/ X420

oK | Cancel

Fig. 16: Configuration -> Internal Extension -> VolP-VPN Settings

Relevant fields in the Login Authorisation menu

Field Meaning

Login authorisation Set Login Authorisation to Unlimited.

3.2.3 Setting up elmeg IP-290 over the Web interface
You can configure elmeg IP-290 conveniently via the Web browser.

To access the configuration interface enter the IP address elmeg IP-290 in your Web
browser.

Login data is entered in the Login menu.

For this, go to the following menu:

(1) Goto Set up-> Line 1 -> Login



Configuration Line 1

Operation
s Login = SIP NAT  RTP
Address Book Login Information:
Setup Displaynarme:
Freferences Account: el
SDEEl.j Dial Password: =
Function Keys Registrar: 192,168.1.250
Lfne i Authentication Username:
Line 2 .
R Mailbox:
Line 3 : ? ]
; w
S Ringtone
Line 5 Custarmn Melody URL:
Line & Display text for idle screen {max, & chars):
Line 7
Save
Action URL Settings
Advanced

Trusted Certificates
Software Update
Status
Systemn Information
Log
SIP Trace
DS Cache
PCAP Trace
Memory
Settings
Manual
2000-2006 snormn AG

Fig. 17: Set up-> Line 1 -> Login

Relevant fields in the Login Information menu

Field Meaning

User ID The Internal Number is entered under User ID.

Password Enter the same password as previously entered in the Exten-
sion Name menu in the PIN field.

Registrar Here you enter the IP address of the VolP-VPN Gateway mod-
ule.

3.2.4 SIP line settings

You must make settings in the following menu to be able to register the elmeg IP-290.
(1) Goto Setup ->Line1->SIP

Workshops (Excerpt)
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Configuration Line 1

Operation
Home
Address Book
Setup
Preferences
Speed Dial
Function Keys
Line 1
Line 2
Line 3
Line 4
Line 5
Line &
Line 7
Action URL Settings
Advanced
Trusted Certificates
Software Update
Status
Systern Information
Log
SIP Trace
DNS Cache
PCAP Trace
Mernory
Settings
Manual

2000-2006 snom AG

Login SIP MAT

el
gl

SIP Line Settings:
Outbound Proxy:

Music on hold server:

Alert Info URL:

User picture URL:

Music an hald Strearning URL:
Dial-Plan String:

Proxy Require:

Q-value: 1.0 v
Proposed Expiry: 1 min ¥

Auto AnswWer: on ® off
Long SIP-Contact (RFC3840): T on @ off
Support broken Registrar: an 1 off

Save

Fig. 18: Set up-> Line 1 -> SIP

Relevant fields in the SIP Line Settings menu

Field
Validity period

Long SIP contact
(RFC3840)

Meaning

Select the period of time after which registration will expire. The
telephone will send a new registration request after this time.

Set the Validity Period to 1 minute.

Set the Long SIP Contact (RFC3840) to orr. The features that
the telephone does not support will then be denied by the sys-
tem.
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3.3 Overview of configuration steps

Changing system parameters

IP Address Configuration -> Network - e.g. 192.168.1.250
> Router / LAN

Subnet Mask Configuration -> Network - e.g. 255.255.255.0
> Router / LAN

Setting up new extensions
Field Menu Value

Internal Number Configuration -> Internal e.g. 20
Extension ->New -> Exten-
sion Type VolP-VPN

Login Name Configuration -> Internal e.g. 20
Extension ->New -> Exten-
sion Type VolP-VPN

PIN Configuration -> Internal e.g. secret
Extension ->New -> Exten-
sion Type VolP-VPN

VoIP-VPN Settings

Field Menu Value
Login authorisation Configuration -> Internal Unlimited

Extension -> VolP-VPN

Settings
Login
=
User ID Set up -> Line 1 -> Login e.g. 20
Password Setup -> Line1->Login eg. 20
Registrar Set up -> Line 1 -> Login eg.192.168.1.250
SIP
T
Validity period Set up -> Line 1 -> SIP e.g. I minute

Long SIP contact (RFC3840) Set up -> Line 1 -> SIP Off



Chapter 4 Telephony - Registering IP-S290
and IP-S400 on the VolP-VPN module

4.1 Introduction

With the new IP system telephones elmeg IP-S290 and elmeg IP-S400 and the VolP-VPN
Gateway module the elmeg system telephony is also available in IP networks.

Software version

Testing has occurred with the following software version:

* elmeg ICT system with Firmware Version 7.30 RC 08

* VoIP-VPN Gateway module with Firmware Version 7.30 RC 10
* WinTools elmeg ICT system with Version 7.30 Build 29

* elmeg IP-S290 with Version 4.30

* elmeg IP-S400 with Version 4.30

4.2 Configuration

4.2.1 Setting up new extensions

@ Note

You should never change the pre-defined "guest" entry, otherwise you will not be able
to register. Always create a new VolP extension.

Go to the following menu to create a new VolIP extension:

(1) Go to Configuration -> Internal Extension ->New -> Extension Type VolP-VPN

Workshops (Excerpt)
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VolP-VPN module

Internal subscriber : Module-1 VolP-VPN-1 Subscr.-02

Mumbers | Line Access ] Features ] Communication Costs ] Switching functions ] VolP-WP N-settings ]
Select your intemal telephone number here. For extemal calls the telephone number presented ta the extemal calling partner can be
selected.
Intemal number Pick up
Intemal number El - Pick up group 00
Subscriber's name {12 characters) Cutgoing number
MName: |IP—54DD Cutside line Cutgoing number
! Base 50-2
Log-in name 20 Base 503
Base 504
Pemit corfiguration I~
PIN o
Confirmation .
Line access digit assigned trunk groups
1 -
Pemit trunk group selection
:| Trunk group number ok/nao
:‘ Trurk Group 0 r
OK | Cancel |

Fig. 19: Configuration -> Internal Extension ->New -> Extension Type VolP-VPN

Relevant fields in the Subscriber Number menu

Internal Number Enter the internal number.

Login Name The login name must always correspond to the Internal Num-
ber.

PIN The PIN is required as a password to log in to the offsite exten-
sion.

Go to the following menu so that registration can be carried out over all interfaces (Global):

(1) Go to Configuration -> Internal Extension -> Internal Extension -> VolP-VPN Set-
tings
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VoIP-VPN module

Internal subscriber : Module-1 VolP-VPN-1 Subscr.-02

MNumbers ] Line Access ] Features ] Communication Costs ] Switching functions Vo lP-VPM-settings

Please enter your VolP-settings here.

Log-on authorization

" no location

" all locations incl. LAN

% unrestricted

™ selected location J

(3.726 Codec setting

" 1366
{* RFC3551/ X420

OK | Cancel |

Fig. 20: Configuration -> Internal Extension -> Internal Extension -> VoIP-VPN Settings

Relevant fields in the Login Authorisation menu

Login authorisation Set Login Authorisation to Unlimited.

4.2.2 Setting up elmeg IP-S290 / IP-S400

elmeg IP-S290 and IP-S400 can be programmed using the telephone's configuration pro-
gram. The Software Professional Configurator supplied with Win-Tools is provided specific-
ally for this purpose.

* Start the Professional Configurator program on the TK system.

¢ Click Readout. Under System Telephones you can query the connected system tele-
phones.

» Select the system telephone (IP-S290 or IP-S400).

¢ To start the program, click Professional Configurator.



Login data is entered in the Subscriber Numbers menu. Click one of the MSN numbers in
the list to edit the MSN entries.

(1) Go to Subscriber Numbers -> Edit MSN Entry

Editing MSN Entries

Ma. MSM ertenzion [max. 26 places) Mame [max. 5 places) Aocess parameters
|2D | |MSN-‘I | Log-ln Mame
External call Internal call
Melody Melody Lagn PIN
elody 1 v telody 1 W
Canfirmation
YWolurne + i Yolurne +
1 [ [ [ l ' 1 1 ' [ [ 1 ' 1
Ll Sobiimitel o
MSH extension call fanwarding Cizt lirwiit
[max. 26 placez)
active
| | Limit

Call Deflection number IU—‘
| |

‘ 0K ] [ Cancel ]

Fig. 21: Subscriber Numbers -> Edit MSN Entry

Relevant fields in the Edit MSN Entry menu

Field Meaning

Call number Enter the internal number.
Login Name The login name must always correspond to the Extension.
Login PIN Enter the login pin.

Workshops (Excerpt)
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4 Telephony - Registering IP-S290 and IP-S400 on the
VolIP-VPN module

4.3 Overview of configuration steps

Setting up new extensions

Internal Number Configuration -> Internal e.g. 20
Extension ->New -> Exten-
sion Type VolP-VPN

Login Name Configuration -> Internal e.g. 20
Extension ->New -> Exten-
sion Type VolP-VPN

PIN Configuration -> Internal e.g. 12345
Extension ->New -> Exten-
sion Type VolP-VPN

VoIP-VPN Settings

Login authorisation Configuration -> Internal Unlimited
Extension -> Internal Ex-
tension -> VolP-VPN Set-
tings

Programming the telephone

Call number Subscriber Numbers -> e.g. 20
Edit MSN Entry

Login Name Subscriber Numbers -> e.g. 20
Edit MSN Entry

Login PIN Subscriber Numbers -> e.g. 12345
Edit MSN Entry
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Chapter 5 Telephony - ICT system interface
over dynDNS

5.1 Introduction

With this type of system interface the system both register as a SIP provider. An incoming
SOP proxy and an outgoing SIP client connection are set up on each ICT system. The dy-
namic DNS over the internet acts as the SIP registrar. Connections between the two sys-
tems can be established via the tariff manager (LCR) or targeted bundle assignment using
ID or procedures. The system interface allows internal telephony between the two ICT sys-
tems. A connection cannot be established from the first ICT system to the second ICT sys-
tem and then over an external ISDN line (or SIP provider) of the second ICT system. In this
scenario two elmeg ICT88 are connected with the VolP-VPN Gateway module.

e New - elmeg Professional Configurator - ICT
File Dataexchange Display ?

OE e s

Mew Open = Save | Read | Send |Delete  Help

Corfiguration ‘
PABX type Madule &
 |CT280 i I~ 52M-Modul
& |CTES I~ 4 POTS-module I
" ICT46 [~ 2 POTS-module

-2 External numbers
i Internal subscriber
ﬁa Team configuration

Baze [Module 0]

Call distribution Module 1 Moduls 2
& Extended call distribution Slot left Slat right
Ezlo;nbdear:mna\f»llarm call/Switching order e - - & Mone
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Fig. 22: Module extension



Software version

Testing has occurred with the following software version:

* elmeg ICT system with Firmware Version 7.30
* VoIP-VPN Gateway module with Firmware Version 7.30
* WinTools elmeg ICT with Version 7.30 Build 6

5.2 Configuration

5.2.1 Configuration steps for the first elmeg ICT system

5.2.1.1 Configuring the IP address

The system parameters must be entered before you can log in to the first elmeg ICT sys-
tem.

For this, go to the following menu:

(1) Go to Configuration -> Network -> Router / LAN

Workshops (Excerpt)
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“s New - elmeg Professional Configurator - ICT
File Dataexchange Display ?

0O = &
i

New Open ~ Save | Read ~ Send |Delete ~ Help

Corfiguration
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&0 External numbers PABX parameters Wit an active DHCP server ensure that the assigned IP address
9 Intemal subscriber does nat clash with the DHCP dient address range. In addition, you
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ﬁ? Team configuration . . . network using the network mask.
Call distribution Netmask: 255 . 255 . 255 . 0
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Fig. 23: Configuration -> Network -> Router / LAN

Relevant fields in the System Parameters menu

Field Meaning

IP Address The IP address is entered under System Parameters .

Subnet Mask Enter the corresponding netmask here.

5.2.1.2 Dynamic assignment of IP addresses

Automatic IP address assignment can be configured in the Address Assignment menu.
For this, go to the following menu:

(1) Go to Configuration -> Network -> Address Assignment
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“e New - elmeg Professional Configurator - ICT E@@
File Dataexchange Display ?
mE A .
Mew Open  Save | Read  Send |Delete  Help
Corfiguration ‘ The DHCP server integrated into the PABX system provides automatic configuration
=< elmeg ICT of the networked dients (PCs) for all parameters required for commen Internet
&P PABX type [ Module configuration access via the PABX system,
¥ Configuration of S0/Up0/S2M{ISDM30) You must reset the IP parameters for the networked dients (PCs) manually when
2 Locatons you de-activate the DHCP server.
+ é IEXt‘:m‘T ”“bth: Parameter for dynamic allocation of IP-addresses
nternal subscriber
€% Team configuration | DHCP-server active
Call distribution
2 Extended call distribution Start address: 192,168 . 1 . 50
Al Door terminal/Alarm call/Switching order .
eg Calendar Number of addresses: 20 ZI
() Dial ranges
) 488 Changeable access numbers The next avaiable IP-address is: 192.168.1.70

Hoth +t call
£ Hatine (rect call) The DNS parameters define whether the system is to be used as the DNS praxy

o serialinterfaces server, or whether an existing DNS server already present in the LAN is to be
£ Intemal cF used.

4 External CF

1) DT adapter DINS server

@ Call data (SMDR) + Use pabx als DNS Proxy

=y Hotel
i X.31 (D-channel) € DNS server in the LAN

. General (" no DNS settings
=0 Remote access
=8 Network WINS (Windows Internet Name Service) Server in LAN
=

WINS server
q
% Internet [ WINS Server in the LAM
¥ Dynamic DNS

Filter IP-address of the WINS server: H 2 1
=0 VPN {IPSec)
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Fig. 24: Configuration -> Network -> Address Assignment

Relevant fields in the Address Assignment menu

Field Meaning

DHCP server enabled Under Parameters for Dynamic IP Address Assignment en-
able the option DHCP Server Enabled.

Start address Under Start Address you can define the starting point for the IP
address pool managed by the DHCP server.

Address Number The Address Number indicates the total number of IP ad-
dresses and determines the next available IP address.

DNS Server Enable the entry Use System as DNS Proxy.

5.2.1.3 Internet Access

In the Internet Access menu, configure the common access for your PCs and worksta-
tions in the internet.
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For this, go to the following menu:

(1) Go to Configuration -> Network -> Internet Access

‘j'q New - elmeg Professional Configurator - ICT Q@El

File Dataexchange Display ?

N = N
2l

New Open Save | Read  Send | Delete | Help

Configuration Internet connection set up via:

=% elmeg 1CT

¥ PABX type [ Module conﬁ.guraﬁun IConnechon typer xDsl (PPPOE) jl Select predefined provider
#i Configuration of S0/Up0/S2M{ISON30)
z Lacations

- [ External numbers General information:

£ Internal subscriber

ﬁ? Team configuration Dialn parameter: Log-on parameter:

Calldistribution Telephone number: User name: accessdata-first, ICT
I Extended call distribution

JB poor terminal falarm call/Switching order e

95 Calendar

Password confirmation:

6 Dial ranges

486 Changeable access numbers
ﬁ Hotline (Direct calls)
ry Serial interfaces Bandwidth management

@ Internal CF [ PRP Encryption(MPP 128) [ Traffic shaping
B External CF Transmission

in kBit/s
ﬂ DT adapter

Call data (SMDR) "
E Hzte‘a 2 ) R I™ TCP download Rate control
{8 X.31 (D-channel) + Immediate restoration on disruption of connection fs

.9 General [™ Connection Hold (Keepalive) i
in kBit/s

=D Remote access

=3 Network

B2 Router /LAN
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Filter
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=0 Dial-up into the LAN (RAS)
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=0 Configuration access
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22 Audio Applications
F4 Data exchange

+

Connection parameters

' No autom. disconnect with inactivity

" automatic disconnect at inactivity
IP-addresses
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e WAN-port: B
Router/Modem: | I |
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05.11.2008 |14:01:28 NUM

Fig. 25: Configuration -> Network -> Internet Access

Relevant fields in the Internet Access menu

Field 7 Meaning

Connector Type

Login Parameters

Connection Setup

Set the Connection Type to xDSL (PPPOE).

Specify the user names as indicated by the internet provider

and enter the password.

Enable Re-establish Connection Immediately .The
time between the connection clearing and the connection setup
should be as short as possible, otherwise registration problems

can occur.

Automatic Separation of The internet provider controls the forced separation and defines
the time for repeatedly clearing and immediate re-establishing

WAN Connection
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the connection.

5.2.1.4 Enabling Dynamic DNS

Go to the following menu to enter the dynDNS account data:

(1) Go to Configuration -> Network -> Dynamic DNS

“s New - elmeg Professional Configurator - ICT

Fie Dataexchange Display ?

0O = F
i

New Open ~ Save | Read = Send |Delete = Help

Corfiguration \
= emegICT J¥ Activate Dynamic DNS
& PABX type / Module configuration P o e S
¥ Configuration of S0/Up0/S2M{ISDM30)

5 P . | ers =
& Internal subscriber i [frst.1cT
€% Team configuration
Call distribution e ‘ User name

% Extended call distribution
ﬂ Door terminal/Alarm call/Switching order Password:
99 Calendar

+] Dial ranges Password confirmation:

+ % Changeable access numbers Wil o o
£* Hotline (Direct calls)

o serialinterfaces

@ Internal CF Enter the data for your Dynamic DNS provider here,
3 External CF - Host name (e.q.: my-homepage. dyndns.org)
ﬂ DT adapter - User name
@) Call data (SMDR) ey
ﬂh:‘ Hatel You define the data hostname, username and password yourself when you register with
11ty X.31 (D-channel) your DyrDNS-provider.
. General
<=0 Remote access
=8 Network

B2 Router /LAN
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Y

=0 VPN {IPSec)
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5 Audio Applications
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Fig. 26: Configuration -> Network -> Dynamic DNS

Relevant fields in the Dynamic DNS menu

Field Meaning

Enabling Dynamic DNS  Enable the entry Enable Dynamic DNS.

Parameters for dynamic Enter the dynDNS account data over which the VolP-VPN

DNS Gateway module for this system can be accessed. You will
have specified this data when registering with your dynDNS pro-
vider.



5.2.1.5 Setting up a locality

You can set up an additional locality. This has the advantage that you can define the para-
meters and registration differently.

Go to the following menu for this:

(1) Go to Configuration -> Localities

= New - elmeg Professional Configurator - ICT

File Dataexchange Display 7

0= = .
MNew Open Sawe | Read Send | Delete Help
Cortiguration |
=i eimeg ICT No. | Mame | IP-address/DynDNS | Subnet mask. | Bandwidth | RTPalfc
& PABX type / Module configuration 00 WA 256,255 256,255 mak. 1DD=/>
-l Configuration of S0/Upd/S2M{ISDN30) — LAN i3
+ External numbers . 100%
&P Internal subseriber mas. 100%
L % Team configuration max. }gg%
- [B cal distribution ma. %
I Extended call distributior] General |Codecs| . ::gg:f
] Door terminalfalarm call  Locationrame {12chas) | IPaddess/DNS Name | o 100%
9 Calendar s, 100%
2] Dial ranges Name ICT1 " IP-address ma 100%
# % Changeable access numi TR | e | MK, 100%
- £# Hotline (Direct calls) . 100%
,;y' Serial interfaces ~ Bandwidth {in Kbits/s) Subnet mask max. 1002
-4 Internal CF M. 100%
@ External CF Upstream 128 - z::' ::gg;
-8 o7 adapter & DNS Server Name ma, 100%
@ Call datz (SMDR) Downstream 1024 hd
second ICT
- b= Hotel
ity X.31 (D-channel)
- General Max. RTP-Treffic -~ || | Registration timer (in ssconds)
=0 Remote access
+1- £ Network 70 Percent Js0 [ |
=0 Configuration access
= é Distinctive ringing {a/b)
2 Audio Appiications
- Fa Data exchange
_ o | o |

Status

System telephones
WIN-Tool Launcher
Web-Interface

05.11.2008 |15:22:37 |Count 20 UM //ﬂ

Fig. 27: Configuration -> Localities

Relevant fields in the menu Location: 02

Field Meaning

IP Address / DNS Name Enter the DNS Server Name for the second elmeg-ICT system
here.

Bandwidth (in kbps) The values for Upstream and Downstream are entered here.
For a DSL 1000, for example, the values are 128 kbps up-
stream and 1024 kbps downstream. Further details can be

Workshops (Excerpt)
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found by consulting your provider.

Max. RTP Traffic We also recommend setting the Max. RTP Traffic to 70 per-
cent for example. Only 70 percent is then used for voice data
(RTP). This prevent data aborts after VoIP calls have been set

up.

5.2.1.6 Creating a SIP provider (OUT connection)

Go to the following menu to create a SIP provider for an outgoing (OUT) connection:

(1) Go to Configuration -> SIP Provider -> Access Data

‘.

(1 i S -
New Open ~ Save | Read ~ Send |Delete ~ Help
Configuration ‘
- elmeg ICT Mo, Name |P-address/DynDNS Te_\ephone nu... | Trunk group
& PABX type | Module configuration 00 Individusl umber 0
# Configural
T
g Locations
=% External rm
£ outgo] Aoeesdda | Extended | STUN | Proxy | Codecs | Numbers
SIP-pri
Internal st SIP-Provider name {max. 12 chars.) Connection
€% Team confy :
Name: to ICT20UT " not active | active
Call distripy ‘ -
2 Extended
ﬂ Doar termi Access data IPiddmss / DMS Server Name
89 Calendar Login-Name (CTito ICT2 i o
Dial rreeery :
o @oavonced || e TEETTTA \
#4558 Changeabl
#F Hotline (D Confimation = &' DNS Server Name
o seralints User D | fsecond ICT : [5080
4B ntemnal C
@ External C
ﬂ DT adapte General Location
@ Call data (; [ Generate intemational phane number Name 02:1cT1 -
| Hotel [~ Generate national phone number
i x.31 (D-ch [ De-activats number suppression
. General ™ Use user ID as phone number
== Remote a I Mot registered with SIF provider
(B Network [~ Allow logdn of a proxy
=0 Configural I™ :Hold in the PABX
& Distinctive ™ Replace intemational prefix by "+
22 Audio Appl
¥4 Data exch;
OK Cancel
Status
System telephones
WIN-Tool Launcher
Web-Interface
05.11.2008 |15:30:21 |Count 25 NUM

Fig. 28: Configuration -> SIP Provider -> Access Data

Relevant fields in the SIP Provider menu

Field Meaning

SIP provider name Enter the access data for the SIP provider.



Field Meaning

Access data Enter your login name and password.

Connection Enable the Enabled field.

SIP registrar Enter the DNS Server Name for the second elmeg-ICT system
here.

Location Under Name select the locality of the elmeg ICT system as the
interface.

General Select Holding in the PABX to transfer calls.

5.2.1.7 Advanced Configuration

The Individual Number or the DDI Block must be enabled in the Number Configur-
ation menu depending on the SIP account so that the SIP provider number can be
entered.

For this, go to the following menu:
(1) Go to Configuration -> SIP Provider -> Advanced
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= New - elmeg Professional Configurator - ICT

File Dats exchange  Display 7
b s 20:
MNew Open Save | Read Send | Delete Help
Cortiguration |
= chmeg 1T [Mo. | Name | IP-address/DyrDNS | Telephone nu.. | Tunkgroup |
& PABY type [ Module configuration 0o \u LII
SIP-provider: 01 [x]
Accessdata Extended | STUN | Froxy | Codecs | Numbers
~ Telephone number configuration r Trunk group selection
&y Team conf] _Individual number Trunk
group number 1 -
Cal distrib % Diakin block
- |3 Extended
Il ooor termif piabin block corfiguration Retum destination
~98 calendar 3
= (;% Dial range: Lontyof eson e EE -
) 48§ Changecb Identification of calling extension number | lh’
ﬁ Hotline (Di
% Serialinter]  [“End of dising timer " Int. Subscrber
Internal C
43 Extermal © ’7 3 Seconds -
ﬂ DT adapte|
@ Call data ( -~ Number of simultanous connection: ~ Registration timer
=y Hotel
By x.31 (D-ch o unlimted 60 Seconds
g General
= Remote a :
= . Netwark - Replacing number prefix (inbound sender |0}
=3 Configural l— W l—
ﬁ Distinctive
32 Audio Appl
-~ ¥4 Data exch
OK Cancel
Status
System telephones
WIN-Tool Launcher
Web-Interface
05.11.2008 [15:30:21 [Count25 | NUM A

Fig. 29: Configuration -> SIP Provider -> Advanced

Relevant fields in the Advanced menu

Field Meaning

Call Number Configura- Enable the bDI Block field. You can now access all internal
tion extensions. In the Subscriber Numbers menu no numbers are

entered.
Bundle association Enter a one-digit bundle number.

End of dialling monitor-
ing timer

Enter the time after which the elmeg ICT system should start to
dial.

5.2.1.8 Creating a SIP provider (IN connection)

Go to the following menu to create a SIP provider for an incoming (IN) connection:

(1) Go to Configuration -> SIP Provider -> Access Data
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= New - elmeg Professional Configurator - ICT

File Dataexchange Display 7
N * E0E 0
Mew Open  Save | Read ~ Send |Delete ~ Help
i \
=1 elmeg ICT | Ma. | Name ‘ |P-address/DynDMS | Te_\ephona nu.. | Trunk graup ‘
= @ PABX type [ Module configuration U Individual number
6] Configurai 01 Indivichal number 11 —
Wy QW Sip-provider: 01 [x]
Excternal rm
y Access dela | Extended | STUN | Proxy | Codecs | Numbers |
oy SIP-Provider name {max. 12 chars.) Connection
- % Team conf ) -
{14 cal dir ’7 Name I\CTZIN ‘ ’7 1 not active
- Extended
m Door termi r Access data IP-address / DMS Server Mam
-5 Calendar Login-Name [icTT @ T2 © IP-address
- §2) Dial range: T I....... | N5 s meyieen : |50
[+ 45§ Changeabl
5 Hotiine (Di Confimation I—-——- @ DNS Server Name
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0 o1 el [[ 5= Tocaton
(D call data (: ™ Generate intemational phone numbsr Hame 0z 1CT1 -
= Hotel I~ Generate national phone number
i x.31 (D-ch I De-activate number suppression
- General ™ Use user ID as phone number
== Remote a I™ Mot registered with S1P. provider
() Network I¥ Alow log-in of a proy
=0 Configura ¥ :Hold in the PABX
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OK | Cancel
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System telephones
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Fig. 30: Configuration -> SIP Provider -> Access Data

Relevant fields in the SIP Provider menu

I

SIP provider name Enter the access data for the SIP provider.

Access data Enter your login name and password.

Connection Enable the Enabled field.

SIP registrar Enter the DNS Server Name for the first elmeg-ICT system
here.

Location Under Name select the second locality of the first elmeg ICT

system as the interface.

General Select Holding in the PABX to transfer calls. Select the
Allow Proxy Registration option to trigger the first elmeg
ICT system to act as SIP proxy.
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5.2.1.9 Advanced Configuration

The Individual Number or the DDI Block must be enabled in the Number Configur-
ation menu depending on the SIP account so that the SIP provider number can be
entered.

For this, go to the following menu:

(1) Go to Configuration -> SIP Provider -> Advanced

= New - elmeg Professional Configurator - ICT

File Dataesxchange Display 2

0 w oo
Mew Open Save | Read Send

o
Delete ” Help

Corfiguration |
=] ? elmeg ICT | No. ‘ Mame ‘ |P-address/DpnDNS | Telephone ru... ‘ Trunk group
- PABX type / Module configuration Individual number
-] Cunﬁgurannn of 50/Up0/S 2 R
- A Locations
= [f] External numbers Access date Extended | STUN | Proxy | Codecs | Numbers |
2 _Outgoing CLIP Mo Screel
.3 Inmternal subsarber i~ Telephone number configuration Trurk group selection
- 4%, Team configuration " Individual number Trunk group number 1 -
Call distribution ¥ Dialin block
-1 Extended call 1
ﬂ Door terminal fAlarm callfSwi i~ Dial+n block configuration —~Retum destination
57 Calendar
Length of extension numbers 2 -
2 Dial ranges <t lj * Team
[+ 45F Changeable access rumbers Identiication of caling extension number [Team 00 E
ﬁ Hotline (Direct calls)
-5 serial interfaces - End of disling monitoringtimer — ] | (" Int. Subscriber
@ Internal CF 13 Seconds S
= @ External CF I J
I OT adapter
) Call data (SMDR) — Number of simultanous connection: — Registration timer
|y Hotel b
4812 %,31 (D-channel) 0 i 50 Seconds
< General
7 Remate access | Replacing number prefix (nbound sender D)
B Network
=) Configuration access by I
£ Distinctive ringing (a/b)
3% Audio Applications
S4 Data exchange
0K | Cancel

Status
System telephones
WIN-Tool Launcher
Web-Interface

05.11.2008 |15:30:21 |Count 25 NUM A

Fig. 31: Configuration -> SIP Provider -> Advanced

Relevant fields in the Advanced menu

Field Meaning

Call Number Configura- Enable the DDI Block field. You can now access all internal

tion extensions. In the Subscriber Numbers menu no numbers are
entered.
Bundle association Enter a one-digit bundle number. This can be the same number
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as the bundle number for the outgoing (OUT) connections (a
bundle number is not required for an incoming call).

End of dialling monitor-  Enter the time after which the elmeg ICT system should start to
ing timer dial.

5.2.1.10 Changeable access numbers

You can change the access numbers for the Target Bundle Assignment in the Change-
able access numbers menu for the first elmeg ICT system. This makes it easier to assign
the SIP provider (OUT).

For this, go to the following menu:

(1) Go to Configuration -> Changeable access numbers -> Target Bundle Assign-

ment
he HEE]
0= A :
MNew Open Save | Read Send | Delete Help
Corfiguration \
P —— Tiunk Group Access number

& PABX type | Module configuration -
# Configuration of S0,Up0/S2M{ISDN30) 2 -
& Locations 03

+- |2 External numbers 04
&3 Internal subscriber 05
ﬁg Team configuration 06
Call distribution 07
™ Extended call distribution 02
ﬁ Door terminal/Alarm call/Switching order
98 Calendar

+ % Dial ranges

= 48§ Changeable access numbers

Pr,o System Park (Open query)
Access code for trunk group selection : Trunk group 1
[ Daoor opener

#F Hotline (Direct calls)
B Internal CF

@ External CF
ﬁ DT adapter Eancel
(& call datz (SMDR)
=y Hotel
iy X.31 (D-channel)
. General
<=0 Remote access
+- 0 Network
=0 Configuration access
,ﬂ Distinctive ringing (a/b)
} Audio Applications
F2 Data exchange

Status
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Web-Interface
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Fig. 32: Configuration -> Changeable access numbers -> Target Bundle Assignment



Relevant fields in the Target Bundle Assignment menu

Field Meaning

Access number
Select the desired dialling code to establish an external connec-

tion. You do not need to dial the long *8 bundle number + sub-
scriber number.

5.2.1.11 Internal Extension

You must allow the Target Bundle Assignment to be able to use the tariff manager (LCR)
and the bundle assignment.

For this, go to the following menu:

(1) Go to Configuration -> Internal Extension -> Internal Extension

= New - elmeg Professional Configurator - ICT

File  Data sxchangs Display 7

O e o 2

New Open | Save  Read | Send

x P ‘

Delete T Help

e |

Search for subscriber
(1< elmeg ICT
-4 PABX type [ Module configuration

‘ | Nurnber: j' Name: hhd Start search
#l Configuration of S0/Up0/S2M{ISDN30)

£ Locations - Subscrber st
-2 External numbers

Zam configuraton
-{H] call distribution

& Extended call distribution

m Door terminalfAlarm call/Switching order
99 Calendar

Line access autherization
Internal SO bus 10 Unlimited
Internal SO bus Unlimited

& intemalgg  |fni=rnal sbscrber

Internal subscriber : Base S0-1 Subscr.-01

@ Dial ranges Kumbsrs | Line Access | Featurss | Communication Costs | Switching functions |
[+ 48§ Changeable access numbers
" ﬁ Hotline (Direct calls) Select your intemal telephone number here. For extemal calls the telephone number presented to the extemal calling partner can be
Y seridlinterfaces Feced
@ Internal CF
& External CF R iy ~Pick up
g o adzprer Intemal umber 0 = Fick up group o0
-3 Call data (SMDR)
b=y Hotel
18 %31 (D-channel) ~Subscriber's name {12 characters)————  ~Outgoing number
i p General
=0 Remote accass Name | Outside line | Outgoing number ]
i { Network o T Base 502
=0 Configuration access Base 503
.48 Distinctive ringing (a/b) Base 504

32 Audio Applications Pemit corfiguration [~

A
F2 Data exchange PN l—
Contiration o

- Line access digit assigned trunk groups

1 =
2 e ~ Pemit trunk group selection
3 =
= Trurk group number | ok/ne
- b4 Trunk Group 0 v
Status 7 =
System telephones

WIN-Teol Launcher

Web-Interface oK Eahod
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Fig. 33: Configuration -> Internal Extension -> Internal Extension
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Relevant fields in the Internal Extension menu

Field Meaning

Allow Target Bundle As-
signment The Bundle 1 entry must be enabled for Target Bundle As-

signment.

5.2.2 Configuration steps for the second elmeg ICT system

The second elmeg ICT88 system with VolP-VPN Gateway module is established in the
same way for this interface and corresponds to the first elmeg ICT88 system in some pro-
gramming steps.

5.2.2.1 Configuring the IP address
When registering you must specify the IP address and the netmask.

For this, go to the following menu:

(1) Go to Configuration -> Network -> Router / LAN
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New - elmeg Professional Configurator

File _Ibata exchange Display ?

O = E]

New Open ~ Save | Read ~ Send | Delete ~ Help

Configuration |
- eimeg ICT Configure the IP address for your PABX system here. If you are already operating a network and are using IP addresses from a
=P a . different network, you can utilize your PABX system IP addresses and network mask
4§ PiBX type | Module configuration adapt correspondingly. Please note that [P addresses may only be used one time in the LAN, i.&. the same [P address may not be
#| Configuration of 50/Up0/S2M(ISDN30) assigned to several devices.
A Locations
&1 1 External numbers PABX parameters With an active DHCP server ensure that the assigned P sddress
& Termel subscrbr does not clash with the DHCP client address range. In addition, you
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Fig. 34: Configuration -> Network -> Router / LAN

Relevant fields in the System Parameters menu

Field Meaning

IP Address The IP address is entered under System Parameters .

Subnet Mask Enter the corresponding netmask here.

5.2.2.2 Dynamic assignment of IP addresses

Go to the following menu to enable dynamic assignment for IP addresses.

(1) Go to Configuration -> Network -> Address Assignment
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Fig. 35: Configuration -> Network -> Address Assignment

Relevant fields in the Address Assignment menu

Field Meaning

DHCP server enabled Under Parameters for Dynamic IP Address Assignment en-
able the option DHCP Server Enabled.

Start address Under Start Address you can define the starting point for the IP
address pool managed by the DHCP server.

Address Number The Address Number indicates the total number of IP ad-
dresses and determines the next available |IP address.

DNS Server Enable the entry Use System as DNS Proxy.

5.2.2.3 Internet Access

Go to the following menu to set up an internet access:

(1) Go to Configuration -> Network -> Internet Access
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Fig. 36: Configuration -> Network -> Internet Access

Relevant fields in the Internet Access menu

Connector Type

Login Parameters

Connection Setup

Automatic Separation of
WAN Connection

Set the Connection Type to xDSL (PPPOE).

Specify the user names as indicated by the internet provider
and enter the password.

Enable Re-establish Connection Immediately .The
time between the connection clearing and the connection setup
should be as short as possible, otherwise registration problems
can occur.

The internet provider controls the forced separation and defines
the time for repeatedly clearing and immediate re-establishing
the connection.
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5.2.2.4 Enabling Dynamic DNS

Go to the following menu to enter the dynDNS account data:

(1) Go to Configuration -> Network -> Dynamic DNS

% New - elmeg Professional Configurator - ICT

20 Dataexchange Display 2

O & H

MNew Open 7 Save | Read | Send | Delete

Help
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Fl-i g elmeg ICT
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Web-Interface

Ready

Enter the data for your Dynamic DNS provider here.
- Host name (e.g.: my-homepage.dyndns.org)

- User name

- Password

You define the data hostname, username and password yourself when you register with
your DynDNS-provider.

08,11,2008 |16:39:53 NUM

Fig. 37: Configuration -> Network -> Dynamic DNS

Relevant fields in the Dynamic DNS menu

Enabling Dynamic DNS  Enable the entry Enable Dynamic DNS.

Parameters for dynamic  Enter the dynDNS account data over which the VolP-VPN

DNS

Gateway module for this system can be accessed. You will
have specified this data when registering with your dynDNS pro-
vider.



5.2.2.5 Setting up a locality

You can set up an additional locality. This has the advantage that you can define the para-
meters and registration differently.

Go to the following menu for this:

(1) Go to Configuration -> Localities

< New - elmeg Professional Configurator - ICT

File Dataexchange Display  *

0O & . s hlan g
New Open Save | Read Send | Delete Help
Configuration ‘
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System telephones
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Fig. 38: Configuration -> Localities

Relevant fields in the menu Location: 02

Field Meaning

IP Address / DNS Name Enter the DNS Server Name for the first elmeg-ICT system
here.

Bandwidth (in kbps) The values for Upstream and Downstream are entered here.
For a DSL 1000, for example, the values are 128 kbps up-
stream and 1024 kbps downstream. Further details can be

Workshops (Excerpt)
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found by consulting your provider.

Max. RTP Traffic

We also recommend setting the Max. RTP Traffic to 70 per-

cent for example. Only 70 percent is then used for voice data
(RTP). This prevent data aborts after VoIP calls have been set

up.

5.2.2.6 Creating a SIP provider (OUT connection)

Go to the following menu to create a SIP provider for an outgoing (OUT) connection:

(1) Go to Configuration -> SIP Provider -> Access Data

[, oy
O & y 2 5
Mew Open Save | Read Send | Delete Help
Contiguration |
2 elmeg ICT No. | Name IP-address/DunDNS Telephane nu... | Trunk group
& PABX type / Module configuration ] 1
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£, Team con Name tolCT1OUT " not active
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Hf] o7 adapte
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it %,31 (0 [~ De-activate number suppression
£ General I Use user ID as phone number
=D Remote a [ Not registered with SIP provider
¥ @ Metwork [~ Mlow logdn of @ praxy
=0 Configura| I :Hold in the PABX
é Distinctive ™ Replace intemational prefix by "+"
25 Audio Apg
¥4 Data exdh
OK Cancel
Status
System telephones
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Ready 07.11.2008 10:37:10 |Count 25 NUM

Fig. 39: Configuration -> SIP Provider -> Access Data

Relevant fields in the SIP Provider menu

SIP provider name

Enter the access data for the SIP provider.



Field Meaning

Access data Enter your login name and password.

Connection Enable the Enabled field.

SIP registrar Enter the DNS Server Name for the second elmeg-ICT system
here.

Location Under Name select the locality of the elmeg ICT system as the
interface.

General Select Holding in the PABX to transfer calls.

5.2.2.7 Advanced Configuration

The Individual Number orthe DDI Block must be enabled in the Number Configur-
ation menu depending on the SIP account so that the SIP provider number can be
entered.

For this, go to the following menu:

(1) Go to Configuration -> SIP Provider -> Advanced

Workshops (Excerpt)
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Fig. 40: Configuration -> SIP Provider -> Advanced

Relevant fields in the Advanced menu

Field Meaning

Call Number Configura- Enable the DDI Block field. You can now access all internal

tion extensions. In the Subscriber Numbers menu no numbers are
entered.
Bundle association Enter a one-digit bundle number.

End of dialling monitor-  Enter the time after which the elmeg ICT system should start to
ing timer dial.
5.2.2.8 Creating a SIP provider (IN connection)

Go to the following menu to create a SIP provider for an incoming (IN) connection:

(1) Go to Configuration -> SIP Provider -> Access Data
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Fig. 41: Configuration -> SIP Provider -> Access Data

Relevant fields in the SIP Provider menu

SIP provider name
Access data
Connection

SIP registrar

Location

General

Enter the access data for the SIP provider.
Enter your login name and password.
Enable the Enabled field.

Enter the DNS Server Name for the second elmeg-ICT system
here.

Under Name select the locality of the elmeg ICT system as the
interface.

Select Holding in the PABX to transfer calls. Select the
Allow Proxy Registration option to trigger the second el-
meg ICT system to act as SIP proxy.
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5.2.2.9 Advanced Configuration

The Individual Number or the DDI Block must be enabled in the Number Configur-
ation menu depending on the SIP account so that the SIP provider number can be
entered.

For this, go to the following menu:

(1) Go to Configuration -> SIP Provider -> Advanced
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Fig. 42: Configuration -> SIP Provider -> Advanced

Relevant fields in the Advanced menu

Field Meaning

Call Number Configura- Enable the DDI Block field. You can now access all internal
tion extensions. In the Subscriber Numbers menu no numbers are
entered.

Bundle association Enter a one-digit bundle number. This can be the same number
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as the bundle number for the outgoing (OUT) connections (a
bundle number is not required for an incoming call).

End of dialling monitor-  Enter the time after which the elmeg ICT system should start to
ing timer dial.

5.2.2.10 Changeable access numbers

You can change the access numbers for the Target Bundle Assignment in the Change-
able access numbers menu for the second elmeg ICT system. This makes it easier to as-
sign the SIP provider (OUT).

For this, go to the following menu:

(1) Go to Configuration -> Changeable access numbers -> Target Bundle Assign-
ment
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Fig. 43: Configuration -> Changeable access numbers -> Target Bundle Assignment



Relevant fields in the Target Bundle Assignment menu

Field Meaning

Access number
Select the desired dialling code to establish an external connec-

tion. You do not need to dial the long *8 bundle number + sub-
scriber number.

5.2.2.11 Internal Extension

You must allow the Target Bundle Assignment to be able to use the tariff manager (LCR)
and the bundle assignment.

For this, go to the following menu:

(1) Go to Configuration -> Internal Extension -> Internal Extension
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Fig. 44: Configuration -> Internal Extension -> Internal Extension
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Relevant fields in the Internal Extension menu

Allow Target Bundle As-

signment The Bundle 2 entry must be enabled for Target Bundle As-

signment.

5.3 Overview of configuration steps

5.3.1 Configuration steps for the first elmeg ICT system

Changing system parameters
Field Menu Value

IP Address Configuration -> Network - e.g. 192.168.1.250
> Router / LAN

Subnet Mask Configuration -> Network - e.g. 255.255.255.0
> Router / LAN

Enabling address assignment

Field Menu Value

DHCP server enabled Configuration -> Network - Select DHCP server en-
> Address Assignment abled

Start address Configuration -> Network - e.g. 192.168.1.10
> Address Assignment

Address Number Configuration -> Network - e.g. 20
> Address Assignment

DNS Server Configuration -> Network - Enable Use System as
> Address Assignment DNS Proxy.

Establishing an internet connection
Field Menu Value

Connector Type Configuration -> Network - xDs1 (PPPoE)
> Internet Access
Login Parameters Configuration -> Network - According to the internet pro-
> Internet Access vider's specifications.
Connection Clearing Configuration -> Network - Enable re-establish
> Internet Access connection immedi-
ately.

Automatic Separation of Configuration -> Network - e.g. 3 am
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WAN Connection > Internet Access

Enabling Dynamic DNS 7
Field Menu Value

Enabling Dynamic DNS Configuration -> Network - Select Enable Dynamic
> Dynamic DNS DNS

Hostname Configuration -> Network - Host name of the first ICT
> Dynamic DNS system.

User Name Configuration -> Network - Your user name

> Dynamic DNS

Password Configuration -> Network - Your password
> Dynamic DNS

Setting up an extra locality
Field Menu Value

IP Address / DNS Name Configuration -> Localities |IP address and DNS name of
-> Locality: 02 the second ICT system.

Bandwidth Configuration -> Localities e.g. for Upstream 128 and
-> Locality: 02 for Downstream 1024

Max. RTP Traffic Configuration -> Localities e.g. 70
-> Locality: 02

Creating a SIP provider (OUT connection)

SIP Registrar Configuration -> SIP Pro-  |IP address and DNS name of
vider -> Access Data the second ICT system.

Location Configuration -> SIP Pro- e.g. 02: ICTI
vider -> Access Data

General Configuration -> SIP Pro-  Select Holding in the
vider -> Access Data PABX

Configuring a subscriber number (OUT connection) 7
Field Menu Value

Call Number Configuration ~ Configuration -> SIP Pro- Enable DDI Block.
vider -> Advanced

Bundle association Configuration -> SIP Pro- e.g. 1
vider -> Advanced

End of dialling monitoring Configuration -> SIP Pro- e.g. 3
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timer vider -> Advanced

Creating a SIP provider (IN connection)

Field Menu [Value

SIP Registrar Configuration -> SIP Pro-  IP address and DNS name of
vider -> Access Data the first ICT system.

Location Configuration -> SIP Pro- e.g. 02: ICTI1
vider -> Access Data

General Configuration -> SIP Pro-  Select Allow Proxy Re-
vider -> Access Data gistrationand Holding

in the PABX

Configuring a subscriber number (IN connection) 7
Field Menu Value

Call Number Configuration ~ Configuration -> SIP Pro- Enable DDI Block.
vider -> Advanced

Bundle association Configuration -> SIP Pro- e.g. 1
vider -> Advanced

End of dialling monitoring Configuration -> SIP Pro- e.g. 3
timer vider -> Advanced

Changing the bundle assignment
Field Menu Value

Access number Configuration -> Target e.g. 9
Bundle Assignment-> Ac-
cess Number

Allowing bundle assignment

Allow Target Bundle Assign- Configuration -> Internal Select Bundle 1
ment Extension -> Internal Ex-

tension-> Subscriber Num-

bers
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5.3.2 Configuration steps for the second elmeg ICT system

Changing system parameters

IP Address Configuration -> Network - e.g. 192.168.2.250
> Router / LAN

Subnet Mask Configuration -> Network - e.g. 255.255.255.0
> Router / LAN

Enabling address assignment

Field Menu Value

DHCP server enabled Configuration -> Network - Select DHCP server en-
> Address Assignment abled

Start address Configuration -> Network - e.g. 192.168.2.30
> Address Assignment

Address Number Configuration -> Network - e.g. 20
> Address Assignment

DNS Server Configuration -> Network - Enable Use System as
> Address Assignment DNS Proxy.

Establishing an internet connection

Field Menu Value
Connector Type Configuration -> Network - xDs1 (PPPoE)
> Internet Access
Login Parameters Configuration -> Network - According to the internet pro-
> Internet Access vider's specifications.
Connection Clearing Configuration -> Network - Enable re-establish
> Internet Access connection immedi-
ately.
Automatic Separation of Configuration -> Network - e.g. 3 am
WAN Connection > Internet Access

Enabling Dynamic DNS

Field Menu [Value
Enabling Dynamic DNS Configuration -> Network - Select Enable Dynamic
> Dynamic DNS DNS
Hostname Configuration -> Network - Host name of the second ICT

> Dynamic DNS system.
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User Name Configuration -> Network - Your user name
> Dynamic DNS

Password Configuration -> Network - Your password
> Dynamic DNS

Setting up an extra locality

Field Menu Value

IP Address / DNS Name Configuration -> Localities |IP address and DNS name of
-> Locality: 02 the first ICT system.

Bandwidth Configuration -> Localities e.g. for Upstream128 and
-> Locality: 02 for Downstream 1024

Max. RTP Traffic Configuration -> Localities e.g. 70
-> Locality: 02

Creating a SIP provider (OUT connection)

SIP Registrar Configuration -> SIP Pro-  |IP address and DNS name of
vider -> Access Data the second ICT system.

Location Configuration -> SIP Pro- e.g. 02: ICT2
vider -> Access Data

General Configuration -> SIP Pro-  Select Holding in the
vider -> Access Data PABX

Configuring a subscriber number (OUT connection) 7
Field Menu Value

Call Number Configuration ~ Configuration -> SIP Pro- Enable DDI Block.
vider -> Advanced

Bundle association Configuration -> SIP Pro- e.g. 2
vider -> Advanced

End of dialling monitoring Configuration -> SIP Pro- e.g. 3
timer vider -> Advanced

Creating a SIP provider (IN connection)

SIP Registrar Configuration -> SIP Pro-  |IP address and DNS name of
vider -> Access Data the second ICT system.
Location Configuration -> SIP Pro- e.g. 02: ICT2

vider -> Access Data
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General Configuration -> SIP Pro-  Select Allow Proxy Re-
vider -> Access Data gistrationand Holding
in the PABX

Configuring a subscriber number (IN connection) 7
Field Menu Value

Call Number Configuration ~ Configuration -> SIP Pro- Enable DDI Block.
vider -> Advanced

Bundle association Configuration -> SIP Pro- e.g. 2
vider -> Advanced

End of dialling monitoring Configuration -> SIP Pro- e.g. 3
timer vider -> Advanced

Changing the bundle assignment

Access number Configuration -> Target eg. 8
Bundle Assignment-> Ac-
cess Number

Allowing bundle assignment

Field [Menu [Value

Allow Target Bundle Assign- Configuration -> Internal Select Bundle 2
ment Extension -> Internal Ex-

tension-> Subscriber Num-

bers



Chapter 6 Telephony - ICT880 as Unified Mes-
saging Gateway for Microsoft Exchange Server
2007

6.1 Introduction

The present chapter describes connection of the unified messaging roll for Microsoft Ex-
change Server 2007 to the public telephone network using an elmeg ICT 880

The unified messaging roll for Microsoft exchange server 2007 offers the following func-
tions:

* Access to e-mails and voice messages, appointments and contacts by voice control/tone
dialling

¢ Server for fax reception

* Answering machine function with message delivery by e-malil

* Auto Attendant / call relay

elmeg ICT 880

Microsoft
Exchange
Server 2007

Fig. 45: Example scenario

Requirements

* An elmeg ICT 880 Version 76.1 incl. VolP-VPN gateway / DSP module
* Microsoft Exchange Server 2007 with Unified Messaging Roll

¢ Access to public telephone network

6.2 Configuration
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6.2.1 Configuration steps on Microsoft Exchange server

Configuration of the Microsoft Exchange server is performed with the exchange adminis-
tration console :

BB Exchange-Yerwaltungskonsole =10
Ble Acton Yew Help |
= | BmE 2= |
3 Mirosoft Exchenge BE Unified Messaging
) a2 Organization Configuration
& v U Dial lans | L 1p Gateways | Un oo Polcies | UM auko attendss | Unified Messaging -
& Clirt Access UMDislPlan ~ [ # Digts | Assacisted Umservers | || ;% New UM Dial Plan.
©L5 Hub Transport | LoPrba 3 EXCHANGEDT B New UM 1P Gatemay,
* 1) Unified Messaging |:{=DP-peine 3 EXCHANGEDT
=1 § Server Configuration i New UM Maibox Policy.
- Malbox [ New UM Auto Aendat, .
Za Client Access

2o Hub Transport = ExpartList...
Z Unified Messaging

»
El- 2 Recipient Configuration View
| % Maibox Refresh
+82, pistrbution Group
5 mal Contact @ re
“.48} Disconnected Mailbos
5 Toobox

Fig. 46: Exchange administration console

Creation of a dial plan

In the Unified Messaging menu, you can launch the wizard to create a new UM dial plan.

(1) Go to Organization Configuration -> Unified Messaging -> New UM Dial Plan...
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3 New UM Dial Flan
I Completion

Help

New UM Dial Plan

New UM Dial Plan
This wizard helps you create & UM dial plan for uss by Microsoft Exchange Urified
Messaging. & dial plan s a grauping of unigue telephane edtension numbers.

Name:

[dema_dialplan

Kumber of digis in extension numbers:

[

URI typs

[Telephane Estension

YalP securly

[Unsecured

() After you creats & new dial plan, the dial plan must be added to one or more LW
seivers before it wil be used.

<Back_|[_New ]

Fig. 47: New UM dial plan

To create a new UM dial plan, proceed as follows:

(1) Enter the dial plan name, e. g. demo _dialplan.

(2) In Number of digits in extension numbers set the number of direct dial-in numbers,

e.g., 3.

(3) In URI type select a designation for the resources, e.g. Telephone Extension.

(4) In VoIP security select Unsecured.

(5) With the option New, you create the new dial plan.




New UM Dial Plan

P New UM Disl Plan Completion
P Completion
Elapsed time: 000001

Summary: 1 item(s). 1 succeeded, O failed

574 demo_dialplan

‘TelExtn' Vol PSecurity Unsecurad'

Elapsed Time: 00:00.01

Select Crl+C to copy the conterts of this page.

Help ¢ Back

Fig. 48: New UM dial plan

Click on Finish to close the wizard.

After the wizard is closed, dial plan properties must be edited.

Exchange Management Shell command completed
niew-UMDialFlan -Hame ‘deme_dislplan’ HumberDiDigitsInE stension ‘3 URIType

demo_dialplan Properties
Sefngs | DialngRusGroups | Diding Reshictions
Gensral Subscriber Access | DialCodes | Fealues

Welcome Grestings

Welcome gresting:

|Use default greeting Madify.

Informational announcement:

|Info|mat|onal anhouncement it disabled Modify.

Associated Subscriber Access Numbers

Enter the telephone number to associate:

|
gpadd FEdt X

E00

The wizard completed successtully, Click Finish to close this wizard,

ok I Cancel Apply

Help

Fig. 49: Subscriber Access

Under demo_dialplan Properties -> Subscriber Access the call number under which the
system may later be reached is saved, e.g., 600.

@ complsted 2

Carcel
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Setfngs | DidingRuleGroups | Diding Restictions |
General | SubsorberAcoess DialCodes | Featues

Outgoing Configuration

Dutside line access code a
[Example: 9)

Integnational access code: o
[Example: 011 for the United States]

National number prefiz: a
[Example: O for France, 1 for the United States]

LCountry/Region code: 43

[Example: 81 farJapan, 1 far United States)

Incoming Configuration

In-countmydregion number format: a
[Example: 14255550198)
International number format: 0049

[Example: 4420xxxmn)

oK I Cancel Apply Help

Fig. 50: Dial Codes
Under demo_dialplan Properties -> Dial Codes national and other prefixes are saved.
To save the prefixes, proceed as follows:

First, enter the numbers for outgoing calls.

(1) In Outside line access code a number for an outside line can be saved.
(2) In International access code enter the international access number 00.
(3) In National number prefix enter the national prefix, here 0.

(4) In Country/Region code enter the country code, e.g., 49 for Germany.

Now enter the numbers for incoming calls.
(1) In In-country/region number format enter 0.

(2) In International number format enter the prefix, e.g., 0049 for Germany.
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demo_dialplan Properties 5[

General |
Setlings

Dial by name primary method,

Subscriber Access
Dialing Rule Groups

Dial Codes |
| Dialing Restrictions

EETEERN

Features

el e s e |
Audio codec: lﬁ
DOperator extension: 810
Logon failures before disconmect E
Timeouts and Retries
Masimum call duration [min) [
WMasimum recording duration [min ET
Recarding idle fime-out [sec): |5—
Input idle timeout [sec]: l5—
Input retiies En
Input failures before disconnect; l3—
Language Settings
Default Janguage: English [United States] 7
aK I Cancel | Apply | Help |

Fig. 51: Settings

In the Settings submenu, notably the language codecs and the language with which the
system shall respond are saved.

To save additional settings, proceed as follows:

M
)
@)
(4)
(5)

In Dial by name primary method select, for example, Last First.

In Dial by name secondary method select SMTP Address.

In Audio codec enter language codec G. 711.

In Operator extension enter, for example, the switchboard number 81 0.

In Default language select the language in which the system shall subsequently an-
swer, e.g., English (United States).

In the submenu Dialing Rule Groups a UM dial plan is defined. This determines which
type of calls the UM-enabled user can make. In our example, national and international
connections are permitted. Dialing Rule Groups also allow transformation of destination

numbers (e.g. setting of a specific prefix).
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demo_dialplan Properties 5[
Goneradl | Subsoiberécoess | DidlCodes | Fealwes |
Settings Dialing Rule Groups I Dialing Restictions
In-Country/Region Fule Groups
eaadd.. M Edt.. X
MName | MNurnber Mask | Dialed Mumber
national o o
4| | |
International Rule Groups
gpadd.. 7 Edb., 25
Name | Number Mask | Dialed Number
international oo+ oo+
4] | i
0k | cancel | gy | Hep |

Fig. 52: Dialing Rule Groups

In the submenu Dialing Restrictions, it is determined which kinds of calls are permitted or,
as the case arises, prohibited.

demo_dialplan Properties Xl
General | Subscriber Access | Dial Cades | Features |
Settings | Dialing Rule Gioups Dialing Restrictions

W Allow calls to users within the same dial plan
¥ Allow calls to extensions

Select allowed in-country/region rule groups from dial plan:

Sagd. K

national

Select allowed international rle groups fram dial plan:

eadd.. 2

international

0K | Concel | oo Help

Fig. 563: Dialing Restrictions

The newly-created dial plan is subsequently allocated to a UM server. The dial plan can be
added in Server Properties UM Settings. Here are administered the installed language
packs and the restriction on the maximum possible number of voice and fax connections.

(1) Go to Server Configuration -> Unified Messaging -> UM Settings.
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[Exchange-verwaltungskonsale =

T3 Microsaft Exchangs ed Messaging

=18 Organization Configuration
{g Maibox
-] Cliert Access
i) Hub Transport
|4 Unified Messaging
E1- 5 Server Configuration
T Maibox
S dlient Access
2= Hub Transport
i Unified Messaging
=&, Recipient: Configuration
3 Maibox
2, Distribution Group
L) Mal Contact
%) Disconnected Mailbox
- Toobox

| Crote Fiter Unified Messaging -
B t List.
| Rals Wersior I 5 B il
- EXCHANGEOT Hub Transport, Client Acc...  Version 8.1 (Buid 240.6) E Wi >
[EXCHANGEOT Properties Refresh
General| Spstem Setings UM Seltings | & Help
Plans | EXCHANGEO? a
ST
bdd
NS =
Name - " .
[mpPe = Find Now  Clear
74 DP-peine Name ~ i Phone Context
¥ plan el
|74 DP-nbg 3 DPnbg vittuslnet funkwerk.
|4 DP-peine 3 DP-peine vituahet funkwe.

Miscellaneous Configurati

Prompt languages:

[V Masium concurrent

IV Mayimum concurrent

Fig. 54: UM Settings

Creation of a UM IP Gateway

A new UM IP gateway is created with the assistant in the Unified Messaging submenu.

(1) Go to Organization Configuration -> Unified Messaging -> New UM IP Gateway.

Hew UM IF Gateway
[ Completion

Help

New UM IP Gateway

New UM IP Gateway
This wizard helps pou create a UM [P gateway for use by Micrasoft Exchange Urified
Messaging. UM IF gatewas represent the connection between a physical gateway or 1P
PBX and Unified Messaging

Name:

[demo_UM -G

@ |P Address

[152.168 10,222
Example: 192.168.10.10
" Eully qualified domain name (FODN):

Example: smarthost.company.com

Dial plarc

[derno_disipian Browse.

() I sl pla is selecter, & default hunt group wil be crested to assocists this new LM

IF gateway to the specified dial plan. f o dial plan is selested, & hunt group must be
created manualy

< Back Mew Cancel

Fig. 55: New UM IP gateway

To create a new UM IP gateway, proceed as follows:
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6 Telephony - ICT880 as Unified Messaging Gateway for
Microsoft Exchange Server 2007

(1) In Name enter, for example, demo UM-Gw.
(2) Enter the IP address at which the UM gateway is accessible, e.g. 192.168.10.222.

(3) In Fully qualified domain name (FQDN) you can enter the name under which the
UM gateway is accessible.

(4) Next, the previously-created Dial Plan is assigned.

Creation of a UM hunt group

The Hunt Groups are required for drive of the exchange server by the UM gateway . The
assistant for creation of a new UM hunt group is launched on the exchange administra-
tion console.

(1) Go to Organization Configuration -> Unified Messaging -> New UM Hunt Group.

1(0{),{_—_ New UM Hunt Group

1 New UM Hunt Group | Mew UM Hunt Group

This wizard helps you create & LM hunt group for uss by Miciosoft Exchange Unified
Messaging. & hunt group represents @ connection between a UM |F gatewap and a UM
dial plan, and assaciates the dial plan with the pilat identiier specified below.

Completion

Agsaciated UM IP gateway
[deme_UM -G

Hame:

[mailbox_demo

Dial plarc

[demo_dialplan Eiowse.
Pilat identifier
[0

Help ik [ mew | | Cancel

Fig. 56: New UM Hunt Group

To create a new UM hunt group, proceed as follows:
(1) In Name enter the name of the hunt group, e.g., mailbox demo.
(2) In Dial plan select demo _dialplan.

(8) The number of the Pilot identifier, here 600, for example, is later saved at the UM
gateway as a VolP extension in order to create a connection to the Exchange Server
2007.

You can view the completed configuration in the menu Organization Configuration ->
Unified Messaging -> UM IP Gateways.



[BEExchange-verwaltun
A View  Help

BENCEIEIC]
[E2 moasoftExchange.

E}-{ok] Orgarization Configuration

©lg Maibox

“ofal Client Access
% Hub Transpart
I Unified Messaging
F1- § Server Configuration
5y Maibos
L3 clnt Access
+Z2e Hub Transport
©Z Urified Messaging
E1-%, Recipient Configuration
24 Maibo
82, Distribution Group
L] Mai Contact
£} Discornected Mailbox
@ Toobox

ified Messaging Actions
LM Dial Pl UM P Gatewats | U Maibox Polcies | UM Auto dttendents | Unified Messaging «
“Hame | U Disl Plans | Pilot Identifi | Address [States || [ NewUMDialP...
=] @d'em UM-GW 192.168.10.222 Enabled E New UM IP Ga, .
Eld T 192.168.10.253  Enabled || 1) New LM Maib..
2! Exchange-mailbo...  DP-peins 998 [& Newumauto ..
B 5 UM-GW-Nbg 192.168.10.254¢  Enabled
7! Ha - Auto Attend,.. DP-nba %9 © expardalum. ..
2 HG - Mbg DP-nby 00 @ colapse allu.
[ Export List..
Wiew »
Refresh
£ Hep
‘mailbox_demo -
< Remove
2 Hebp
4 | jid |

Fig. 57: UM IP Gateways

Configuration of a UM Mailbox Policy

Already when creating a Dial Plan a standard UM Mailbox Policy is created.

demo_dialplan Default Policy Properties x|

Genesal | Messaga Text | PIN Polcies | Dialing Restrictions |

@ [demo_dieiplan Default Folicy

Assaciated UM dial plan:  dema_dialplan

Modified

Montag, 26. Mai 2009 15:07:20

aximum greeting duration [minutes):

IV Allow missed call notifisations

Spply

=

Cancel |

Help

Fig. 58: Default Policy Properties

In properties of UM Mailbox Policy, in the Message Text submenu, various text templates
can be saved; these can be sent to the UM user per e-mail (e.g., when activating the uni-
fied messaging mailbox or when resetting the unified messaging PIN).




demo_dialplan Default Policy Properties

neue Sprachnachricht!

-

neues Fixl

=

Fig. 59: Message Text

In the submenu PIN Policies, different properties of the UM PIN (e.g., PIN length) reques-
ted when accessing the UM system can be modified.

demo_dialplan Default Policy Propetrties

Fig. 60: PIN Policies

In the submenu Dialing Restrictions, it is determined which kinds of calls are permitted or,
as the case arises, prohibited.
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[demo_dialplan Default Policy Properties il

General | Message Text| PIN Policies  Disling Restrictions I

v {Aligw calls o Users within the same dial plant

¥ Allow calls to extensions

Select allowed in-cauntiy/region rule groups from dial plan:

Loadt.. K

national

Select allowed international rule groups fram dial plan:

aadd.. 2

international

akK I Cancel | Apply Help

Fig. 61: Dialing Restrictions

Auto Attendants (optional)

Configuration of an Auto Attendant, a type of electronic telephone switchboard, is option-
al. For the Auto Attendant an additional Hunt Group should be created, under whose Pi-
lot Identifier (extension number) the electronic switchboard position can be reached.

Activation of unified messaging for an exchange mailbox

In the Mailbox submenu, the unified messaging functions for an exchange mailbox/ex-
change user can be activated via an assistant. For this, the previously configured Unified
Messaging Mailbox Policy must be saved, along with a PIN (for authentication).

(1) Go to Organization Configuration -> Recipient Configuration -> Mailbox.
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3 Introduction

Extension
B Confgwation

Enable Unified
Messaging

[ Completion

Help

Enable Unified Messaging

Introduction

The seleeted mailbos wil be enabled for Unified Messaging. pen completion, an e-mail
message will be sent ta the maibox notifying the user that they have been enabled for
Unified Messaging. The message will include the PIN and the number to dial to gain accsss
10 their mailbex. By default, an extension number and FIN are automatically generated, You
can alsa manually specify an extenssion umber and PIN.

Unified Messaging Mailbox Policy:

Ejowse...

[dema_dialplan Defaut Folicy

PIN Settings

 Automatically generate PIN to access Dutlook Voice Access

& Manualy specify PIN

—_

™ Require user to reset PIN at first telaphone lagan

53 Unified Messaging is a premium feature and requives an Exchange Enlerprize Client
Access Licsnse [CAL) to enable i for the mailbox

<Back |[ Hews | caneal

Fig. 62: Mailbox

In the assistant's second step, a Mailbox Extension (mailbox number) for the user must
be saved. The Mailbox Extension should match the user's direct dial-in number.

Enable Unified Messaging

1 Intraduction

Extension
B Corfguuation

Enable Unified
Messaging

[ Complation

|

Extension Configuration

© Automatically gererated maiboy estension

@ Manually entered mailbox sstension w20

5IP Resource Identifier

Far & SIP LRI dial plan, this is the SIP addizss of the user [sxample:
tony.smith@conteso.com). For an E. 164 dial plan, this is the E. 164 addiess of the user
[example: +14255550150)

' Automatically generated SIF resowce idenifier
& Manusly entersd SIP or E.164 address:

< Back | Mext » I Cancel

Fig. 63: Mailbox Extension
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Microsoft Exchange Server 2007

6.2.2 Configuration of the elmeg ICT 880

In this example, the elmeg ICT 880 is connected to an ISDN point-to-multipoint via the ex-
ternal ISDN SO0 interface (e.g. SO-4). MSN numbers are provided for this ISDN port.

(1) Go to Configuration -> External numbers -> Base S0-4.

"+ New - elmeg Professional Cor Y ]

Fie Dataexchange Display 7

0O = . § & . '
New Open _ Save | Read | Send | Delete | Help
Canfiguration
= elmeg 1T - [ Por [ Tupe |
& PABRtype [ Modke config | Base 502 Point-to-point access (DDI)
Bas Point-to-point sccess (DI

# Canfiguration of SO/Up0YS
g Locations
B External numbers
0 Tnkernal subscriber
~#% Team configuration
Beetirtun x
T Extended call distribution
A0 Door terminalfAlarm callis X
-5 Calendar [~ Mulliple subscriber numbers (MSM) Please enter here the numbers

for your extemal ISDN
1 (@) Dial ranges Index M5N connection.
B 455 Changeable access numbe

- £7 Hotline (Direct cals)
. Serial interfaces

S0ir

DN 30 (52M)

Plzase enter the rumbers

without the area codel

B Internal cF E The numbers can be found in
your order confiimation.
43 External CF T
) OT adapter
& Call data (SMDR) l—
|y Hatel

-l .31 (D-channel)
- UK(Mobiler Teilnehmer)
L Gereral
= Remate acess
e Metwork =
=0 Configuration access

# Distinctive ringing (a/b)  +
I — _>I_I

Status

L A

System telephones

WIN-Tool Launcher Cancel
webnteriace
Ready [z7.05.2009 [13:50:25 [Countd | o | i

Fig. 64: Configuration -> External numbers -> Base S0-4

Relevant fields in the External Numbers menu: Base S0-4

MSN
For point-to-multipoint connections, you can enter up to 10 num-

bers (MSN, multiple subscriber number). These MSNs are the
external phone numbers for your ISDN connection. The MSNs
are consecutively numbered automatically from O.

Enter your connection's MSN numbers, e.g., 6898925,
6898926 and 6898927 .
Connection of the exchange server as VolP/SIP subscriber

The Microsoft Exchange Server 2007 is configured on the elmeg ICT 880 as a VolP/SIP
subscriber.
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(1) Go to Configuration -> Internal subscriber -> Numbers.

Internal subscriber : Module-2 ¥oIP-¥PN-1 Subscr.-02 5‘
Nurbers | Line Access | Featues | Communication Costs | Suitching functions | VolPVPN-setings |
Sielect you intemal telephone number here. For estemal calls the telephone number preserted to the eemal caling patner can be
selected.
Itemnal number Pick up
[ Internal number ~ ‘ ( Fick up gioup [
(- Subseriber's name (12 ek ) (- Dutaoing
Nane [M5_Exchange Outsice ine | Outaoing rumber
Base 502
Lagin name o
Base 504 00 6838325
Permit corfiguiation [ Module-5 ISDN3D (52
FIN lr
Confimation [~
(- Line access digit assioned trunk groups
1. [ Tk Group 2 -]
z Jhd - Permit trunk, group selection
3 ~
= [ Trunk group number | ok/no
4 = Trurk Group 01
5 - Trunk Group 2 r
UK
UKIPIN)
UK(Bestatigung)

Fig. 65: Configuration -> Internal subscriber -> Numbers

Relevant fields in menu Numbers

Field Meaning

Internal number
Select extension number 600 for the new subscriber.

Before this, the VoIP subscriber already configured with call
number 60 as Guest should be assigned another call number.

Name
Here you can assign the subscriber a name, e.g.
MS Exchange.
Login Name A login name is not required as the Microsoft Exchange server

operates without authentication when logging in.

In the menu VolP-VPN-settings the SIP registration is disabled.

Go to Configuration -> Internal subscriber -> VolP-VPN-settings .
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Internal subscriber : Module-2 ¥oIP-VPN-1 Subscr.-02 x|

Numbers | Line Acsess | Featues | Commurication Costs | Switching funatians WolP-VPH-setiings |

Please erter pour VelP-settings here.

- Lagran

" no location
1 alllocations incl. LAN
" unrestiicted

£ selected location 00, WAl =
| 728 Cadec setling UK(Betieb ols Urteraniage]

(‘: ‘;Egaam %400 I~ UKiMehitach Verbindungen erauben]
- UKIFesls IP-Adresss fir IP-Certs)

¥ UKiaktiven)

UK[IP Adresse)

192 . 188, 10 L 101 5065 L=

Cancel

Fig. 66: Configuration -> Internal subscriber -> VolP-VPN-settings.

Relevant fields in the VolP-VPN settings menu

Field Meaning

UK (Fixed IP address for Enable checkbox Uk (enabled).

SIP clients)

UK(IP address) Here, enter the IP Microsoft exchange server
192.168.10.101.

Static Host Port For connection to the Microsoft exchange server identify port
5065.

Transport protocol Set transport protocol for the connection to TCP.

Configuration of call assignment

Call assignment of incoming connections to Microsoft Exchange server 2007 via the ISDN
outside line is configured over the Call distribution menu. In our example, an MSN num-
ber is assigned each subscriber as well as the Microsoft Exchange server 2007.

(1) Go to Configuration -> Call distribution .



" New - elmeg Professional Configurator - 1CT —1o1x]

Fle Data exchange Display 7

=] L e
Read Send

New Open T Save

Delet= 7 telp

Configurstion
= elmegICT A
§ P type | Module corfig
¢ Configuration of SO/LIDOYS

2 ototions
b

[ Mumber [ ssignment
0 Team 00

Base 502 Index-0 (DDI)
E

E: [
Base 54 Indsx2  Pointtomulipoint access (MSN) 5838327 user (internsl 721)

B Te: i
Call distriburion
2 Extended cal distrbution

0 oo terminalialarm calls,_|

- serialint

i3 Internal CF

43 External CF =
b
4 | _>l_I

Status

System telephonss
WIN-Tool Launcher
Webrterface 2l (|

Ready 27.05.2005 140146 [Court 5 o 7

Fig. 67: Configuration -> Call distribution

6.2.3 Function test

At the first function test, it is possible to call from the telephone extension of the unified
messaging user (e.g., demo user John Everyman With extension number 720) to the ex-
tension of the exchange server (e.g., extension 600). Microsoft Exchange server 2007
should respond with a PIN request and permit access to e-mails, contacts, etc.

At the second function test, a unified messaging user (e.g., demo user John Everyman
with extension number 720) should configure a call diversion to the Microsoft Exchange ex-
tension (call number 600). With an incoming call to the user call number, the call/fax is put
through to the user mailbox on the Microsoft Exchange server.
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6.3 Overview of configuration steps

Creation of a dial plan

Name

Number of digits in
extension numbers
URI type

VolIP security

Subscriber Access

Outside line access
code

International access
code

National number
prefix

Country/Region
code

In-country/region
number format

International number
format

Dial by name
primary method

Dial by name sec-
ondary method

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Subscriber Access

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Dial Codes

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Dial Codes

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Dial Codes

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Dial Codes

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Dial Codes

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Dial Codes

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Settings

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->

bintec elmeg GmbH

€.g. demo dailplan

e.g. 3

Telephone Exten-

sion

Unsecured

e.g. 600

00

49

0049

e.g. Last First

SMTP Address
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Audio codec

Operator extension

Logon failures be-
fore disconnect

Default language

In-Country/Region
Rule Groups

International Rule
Groups

Allow calls to uses
within the same dial
plan

Allow calls to exten-
sions

Settings

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Settings

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Settings

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Settings

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Settings

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..-> Di-
aling Rule Groups

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..-> Di-
aling Rule Groups

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..-> Di-
aling Restrictions

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..-> Di-
aling Restrictions

Creation of a UM IP Gateway

Field

Name

IP Address

Dial plan

Menu

Organization Configuration -> Unified
Messaging -> New UM IP Gateway

Organization Configuration -> Unified
Messaging -> New UM IP Gateway

Organization Configuration -> Unified
Messaging -> New UM IP Gateway

Creation of a UM hunt group

Associated UM IP
gateway

Organization Configuration -> Unified
Messaging -> New UM Hunt Group

G.711

e.g. 810

eg. 3

e.d. English (United

States)

national, 0%, 0%*

international, 00*

00~*

Enabled

Enabled

Value

€.g. demo UM-GW

eg.192.168.10.222

demo dialplan

e.g. demo UM-GW
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Name Organization Configuration -> Unified e.g. mailbox demo
Messaging -> New UM Hunt Group

Dial plan Organization Configuration -> Unified e.g. demo dialplan
Messaging -> New UM Hunt Group

Pilot identifier Organization Configuration -> Unified e.g. 600
Messaging -> New UM Hunt Group

Configuration of a UM Mailbox Policy
Field Menu Value

Fax identity Organization Configuration -> Unified Microsoft Exchange
Messaging -> New UM Mailbox Policy -
> Message Text

Text send when a Organization Configuration -> Unified e.g. welcome to Mi-
UM mailbox is en-  Messaging -> New UM Mailbox Policy - crosoft Exchange
abled > Message Text UM

Text send when a Organization Configuration -> Unified e.g. Your PIN has
PIN is reset Messaging -> New UM Mailbox Policy - been reset!
> Message Text

Text included with a Organization Configuration -> Unified z.B. new voice mes-
voice message Messaging -> New UM Mailbox Policy - sage!
> Message Text

Text included with a Organization Configuration -> Unified e.g. new fax!
fax message Messaging -> New UM Mailbox Policy -
> Message Text

Minimum PIN length Organization Configuration -> Unified e.g. 4
Messaging -> New UM Mailbox Policy -
> PIN Policies

Number of previous Organization Configuration -> Unified e.g. 5
PINs to disallow Messaging -> New UM Mailbox Policy -
> Message Text

Number of incorrect Organization Configuration -> Unified e.g. 5
PIN entries before =~ Messaging -> New UM Mailbox Policy -

PIN is automatically > Message Text

reset

Number of incorrect Organization Configuration -> Unified e.g. 15
PIN entries before =~ Messaging -> New UM Mailbox Policy -

UM mailbox is > Message Text

locked out

Allow calls to uses  Organization Configuration -> Unified Enabled
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within the same dial Messaging -> New UM Mailbox Policy -
plan > Dialing Restrictions

Allow calls to exten- Organization Configuration -> Unified Enabled
sions Messaging -> New UM Mailbox Policy -
> Dialing Restrictions

Activation of unified messaging for an exchange mailbox

Unified Messaging  Organization Configuration -> Recipi- e.g. demo dialplan
Mailbox Policy ent Configuration -> Mailbox Default Policy

Manually specify Organization Configuration -> Recipi- Your PIN
PIN ent Configuration -> Mailbox

Manually entered Organization Configuration -> Recipi- e.g. 720
mailbox extension  ent Configuration -> Mailbox

Configure multiple subscriber number

Field Menu Value
MSN Configuration -> External numbers -> e.g. 6898925, 6898926
Base S0-4 and 6898927

VolIP subscriber Conﬁguration

Field Menu value

Internal number Configuration -> Internal subscriber -> 600
Numbers

Name Configuration -> Internal subscriber -> e.g. MS Exchange
Numbers

UK (Fixed IP ad- Configuration -> Internal subscriber -> UK (enabled)

dress for SIP clients) VolP-VPN-settings.

UK(IP address) Configuration -> Internal subscriber -> e.g. 192.168.10.101
VolP-VPN-settings .

Static Host Port Configuration -> Internal subscriber -> 5065

VolP-VPN-settings .

Transport protocol ~ Configuration -> Internal subscriber -> T1CP
VolP-VPN-settings .

Configure call assignment

External connection Configuration -> Call distribution e.g. Base S0-4 Index-0



Field Menu Value

Number Configuration -> Call distribution e.g. 6898925

Assignment Configuration -> Call distribution e.g. MS Exchange
(Internal 600)

Workshops (Excerpt)



Chapter 7 Telephony - TR200 - Basic scenario

7.1 Introduction

The following chapter describes how to configure a bintec TR200 over ISDN and VolIP (for
telephony) and over ADSL for connection to the internet.

Configuration is performed with the GUI (Graphical User Interface).

Answerphone

e e & VolP Provider 1

\ | Public
= |P-290 Network

CS290 VolP Provider 2

Fig. 68: Example scenario telephony with a bintec TR200

Requirements

A bintec TR200
* A boot image of version 7.5.1 or later

¢ |SDN Internet access

XxDSL Internet access

7.2 Configuration

Workshops (Excerpt)
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7.2.1 Connection from a bintec TR200 to the internet

bintec TR200 is connected to the internet via the internal ADSL modem.
For this, go to the following menu:
(1) Goto WAN -> Internet + Dialup -> PPPOE -> New.

Save configuration - PPPoE PPTP PPPeA ISDN P Pools
System Management

Physical Interfaces

-
i

!TAN S Basic Paramesters

Wireless LAN 7

Description !ADSL’MHE
Routing ® o
= PPPOE Mode & ) il
WAN Standard ) Multilink
Internet + Dialup PPPOE Ethemet Interface bl b
a1 isP
Real Time Jitter Control it £
VPN = Password |-u-uu
Erevesl) = Always on ¥IEnabled
BB, & P Modle andl Routes
Local Services =
IF Address Made O static © Get IP Address
Maintenance Iz
o
External Reporting - Heluthatle [“lEnabled
Monitoring - Create MAT Policy [“lEnabied

Advanced Sellings

0Ok Cancel
Fig. 69: WAN -> Internet + Dialup -> PPPOE -> New

Relevant fields in the PPPoE menu

Description Give the connection a name.

PPPoE ethernet inter- Specify the interface for your gateway over which the xDSL con-

face nection is to be established.

User Name Enter the user name you received from the provider.

Password Enter the password you received from the provider.

Always Active This indicates that the gateway does not automatically clear the
connection.

Only activate this option if you have Internet access with a flat-
rate charge.

IP address mode Defines the mode following which the gateway receives the IP
address.
Standard Route For this connection, a standard route is automatically created.

Create NAT entry NAT is enabled for this connection.
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To set up Internet access over xDSL, proceed as follows:
(1) Under Description enter the name for the connection, e.g. ADSL-1ine.
(2) For PPPoE Ethernet Interface, select ethoa50-0.

(3) Under User Name enter your user name defined in the access data for your provider,
e.g. ISPuser.

(4) Under Password enter the password for your Internet access.
(5) Select Always Active.

(6) Under IP Address Mode select Get IP Address.

(7) Keep Default Route selected.

(8) Leave Create NAT Policy enabled.

(9) Confirm with OK.

7.2.2 Configuring the external ISDN interface

In this example bintec TR200 runs via a NTBA (Network Termination Basis Connection)
operated by deutsche Telekom. Two external numbers (MSN) are defined. One of the num-
bers is configured for telephony, the second MSN number is configured for the ISDN login/
service login.

To do this, select Point-to-multipoint inthe PBX -> Line Configuration -> Access
Configuration menu.

Go to the following menu to configure the external numbers:

(1) Goto PBX -> Line Configuration -> External Numbers -> New.

Firewall

PBX

| General Settings

| Line Configuration
Internal Humbers

Save configuration Access Configuration External Numbers VolP Configuration
memmanagemem =
Flmsil:al Interfaces ¥
LAN he Basic Parameters
Wireless LAN = MShi-1 I2557435
Routing = 7
m Senice | Telephony v
WAN e .
VPN L ok Cancel

Fig. 70: PBX -> Line Configuration -> External Numbers -> New

Relevant fields in the External Numbers menu

Field Meaning

MSN-0
Enter the subscriber numbers for the telephony or for the ISDN
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login/service login. You can enter up to 10 subscriber numbers
(MSN, multiple subscriber numbers). The MSN are re-
numbered automatically to start with 0.

A 24 digit sequence is possible.

Service Select the desired service.

Proceed as follows to configure the external numbers:

(1) Enter the subscriber number for telephony under MSN-0, e.g. 2557435.
(2) Select the Service Telephony.

(3) Confirm with OK.

(4) Click New to configure the second external number.

(

5) Enter the subscriber number for the ISDN login/Service login under MSN-1, e.g.
2556295.

(6) Under Service select ISDN Login/Service Login.
(7) Confirm with OK.

7.2.3 Registering bintec TR200 with two VoIP providers

bintec TR200 is connected to a national and an international VolP SIP provider (in this ex-
ample Italian) to reduce costs for telephone calls abroad and connections to the wireless
network.

Go to the following menu to configure the VoIP providers:

(1) Goto PBX -> Line Configuration -> VoIP Configuration -> New.
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Save Configuration Access Configuration External Numbers VelP Configuration
System Management -

Physical Interfaces -

LAN _— Basic Parameters
Wireless LAN e Name |valP-Provider
Routing -
T . DSL Phonenurmber 0591130839681
WPN - Login Name :1839651
Firewall - Password | rm—
PBX - <
General Settings HEeHD .183%51
LieConfoumation RegistratProxy |sipgate.ds
Internal Humbers =
Call Assignment Port RegistrarProsy ;EUEU

Call Routing

Automatic Route Selection
Internal Phonebook

Call Records

Advanced Settings

Generate Country Prefix L]
Local Services -
PrE— - De-activate numhber suppression L]
External Reporting e Use user D as phonenumber
Monitoring - Optimize bandwidih for speechcompression. []
Use Area Code ]
Upstreaming Device with NAT L]
Clear multiple provider bindings
0k Cancel

Fig. 71: PBX -> Line Configuration -> VolP Configuration -> New

Relevant fields in the VoIP Configuration menu

Field Meaning

Name Enter a name for your VoIP configuration. A 20 digit alpha-
numeric sequence is possible.

DSL Phonenumber Enter the VolP phonenumber you received from your VoIP pro-
vider. A 24 digit sequence is possible.

User Name Enter the user name you received from your VolP provider. A
64 digit alpha-numeric sequence is possible.

Password Enter the password. A 32 digit alpha-numeric sequence is pos-
sible.

User ID Enter your provider's user ID.

Registrar/Proxy Enter the DNS name or IP address of the SIP server. A 26 digit

alpha-numeric sequence is possible.

Proceed as follows to set up the VoIP provider:

(1) Under Name enter VoIP Provider for example.

(2) Under DSL Phonenumber enter 091130839681 for example.
(8) Under User Name enter 1839681 for example.
(

4) Under Password enter secret for example.



(5) Under User ID enter 1839681 for example.

(6) Under Registrar/Proxy enter sipgate. de for example.

(7) Press OK to confirm your entries.

(8) Click New to configure the second VolP provider.

(9) Under Name enter Ttalia VoIP Provider for example.

(10) Under DSL Phonenumber enter 0039123456789 for example.
(11) Under Password enter secret for example.

(12) Under User Name enter user for example.

(13) Under Registrar/Proxy enter 83.84.85. 86 for example.

(14) Press OK to confirm your entries.

7.2.4 Configuring the internal extension

An internal number is assigned to every internal subscriber. The subscribers are sorted de-
pending on the access configuration (port).

In the PBX -> Internal Numbers -> Extensions menu, a list of all call data is shown.

In this example an ISDN telephone (internal number 20) and an IP telephone (internal num-
ber 30) is created. Outgoing calls are normally sent over the ISDN path. If the ISDN line
fails, an automatic backup is performed on the VolP provider.

Go to the following menu to configure the internal extensions:

(1) Go to PBX -> Internal Numbers -> Extensions ->@|.

Workshops (Excerpt)
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Save configuration Extensions Call Forwarding

System Management -
Physical Interfaces -
LAN il Basic Parameters
lodretess Ll = Extension Number 20 (v
Routing .
Extension Mame I1S0M
WaN = i
VPN s Primary Telephonenumber I1SOM (MSIN-0). 2557435 b
Firewall b 5
o 4 Advanced Settings

| _General Settings Alternative Telephonenumbers

Line Configuration

Internal Humbers: Secondary Telephonenumber VolP-Provider. 097130839681 b
Califeeinnmant Third Telephonenumber MNaone v
Call Routing
_ Automatic Route Selection Seretal teatures
Internal Phonebook Automatic outside line [ Enabled
Call Records ¥ [
Line access autharization Unlimited
Local Services =z
e — i Blacklist / Whitelist [JEnablea
External Reporting - SMS T MMS receive [JEnabled
Monitoring = Record call data Cenabled
Keypad Clenabled

Suppress outgaing CLIP (CLIR) CJEnabled

Ok Cancel

Fig. 72: PBX -> Internal Numbers -> Extensions ->

Relevant fields in the Extensions menu

Field 7 Meaning

Extension Number This shows which internal number is assigned to the extension.

Extension Name Enter a name for the extension; a string of up to 20 characters
is possible. The name is displayed on the internal system tele-
phones.

Primary Telephonenum- Select a connection over which the external connection should
ber be established.

User Name
Only for SIP extensions.
The user name and extension number must be identical. The
extension number is entered by default.

Password

Only for SIP extensions.

At this point, you can assign a password.

Secondary Tele-

phonenumber Select another connection over which the external connection

should be established.

If the primary number/line is not operating, the secondary line/
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telephone number is used for outgoing connections. The altern-
ative telephone number acts as a backup connection for the
primary line.

Proceed as follows to edit the internal extensions:

(1) Select an ISDN telephone from the list, for example 20, and click .
2) Under Extension Name enter 75DN for example.
3) Select the Primary Telephonenumber, e.g. ISDN (MSN-0) : 2557435.

(
(
(4) Select the Secondary Telephonenumber, e.g. VoIP Provider: 091130839681.
(5) Leave the remaining settings unchanged and confirm them with OK.

(

6) Select an IP telephone from the list, for example 30, and click .

(7) Under Extension Name enter elmeg IP-290 for example.

(8) Select the Primary Telephonenumber, e.g. ISDN (MSN-0) : 2557435.
(9) The number is enter under User Name by default.

(10) Enter the password, e.g. secret.

(11) Select the Secondary Telephonenumber, e.g. VoIP Provider: 091130839681.
(

11
12) Leave the remaining settings unchanged and confirm them with OK.

7.2.5 Call Assignment / Call Groups

The Call Groups function allows you to define the call assignment for external incoming
calls.

This shows the entries you have made in the PBX -> Line Configuration -> External
Numbers -> New menu.

(1) Go to PBX -> Call Assignment -> Call Groups.
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\._Save configuration Calendar Teams Assignment
Systermn Management 5

Physical Interfaces
LAN

4

Description Phone Mumber Call Assignment

Wireless LN ” Italia valP Provider 003912345678 a0
Routing - WolP-Praovider 091130835681 a0
WaAN - 120N (MSN-0) 2657434 20,30
VPN o ISDN (MSN-1) 2556295 ISDM Login ¥ Service Login

Firewall

]

PBX -
| General Settings
| Line Configuration

Internal Humbers

Call Assignment

Call Routing

Fig. 73: PBX -> Call Assignment -> Call Groups

Relevant fields in the Call Groups menu

Field Meaning

Name Displays the name of the point-to-multipoint or point-to-point
connection together with a sequential number.

phonenumber
For a point-to-multipoint connection, displays the multiple sub-

scriber number (MSN) and for a point-to-point connection the
PBX number together with the direct dial-in number.

The DSL Phonenumber is displayed for a VolP provider ac-
count.

Call Assignment Displays the numbers of the internal telephones that ring in the
event of an external incoming call.

Click the icon to edit existing call groups.
(1) Go to PBX -> Call Assignment -> Call Groups->.



| Bssignment

Team01 Day
MHame I I
Irternal assignment
10 FX81 Clenabled
11 Fx52 Clenabled
20 Cenabled
. Z e
Internal Humbers 22 ClEnabled
g » e
~ Automatic Route Selection 24 [CIEnabled
% :';:::::Eh"“k 25 [CIEnabled
% Cenabled
27 Clenabled
30 elmeg IP-280 [¥|Enabled
Ell Clenabled
32 Clenabled
33 [CIEnabled
34 [CIEnabled
£ [CIEnabled
26 [CIEnabled
a7 Clenabled
38 Clenabled
39 ClEnabled
40 ClEnabled
4 [IEnabled
C [+ ) (__ cancel )

Fig. 74: PBX -> Call Assignment -> Call Groups ->E|

The internal number is activated by choosing Enabled. By default, certain internal number
are already activate when the window is opened.
Proceed as follows to configure the call groups:

(1) Select the option so that incoming connections over ISDN (MSN-0 2557435) are sig-
nalled on extensions 20 (ISDN telephone) and on extension 30 (VoIP telephone).

(2) Connections to the Italian VoIP provider will be routed to the IP telephone (extension
30).

(3) Connections to the national VolP provider will be routed to the IP telephone (extension
30).

(4) The setting for the ISDN login/service login is already pre-defined.

ops (Excerpt)
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7.2.6 Calendar function / night service

You can also use the call group in conjunction with the calendar, so that different tele-
phones ring for external calls during the day and at night.

To do this you must enable the Operating status in the PBX -> Call Assignment -> Cal-
endar menu. In the calendar, you define the switching times for time-controlled call assign-
ment.

Go to the following menu to configure the calendar settings:

(1) Goto PBX -> Call Assignment -> Calendar.

. Save configuration Calendar Teams Assignment
System Management
!lllysit:aljmerracgs
LaN

y\limless LAN

Biasic Parameters

Operating status ¥iEnabled

Routing

WiAN

VPN

Firewall

PBX

| General Settings

Line Configuration
Internal Humbers
Call Assignment
Call Routing Wednesday
Automatic Route Selection
Internal Phonebook

Active mode @ Day (5] Night
Calendar Seftings

Monday

I T T I

Tuesday

Call Records

Thurstay
Local Services =
Maintenance -
External Reporting et Friday
Menitoring >
Saturday
Sunday

L R
R R

A A
IR R R

=]
=

Fig. 75: PBX -> Call Assignment -> Calendar

Relevant fields in the Calendar menu

Operating status Operating status is enabled for this function.

Calendar Settings
You can enter two periods for each weekday. These two peri-
ods are automatically assigned to the Day switching type. The
system uses the gaps between the entered periods for the
Night switching time.



In this example a similar answering machine is used. This is connected to the first FXS
port. In the list of internal numbers the answering machine is assigned the extension 10.

For this, go to the following menu:
(1) Go to PBX -> Internal Numbers -> Extensions .

Call Forwarding;

I - -
Eview I30 per page Fitter in |A” \‘ﬁj equal \W.JI ]
Extension Mumber Extension Name Port Location
20 15D internal 50 =
21 internal 50 2]
22 internal 50 B
23 internal 50 2]
24 internal 50 B
General Settings 26 internal 50 El
Line Configuration
Internal Humbers e Internal:20 El
Call Assignment B internal 30 &l
Call Routing 10 Answerphone analog B
Internal Phonebook 11 Fx52 analog El
Call Record:
S 30 eimeg IP-290 s 2]
3 sIP 2]
32 SIP B
33 sIP &
40 CAPI B
4 CAPI &
Page: 1,ftems: 1-16

Fig. 76: PBX -> Internal Numbers -> Extensions

When the calendar is enabled the Call Groups menu is divided into day and night. Incom-
ing connections during the day continue to be signalled on the respective telephone sets.
At night (9 pm - 8 am) all incoming calls are routed to the answering machine.

The list of all entries is given in the PBX -> Call Assignment -> Call Groups menu.

orkshops (Excerpt)



Calendar Call Groups

Matne Phonenumber Day Migght

Italia ¥oIP Provider 003912345678 30 & 10 =]
VolP-Pravider 091130839681 30 & 10 =]
ISDN (MSM-0) 2657435 20,30 & |10 2]
ISDN (MSM-1) 2556285 ISDM Login f Service Login ISDM Login f Service Login

General Settings

Line Configuration
~  Internal Humbers
Call Assignment

Call Routing

Fig. 77: PBX -> Call Assignment -> Call Groups

7.2.7 Automatic Route Selection

In this menu you can determine which outgoing connections are to by made via the ISDN
or POTS interface or by VolP and with which provider. You can define up to 50 automatic
route selections.

You can, for example, determine that international calls are to be routed using VolP and
that the cheapest provider is to be used.

Go to the following menu to configure the automatic route selection:

(1) Go to PBX -> Automatic Route Selection -> Subscriber Numbers / Routings ->
New.

ers /Routing Provider |

| Basic Parameters

Description 015-mokile
[Efe S peslilimbars =
[ o1s
Mumbers I |
e —
General Settings Call Route | [alP-Provider. 091130839651 ;_w«‘
Line Configuration | = :
Internal Humbers | { Ok Ak Cancel )

Automnatic Route Selection
Internal Phonebook
~  Call Records

Fig. 78: PBX -> Automatic Route Selection -> Numbers/Routing -> New

Relevant fields in the Subscriber Numbers / Routing menu

Workshops (Excerpt)
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Enter the name of the group of which you wish to have the num-
Name bers dialled through a specific provider.

Subscriber numbers Define the group members here.
In the Name area, enter a name for the current group member.

In the Number area, add the prefix code of the current group
member.

You can use the Add button to add entries. You can also delete
entries.

Routing Select whether the group's calls are to be routed via ISDN or
through a specific provider.

All available VoIP providers can be found under PBX ->Line
Configuration ->VolP Configuration and all entries that have
been configured can be found under PBX -> Automatic Route
Selection -> Provider.

In this example outgoing connections to national mobile telephone numbers (starting with
015, 016, 017) are routed to the VolIP provider.

Outgoing connections to the Italian network (starting with 0039) are routed via the Italian
VolIP provider to reduce costs.

&. Note

In the PBX -> Automatic Route Selection -> Provider menu you can use automatic
route selection to specify the call by call number for defined destination numbers.

Proceed as follows to configure the automatic route selection:
1) Enter the name of the group under Name, e.g. 015-mobile.
2) Enter the dialling code of the group member under Number, e.g. 01 5.

(
(
(3
(
(

~

Under Routing select the provider, e.9. VoIP Provider: 091130839681.
4

5) Proceed in the same way to configure the mobile telephone numbers 016, 017 and for
the Italia VoIP Provider.

~

Confirm your entries with OK.

The list of configured subscriber numbers now appears as follows:
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. Save configuration Numbers / Routing Provider

System Management -

Physical Interfaces -

Lan & Wiew IEEI_ per page i | Fitter in Mone ~ | equal v # Go

Wireless LAN b Descrigtion Area Code / Number Prefix Provicer

Routing - 015-muohile s wolP-Provider: 091130839681 I
WAN - 016-maohile 018 “olP-Provider: 091130838681
VPN = 017-mobile 017 VolP-Provider: 081130839681
F.i.rew,all = talls to ftaly 0039 Italiz VoIP Provider: 003912345678 il
PRX i Page: 1 fems: 1-1

| General Settings New
: Line Cunﬁgurﬁiun
] Internal Humbers

Call Assignment

Call Routing

Automnatic Route Selection

Internal Phonebook

Call Records

Fig. 79: PBX -> Automatic Route Selection -> Subscriber Numbers / Routing

7.3 Overview of configuration steps

Internet Access

Field Menu [Value

Description WAN -> Internet + Dialup -> e.g. ADSL-1ine
PPPoOE -> New

PPPoE ethernet interface WAN -> Internet + Dialup -> ethoa50-0
PPPoOE -> New

User Name WAN -> Internet + Dialup -> Your user name
PPPOE -> New

Password WAN -> Internet + Dialup -> Your password
PPPoOE -> New

Always Active WAN -> Internet + Dialup -> Enabled for flatrate
PPPOE -> New

IP address mode WAN -> Internet + Dialup -> Get IP Address
PPPOE -> New

Standard Route WAN -> Internet + Dialup -> Enabled
PPPoOE -> New

Create NAT entry WAN -> Internet + Dialup -> Enabled
PPPoOE -> New

External Numbers 7

Field Menu Value

MSN PBX -> Line Configuration e.g. 2557435
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-> External Numbers ->
New

Service PBX -> Line Configuration e.g. Telephony
-> External Numbers ->

New

VoIP Configuration (national)

Name

DSL Phonenumber

User Name

Password

User ID

Registrar/Proxy

PBX -> Line Configuration e.g. VoIP Provider

-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

VoIP Configuration (international)

Field

Name

DSL Phonenumber

Menu

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

e.g. 091130839681

e.g. 1839681

e.g. secret

e.g. 1839681

e.g. sipgate.de

Value

e.g. Italia VoIP Pro-

vider

e.g. 0039123456789

User Name PBX -> Line Configuration e.g. user
-> VoIP Configuration ->
New

Password PBX -> Line Configuration e.g. secret
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-> VolIP Configuration ->

New
User ID PBX -> Line Configuration e.g. user
-> VolIP Configuration ->
New
Registrar/Proxy PBX -> Line Configuration e.g. 83.84.85.86
-> VoIP Configuration ->
New

Internal Extension (internal)

Extension Number PBX -> Internal Numbers -> e.g. 20
Extensions ->
Extension Name PBX -> Internal Numbers -> e.g. ISDN

Extensions ->

Primary Telephonenumber ~ PBX -> Internal Numbers -> e.g. ISDN (MSN-0) :

Extensions -> 2557435
Secondary Telephonenum-  PBX -> Internal Numbers -> e.g. VoIP Provider:
ber Extensions -> 091130839681
tab

Internal Extension (IP telephone)

Field Menu [Value
Extension Number PBX -> Internal Numbers -> e.g. 30
Extensions ->
Extension Name PBX -> Internal Numbers -> e.g. elmeg IP-290

Extensions ->

Primary Telephonenumber ~ PBX -> Internal Numbers -> e.g. ISDN (MSN-0) :

Extensions -> 2557435
User Name PBX -> Internal Numbers -> 30
Extensions ->
Password PBX -> Internal Numbers -> e.g. secret

Extensions ->

Secondary Telephonenum-  PBX -> Internal Numbers -> e.g. 091130839681
ber Extensions ->

Call groups
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20 ISDN PBX -> Call Assignment -> Enabled
Call Groups ->@|

30 elmeg IP-290 PBX -> Call Assignment -> Enabled
Call Groups ->@

Day / Night Calendar

Operating status PBX -> Call Assignment -> Enabled
Calendar

Monday to Sunday PBX -> Call Assignment -> e.g. 8 amand 9 pm
Calendar

Numbers / Routing

Name PBX -> Automatic Route e.g. 015-mobile
Selection -> Numbers/Rout-
ing -> New

Number PBX -> Automatic Route e.g. 015
Selection -> Numbers/Rout-
ing -> New

Routing PBX -> Automatic Route e.g. VoIP Provider:
Selection -> Numbers/Rout- 091130839681
ing -> New



Chapter 8 Telephony - Parallel call

The following chapter describes how to use call assignment and call forwarding to signal an
incoming call to an internal extension and an external extension simultaneously.

Configuration is performed with the GUI (Graphical User Interface).

Workshops (Excerpt)
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Fig. 80: Example scenario for parallel calls

8.1 Introduction
By combining call assignment and call forwarding (CF) you can signal incoming ISDN/SIP
calls to an external extension. The incoming call is assigned to an internal extension num-

ber (e.g. 27) using call assignment to configure call forwarding. Call forwarding allows the
call to be forwarded to any external subscriber number.

Requirements

In our example the bintec TR200 with software version 7.5.1 Patch 1 is used.

Workshops (Excerpt)
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The following are required for the configuration:

* Connection of the bintec TR200 to LAN, ISDN exchange connection and, if necessary,
DSL.

¢ An existing internet connection if using SIP providers.

» SIP provider for call forwarding over SIP.

8.2 Configuration

8.2.1 Access Configuration

The access configuration for an external ISDN can be configured for point-to-multipoint
(PtMP), point-to-point (PtP) and POTS (analogue connection).

You must make settings in the following menu to configure your ISDN connection type:

(1) Goto PBX -> Line Configuration -> Access Configuration.

Save configuration Access Configuration |External Numbers VelP Configuration
System Management x
Physical Interfaces b
LAN Z Basic Parameters
Wireless LAN 3 Actess Configuration | Pointta-multipoint %
Routing -
= Description lISDN
WAN z
VPN Z Ok Cancel
=

Firewall

i3

PBX

General Settings

: L‘ine‘ C‘ul:lﬁ.gljrali.on
Internal Humbers

Fig. 81: PBX -> Line Configuration -> Access Configuration

Relevant fields in the Access Configuration menu

Access Configuration
Select the desired access configuration.

Name
Enter a name for the access configuration you selected.
Proceed as follows to configure the access configuration:
(1) Under Access Configuration select Point-to-multipoint.
(2) Under Name enter 15DN for example.
(3) Confirm with OK.
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8.2.2 External Numbers

Go to the following menu to configure the external multiple subscriber number used for
telephony:

(1) Goto PBX -> Line Configuration -> External Numbers -> New.

Save configuration Access Ceonfiguration External Numbers  VolP Configuration
System Management -
Physical Interfaces =
!;AN T Basic Parameters
Wireless LAN & MSN-0 123456
Routing B
- Senice Telephony v
WAN
VPN Ok Cancel

Fireweall
PBX.
| General Settings

R

Line Configuration
Internal Humbers

Fig. 82: PBX -> Line Configuration -> External Numbers -> New

Relevant fields in the External Numbers menu

Field ' Meaning

MSN-0
For point-to-multipoint connections, you can enter up to 10 num-
bers (MSN, multiple subscriber number). These MSNs are the
external phone numbers for your ISDN connection. The MSN
are re-numbered automatically to start with 0.
A 24 digit sequence is possible.

Service

Select the desired service.

Proceed as follows to configure the multiple subscriber number:
(1) Enter the subscriber number under MSN-0, e.g. 123456.
(2) Selectthe Service Telephony.

(8) Confirm with OK.

8.2.3 VoIP Configuration

In the PBX -> Line Configuration -> VoIP Configuration menu, the current VolP config-
uration is shown. After about one minute, registration with the provider has taken place and
the status is automatically set to gy (active).
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Now configure the SIP connections to be used for VoIP telephony.

(1) Goto PBX -> Line Configuration -> VolP Configuration -> New.

Save Configuration Access Configuration External Numbers WelP Configuration
System Management -
Physical Interfaces -
LAN o Basic Parameters
Wireless LAN - Name sip-pravicer-1
Routing -
VAN - DSL Phonenumber 1234587
¥PN - Login Mame 123457
gyl b Password et
PBX -
General Settings UseriD 123457
Line Configwration, Registrar/Proxy sip-provider.de
Internal Humbers
Call Assignment Port RegistratProxy E0G0

Call Routing
Automatic Route Selection

Advanced Settings

Internal Phonebook

SallBocorde Genarate Country Prefix O
Local Services -

Bzt - De-activate number suppression O

External Reporting = Use user 1D as phonenurber

Monitoring - Optimize handwidth for speechecompression. [

Use Area Code O

Upstrearming Device with NAT O

Clear multiple provider bindings

Ok Cancel

Fig. 83: PBX -> Line Configuration -> VolP Configuration -> New

Relevant fields in the VoIP Configuration menu

Field Meaning

State This field is only displayed if you edit an existing entry. The
function is enabled by choosing Enabled.

Name Enter a name for your VoIP configuration. A 20 digit alpha-
numeric sequence is possible (optional).

DSL Phonenumber Enter the subscriber number assigned by your provider here. A
24 digit sequence is possible.

Registrar/Proxy Enter the IP address or DNS name of the SIP server. A 26 digit
alpha-numeric sequence is possible.

Proceed as follows to configure the multiple subscriber number:
(1) Under Name enter sip-provider-1 for example.

(2) Enter the DSL Phonenumber here, e.g. 123457.

(3) Enter the IP address under Registrar/Proxy, e.g. sip.de.
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(4) Confirm with OK.

8.2.4 Subscriber

bintec elmeg GmbH

An internal number is assigned to every internal subscriber. The subscribers are sorted de-

pending on the access configuration (port).

Call forwarding requires use of an available extension number (in other words one that is
not already used internally). The preset ISDN extensions 22-27 are suitable for this. Check
the extension numbers and search for an extension that can be used for call forwarding.

Save Configuration
System Management
Physical Interfaces
LAN
Wireless LAN
Routing
WAN
VPN
Firewall
PBX
| General Settings
| Line Configuration

Internal Humbers

Call Assignment

Call Routing

Internal Phonebook
Call Records

Local Services
Maintenance
External Reporting

Monitoring

wigw |30 PEF pasE
Extension Mumber

20

2

22

23

24

25

26

27

10

"

30

kil

3z

a3

40

4

Page: 1,tems: 1-16

Extensiens Call Ferwarding

Fig. 84: PBX -> Internal Numbers -> Extensions

Values in the list Extension

Field Description

This column shows which internal number is assigned to the ex-
tension (subscriber).

Extension Number

Extension Name

Port

Fitter in | Al b equal R Go

Extension hame Port Location
internal 50
internal 50
internal S0
internal 50
internal S0
internal 50
internal S0
internal 50

Fxg1 analog

FX82 analog
SIP
SIP
SIP 2
SIP
CAPI
CAPI

If a name is assigned to the extension (subscriber), it is dis-
played in this column.

This column shows which port is assigned to which extension
(subscriber). By default, the extension numbers 10 and 11 are
analogue connections, 20 to 27 are internal SO connections, 30
to 33 are SIP connections and 40 and 41 are both CAPI con-

nections.
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8.2.5 Call Assignment

The entries you have made in the PBX -> Line Configuration -> External Numbers ->
New menu are displayed in the PBX -> Call Assignment -> Call Groups menu.

The Call Groups function allows you to define which incoming calls are forwarded extern-
ally. Add the required multiple subscriber numbers for the available extensions to the call
assignment.

In this example, incoming calls are signalled on external ISDN (MSN-0) 123456 and calls to
the SIP number 123457 are signalled on internal extensions 10 and 27.

(1) Go to PBX -> Call Assignment -> Call Groups.

Save configuration Calendar Teams Assignment
System Management -
Physical Interfaces -
LAN = Descriptian Phone Murmber Call Assignment
Wireless LAN = Sip-provider-1 123467 10,27
Routing I1SDM (MEMN-0) 123456 10, 27
WAN -
VPN -
Firewall -
PBX -
| General Settings
Line Configuration
Internal Humbers
Call Assignment
Call Routing

Fig. 85: PBX -> Call Assignment -> Call Groups

Fields in the Call Groups menu

R s

Name Shows the name of the point-to-multipoint connection.
phonenumber Shows the multiple subscriber number (MSN).
Call Assignment Displays the numbers of the internal telephones that are to ring

in the event of an external call.

8.2.6 Call forwarding (CF)

Call forwarding relates to the routing of an incoming telephone call to another destination
number or connection immediately, after a predefined period, or if the subscriber is busy.

(1) Go to PBX -> Internal Numbers -> Call Forwarding (CF).
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Save configuration ISDN  Analegue VolP CAPI Call Ferwarding
Systern Management .
Physical Interfaces -
LAN T Basic Parameters
Wireless LAN > Extension 27 v
Routing 8 =

Type Irnrnediatehy e
AN i Wit s
VPN T Target Mumber (iImmediately) i[l1?123455?59
Firewall -

Ok Cancel

PBX -

| General Settings
Line Configuration
Internal Humbers
Call Assignment

Fig. 86: PBX -> Internal Numbers -> Call Forwarding (CF)

Relevant fields in the Call Forwarding (CF) menu

Field Description

Subscriber Select the desired extension based on its extension number.

Type
Select the type of call forwarding you want to define for the sub-

scriber.

Choose whether call forwarding is Di rect (immediate), On
busy, Or On no reply (after approx.. 15 seconds) or On
busy/no reply.

Target Number (Direct)  Define the subscriber number for call forwarding (e.g. mobile).

Proceed as follows to configure call forwarding (CF):

(1) Under Extension select 27.

(2) Under Type select Direct.

(3) Under destination number (Direct) enter 017123456789 for example.
(4) Confirm with OK.

@ Note

The multiple subscriber number is signalled to the external extension as the calling
number, which is used for call forwarding on bintec TR200. If a multiple subscriber
number of the ISDN connection is entered as a "primary telephone number" under ex-
tension 27, this number will signal, as the call is also forwarded over the ISDN connec-
tion. If an SIP connection is entered as a primary path, the call will be forwarded via
this and the number of the SIP connection will be signalled.
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8.3 Overview of configuration steps

Access Configuration

Access Configuration PBX -> Line Configuration e.g. Point-
-> Access Configuration to-multipoint

Name PBX -> Line Configuration e.g. ISDN
-> Access Configuration

External Numbers

Field Menu Value

MSN-0 PBX -> Line Configuration e.g. 123456

-> External Numbers ->
New

Service PBX -> Line Configuration e.g. Telephony
-> External Numbers ->
New

VolIP Configuration

Field |Menu [Value

Name PBX -> Line Configuration e.g. sip-provider-1
-> VolIP Configuration ->
New

DSL Phonenumber PBX -> Line Configuration e.g. 123457
-> VoIP Configuration ->
New

Registrar/Proxy PBX -> Line Configuration e.g. sip.de
-> VoIP Configuration ->
New

Call groups

N T

10 FXSH1 PBX -> Call Assignment -> Enabled
Call Groups

27 sip-provider-1 PBX -> Call Assignment -> Enabled

Call Groups
Call forwarding (CF)
Field Menu Value

Subscriber PBX -> Internal Numbers -> e.g. 27
Call Forwarding (CF) ->



Field Menu Value
New

Type PBX -> Internal Numbers -> e.g. Direct
Call Forwarding (CF) ->
New

Target Number (Direct) PBX -> Internal Numbers -> e.g. 0171123456789
Call Forwarding (CF) ->
New

Workshops (Excerpt)



Chapter 9 Telephony - Automatic and manual
call routing

9.1 Introduction

SIP/VoIP can be used with ISDN backup thanks to the automatic fallback function. Three
connection paths can also be preset for each extension. A specific connection path can be
dialled for an individual call using the code procedure.

Configuration is performed with the GUI (Graphical User Interface).

VolP Provider

TR200

IP-290

Public
Network

Fig. 87: Example scenario for call routing

Requirements
In our example the bintec TR200 with software version 7.5.1 Patch 1 is used.

The following are required for the configuration:

* Connection of the bintec TR200 to LAN, ISDN exchange connection and, if necessary,
DSL.
¢ Internet dialup if using SIP providers.

¢ SIP provider for CF over SIP.

Workshops (Excerpt)
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* Connection of at least one internal extension (FXS, ISDN, SIP).

9.2 Configuration

9.2.1 Automatic call routing VolP/ISDN/POTS

If several exchange lines are available, these will be used in the default configuration in the
following sequence:

(1) VolP/SIP lines

(2) ISDN exchange line

(3) Analogue exchange line (POTS)

Series switching from ISDN to POTS does not occur because these are on the same RJ45

connection therefore only the ISDN connection or the POTS connection can be used at any
one time.

If both the SIP lines and the ISDN/analogue lines are configured and active, the SIP lines
will take priority for outgoing calls in the default configuration.

@ Note

If the SIP line is not available, an automatic fallback occurs to the ISDN or POTS line.

The SIP line may be unavailable due to the following reasons:

Fault on the DSL connection or internet dialup

Fault with the SIP provider

Fault with the Internet Service Provider

Bandwidth overcapacity, e.g. insufficient bandwidth is available for an additional VoIP call
on the WAN path.

Example with a DSL line with 160 kbps upstream

(a) Call over SIP/VolP with codec G.711 ==> 94 kbps

(b) Call over SIP/VolP with codec G.729 ==> 38 kbps ==> 132 kbps

(c) Call: No more bandwidth on the DSL path => Fallback to ISDN

If a fault occurs on the DSL line, the system recognises that the SIP line is no longer avail-
able at the next SIP register interval. The SIP register interval is generally 60 seconds. In

other words, if a DSL fails, outgoing calls are routed over ISDN or POTS after approx. 1
minute. If the DSL connection fails, the system falls back from ISDN to SIP after approx. 1
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minute.

Automatic call routing can be set up in the PBX -> Internal Numbers -> Extensions menu
for Primary Telephonenumber by selecting the Automatic option.

(1) Go to PBX -> Internal Numbers -> Extensions -><21> .

Save configuration ISDN  Analogue  VolP | CAPI || Call Forwarding
System Mahagement -
Physical Interfaces -
LAN Rl Basic Parameters
WielessLay, & Extension Mumber 21 -
Routing L4
i Extension Marme !elmeg cs2ag|
WaN -
WPN - Primary Telephonenumber | Automatic b

Firewall -

Advanced Settings

PBX -
{ Generalsettings, Afternative Telephonenumbers
Line Configuration

Internal Humbers Secondary Telephonenumber

Coll@aslonmient Third Telephanenumbar
Call Routing
Automatic Route Selection Selelieies
Internal Phonebook Automatic outside line Clenabled
Call Records N T
Line access authorization Unlimited
Local Services -
s - Blacklist / Whitelist [ Enabled
External Reporting - M3 [ WMS receive CJenabled
Monitoring = Record call data [CJEnabled
Keypad Clenabled

Suppress outgoing CLIP (CLIR) [IEnabled

Ok Cancel

Fig. 88: PBX -> Internal Numbers -> Extensions -><21 >

Relevant fields in the Extensions menu

Field Meaning

Extension Number This shows which internal number is assigned to the extension.

Extension Name Enter a name for the extension; a string of up to 20 characters
is possible. The name is displayed on the internal system tele-
phones.

Primary Telephonenum- Select an ISDN/analogue line or an SIP provider account to be
ber used to set up the outgoing connections.

Proceed as follows to edit the internal extensions:

(1) Select an IP telephone from the list, for example 21, and click .

(2) Under Extension Name enter eimeg C€S290 for example.

(3) Under Primary Telephonenumber select Automatic, for example.
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(4) The number is enter under User Name by default.

(5) Press OK to confirm your entries.

9.2.2 Manual call routing VoIP / ISDN / POTS for each exten-

sion

If the routing for the internal call is manual, the selling must be modified in the PBX-> In-
ternal Numbers -> Extensions menu. This enable an individual outgoing line or outgoing
subscriber number to be defined for each extension. In addition, two alternative paths can
be set up, which are used if the previous paths fail.

For this, go to the following menu:

(1) Goto PBX -> Internal Numbers -> Extensions -><21> .

. Save configuration

System Management

Physical Interfaces

LAN

Wireless LAN

Routing

wan

YPN

Fireveall

PBX

| General Settings

| Line Configuration
Internal Humbers

Call Assignment
Call Routing

Automatic Route Selection

Internal Phonebook
Call Records

Local Senvices
Maintenance
External Reporting

Maonitoring

ISDN

Basic Parameters
Extension Number
Extension Mame

Primary Telephonenumber

Alternative Telephonenumbers
Secondary Telephonenumber
Third Telephanenumber
General festures

Automatic outside line

Line access authorization
Blacklist rihitelist

SMS fMMS receive

Record call data

Keypad

Suppress outgoing CLIP (CLIR)

Analegue  VolP | CAPI | Call Forwarding
Ielmeg 5280

ISONMER-D) - 1234

Advanced Settings

ISONMEN-D) - 1234
{i :

Cenabied
Unlirmited %
[TEnabled
Cenatied
[TEnabled
Cenatied

[TEnabled

Ok Cancel

Fig. 89: PBX -> Internal Numbers -> Extensions -><21 >

Relevant fields in the Extensions menu

This shows which internal number is assigned to the extension.

Extension Number

Extension Name

Enter a name for the extension; a string of up to 20 characters
is possible. The name is displayed on the internal system tele-

phones.
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Primary Telephonenum- Select an ISDN/analogue line or an SIP provider account to be

ber used to set up the outgoing connections.
Secondary Tele- Select another connection over which the external connection
phonenumber should be established. If the primary number/line is not operat-

ing, the secondary line/telephone number is used for outgoing
connections. The alternative telephone number acts as a
backup connection for the primary line.

Third Telephonenumber Select another connection over which the external connection
should be established.

Proceed as follows to edit the internal extensions:

(1) Select an IP telephone from the list, for example 21, and click .

(2) Under Extension Name enter eimeg C€S290 for example.
(3) Select the Primary Telephonenumber, e.g. sip-provider-1: 123457.

(4) Under Secondary Telephonenumber enter the subscriber number of the second sip-
provider, e.g. sip-provider-2: 123458.

(5) Under Third Telephonenumber enter the subscriber number of the ISDN exchange
line, e.g. ISDN (MSN-0) : 123456.

(6) Press OK to confirm your entries.

9.2.3 Selective call routing

By using code procedures you can select an ISDN, POTS or SIP line for the next call from
each extension.

* Selective assignment of the external analogue or ISDN connection: *8#00 + extension

 Selective assignment of the ISDN connection with a telephone number (MSN): #81 +
0...9 (MSN index) + extension

* Selective assignment of an SIP provider: *8#1 + 0...9 (SIP provider index) + extension
The index values for MSN/SIP providers can be found in the GUI.

Go to PBX -> Line Configuration -> External Numbers (ISDN-MSN-Index) or to PBX ->
Line Configuration -> VoIP Configuration (SIP Provider Index).
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9.2.4 Manual call routing vs. automatic route selection
(automatic call routing)

In general, the settings made within automatic route selection take priority over the exten-
sion settings in the PBX -> Internal Numbers -> Extensions menu and over selective call
routing.

&1 Note

Example: If settings are made via the Automatic Route Selection menu, e.g. always
route mobile numbers over the SIP line, whilst the primary telephone numbers are as-
signed an ISDN subscriber number under extension settings, the settings for automatic
route selection take priority. In other words, the call is always routed over the SIP line
with the outgoing number of the SIP line.

9.3 Overview of configuration steps

Extension Automatic
Field Menu Value

Extension Name PBX -> Internal Numbers -> e.g. elmeg CS290
Extensions -><21 >

Primary Telephonenumber  PBX -> Internal Numbers -> e.g. Automatic

Extensions -><21 >

Extension Manual

Extension Name PBX -> Internal Numbers -> e.g. elmeg CS290
Extensions -><21>

Primary Telephonenumber ~ PBX -> Internal Numbers -> e.g. sip-provider-1:

Extensions -><21 > 123457
Secondary Telephonenum-  PBX -> Internal Numbers -> e.g. sip-provider-2:
ber Extensions -><21 > 123458
Third Telephonenumber PBX -> Internal Numbers -> e.g. ISDN (MSN-0) :

Extensions -><21 > 123456



Chapter 10 IP - Internet access with T4x4 and
external DSL modem

10.1 Introduction

The following describes configuration of Internet access using a DSL modem. You thus are
able to navigate the Internet using one or more PC's or other Internet-capable devices.

1
| ISDN Phone |
1
1
1
1
]
1
1 Analog Phone ! Publi
: - : ISDN L NE‘:WI)I:k
' :
I
]
O -
1
]
' ; m—@——@
' DSL
1
1 @ : elmeg T 4x4 Modem
,  ED LAN
]

Fig. 90: Example of Internet access with DSL modem

Software version

Testing has occurred with the following software version:

* elmeg T484 system with Firmware version 7.50
¢ elmeg T444 system with Firmware version 7.50

* Win Tools elmeg ICT system with version 7.50

10.2 Configuration

To configure Internet access, the Professional Configuratorversion 7.50 must be in-
stalled, and anelmeg T 484 or elmeg T444must be connected to the PC via a LAN- or
USB cable. Launch the Professional Configurator; a window opens displaying the ac-
cess control.

Workshops (Excerpt)
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Access control g]
: Enter your user name and your valid password:
User name: |Service
Password | *******
Interface
" ISDM internal
& LAN/USE LAN/USE settings |
" Offline
Offline
Configuration file: o
Log-in
¥ Re-use data for anather log-in
()3 | Cancel

Fig. 91: Access control

First read out the PABX, then click Readout on the menu bar. After configuration readout,
the system type is automatically recognised and the Professional Configuratorcorres-
pondingly adjusted.

Relevant fields in the Access control menu

Field Meaning

User Name Enter Service for User name. Make sure you use the right
notation.

Password Also enter Service for Password. Make sure you use the right
notation.

Interface If the PC is connected to the PABX via a network- or USB

cable, select the L.aN/UsBinterface. Click LAN/USB Settings
to perform TCP/IP settings.

Logon Enable Use data for a new login.

Locate the PABX router with Search. You may have to modify the Windows XP and Win-
dows Vista firewall! Click OK to launch the Configurator.



s New - elmeg Professional Configurator - T240/T444/T484

£ E
Read * Send

0D =,
New Open Save

&) Jeldat elmeg T240/T444/T484
' I biec-cineg

Delete " Help

elmeg T240/T444[T 464 Configuration

o System Park (Open query)
£ riotine Grectcaly)
43 Internal CF

@ Call data (SMOR)
2 x.31 (0-channel)
ynamic ISON

D
G

Status
System telephone
“WIN-Tool Launcher
Web-interface
Ready [riaias fwssst [ [ juml

Fig. 92: elmeg Professional Configurator

10.2.1 Configure Internet access (DSL)

Go to Network -> Internet access. Here, you can select predefined providers from a list.
By cancelling the window Select predefined providers..., you can configure an Internet
provider which does not appear on the list. You can select more than one provider from the
list, and configure these later. The list can be selected according to DSL Internet providers,
or according to ISDN Internet providers. In the ISDN Internet provider list, you will also find
several "call-by-call" entries. If Only show call-by-call providers without login... is selec-
ted, only providers not requiring login are displayed.

Fog System Park (Open quer] [ anenet
7 riotine Grececal)
< Internal CF

Calldata (SMDR)
Hotel plusDSL.

wiew opt
 Display DS L providets only " Display ISDN-providers only
- Intemet I Display fres Cal-by-Call provider (vithout sign-on) only.

éﬂ‘; :t’e“ asigment Accept Carcel Edi

<=0 Dizkup o the LAN RS T
BE Dymamic DS
< General ~

3

Status

WIN-Tool Launcher
Web-interiace.

Reacy (11102008 (152553 [cownto [ hM[ )

Fig. 93: Configure Internet access




If, for example, your Internet provider is T-Online DSL, select the entry in the list, then click
on Apply. This entry then appears in the Network->Internet Access list. By double-click-
ing on this entry, you can now modify the properties of the new Internet service pro-
vider, enter your T-Online access data and password, as well as modify the dial-in para-
meters.

= New - elmeg Professional Configurator - T240/T444/T484

( E )Illm

Configuration .
it Iteinet
Call distribution @l Do
1 Extended cal dtributon
Mo \
o
2
i :
R
2o :
. 5 --Online- Ll
Yo e
=Y
B x.
> € SO (PPP] & sDSL(PPPoE) ¢ Diect tion (static |P address]
o i o ik conrecion (tatc P addiess) B
2 fE R SSmEmne
s
D M Wt Access data T-Online
. o Passward
ougoing MSN a0 -
= - P
<
— Mumber. 3 WAN port B [0 oy Hem
Time interval: 20 seconds Router/hoden: D s B2
0K Cancel
Ready N Y

Fig. 94: Properties of the new Internet Service Provider

Release when inactive after

This value determines how much time, in seconds, elapses before the Internet connection
is released in a case of inactivity. This setting is useful if the DSL access is not flat-rate, in
which case the Internet connection is released after the configured time, only to be re-
established if a request is sent out on the Internet (e.g., a website is called up via an Inter-
net browser).

Disable release after inactivity

Enable this check-box if you've ordered flat-rate DSL.

Connection attempts

The Number value displays the number of dialling retries, how often the attempt was made
to connect to the provider. Time indicates the value in seconds after which there is a re-
newed attempt to connect to the provider.
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Important

If you modify these values and have entered the access data incorrectly, your access
to T-Online will be blocked for 24 hours. During this interval, Internet dialin will not be
possible.

T-Online access data

You receive your personal access data from your ISP. The terms used for the required ac-
cess data may vary from provider to provider. However, the type of information you need
for dialin is basically the same.

Enter the access data in the appropriate fields. Press OK to confirm your entries.

T-Online access code

Aocess data

connection code:
T-Online number.
Joint user code:

Fig. 95: T-Online access key

When all settings have been performed, send configuration to PABX. Click Send on the
menu bar. After sending, the PABX is initialised and restarts; this process takes about 30
seconds.

10.2.2 Control Internet access

After the PABX has restarted, an Internet connection is established. To check whether
there is an Internet connection, the Control Centerprogram was installed during
WinTools installation.

The Control Center is automatically launched when booting the computer; you'll find it in
the taskbar at lower right, next to the clock. The small bar underneath it indicates the status
of the Internet connection.

'CDntrDI-Center DAL tu:unline'

G |« %0 2n 1442

Fig. 96: Control Internet access




If the bar is...

gray

green

red left half

red left and right half

blocked

PLELE B

then...

there is no Internet connection.

there is a DSL Internet connection.

there is a 1-channel ISDN Internet connection.

there is a 2-channel ISDN Internet connection.

the router is blocked and there is no Internet
connection.

You can get more information by right-clicking the #a (Control Center DSL.: tonline) icon.

System messages
Router status

Establish
Disconnect

Properties
About Control-Center...

Help

Exit

Fig. 97: Control Center

System Messages In System messages, you will find current information concern-

ing the system.

Set up connection Here, you can set up the Internet connection.

Terminate connection Here, the Internet connection is terminated.

Router Status displays information on the Internet connection.
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Router status

WA

Part:

Provider:

Druration:
Up-/Download:

IF address:

DHST:

DMSZ:

Cause disconnect:

Termination [0 5]

Internet connection: disconnect | black |

10 IP - Internet access with T4x4 and external DSL modem

COMMECTED
DsL

t-online ﬂ

0 h, 9 min, 50 zec
5/ 4kB

84.130.77.232
217.237.149.142
217.237.150.205

establish for lﬁi‘ min.

Fig. 98: Router Status

WAN
Port

Provider

Duration

Up- / Download
IP address
DNS 1

DNS 2

Release cause

Release (0 s)

Internet connection

Indicates whether or not the PABX is connected to the Internet.
Indicates whether the Internet connection is over DSL or ISDN.

Indicates which ISP you're currently logged in with. With the
small >> button, you can switch to other ISP's, if available.

Indicates duration of the Internet connection.

Displays up- and download volume.

Displays the current IP address assigned to you by the ISP.
Displays the first dynamic name server address.

Displays the second dynamic name server address.

In case of disconnection, the cause is displayed here.

Here, the time to automatic disconnection of the Internet con-
nection is displayed; the relevant settings are made in the ISP
configuration (release if inactive after/disable release if inact-
ive).

The disconnect and establish forbuttons are used for manual
disconnection or establishment of the Internet connection. With
lock, the PABX router is locked; the Internet connection is ter-
minated. Via unblock, the router is unblocked (also via a re-
boot). The Internet connection can now be established.
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10.3 Overview of Configuration Steps

Access control

User Name Access control Service

Password Access control Service

Interface Access control e.g. LAN/USB

Logon Access control Enable Use data for a

new login.

Configure Internet access

Display only DSL providers... Network -> Internet access Enable

Only display call-by-call pro- Network -> Internet access poss. enable
viders without login...

ISP properties

Release when inactive after Network -> Internet access e. g. 180 seconds
-> T-Online DSL -> Dialin

parameters
Disable release when inact- Network -> Internet access poss. enable (if DSL flat-rate
ive -> T-Online DSL -> Dialin available)

parameters
Number Network -> Internet access 3

-> T-Online DSL -> Connec-
tion attempts

Interval Network -> Internet access 30
-> T-Online DSL -> Connec-
tion attempts

T-Online access data

Field Menu Value

Connection ID Network -> Internet access e.g. 000123456789
-> T-Online DSL -> Login
parameters

T-Online number Network -> Internet access e.g. 061112345678
-> T-Online DSL -> Login
parameters

Joint user account Network -> Internet access e. g. 0001



Field Menu Value

-> T-Online DSL -> Login
parameters
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Chapter 11 IP - Internet access with T4x4 and
another router in LAN

11.1 Introduction

You already have an existing network on premises with several PC's connected to a router.
You wish to integrate an elmeg T444 or elmeg T484 into your existing network.

The following describes configuration of the PABX to guarantee operation in your existing
network.

Public

Analog Phone L Network

elmeg T 4x4

ISDN Phone

Fig. 99: Example scenario for Internet access with other router in LAN

Software version

Testing has occurred with the following software version:

* elmeg T484 system with Firmware version 7.50
* elmeg T444 system with Firmware version 7.50

¢ Compact Win Tools elmeg ICT system with version 7.50
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11.2 Configuration

To configure Internet access, the Professional Configuratorversion 7.50 must be in-
stalled, and anelmeg T 484 or elmeg T444must be connected to the PC via a LAN- or
USB cable. Launch the Professional Configurator; a window opens displaying the ac-
cess control.

Access control g]
: Enter pour uzer name and your valid password:
Uszer name: |Service
Password | “““““““
Interface
" ISDM internal
v LANAISE LAMAUSE settings |
" Offline
Offline
Configuratior file: E
Log-in
¥ Re-use data for anather log-in
()8 | Cancel

Fig. 100: Access control

Relevant fields in the Access control menu

User Name Enter Service for User name. Make sure you use the right
notation.

Password Also enter Service for Password. Make sure you use the right
notation.

Interface If the PC is connected to the PABX via a network- or USB

cable, select the LAN/USBinterface. Click LAN/USB Settings
to perform TCP/IP settings.

Logon Enable Use data for a new login.

Locate the PABX router with Search. You may have to modify the Windows XP and Win-
dows Vista firewall! Click OK to launch the Configurator.



11.2.1 Configuration steps for the elmeg T4x4 system

Upgrading the elmeg T4x4requires a built-in VOIP DSP module for VoIP telephony in LAN
and over WAN (e.g., via SIP providers).

Note

The elmeg T4x4's WAN port is no longer necessary, as only the LAN port is used. The
system thus no longer has any NAT function! The NAT function is taken over by the
upstream router.

‘s New - elmeg Profi ator - T240/T444/T484
File | Data exchange Display ?

0 & | S .8 | x ®

New Open Save | Read Send | Delete Help

MTeldat elmeg T240/T444/T484

FH biies-dmeg

Corfigurstion
=1 i elmeq T240/T444 /T84 A PABH type
&4 C smeg2t0
&  elmeq T444 % with YolP-D5P
o Locations & clmeg T484
1 External numbers 4

£ Internal subscriber

Fig. 101: System type

In the Network-> Router / LAN menu, the IP address and corresponding netmask are
entered under System parameters. In the example, the fixedIP address 192.168.0.250
and the Netmask 255.255.255. 0 are used. In the submenu DNS Proxy Parameter,
Use system as DSN proxy is switched off for name resolution; this is taken over by the
external router in LAN.
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end

MTe]dat elmeg
' H] biecéineg

Corfiguration

X
Delete

?
Help

T240/T444/T484

address of the PAB.

B bremal G
] 07 sper

® Call dats (SMDR)
i Hotel

Sy 131 0-channel)

DNS P

Cache t

The DNS

& Address ssignment
R Fier
< Disk-up nto the LAN (F

R Dynamic DNS i
« i) 3

Status
System telephone.
WIN-Tool Launcher
Web-itertace.

Fig. 102: Network-> Router / LAN

In the Network->Address Assignmentmenu, the DHCP server is disabled/switched off at
Parameters for dynamic IP address assignment.

o8y Parameter

Use PABK a5 DNS Prony

ime in sec)

Other porameters
Evtended

o, i and re using IP ack i
4 elmes Tat0/Tase 1434 st netwark, you may adapt the IP addresses and netwark mask of the PABX
& PABKtype o -oidsh Plase cheerve, N. Never assignth
G devies!
& Locations PABK p Ifh DHCF server, ssigned P
12 Btemnal numbers ddress range of the DHCP
internal subscriber addee 82 %68 . 0 . 250 | clients A suficient addfess range sce must be defned for the ocal
9 il i I i i e e
Network mask: %5 . 2% . %5 . 0
The netwerk sk deermines which bis o the P address il be
A Doorterminal / contacts e 254 assioned o which netuork
S Calendar [t
b e e | O lcoresponds o 254 host adcesses nthe LAN)
9‘5’; i 5 EEraminie | 228 Coresponds 1125 pot aiesie n e La)
=g System Park (Open query) 152 (conesponds to 62 host addresses i the LAN)
£ Hotiine irect call) s 192 - 168 . 0 - B8 o conesponds to 0 ost addesses nthe LAN) et
3 Internal CF DS server 182 168 . 0 . 254 | TheDNX prow patameters define whelher the system s o be used

a5 the DNS prasy server and far how lang resalved name aueries ate
12 be stred.

volume and, where vald, scosleraling Web site selup.

0 e .
Mew Open

(~OTeldat
HHblie:-clneg
Configuration

B elmeg T240/T444 /484 -
P PABX-type B
[ Access configuration
A Locations
71 External numbers
& Intemal subscriber
% Team configuration

5
Save | Read

37 Doorterminal ¢ contacts
Calendar
1) Dial ranges
Ry System Park (Open query)
#7 Hotline (Direct calls) o
LB Internal CF

B External CF

0 DT adapter

@ Call data (SMDR)

by Hotel

filg %31 (D-channel)

@ Dynamic1sDN
-« p General

& Voicebox

=0 Service access
- Network
M Internet

5 Router / LAN
WY Address assignment]
B Filter
=0 Dial-up into the LAN (F
R Dvnamic DNS
I}

«

5
Status
Systemtelephone:

&
7 Send

Py

=
Delete ~ Help

elmeg T240/T444/T484

The DHCP server integrated in the PABX is good for the automatic configuration of all
parameters necessary for the common Intemet access via PEX of the connected

clients (PCs).

This way the following parameters wil automatically be assigned to the respective
Tl

client [PC). P address, netwrk mask, def
parameters canfigurale behind the button

. MTU and akso sddiionsl

‘extends

If you deactivate the DHCP server, you will have ta configure the IP parameters of

the connected clients PCs) manualy.

Start address:

The nest available IP address is:

[~ Parameters for dynamic |P address assignment

182 . 188

182 168054

- DHEP

Active DHCP server

Number of addresses:

Exlended parameters:

r
20 ﬂ
Extended

Fig. 103: Address assignment
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LAN

- @ Metwork
ﬁ' Internet

Router / LAM
i
Q, Filter
=D Dial-up into the LAM (RAS)
B¥YE Dynamic DNS
Fig. 104: Network

General settings in the Networkmenu:

Internet access not possible
Address assignment switched off
with DHCP

DNS do not configure
Dynamic DNS not possible
Filter not possible

All above positions are administered by the upstream router.

11.3 Overview of Configuration Steps

Access control

User Name Access control Service
Password Access control Service

Interface Access control e.g. LAN/USB

Logon Access control Enable Use data for a

new login.

Select system type

Field Menu Value

System type Configuration -> System €. Q. elmeg T484
type

System type Configuration -> System Enable with VoIP-DSP
type

System parameters
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IP address Network -> Router /LAN -> e.g. 192.168.0.250
System parameters

Netmask Network -> Router / LAN -> e.g. 255.255.255.0
System parameters

External router in LAN Network -> Router / LAN -> Enable
System parameters

IP address Network -> Router /LAN -> e.g. 192.168.0.254
System parameters

DNS Server Network -> Router /LAN -> e.g. 192.168.0.254
System parameters

Use System as DNS Proxy = Network -> Router / LAN -> Disable
DSN Proxy Parameters

Address assignment
Field Menu Value

DHCP Parameters Network -> Address As- Disable DHCP server en-
signment abled



Chapter 12 ISDN Dialin Connections

12.1 Introduction

The configuration of various ISDN dialin connections is described in the following chapters.

In the first scenario (Windows Client Dialin on page 137) you dial into the corporate network
from a Windows PC over ISDN and receive an IP address from the IP subnet.

In the second scenario (Connection of Field Office on page 141) you configure a LAN con-
nection over ISDN to a field office to access the remote network.

Configuration in this scenario is carried out using the GUI (Graphical User Interface).

Host
. 192.168.1.2/24
Head office Branch office
) )
09232::-«0 L

bl ) portl
192.168.1.1/24

Windows client
Dynamic IP address

Fig. 105: Example scenario ISDN dialin connections

Requirements

The following are required for the configuration:

An |IP address on your LAN interface.
* A boot image of version 7.10.1
¢ Your device must be connected to an ISDN line

* You need at least one MSN (Multiple Subscriber Number)

12.2 Configuration
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12 ISDN Dialin Connections

12.2.1 Windows Client Dialin

Entering own subscriber numbers

Once you have connected your device to the ISDN, configure your own subscriber num-
bers (MSN) for the ISDN interface.

Go to the following menu for this:

(1) Go to Physical Interfaces -> ISDN Ports -> MSN Configuration -> New.

Save configuration ISDN Configuration 'MSN Configuration
Assistants -
System Management -
Physical Interfaces - Basic Paramsters

Ethernet Ports \SDN Fort P

1SDH Ports

ADSL Modem Senvice PPF (Routing) ~
LAN MSMN 200
Wireless LAN

5 MEMN Recoanition @Rigln(o Left OLeftto Right {DDI}
Networking
Bearer Service @ Dpata +Voice OData OVoice

Routing Protocols
Multicast

M N CH W

oK Cancel
WAN

Fig. 106: Physical Interfaces -> ISDN Ports -> MSN Configuration -> New

Configure the entry as follows:
(1) Select the ISDN port for which the MSN is to be configured, e. g. bri-o0.

(2) Select the Service which will respond to your own number, here PPP (Routing). In-
cludes automatic detection of the PPP connections listed below except PPP DOVB.

(3) Enter your subscriber number under MSN, e.g. 200.

(4) Under MSN Recognition, select the mode your device is to use to do the numbers
comparison for MSN with the called party number of the incoming call, here Right
to Left.

(5) For Service attribute, select the type of the incoming call (service recognition), here
e.g. Data + voice.

(6) Confirm with OK.

Note

If you only have one number available on the connection, which you also need for tele-
phoning, you can set the Service attribute to Data.

Defining the IP Address Pool



When dialling in to a Windows client your device assigns an IP address from your network.

To create a pool of IP addresses, select the following menu options:
(1) Goto WAN -> Internet + Dialup -> IP Pools -> Add.

_Save configuration ) PPPOE  PPTP || PPPoA | ISDN  IP Pools
Wiew |20 per page Fiter in | None ¥ | equal ‘VJI
IP Poal Mame IP Poal Renge |
Clients [192.168.0.10 -[19z.168.0.20 liui

Fage: 1,fems: 1-1

( Add 0 C oK 0 cancel

Internet + Dialup

~ Real Time Jitter Control

Fig. 107: WAN -> Internet + Dialup ->IP Pools -> Add

Configure the entry as follows:

(1) Under IP pool name, enter the name of the pool that you can later select in the dialin
connection, e. g. Clients.

(2) For IP pool range, enter the IP addresses from which the client gets one when dialing
in,e.g. 192.168.0.10and 192.168.0.20.

(3) Confirm with OK.
Creating an ISDN dialin connection

Select the following menu options to create an ISDN connection:
(1) Goto WAN -> Internet + Dialup -> ISDN -> New.
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|PPPOE | PPTP | PPPoAl-l IP Pools

Basic Parameters

Description IEimwahI
Cannection Type ISDM 64 kbps &’—J
User Name |
Rermote User far Dialin only) |Emwah|
Passwaord I--------
Internet + Dialup
ATM Always on Clenablea
Real Time Jittor Control Caonnection ldle Timeout 120 Seconds

IP Mode and Routes

IP Address Mode

Ostatic @ Provide IP Adidress O GetIP Address

IP Assignment Pool

Clients lj

Advanced Settings

Block after cannection failure for

)

00 Seconds

Maximum Number of Dialup Retries

|

Usage Type

O standard @ Dialin only O Multi-User (Dialin only)

Authentication

PAPICHAPMS-CHAP |

Callback Mode

@None O Active O Passive

Banchwith on Desmand Options

Channel Bundling |
Dial umbers
Mode Call Mumber
Entries
Add
IP Options
OSPF Mode @passive O Active Olnactive

Prozy ARP Made O nactive OUp or Dormant & Up only

Enabled

OMS Megotiation

C oK

) C

Cancel

Fig. 108: WAN -> Internet + Dialup -> ISDN -> New

Configure the entry as follows:

M

)

@)
(4)
(5)

(6)

7)

Under Description, enter a name which uniquely identifies the connection partner, e.
g. Dialin.

For Connection type, select the layer 1 protocol that your device will be using, here
e.g. ISDN 64kbit/s.

In Remote User (for Dialin only) enter the remote terminal's ID, e. g. Dialin.
Enter the password for the connection, e. g. secret.

Under Connection Idle Timeout, specify the duration of the connection if there is no
user data, e. g. 120seconds.

For IP address mode, enter the type of IP address assignment, e. g. Provide IP
Address. Your device dynamically assigns an IP address to the remote terminal.

Under IP Assignment Pool select the configured IP pool, here Clients.
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@ Note

The user name you enter here is not a Windows log-in account, but only intended for
the connection to your device.

Now you must make a few advanced changes for this connection.

To do this, remain in the Configuration menu for this dialin connection and go to the menu
Advanced Settings
Configure the entry as follows:

(1) SetUsage Type to Dialin only. The interface is used for incoming dialup connec-
tions and callbacks initiated externally.

(2) Switch Proxy ARP Mode to Active Only. Your device answers ARP requests with
its MAC address on behalf of the dialled-in client if this is located in the same IP sub-
net.

(3) Leave the remaining settings unchanged and confirm them with OK.

Activating Proxy ARP

You must activate Proxy ARP, as the Windows client that is dialling in receives an IP ad-
dress from the same subnet it is accessing.

To use Proxy ARP you must activate this function for all of the interfaces involved, in this
example for the dialin connection and for the LAN interface.

Go to the configuration menu in the LAN interface to activate Proxy ARP:

(1) Goto LAN -> IP Configuration -> <en5-0> -> -> Advanced Settings.



__Save configuration __J Interfaces

Basic Parameters

Address Mode @ static O'DHCP
v Féduess floneck
P Address | Netmask ([r92.768.0. |[255.255 2550 ﬁﬂ I
Add
Interface Made & untagged O Tagged (VLAN)
MAC Address 00:a0:f9:09:68:h6 Muse buitt-in
Advanced Settings
Proxy ARP [“lEnabled
TCP-MSS Clamping Clenabted

( 0K ) ( Cancel )

Fig. 109: LAN -> IP Configuration -> <en5-0> ->@| -> Advanced Settings.

Configure the entry as follows:

(1) Under Proxy ARP select Enabled. The gateway answers ARP requests on behalf of
the dialled-in client.

(2) Confirm with OK.

12.2.2 Connection of Field Office

Entering own subscriber numbers

Proceed as described in the section Entering own subscriber numbers in chapter Win-
dows Client Dialin on page 137.

Creating a dialin connection

Select the following menu options to create an ISDN connection:
(1) Goto WAN -> Internet + Dialup -> ISDN -> New.
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_save configuration )

|PPPoE | PPTP | PPPoAl-l IP Pools

Basic Parameters

Description |F|\|a\e1
Connection Type ISDON 64 kbps @
User Name IZentraIe

Remaote User (for Dialin only)

IAusaenale\le

Password |uuuu
Aliways on Cenabled
ezl Tims Jitter, Control, Connection Idle Timeout 120 Seconds

IP Mincle: and Routes

IP Address Mode

@ static OProvide IP Address O Get IP Address

Default Route Clenabted
Create MAT Palicy Cenabled
Local IP Address IW
Remate IP Address Metmask Metric:
Route Enfries 19216810 |55 265 285 255
Add

Advanced Settings

Black after cannection failure for

300 Seconds

Maximurm Number of Dialup Retries

EE—

Usage Type

O standard @ Dialin enly © Mutti-User (Dialin only)

Authentication

PAR/CHAPME CHAP |

Callback Mode

@ HNone O Active OPassive

Bandwith on Demand Options

Channel Bundling |
Dial Mumbers
Mode: Call Mumber
Entries IMI 210 [
' Add )
IP Options
OSFF Mode @ passive O Active O Inactive

Proxy ARP Mode

 mactive O Up or Dormant Oun only

DNE Megotiation

[lEnabled

€ oK ) ( Cancel )

Fig. 110: WAN -> Internet + Dialup -> ISDN -> New

Configure the entry as follows:

(1) Under Description, enter a name which uniquely identifies the connection partner, e.

0. Branchl.

(2) Under User Name enter your own username, e. g. Head Office.

(3) In Remote User (for Dialin only) enter the ID of the remote terminal (remote PPP

user name), e. g. Field Office.

(4) Enter the password for the connection, e. g. secret.

(5) Under Connection Idle Timeout, specify the duration of the connection if there is no
user data, e. g. 120seconds.
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(6) Under IP Address Mode select Static.

(7) Under Local IP address, assign to the ISDN interface the IP address of your LAN
which will be used as the internal source address of your device, e. g. 192.168.0. 1.

(8) Click the Add button under Route Entries.

(9) Inthe fields Remote IP Address and Netmask enter, for example, 192.168.1.0
and 255.255.255. 0.

Now you must make a few advanced changes for this connection. To do this, remain in the
Configuration menu for this dialin connection and go to the menu Advanced Settings

Configure the entry as follows:
(1) Under Entries click Add to generate a new entry.

(2) Under Mode select Outgoing , and in Call Number (MSN) enter the number, e.g.
210.

(3) Leave the remaining settings unchanged and confirm them with OK.
Note

Bear in mind that this is an example configuration for the head office. The configuration
in the field office follows the same steps based on the values used.

12.3 Result

You have now configured a remote dialin for a Windows client on your device. The Win-
dows client receives an IP address from the same subnet on dialling in.

You have connected your field office to the head office over ISDN.

12.4 Checking the connection

To check the connections, activate the command prompt on a PC in the field office or on
the dialin PC and send a ping to the head office network:

€. g.ping 192.168.0.2

You should then receive the following messages:



Ping wird ausgefithrt fir

intwort
Antwort
intwort
Antwort

von
vion
von
vion

1925
192.
19z.
192.

168.0.2:
1e8.0.2:
168.0.2:
1g8.0.

192.165.0.2 mit 32 Eytes Daten:

Bytes=32
Bytes=32
Bytes=32
Bytes=32

Ping-Statistik fiur 192.1658.0.2:
Pakete:

Gesendet = 4,

Empfangen = 4,

Ca. Zeitangaben in Millisek.:

Minimam = Oms,

Maximum = Oms,

Zeitglt;1lms TTL=63
Zeit&ltzlms TTL=83
Zeitglt;1lms TTL=63
Zeit&ltzlms TTL=83

Hittelwert = Oms

Verloren = O
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12.5 Overview of Configuration Steps

Windows Client Dialin

12 ISDN Dialin Connections

ISDN Port

Service

MSN

Service attribute

IP pool name

IP pool range

Description

Connector Type

Remote User (for Dialin

only)

Password

Connection Idle Timeout

IP address mode

IP Assignment Pool

Usage Type

Proxy ARP Mode

Proxy ARP

Physical Interfaces -> ISDN Ports -
> MSN Configuration -> New

Physical Interfaces -> ISDN Ports -
> MSN Configuration -> New

Physical Interfaces -> ISDN Ports -
> MSN Configuration -> New

Physical Interfaces -> ISDN Ports -
> MSN Configuration -> New

WAN -> Internet + Dialup ->IP
Pools -> New

WAN -> Internet + Dialup ->IP
Pools -> New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
Advanced Settings

WAN -> Internet + Dialup -> ISDN ->
Advanced Settings

LAN -> IP Configuration -> <en5-0>
-> -> Advanced Settings

e.g. bri-0

PPP (routing)

e.g. 200

Data + Voice

€.g. Clients

€.0.192.168.0.10

and 192.168.0.20

€. 9. Dialin

€.9. ISDN 64 kbit/s

€. 9. Dialin

€. 0. secret

e.g. 120

Provide IP Address

Clients

Dialin only

Active Only

Enabled
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Connection of Field Office

Service

MSN

Service attribute

Description

User Name

Remote User (for Dialin

only)

Password

Connection Idle Timeout

IP address mode

Local IP Address

Route Entries

Entries

Physical Interfaces -> ISDN Ports -
> MSN Configuration -> New

Physical Interfaces -> ISDN Ports -
> MSN Configuration -> New

Physical Interfaces -> ISDN Ports -
> MSN Configuration -> New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
New

WAN -> Internet + Dialup -> ISDN ->
Advanced Settings

bintec elmeg GmbH

PPP (routing)
e.g. 200

Data + Voice

€. 9. Branchl

€.J. Head Office
€.g. Field Office
€. 0. secret

e.g. 120

Static
€.g.192.168.0.1
e.g.192.168.1.0and

255,255,255, 0

e. g. Modeoutgoing
and Call Number210



Chapter 13 ISDN DSL backup

13.1 Introduction

The following section describes how to configure an ISDN backup connection for a xDSL
connection with a bintec R232bw. Configuration is performed with the GUI (Graphical User
Interface).

The Internet traffic normally runs over xDSL access. If xDSL access fails, an ISDN connec-
tion should be set up. The Metric variable should be used to control the setup of the
backup connection.

ADSL
Dynamic IP address
(]
B R232bw ;lSDN
= Dynamic IP address =
m illlIIII||||IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII ISD.N' g
LAN

192.168.100.0/24

Fig. 111: Example scenario ISDN backup

Requirements

The following are required for the configuration:

¢ A bintec R232bw gateway
* A boot image of version 7.8.2
¢ xDSL Internet access

¢ |SDN Internet access

Your LAN must be connected to one of ports 1 to 4 on the gateway.

13.2 Configuring Internet connections

An entry is created for both Internet connections over xDSL and ISDN.
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xDSL Internet access

PPP over Ethernet (PPPoOE) is the use of the Point-to-Point Protocol (PPP) network pro-
tocol over an Ethernet connection. Today, PPPoE is used for ADSL connections in Ger-
many. In Austria, the Point To Point Tunnelling Protocol (PPTP) was originally used for AD-
SL access. However, PPPoE is now offered here too by some providers.

Go to the following menu to set up an Internet access over xDSL with PPPoE:
(1) Go to WAN -> Internet + Dialup ->PPPoE-> New.

__Save configuration PPPOE |PPTP |PPPoA ISDN IP Pools
 System Managemen__+
T R e—
i Description |T-On|me
i FPPPOE Mode @ standard O Muttilink
3 PPPOE Ethemet Interface
i User Mame I(ftmlme de
§ Password Inuuu

Internet + Dialup

ATM VLAN CJEnabled
~Real Time Jitter Control Always on [Clenabtea
i Connection Idle Timeout 300 Seconds
g IP Address Mode O static & Get IP Address
i Default Route [“lEnablea
i Create NAT Policy “Enabled
T W—

Advanced Settings
( 0K ) (__ cancel )

Fig. 112: WAN -> Internet + Dialup ->PPPOE -> New

To set up Internet access over xDSL, proceed as follows:

(1) Under Description enter the name for the connection, e.g. T-0On1ine. The first char-
acter in this field must not be a number No special characters or umlauts must be
used.

(2) For PPPoOE Ethernet interface, specify the interface for your gateway over which the
xDSL connection is to be established, e. g. ethoa50-0 .

(3) For User Name, enter the name that your provider has sent you, e. g. t-online.de.

(4) Enter the password for your Internet access which your provider has sent you, e. g.
secret.

(5) Leave the default setting Not activated for Always on if you do not have a DSL
connection with flatrate. If you have an Internet access with flatrate, check the Always
on box If selected the gateway will never clear the Internet connection automatically.

(6) If you have an Internet access without flatrate enter the time in seconds after which
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the gateway should clear the Internet connection when there is no further data ex-
change under Connection Idle Timeout, for example 300.

(7) Under IP Address Mode select Get IP Address. Your device is dynamically as-
signed an IP address.

(8) Keep Default Route selected. For this connection, a standard route is automatically
created.

(9) Select Create NAT Policy . NAT is enabled for this connection.

(10) Leave the remaining settings unchanged and confirm them with OK.

ISDN Internet access

Go to the following menu to set up an Internet access over ISDN:
(1) Go to WAN -> Internet + Dialup -> ISDN-> New.
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|PPPOE | PPTP | PPPoAl-l IP Pools |

Basic Parameters

Description |Freenet
Connection Type ISDN 64 kbps @
User Mame |Ireenet
Remaote User (for Dialin only) I
Password I“u----
Internet + Dialup
ATM Always on Clenabled
Real Timo Stter Control Connection Idle Timeout 120 Seconds

IP Mode: znct Routes:

IP Address Mode

O static OProvide IP Address © Get IP Address

Default Route

[“lEnabled

Create MAT Policy

[Enabled

Advanced Settings

Block after cannection failure for |3'U—Secnnds

Maximum Mumber of Dialup Retries IS—

Usage Typs & standard C Dialin only O Multi-User (Dialin only)
Authentication

Callback Mode

& none O Active O Passive

Banchwith on Demand Options

Channel Bundling |

Dial Mumbers
Mincle: Call Mumber

Entries [ Outgoing | [msmszs ]
( Add )

IP Options

OSPF Mode @ passive O Active O Inactive

Proxy ARP Mode

& mactive O Up or Dormant (@] Up only

DS Megotiation

[Enabled

€ OK ) € Cancel )

Fig. 113: WAN -> Internet + Dialup ->ISDN -> New

Proceed as follows to set up Internet access over ISDN:

(1)
@)
®)
(4)

(%)

(6)
7)

Under Description enter the name for the ISDN Internet connection, e. g. Freenet.

Leave the Connection Type setto ISDN 64kbps.

For User Name, enter the name that your provider has sent you, e. g. freenet.

Enter the password for your Internet access which your provider has sent you, €. g.

secret.

Enter the time in seconds after which the gateway should clear the Internet connection
when there is no further data exchange under Connection Idle Timeout, for example

300.

Under IP Address Mode select Get IP Address.

Keep Default Route selected. For this connection, a standard route is automatically

created.
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(8) Select Create NAT Policy . NAT is enabled for this connection.

(9) Click Advanced Settings and under Block after Connection Failure for enter a time
in seconds for which the connection should be blocked if the Internet connection can-
not be established, e.g. 30.

(10) Under Entries click Add.

(11) Select outgoing under Mode.

(12) Enter the subscriber number of the provider under Number, e.g. 0101901929.
(

13) Leave the remaining settings unchanged and confirm them with OK.

Note

The Connection Idle Timeout for the ISDN connection should be kept relatively short
to prevent any unnecessary costs.

13.3 Adjusting the metric

The route metric must be set higher than the ISDN connection so that the ISDN connection
is only established if the xDSL connection has failed.

Go to the following menu to set the metric for the route higher than the ISDN connection:

(1) Go to Network -> Routes ->IP Routes.

Save configur ation IP Routes Options

Assistants -

System Management -

Physical Interfaces = View IED_ per page Fiterin | None v | equal v Go

;::lemss L : i:z‘r“;:gc'" P Netmask Gateway Interface Metric :’;‘i”ede" Type Protocol -

10.0.0.0 255.255.255.0 | 10.0.0.211 BRIDGE_BRO 0 Direct Local

N::::'"“ = 172.16.96.0 2EE25R 2450 |17216.85183  LAMN_ENS-O 0 Direct Local
NAT 0000 0.0.00 0.0.0.0 WAR_T-OMLINE 1 Indirect Local ]
Load Balancing 0.00.0 0.0.0.0 0.0.0.0 WAN_FREENET 1 Indirect Local

QoS Page: 1, ftems: 1 -4

Access Rules

Rourting Protocols - New

Fig. 114: Network -> Routes ->IP Routes
Go to the following menu to set the metric for the route higher than the ISDN connection:

Go to Network -> Routes -> IP Routes-> <WAN_T-ONLINE> ->.



IP Routes Options

Route Class
Extended Route Enabled

Rioute Parameters

Route Twpe Default Route v
Interface SAN_T-OMLINE s
Gateway 0.0.0.0

Metric

ml

oK O cancel )

Fig. 115: Network -> Routes -> IP Routes-> <WAN_T-ONLINE> ->@|

Proceed as follows:
(1) Under Metric select a value, e. g. 1.
(2) Confirm with OK.

As for the first entry, set up the metric for the second connection.
(1) Under Interface <WAN_FREENET> click the @ icon.

(2) Under Metric select a higher value than the value for your route over xDSL, e. g. 2.
(3) Confirm with OK.

Click Save Configuration and confirm with OK to save the configuration permanently.

13.4 Result

You have now created a back-up connection over ISDN that is enabled automatically when
required.

13.5 Checking the configuration

If you enter the command debug all in the command line for the gateway you can track
how the connections are set up and cleared in the event of a failure. To simulate a failure,
remove the cable for the respective connection from the port.

Enter the following in the command line of the gateway and confirm with Return:

r232bw:> debug all

Connection setup over xDSL
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rz3zhw:x>
01:11:46
01:11:48
01:11:48
01:11:48
01:11:55
01:11:55
01:11:55
01:11:55
01:11:55
01:11:55
01:11:55
01:11:5a
01:11:56

13 ISDN DSL backup

debug all

INFO/INET: diamlup if 10001 prot 1 192.168.100.2:2048->62.146.2.103:19036

DEBUG/PPP: T-Online: event: 3, status: 0 (5) -» 1 (5]

DEBUG/PPP: T-Online: send PPPoE Active Discowvery Initiation (PADI,interface: 50000

DEBUG/PFP: T-Online 1/0/2/1: FPPoE call identified

DEEUG/PPFP: T-Cmline: send PPPoE Active Discovery Initiation (PADI,interface: 50000

DEBUG/FPP: T-Online 2/0/2/1: FPPoE call identified

DEBUG/PPF: T-Omline 2/2542/2/5: FPPoE session established

DEBUG/PPP: layer 1 type pppoe

DEEUG/PPP: T-Online: event: 16, status: 1 (5) -»> & (1)

DEEUG/PPP: T-Omline: outgoing connection established

DEBUG/FPP: T-Online 2/2542/2/5: PPPoE call identified

INFO/PPF: T-Cnline: local IP address is §4.146.232.180,remote is 217.0.116.91

DEBUG/ INET: NAT: new outgoinyg session on ifc 10001 prot 1
192.168.100.2:512/54. 146,232, 180: 32769 —»> 62.146.2.103:0

xDSL link fails

01:1z:08
O1:1z:12
01:12:12
01:12:12
d1:1z:12
01:12:12

O1:1z:15
01:12:15
01:1z:15
O1:1z:15
01:12:18
01:12:16
O1:1z:16
01:12:18
01:12:16
O1:1z:16
01:1z2:16
01:1z:16
O1:1z:16
01:12:40

O1:1z:46
01:12:48
01:12:456

ISDN

01l:12:46
01:12:46
01:12:46
01:12:50
01:12:50
01:12:50
01:12:50
01:12:50

DEBUG/ATM: DSP_ATM_TC_NOSYNC

DEBUG/ ATM: adsl3-0:ATHM delineation lost; initiating DSL retrain

DEBUG/ATM: adsl13-0:link down

DEBUG/PPP: T-Online 2/2542/2/6: PPPoE session terminated

DEEUG/PPP: T-Online: evenc: 18, status: & (1) -> 0 (5

INFO/PPP: T-Cnline: outgoing connection closed, duration 17 sec, 555 bytes received, 671 bytes sent,
0 charging units, 0 charging swounts

INFO/ INET: dialup if 10001 prot 1 192.16&.100.2:2048->62.146.2.103:16220

DEEUG/PPP: T-Omline: event: 3, status: 0 (5] -> 1 (5)

DEBUG/FPPP: T-Online: send PPPoE Active Discovery Initiation (PADI, interface: 50000

DEBUG/PPP: T-Online 3/0/2/1: PPPoE call identified

DEBUG/ATM: ADSL TRAINING STATE: SHOWTIME

DEBUG/ATM: ADSL TRAINING STATE: FAIL_

DEEUG/ ATH: ADSL TRAINING STATE: IDLE

DEBUG/ATM: ADSL TRAINING STATE: IDLE

DEBUG/ ATH: DSF_IDLE

DEEUG/ ATH: ADSL TRAINING STATE: IDLE

DEEUG/ ATH: DSF_CVERLAY START: 1

DEBUG/ LTH: DSP_OVERLAY END: 1

DEBUG/ ATH: adsl3-0: RSTATE IDLE

DEEUG/ INET: NAT: delete session on ifc 10001 prot 1192,165,.100.2:512/64.146,232.1680:32769 &lt;-&gt;

6Z.146.2.103:0

ERR/PPP: T-Online: no response to secup, dialout failed

DEEUG/PPF: T-Omline: event: 11, status: 1 (5) -> 7 (&

INFO/PPP: T-Online: interface is blocked for 60 seconds

connection

INFO/INET: dialup if 10002 prot 1 192.166.100.2:2048->62.146.2.103:15708

DEBUG/FFP: Freenet: event: 3, status: 0 (5) -» 1 (5

DEBUG/FFP: Freenset: dial muber £1t:00101901929&gt;

DEBUG/PPP: layer 1 type hdle, 4000 bit/sec

DEBUG/PPP: Freenst: event: 16, status: 1 (5] -> B8 (1)

DEBUG/PPP: Freenet: outgoing connection established

INFO/PPP: Freenet: local IP address is §9.51.245.19,remote is 62.104.219.38

DEBUG/ INET: NAT: nev outgoing session on ifc 10002 prot 1 192.168.100.2:512/89.51.245.19:32770 -» 62.146.2.103:0

xDSL link is available again, ISDN is cleared
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13.6 Overview of Configuration Steps

xDSL Internet access

Description WAN -> Internet + Dialup -> e.g. T-Online
PPPOE -> New

PPPoE Ethernet Inter- WAN -> Internet + Dialup -> ethoa50-0

face PPPoOE -> New

User Name WAN -> Internet + Dialup -> €. 9. t-online.de
PPPoOE -> New

Password WAN -> Internet + Dialup -> €. g. secret
PPPOE -> New

Always Active WAN -> Internet + Dialup -> Disabled
PPPOE -> New

Connection Idle WAN -> Internet + Dialup -> e.g. 300

Timeout PPPoOE -> New

IP address mode WAN -> Internet + Dialup -> Get IP Address
PPPOE -> New

Default Route WAN -> Internet + Dialup -> Enabled
PPPOE -> New

Create NAT Policy WAN -> Internet + Dialup -> Enabled
PPPoOE -> New

ISDN Internet access

Field Menu Value

Description WAN -> Internet + Dialup -> ISDN e. g. Freenet
-> New

Connector Type WAN -> Internet + Dialup -> ISDN ISDN 64kbps
-> New

User Name WAN -> Internet + Dialup -> ISDN e. g. freenet
-> New

Password WAN -> Internet + Dialup -> ISDN e. g. secret
-> New

Connection Idle WAN -> Internet + Dialup ->ISDN e.g. 120

Timeout -> New

IP address mode WAN -> Internet + Dialup -> ISDN Get IP Address

-> New
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Default Route WAN -> Internet + Dialup -> ISDN Enabled
-> New

Create NAT Policy WAN -> Internet + Dialup -> ISDN Enabled
-> New

Block after connection WAN -> Internet + Dialup -> ISDN e. g. 30

failure for -> New-> Advanced Settings
Entries WAN -> Internet + Dialup -> ISDN Modeoutgoing with Call
-> New-> Advanced Settings Number e.g. 0101901929

Adjusting the metric

Metric Network -> Routes -> IP Routes -> e. g. 1
<WAN_T-ONLINE> ->@

Metric Network -> Routes-> IP Routes -> e.g. 2
<WAN_FREENET> ->@



Chapter 14 Media Gateway - TR200xw as Uni-
fied Messaging Gateway for Microsoft Ex-
change Server 2007

14.1 Introduction

The present chapter describes connection of the unified messaging roll for Microsoft Ex-
change Server 2007 to the public telephone network using a bintec TR200aw

The unified messaging roll for Microsoft exchange server 2007 offers the following func-
tions:

* Access to e-mails and voice messages, appointments and contacts by voice control/tone
dialling

¢ Server for fax reception

* Answering machine function with message delivery by e-malil

* Auto Attendant / call relay

Microsoft
Exchange
Server 2007

bintec TR200xw

Fig. 116: Example scenario

Requirements

* A bintec TR200aw
* Microsoft Exchange Server 2007 with Unified Messaging Roll

* Access to public telephone network

14.2 Configuration
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14.2.1 Configuration steps on Microsoft Exchange server

Configuration of the Microsoft Exchange server is performed with the exchange adminis-
tration console :

o Configuration »
Unified Messagin
{3 Mailbax a uto Atter ony
L Client: Aceess UM DilPlan_~ [ #pigts. [ Associated UM servers | || [i% new um Diai plan.
{5 Hub Transport [T-Eoprnbg 3 EXCHANGED7 B w1 ey
41 Unified Messaging |14 DP-peine 3 EXCHANGED?
= Server Configuration T} New UM Mailbox Policy...
 Maibox
Hew UM Auto Attendant.
2 Clent Aceess 2
Z3: Hub Transport |5 ExportList
i Unified Messaging " N
&2, Recpient Configuration i
3 Maibox Refresh
32, Distrbution Group
1] Mal Cantact 2 Hep
4 Discormected Malbox
1 Toskox
4 | ]

Fig. 117: Exchange administration console

Creation of a dial plan

In the Unified Messaging menu, you can launch the wizard to create a new UM dial plan.

(1) Go to Organization Configuration -> Unified Messaging -> New UM Dial Plan...

New UM Dial Plan

B3 New UM Dial Plan New UM Dial Plan
This wizard helps you create a UM dialplan for use by Microsolt Exchange Urifisd
Coppeion Messaging. & il plan s 2 grouping of i telephone extension rumbers.
Name:
[dema_dielplan

Number of digts in estension numbers:

El

UR type

[Tesephone Exension i3
YelP seeury

[Unsecured =l

After you create & new dial plan, the dial plan must be added ta one or more UM
servers before it willbe used.

Help <Back [ Cancel

Fig. 118: New UM dial plan

To create a new UM dial plan, proceed as follows:

(1) Enter the dial plan name, e. g. demo_dialplan.
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(2) In Number of digits in extension numbers set the number of direct dial-in numbers,
e.g., 3.

(3) In URI type select a designation for the resources, e.g. Telephone Extension.
(4) In VolIP security select Unsecured.

(5) With the option New, you create the new dial plan.

New UM Dial Plan

I New UM Dial Plan Completion
I Completion

Ciick Finish
Elapsed fime: 000001
Summary: 1 ten(s) 1 succeeded, 0 faied

|74 demo_diaiplan @ corpleted 2
Exchange Management Shell command completed:
newUMDislPlan Hame ‘demo_diailan’ NumberD DigisinE stension '3 -URIType
TelEwin' VolPSesury Unsecured

Elspsed Time: 00:00:01

Select CkC to copy the contents of ths page.

Fig. 119: New UM dial plan

Click on Finish to close the wizard.

After the wizard is closed, dial plan properties must be edited.

demo_dialplan Properties ﬂ
Seftngs | DialngRusGroups | Diding Restictions |
General Subscriber Access | DialCodes |  Features

Welcome Grestings

‘Welcome greeting:

IUse default gresting Madify.

Informational announcement:

|Infalmational annauncement is disabled Modity.

Associated Subscriber Accass Numbers

Enter the telephone number bo assaciate:

I
eaadd Ede X

E00

oK I Cancel I Apply Help

Fig. 120: Subscriber Access




Under demo_dialplan Properties -> Subscriber Access the call number under which the
system may later be reached is saved, e.g., 600.

demo_dialplan Properties x|
Settings | Dialing Rule Graups | Dialing Restrictions I
Gerersl | Subscriber Access Dial Codes Features
Dutgoing Configuration
Outside line access code; a
[Example: 3)
International access code; ad
[Example: 011 far the United States|
Hational number prefi: 1}
[Example: O for France, 1 for the United States]
LCountry/Region code: 43
[Example: &1 for Japan, 1 for United Siates)
Incoming Configuration
In-countryregion number format [
[Example: 14256550158)
International number format: 0043

[Example: 4420xxxxmxx]

ok I Cancel BApply Help

Fig. 121: Dial Codes
Under demo_dialplan Properties -> Dial Codes national and other prefixes are saved.
To save the prefixes, proceed as follows:

First, enter the numbers for outgoing calls.

(1) Inthe Outside line access codefield, you can save a number for an outside line.
(2) InInternational access code enter the international access number 00.

(3) In National number prefix enter the national prefix, here 0.

(4) In Country/Region code enter the country code, e.g., 49 for Germany.

Now enter the numbers for incoming calls.
(1) In In-country/region number format enter 0.

(2) InInternational number format enter the prefix, e.g., 0049 for Germany.

Workshops (Excerpt)



demo_dialplan Properties 5[

General |
Setlings

Dial by name primary method,

Subscriber Access
Dialing Rule Groups

Dial Codes |
| Dialing Restrictions

EETEERN

Features

el e s e |
Audio codec: lﬁ
DOperator extension: 810
Logon failures before disconmect E
Timeouts and Retries
Masimum call duration [min) [
WMasimum recording duration [min ET
Recarding idle fime-out [sec): |5—
Input idle timeout [sec]: l5—
Input retiies En
Input failures before disconnect; l3—
Language Settings
Default Janguage: English [United States] 7
aK I Cancel | Apply | Help |

Fig. 122: Settings

In the Settings submenu, notably the language codecs and the language with which the
system shall respond are saved.

To save additional settings, proceed as follows:

M
)
@)
(4)
(5)

In Dial by name primary method select, for example, Last First.

In Dial by name secondary method select SMTP Address.

In Audio codec enter language codec G. 711.

In Operator extension enter, for example, the switchboard number 81 0.

In Default language select the language in which the system shall subsequently an-
swer, e.g., English (United States).

In the submenu Dialing Rule Groups a UM dial plan is defined. This determines which
type of calls the UM-enabled user can make. In our example, national and international
connections are permitted. Dialing Rule Groups also allow transformation of destination

numbers (e.g. setting of a specific prefix).
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demo_dialplan Properties 5[
Goneradl | Subsoiberécoess | DidlCodes | Fealwes |
Settings Dialing Rule Groups I Dialing Restictions
In-Country/Region Fule Groups
eaadd.. M Edt.. X
MName | MNurnber Mask | Dialed Mumber
national o o
4| | |
International Rule Groups
gpadd.. 7 Edb., 25
Name | Number Mask | Dialed Number
international oo+ oo+
4] | i
0k | cancel | gy | Hep |

Fig. 123: Dialing Rule Groups

In the submenu Dialing Restrictions, it is determined which kinds of calls are permitted or,
as the case arises, prohibited.

demo_dialplan Properties x|
General | Subscriber Access | Dial Cades | Features |
Settings | Dialing Rule Gioups Dialing Restrictions

W Allow calls to users within the same dial plan
¥ Allow calls to extensions

Select allowed in-country/region rule groups from dial plan:

Sagd. K

national

Select allowed international rle groups fram dial plan:

eadd.. 2

international

0K | Concel | oo Help

Fig. 124: Dialing Restrictions

The newly-created dial plan is subsequently allocated to a UM server. The dial plan can be
added in Server Properties UM Settings. Here are administered the installed language
packs and the restriction on the maximum possible number of voice and fax connections.

(1) Go to Server Configuration -> Unified Messaging -> UM Settings.
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xcha ingskonsol
File  Act Wiew  Help

=

e = Trele [veen B
I == Excriancea? Hub Transport, Clent Ace, .. Versian 8,1 (Buld290.8) €
[EXCHANGEO? Properties
Genera] System Setings UM Settngs |
[iseect bt = =T
aagd.. X
— il Wiew
Name:
= DFbg

|74DP-peine.

Miscallaneous Configurati

Prompt languages:

¥ Masimum concurent

¥ Masimum concurrent

Fig. 125: UM Settings

Creation of a UM IP Gateway

A new UM IP gateway is created with the assistant in the Unified Messaging submenu.

(1) Go to Organization Configuration -> Unified Messaging -> New UM IP Gateway.

g New UM IP Gateway

I NewUMIP Gateway | New UM IP Gateway
This wizard helps ot LM IP gatemay for use by Microsolt Exchange Unfied
a ol

51 Completion =

P

Mess:
PBX and Linified Messaging

Nape:

[dema_UM-Gw

@ IP Address

[192166.10.222

Example: 192168.10.10

€ Euly queified domain rame [FODN]

Example: smarthost company.com

Dielplen:

[demo_dielplan Browse. |

It | o defouit hurt to associate this new UM
P gatenay tothe specifed dial plan. I no dial plan is selected. & hunt aroup must be:
crcated manualy.

Help <Back Hew Cancel

Fig. 126: New UM IP gateway

To create a new UM IP gateway, proceed as follows:

(1) In Name enter, for example, demo UM-GW.
(2) Enter the IP address at which the UM gateway is accessible, e.g. 192.168.10.222.

(3) In Fully qualified domain name (FQDN) you can enter the name under which the

UM gateway is accessible.

(4) Next, the previously-created Dial Plan is assigned.
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Creation of a UM hunt group

The Hunt Groups are required for drive of the exchange server by the UM gateway . The
assistant for creation of a new UM hunt group is launched on the exchange administra-
tion console.

(1) Go to Organization Configuration -> Unified Messaging -> New UM Hunt Group.

£|

1 New UM Hunt Gioup | New UM Hunt Group
[ Completion

New UM Hunt Group

rosoft Exchange Urified
en 5 UM P gatewsy and s UM

g & hurt gt

\ssociated UM IP galeway;
[geme_unt-Gw

Biowse...
Pilot identiier:
5w
Help <Back Cancel

Fig. 127: New UM Hunt Group

To create a new UM hunt group, proceed as follows:
(1) In Name enter the name of the hunt group, e.g., mailbox demo.
(2) In Dial plan select demo dialplan.

(8) The number of the Pilot identifier, here 600, for example, is later saved at the UM
gateway as a VoIP extension in order to create a connection to the Exchange Server
2007.

You can view the completed configuration in the menu Organization Configuration ->
Unified Messaging -> UM IP Gateways.
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Help

m e

| o

[ Piot Identfier | Address [status || 2 Mew M DialP.

GW-Nbg
2! HG - Auto Attend... DP-nbg
2 HG - Nbg DP-rbg

-§2, Distrbution Group

] Ml Contact

3 Disconnected Maibox
1 Toobox

999
e

192.16810222 __Enabled || 5 1 a

192.168.10253  Enabled || {3 HewUrmsit
[ newuM auo
© Expandallum,
(@ Collapse AllU.
|5 Expart List..,

192.168.10.25¢  Enabled

view
Refresh
& Hep

| mailbos_demo
¥ Remove

@ rep

Unified Messaging ~

Fig. 128: UM IP Gateways

Configuration of a UM Mailbox Policy

Already when creating a Dial Plan a standard UM Mailbox Policy is created.

demo_dialplan Default Policy Properties x|

General | Message Texll PIN Policiesl Dialing Hestriclionsl

@ Idemo_dialplan Default Policyl

Associated UM dial plan:  demo_dialplan

Modified Montag, 25. Mai 2009 15:07.20

M aximum greeting duration [minutes):

¥ allow missed call aotifications

oK I Cancel | Apply

Help

Fig. 129: Default Policy Properties

In properties of UM Mailbox Policy, in the Message Text submenu, various text templates
can be saved; these can be sent to the UM user per e-malil (e.g., when activating the uni-
fied messaging mailbox or when resetting the unified messaging PIN).
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demo_dialplan Default Policy Properties ll

General Message Text | PIN Policies | Dialing Restrictions |

Eax identity:

Test sent when a UM mailbox iz enabled:

willk.ammen bei Microsoft Exchange UM ;I

Test sent when a FIN is feset

lhre PIM wurde zuriickgesetzt! ;I

Test included with a voice message:

neue Sprachnachricht! ;I
E

T st included with a fax message:

neues FAI =]
e

akK I Cancel | Apply I Help |

Fig. 130: Message Text

In the submenu PIN Policies, different properties of the UM PIN (e.g., PIN length) reques-

ted when accessing the UM system can be modified.

demo_dialplan Default Policy Propetrties 5[

Generall Message Text  FIN Policies | Dialing F\eslnctionsl

Minimum FIN length
™ PIM lifetime (days):

Mumber aof previous PINs to dizallon:

1]

™ Allow common pattens in PIN

Failed Logons

¥ Mumber of incorrect PIN entries before PIN is automaticaly |5

reset:
¥ Mumber of incarrect PIN entries before UM mailbox is 15
locked out:

Ok I Cancel Apply Help

Fig. 131: PIN Policies

In the submenu Dialing Restrictions, it is determined which kinds of calls are permitted or,

as the case arises, prohibited.



[demo_dialplan Default Policy Properties il

General | Message Text| PIN Policies  Disling Restrictions I

v {Aligw calls o Users within the same dial plant

¥ Allow calls to extensions

Select allowed in-cauntiy/region rule groups from dial plan:

Loadt.. K

national

Select allowed international rule groups fram dial plan:

aadd.. 2

international

akK I Cancel | Apply Help

Fig. 132: Dialing Restrictions

Auto Attendants (optional)

Configuration of an Auto Attendant, a type of electronic telephone switchboard, is option-
al. For the Auto Attendant an additional Hunt Group should be created, under whose Pi-
lot Identifier (extension number) the electronic switchboard position can be reached.

Activation of unified messaging for an exchange mailbox

In the Mailbox submenu, the unified messaging functions for an exchange mailbox/ex-
change user can be activated via an assistant. For this, the previously configured Unified
Messaging Mailbox Policy must be saved, along with a PIN (for authentication).

(1) Go to Organization Configuration -> Recipient Configuration -> Mailbox.
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-~
% Enable Unified Messaging

3 vocicon Introduction
The selectad maibios il b enzbled for Ui Messaging Lpen conpleion, an emal
I message wil be st o the the usertha they have ed for

Unified Messaging. The mess:

e the PIN and the nurmbe gain access
0 their mailbos. By defaut, a mber and PIN are automaicaly generated. You
can also manualy specify an extension number and PIN

Linified Messaging Maibios Policy

[demo_sialpian Default Foicy Browise.

PIN Settings

€ Automalically generete PIN to access Dulook Voios Access

& Manual specify PIN eanel

I™ Requie user toreset EIN at fiist telephone logon

ied Messaging is 2 premium fealure and recites an Exchange Enlerpise Client
Aecess License (CAL) o enable it for the maibox

Fig. 133: Mailbox

In the assistant's second step, a Mailbox Extension (mailbox number) for the user must
be saved. The Mailbox Extension should match the user's direct dial-in number.

-~
% Enable Unified Messaging

B Intoduction Extension Configuration
Exension -

mfC ek 2 Automaticaly generated maibos extersion

. EnatoUnfd T Marwialy entered malbow extension &
WesEdig SIP Resource denier

3 Compleion

For  SIP LRI dial plan, this is the SIP address of the user [example:
tory.smith@contoso.com). For an E.164 dial plan, this s the E. 164 addess of the user
[ewample; +14255550150)

& Automalicaly genersted SIP resouice identier
& Manaly entered SIP or E.164 address

Fig. 134: Mailbox Extension

14.2.2 Configuration of the bintec TR200aw

In our example, the bintec TR200aw is connected to an ISDN point-to-multipoint via an ex-
ternal ISDN SO0 interface. For this, the ISDN port as well as the MSN (Multiple Subscriber
Number) on the bintec TR200aw must be configured.

(1) Go to PBX -> Line Configuration -> External Numbers -> New.




Access Configuration External Numbers VolP Configuration

Basic Parameters

MSN-0 [sa96azs

Service |Te\eph0ny V‘

C oK ) (__ cancel )

General Settings
Line Configuration

Internal Humbers

all Assignment
Routing
utomatic Route Selection
internal Phonebook
all Records

Fig. 135: PBX -> Line Configuration -> External Numbers -> New

Relevant fields in the External Numbers menu

Field Meaning

MSN-0
For point-to-multipoint connections, you can enter up to 10 num-

bers (MSN, multiple subscriber number). These MSNs are the
external phone numbers for your ISDN connection. The MSNs
are consecutively numbered automatically from O.

Select the New button to enter the external number of your con-
nection, e.g. 6898925, 6898926 and 6898927 ).

Service In Service, choose Telephony.

Connection of the exchange server as VolP/SIP subscriber

Microsoft Exchange Server 2007 is configured on the bintec TR200aw as a VolP/SIP ex-
tension.

(1) Go to PBX -> Internal Numbers -> VolP ->@|.
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General Settings
ine Configuration
Internal Humbers
Call Assignment
Call Routing
Automatic Route Selection
Internal Phonebook
Call Records

Basic Parameters

Extension Mumber
Extension Name

Primary Telephonenumber
User Name

Password

Allowed Location

Aternative Telephonenumbers
Secondary Telephonenumber
Third Telephonenumber

WaolP settings

Static Host

Static Host Address

Static Host Port

Transport Protocol

Codec Seftings

Codec Proposal Sequence

Analogue | VeolP CAPI  cCall Forwarding

IExchangeSer\/er

ISDMN{MEN-TD : GBI8925 v

=
=
=

Ay ¥

Advanced Settings

MNone

II

MNone

Enabled

[taz1sa.10.1m

ISDBS
@upp O TP
C oK 0 cancel )

Fig. 136: PBX -> Internal Numbers -> VolP ->@|

Relevant fields in the VolP menu

Field Meaning

Extension Number

Extension Name

Select extension number 600 for the new subscriber.

Here you can assign the subscriber a name, e.g. Ex-
changeServer.

Primary Telephonenum-

ber

User name/Password

Select a connection over which the external connection should

be established.

For example, select 7SDN (MSN-0) :

6898925.

Values in the options User name and Password are not evalu-
ated as no SIP authentication is used.

The Advanced Settings menu consists of the following fields:

Relevant fields in the menu Advanced Settings
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Field Meaning

Static Host For the connection to be configured as a static host, Static
Host must be enabled.

Static extension address Here, enter the IP Microsoft exchange server
192.168.10.101.

Static Host Port For connection to the Microsoft exchange server identify port
5065.
Transport protocol Select the transport protocol for the connection, here TCP.

Configuration of call assignment

Call assignment of incoming connections to Microsoft exchange server 2007 via the ISDN
outside line is configured over the Teams menu.

(1) Goto PBX -> Call Assignment -> Teams-> New.

Calendar Teams Assighment

TeamOo Might
Mame |58989z5-Exchangel?
Internzl assignment
10 FXS1 Clenablea
11 FXS2 [CTEnabled
20 Clenablea
General Settings 2 D Enabled
Line Configuration
Internal Humbers 22 CJenabled
Call Assignment 79 CEnabled
Call Routing
Automatic Route Selection 24 [CIEnabled
Internal Ph hook
oS onchos 25 Clenabled
Call Records
L Clenablea
7 ClEnabled
5 Clenablea
36 CTEnabled
a7 Clenablea
8 Clenablea
] Cenablea
40 Clenablea
41 [CTEnabled
600 ExchangeServer [“lEnabled
720 MMustermann Clenablea
721 userl ClEnabled

(oK ) (_ cancel )

Fig. 137: PBX -> Call Assignment -> Teams -> New
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Relevant fields in the Call Routing menu

Name Here, you can enter an individual name for the teams, e.g.
6898925-Exchange07.

Field Meaning

Internal assignment Select the members of the call group. The internal number is
activated by choosing Enabled.

The complete configuration looks like this:

Calendar  Teams Assignment
 System Management  ~
 Plysicalinterfaces
_ Wiew IEEI per page [<I>*] Fiter in [one ~ | equal Vl
_ Mame Description Doy Might
‘Rowting v | ©5899925-Exchange0? TeamiD &0 [ s 2
_ 289926-MMuste mann Tearm0 720 =] 720 7] i
_ 6398927-user! Team02 721 2 721 2
Rl e el

Line Configuration

Internal Humbers

Call Assignment
Call Routing
Automatic Route Selection
Internal Phonebook
~ CallRecords

Fig. 138: PBX -> Call Assignment -> Teams

14.2.3 Function test

At the first function test, it is possible to call from the telephone extension of the unified
messaging user (e.g., demo user John Everyman with extension number 720) to the ex-
tension of the exchange server (e.g., extension 600). Microsoft Exchange server 2007
should respond with a PIN request and permit access to e-mails, contacts, etc.

At the second function test, a unified messaging user (e.g., demo user John Everyman
with extension number 720) should configure a call diversion to the Microsoft Exchange ex-
tension (call number 600). With an incoming call to the user call number, the call/fax is put
through to the user mailbox on the Microsoft Exchange server.
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14 Media Gateway - TR200xw as Unified Messaging Gate-
way for Microsoft Exchange Server 2007

14.3 Overview of configuration steps

Creation of a dial plan

Name

Number of digits in
extension numbers
URI type

VolIP security

Subscriber Access

Outside line access
code

International access
code

National number
prefix

Country/Region
code

In-country/region
number format

International number
format

Dial by name
primary method

Dial by name sec-
ondary method

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Subscriber Access

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Dial Codes

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Dial Codes

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Dial Codes

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Dial Codes

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Dial Codes

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Dial Codes

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Settings

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->

bintec elmeg GmbH

€.g. demo dailplan

e.g. 3

Telephone Exten-

sion

Unsecured

e.g. 600

00

49

0049

e.g. Last First

SMTP Address
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14 Media Gateway - TR200xw as Unified Messaging Gate-
way for Microsoft Exchange Server 2007

Audio codec

Operator extension

Logon failures be-
fore disconnect

Default language

In-Country/Region
Rule Groups

International Rule
Groups

Allow calls to uses
within the same dial
plan

Allow calls to exten-
sions

Settings

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Settings

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Settings

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Settings

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..->
Settings

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..-> Di-
aling Rule Groups

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..-> Di-
aling Rule Groups

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..-> Di-
aling Restrictions

Organization Configuration -> Unified
Messaging -> New UM Dial Plan..-> Di-
aling Restrictions

Creation of a UM IP Gateway

Name

IP Address

Dial plan

Organization Configuration -> Unified
Messaging -> New UM IP Gateway

Organization Configuration -> Unified
Messaging -> New UM IP Gateway

Organization Configuration -> Unified
Messaging -> New UM IP Gateway

Creation of a UM hunt group

Field

Associated UM IP
gateway

Menu

Organization Configuration -> Unified
Messaging -> New UM Hunt Group

G.711

e.g. 810

eg. 3

e.d. English (United

States)

national, 0%, 0%*

international, 00*

00~*

Aktiviert

Aktiviert

e.g. demo UM-GW

e.g.192.168.10.222

demo dialplan

Value

€.g. demo UM-GW
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way for Microsoft Exchange Server 2007

Name Organization Configuration -> Unified e.g. mailbox demo
Messaging -> New UM Hunt Group

Dial plan Organization Configuration -> Unified e.g. demo dialplan
Messaging -> New UM Hunt Group

Pilot identifier Organization Configuration -> Unified e.g. 600
Messaging -> New UM Hunt Group

Configuration of a UM Mailbox Policy
Field Menu Value

Fax identity Organization Configuration -> Unified Microsoft Exchange
Messaging -> New UM Mailbox Policy -
> Message Text

Text send when a Organization Configuration -> Unified e.g. welcome to Mi-
UM mailbox is en-  Messaging -> New UM Mailbox Policy - crosoft Exchange
abled > Message Text UM

Text send when a Organization Configuration -> Unified e.g. Your PIN has
PIN is reset Messaging -> New UM Mailbox Policy - been reset!
> Message Text

Text included with a Organization Configuration -> Unified z.B. new voice mes-
voice message Messaging -> New UM Mailbox Policy - sage!
> Message Text

Text included with a Organization Configuration -> Unified e.g. new fax!
fax message Messaging -> New UM Mailbox Policy -
> Message Text

Minimum PIN length Organization Configuration -> Unified e.g. 4
Messaging -> New UM Mailbox Policy -
> PIN Policies

Number of previous Organization Configuration -> Unified e.g. 5
PINs to disallow Messaging -> New UM Mailbox Policy -
> Message Text

Number of incorrect Organization Configuration -> Unified e.g. 5
PIN entries before =~ Messaging -> New UM Mailbox Policy -

PIN is automatically > Message Text

reset

Number of incorrect Organization Configuration -> Unified e.g. 15
PIN entries before =~ Messaging -> New UM Mailbox Policy -

UM mailbox is > Message Text

locked out

Allow calls to uses  Organization Configuration -> Unified Aktiviert
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14 Media Gateway - TR200xw as Unified Messaging Gate-
way for Microsoft Exchange Server 2007

within the same dial Messaging -> New UM Mailbox Policy -
plan > Dialing Restrictions

Allow calls to exten- Organization Configuration -> Unified Aktiviert
sions Messaging -> New UM Mailbox Policy -
> Dialing Restrictions

Activation of unified messaging for an exchange mailbox

Unified Messaging  Organization Configuration -> Recipi- e.g. demo dialplan

Mailbox Policy ent Configuration -> Mailbox Default Policy
Manually specify Organization Configuration -> Recipi- Your PIN
PIN ent Configuration -> Mailbox

Manually entered Organization Configuration -> Recipi- e.g. 720
mailbox extension  ent Configuration -> Mailbox

Configure multiple subscriber number

Field Menu value

MSN-X PBX -> Line Configuration -> External e.g. 65698925, 6898926
Numbers -> New and 6898927

Service PBX -> Line Configuration -> External Telephony

Numbers -> New

VoIP subscriber Configuration

Extension Number  PBX -> Internal Numbers -> VolP -> 600

Extension Name PBX -> Internal Numbers -> VolP -> e.g. ExchangeServer
Primary Tele- PBX -> Internal Numbers -> VolP -> e.g. ISDN (MSN-0) :
phonenumber 6898925

Static Host PBX -> Internal Numbers -> VolP -> Aktiviert

Static extension ad- PBX -> Internal Numbers -> VolIP -> e.g.192.168.10.101
dress

Static Host Port PBX -> Internal Numbers -> VolP -> 5065
Transport protocol PBX -> Internal Numbers -> VoIP -> TCP

Configure call assignment
Field Menu Value

Name PBX -> Call Assignment -> Teams -> e.g.



Value

New 6898925-Exchange(7,
6898926-JEveryman
and 6898927-userl

Internal assignment PBX -> Call Assignment -> Teams -> e.g. 600 Ex-
New changeServer Ac-
tivated, 720
JEveryman Activ-
atedand 721 userl
Activated

Workshops (Excerpt)



Chapter 15 Security - Configuration manage-
ment

15.1 Introduction

The following chapters present various possible ways of handling configuration files in the
device.

This describes operations such as copying, renaming and deleting configurations in the
flash ROM memory. It also describes how you transfer configurations to a local computer
and import them from there back to the gateway.

Configuration in this scenario is carried out using the GUI (Graphical User Interface).

Internet

Fortd
192.168.0.1/24

TFTP server

Fig. 139: Example scenario configuration management

The procedure for exporting and importing a configuration file via TFTP is described in the
appendix. However, this operation can only be carried out on the shell.
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Requirements

The following are required for the configuration:

* Basic configuration of the gateway

* Boot image from version 7.8.2

15.2 Configuration

Configuration management options can be found in the Maintenance -> Software & Con-
figuration ->Options menu.

15.2.1 Configurations in flash ROM

Copy

You would like to copy your configuration named boot in the flash ROM memory and as-
sign the copy the name Firewall.

(1) Go to Maintenance-> Software & Configuration ->Options .

Currently Installed Softweare

BOSE V.7.8 Rev. 2 IPSec from 2009/03/17 00:00:00
System Logic 1.1

ADSL Logic

Sﬂﬂwar_e and Configuration Options

Action | Copry @
Source File Name

Destination File Mame Firewrall

Fig. 140: Maintenance -> Software & Configuration ->Options
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Relevant fields in the Options menu

Action For selecting the operation you wish to perform.
Source File Name Select an existing configuration from the flash ROM memory.

Destination File Name  The configuration data is saved as Destination File Name.

Proceed as follows to save a configuration:
(1) Set Action to Copy.

(2) Set Source File Name to boot.
(3
(

4) Press Go. The systems reboots.

Under Destination File Nameenter the name, e.g. Firewall.

~

Delete configuration

You would like to delete your configuration named Firewall from the flash ROM memory.

(1) Go to Maintenance-> Software & Configuration ->Options .

\_Save configuration Options
System Management >
Physical Interfaces ‘Y_ Currently Installed Software
LA Zi BOsSS V.7.8 Rev. 2 IPSec from 2009/03/17 00:00:00
WielessLAN 2t System Lagic 14
Bauting X ADEL Logic
WAN =i Softvware and Configuration Options
VPN i Action | Delete configuration VV_
Firewall - = =
- Selectfile iFirewall @+
Vol i BRI
Local Senvices i) Go
Maintenance -
| Diagnostics

| Software & Configuration
Reboot

Fig. 141: Maintenance -> Software & Configuration ->Options

Relevant fields in the Options menu

Field Meaning

Action For selecting the operation you wish to perform.

Select File Select an existing configuration from the flash ROM memory.

Proceed as follows to delete a configuration:
(1) SetAction to Delete Configuration.

(2) Set Select File to Firewall.



(3) Press Go. The systems reboots.

Rename

You would like to rename your configuration in the flash ROM memory from boot to Fire-
wall.

(1) Go to Maintenance-> Software & Configuration ->Options .

— Options
= Currently Installed Software
_ BOSS V.7.8 Rev. 2 IPSec from 2009/03/17 00:00:00
Wiesless AN | cyerom Loge 14
= 2 ADSL Logic
_ Software and Configuration Options
R | | ., Renams “
IMew File Mame Firewall
L Go J

Fig. 142: Maintenance -> Software & Configuration ->Options

Relevant fields in the Options menu

Field Meaning

Action For selecting the operation you wish to perform.

Select File Select an existing configuration from the flash ROM memory.

New File Name Enter a name to save the configuration in the flash ROM
memory.

Proceed as follows to rename a configuration:

(1) Set Action to Rename.

(2) Set Select File to boot.

(3) Under New File Name enter the name, e.g. Firewall.

(4) Press Go. The systems reboots.

15.2.2 Exporting and importing configurations

You can export the configuration files in the flash ROM memory of your gateway to a local
PC or import files from there.
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Export configuration

You wish to export your configuration, named Firewall, in the flash ROM memory to a
local PC under the name Firewall.cf.

(1) Go to Maintenance-> Software & Configuration ->Options .

Save configuration i Options
System Management -
Ringtcalitertaces Z Currently Installed Software
LA T B0SS V7.8 Rev. 2 IPSec from 2009/03/17 00:00:00
iglessLAN 2 System Logic 11
Routing & ADEL Logic
WAN = Software and Configuration Options:
ME 5 Action Export configuration hd
Firewall S =

Current File Mame in Flash Firewall %

WolP -
Local Services =2 Include cetificates and keys Enabled
_Majm.enance,- g Configuration Encryption ¥ Enabled Password:]
| Diagnostics

Software & Configuration Go

Reboot

Fig. 143: Maintenance -> Software & Configuration ->Options

Relevant fields in the Options menu

Action For selecting the operation you wish to perform.
Current File Name in Select an existing configuration from the flash ROM memory.
Flash

Include certificates and  Here, define whether the selected action should also be applied
keys to certificates and keys.

Configuration Encryption Define whether the data of the selected action are to be encryp-
ted.. If the function is active, you can enter the password in the
text field.

Proceed as follows to save a configuration to a local PC:

1) Set Action to Export Configuration.

3

4) Follow the save dialogue for your browser. The systems then reboots.

Click on the Go button.

~

(
(2) Setthe Current File Name in Flash to Firewall.
(
(
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&1 Note

The configuration file you have saved on the PC is a normal ASCII file. This can be
opened and edited without problems using a text editor, e.g. Notepad.

Import configuration

You would like load your configuration under the name Firewall.ct from alocal PC and
save it under the name Firewall in the flash ROM.

(1) Go to Maintenance-> Software & Configuration ->Options .

Save configuration ! Options
System Management >
Physical Interfaces I Currently Installed Software
LAN Z BOSS V.7.8 Rev. 2 IPSec from 2009/03/17 00:00:00
icgiesgian 4 System Logic 1.1
fauting z ADSL Logic
WAN & Software and Configuration Options
VPN x Action Impart configuration i
Firewall bt
i Configuration Encryption “lEnabled Password;
0 &
Local Services - Filename @
Maintenance. -
| Diagnostics Go

Software & Configuration
Reboot

Fig. 144: Maintenance -> Software & Configuration ->Options

Relevant fields in the Options menu

Action For selecting the operation you wish to perform.

Configuration Encryption Define whether the data of the selected action are to be encryp-
ted.. If the function is active, you can enter the password in the
text field.

Filename Select the file with Browse... via the file browser.

Proceed as follows to import a configuration from a server:

(1) Set Action to Tmport Configuration.

(2) Under File Name select the name of your configuration, e.g. C: \Firewall.cf.

(8) Press Go. The systems then reboots.

Update system software
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You wish to start an update of the system software, the ADSL logic and the BOOTmonitor.

(1) Go to Maintenance-> Software & Configuration ->Options .

Save configuration

Options
Systemn Management v
Pmicm ledaces B Currently Installed Software
!;AN b5 BOSS V.7.8 Rev. 2 IPSec from 2009/03/17 00:00:00
mrﬁess Lan 5 System Logic 1.1
Routing Z ADSL Logic
y_vn_u ' Softweare and Configuration Options
-t Z Action { Update system software i
Firewall - -
3 . Source Location Local File bt
VoIP v L |
Local Services - Filename Browse...
Maintenance -
| Diagnoestics Go

Software & Configuration
Reboot

Fig. 145: Maintenance -> Software & Configuration ->Options
Relevant fields in the Options menu

Field Meaning
Action For selecting the operation you wish to perform.

Source Location
Select the source for the update.

Possible values:
* Local File: The system software file is stored locally on
your PC.

e HTTP server: The file is stored on a remote server specified
in the URL.

®* Current software from update server: The file is on
the official update server.

Filename Select the file with Browse... via the file browser.

To update system software, proceed as follows:

(1) Set Action to Update system software

(2) Under Source search for the update source, e.g. Local File

(3) Press Go. The systems then reboots.



15 Security - Configuration management bintec elmeg GmbH

15.3 Overview of configuration steps

Copy
T N
Action Maintenance -> Software & Config- Copy
uration ->Options
Source File Name Maintenance -> Software & Config- boot

uration ->Options

Destination File Name  Maintenance -> Software & Config- e.g. Firewall
uration ->Options

Delete configuration

Field Menu Value

Action Maintenance -> Software & Config- Delete configura-
uration ->Options tion

Select File Maintenance -> Software & Config- e.g. Firewall

uration ->Options

Rename
I N
Action Maintenance -> Software & Config- Rename
uration ->Options
Select File Maintenance -> Software & Config- e.g. boot
uration ->Options
New File Name Maintenance -> Software & Config- e.g. Firewall

uration ->Options

Export configuration

Field Menu Value

Action Maintenance -> Software & Config- Export configura-
uration ->Options tion

Current File Name in Maintenance -> Software & Config- e.g. Firewall

Flash uration ->Options

Import configuration
Field Menu Value

Action Maintenance -> Software & Config- Import configura-
uration ->Options tion
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Filename Maintenance -> Software & Config- Browse...
uration ->Options

Update system software

Action Maintenance -> Software & Config- Update system
uration ->Options software
Source Location Maintenance -> Software & Config- e.g. Locale File

uration ->Options

Filename Maintenance -> Software & Config- Browse...
uration ->Options

15.3.1 Appendix: Exporting and importing configurations over
TFTP

SNMP Shell

A TFTP server must be running in your network before you can transfer configurations from
the shell over TFTP to a PC. A TFTP server is available if you start DIME Tools, which can
be installed with the BRICKware on the bintec Companion PC.

Ele View Configuration Window Help

| HERBA L | ZALA ¥ HE 2N
=10/x|

Listening for TFTP requests on port 69

For Help, press F1 12

Fig. 146: DIME Tools - TFTP Server

Make sure the TFTP Deamon is running. To start the TFTP server, press the following key
combination in DIME Tools: CTRL + T

You can use the Configuration menu item in DIME Tools to assign the TFTP server a



15 Security - Configuration management bintec elmeg GmbH

path, which it uses to import or export the configurations.

Proceed as follows to transfer a configuration to or from a TFTP server via the shell:

(1) Open the table for configuration management with the following command in the shell:

biboAdmConfigTable
inx Cwd(*rw) Chijectirw) Path(rw) PathMNew (rw)
Host (rw) State(ro) File(rw) Timeout (rw)
00 save 0.0 "hoot"
0.0.0.0 done u}

Relevant fields in the biboAdmConfigTable menu

Cmd For selecting the operation you wish to perform.
Path Enter the name of the existing configuration.
Host Enter the IP address of your TFTP server.

File Enter the file name.

You would like to take your configuration named boot in the flash ROM memory and save
it under the name Firewall.cfina TFTP server.

Enter the following command in the shell to save a configuration to a TFTP server:
Cmd=put Path=boot Host=192.168.0.2 File=Firewall.cf

You would like load your configuration under the name Firewall.cf froma TFTP server
and save it under the name boot in the flash ROM.

Enter the following command in the shell to load a configuration from a TFTP server:

Cmd=get Path=boot Host=192.168.0.2 File=Firewall.cf

&n Note

The commands put or get do not secure any preshared keys and host keys. This
was changed in software version 7.1.4. For this purpose, use the commands put all
and get_all instead of put or get.

15.3.2 Other Shell Operations

List of Configurations



bintec elmeg GmbH

15 Security - Configuration management

If you would like a list of the configurations in the flash ROM memory, open the following ta-
ble in the shell:

biboadmconfigdir

inx MName [ *ro) Count (ro) Content (ro)
a0 "hoot™ 160 "eltrallegt:™
01 "Basic™ 140 "thlno:1:3:8:9:10:11:12:
0z "ipsec-callback™ 140 "thlno:1:3:5:9:10:11:12:
03 "dyn_enc" 140 "thlno:1:3:8:9:10:11:12:
04 "Firewall™ 160 "eltrallegt:™
05 "glt:bytes free&gt; ™ 137778

Here you will find a list with the names of the configurations in the flash ROM, the space
occupied and the free flash ROM memory.

Sorting the flash ROM memory

It is sometimes possible that no space is available for storing more configurations in the
flash ROM memory. This may be because you have renamed, saved, copied or deleted
configurations too often.

This means the configurations are scattered throughout the memory. It recommended that
you reorganise the free memory in the flash ROM with the following command to make this
memory available as a block:

Cmd=reorg

Saving by Xmodem

If TFTP is not available for saving the configuration to a PC, you can also cause the gate-
way to transfer the file over the serial interface to a terminal program using a command in
the shell.

Enter the following in the shell to transfer the boot configuration:
Cmd=put Path=boot File=xmodem

After you have executed the command, you must set your terminal program to receive
mode to be able to save the file on the PC.

Select the xmodem protocol for the transfer.



Chapter 16 Security - Monitoring

16.1 Introduction

How to monitor your gateway is explained in the following chapters.

This workshop covers system logging, the Activity Monitor and SNMP traps.

Configuration in this scenario is carried out using the GUI (Graphical User Interface).

el — Internet
192.168.0.1/24

Fig. 147: Example scenario surveillance of the gateway

Requirements

The following are required for the configuration:

* Basic configuration of the gateway
* Boot image from version 7.8.2

* BRICKware version 7.1.14 or later for system logging and Activity Monitor.

16.2 Configuration

Surveillance requires changes in the following menus:
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¢ External Reporting ->Syslog
* External Reporting -> Activity Monitor

» External Reporting ->SNMP

16.2.1 Syslog

The Syslog Daemon is used to log the debug messages and accounting information on a
computer.

Start the DIME Tools under Windows in the following menu:
(1) Go to Start -> Programs -> BRICKware -> DIME Tools.

Make sure the Syslog Daemon is running once you have opened the DIME Tools. Start the
Syslog Daemon by pressing the key combination CTRL + L in the DIME Tools.

27 DIME Tools - Syslog Daemon ol x|
Fle Wiew Confiquration MWindow Help

FEERNERE I I R k"\

For Help, press F1 [ uom 4

Fig. 148: System Logging

The configuration is made in the Configuration -> Syslog Daemon menu.
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Syslog Daemon x|
ﬁ File arangement

~Log files ~ Subject Level

Kemel . Debug - oK
User. Debug I—
Deman . Debug
Authentication . Debug
Accounting . Debug

ISDM . Debug

INET . Debug

.25 . Debug

|Fs . Debug

CaPl . Debug

FFP . Debug

Bridge . Debug
Canfiguration . Debug
SNMP . Debug -
.21 Debug

Token Ring . Debug

Ether Met . Debug
Radiug . Debug LI

Cancel

gt

Help

dd. | Change. | Remove | iew Editlist |

Fig. 149: Syslog Daemon

Proceed as follows to configure an entry:
(1) Click Add and enter a file name, e.g. bintec. log.

(2) Go to the Edit List field to continue the configuration.

5
B
S Subject / Priority selection
~ Subject ~Level
Kemel - ¥ Debug
User®
Deman * ' Info
Authentication * ¥ Motice
Accounting * i
ISDN * ¥ wiaming
INET *
W06 = ¥ Enrer
e r ¥ Crtical
z v Alert
Select all Subjects | ¥ Emergency
0K I Cancel | Help

Fig. 150: Syslog Daemon

Proceed as follows if you would like to log all the messages sent by the gateway:
(1) Click the Select all Subjects field.

(2) Tag Debug.

(3) Leave both windows by pressing OK.

You must add an entry in the following menu in the GUI to make the gateway send the de-
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bug messages to the Syslog server:

(1) Go to External Reporting -> Syslog-> Syslog Servers -> New.

Syslog Servers

Basic Parameters

IP Address 192.168.0.2

Level

Facility

Timestamp @None O Time O Date & Time

Protacol @uop OTCP

Tyne of Messages Osyslem OA[:[:uurlIing @System & Accounting

ok ) (_ cancel )

Fig. 151: External Reporting -> Syslog-> Syslog Servers -> New

Relevant fields in the Syslog Servers menu

IP Address Enter the IP address of the Syslog server.

Level Select the type of messages you wish to send. In Syslog Level
Debug all generated messages are forwarded to the host.

Proceed as follows:

(1) Under IP Address enter the IP address of the server, e.g. 192.168.0.2

(2) Set Level to Debug.

(3) Confirm with OK.

If the gateway is active, you should now receive a number of messages in the Syslog Serv-
ers window.
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) DIME Tools - [Syslog Daeman] - ERE
a5 Fle Yew Configuration Window Help 15 x|
S HER([BA S ZA 26 %8 2N

T 04-20/06 17:04:04 FPPP.Debug  PPP: Internet: event: 3. status: 13 (2) — 1 (5)

T 04-20/06 17:04:04 PPP.Debug  PPP: Internst: send PPPoE Active Discovery Initiation
1 04,2006 17:04:04 SNMP Debug SHNMP: sent TRAP(linkUp,0) 196 bytes to 192 .168.0.2:16
1 04-20/06 17:04:04 PPE.Debug  FPP: Internet 5/0-2-1. PPPoE call identified

1 04/20/06 17:04:04 FPPE.Debug  PEP: Intermet 5/12/2/5: PEPoE session established

T 04/20/06 17:04:04 PPP Debug  PPP: layer 1 typs pppos
1
3
1

0442006 17:04:05 PPP.Dsbug  PPP: Intermet: svent: 16, status: 1 (5) —» B (1}
04,2006 17:04:05 FFP Debug  FFP: Internet: outgoing commection established
04,2006 17:04:05 PPP Debug  PPP: Internet 5/12/2/5: PPPOE call idenmtified
192.168.0.1 04/20/06 17:04:07 PPP Information PPP: Imternet: local IP address is 62.10.10.2
192.168.0.1 0442006 17:04:07 INET.Information INET: ddnsd : ip address of interface 10001 p

| |
For Help, press FL = 4

Fig. 152: Syslog Daemon

The last twenty messages at Information level are displayed in the following menu in
the GUI:

(1) Go to Monitoring -> Internal Protocol -> System Messages.

System Messages

Autamatic Refresh Interval (300 Seconds | Apply )

Maximurn Mumber of Syslog Entrigs 50

Maximurn Message Level of Syslog Entries | Information

Wiew |20 per page Fiter in | Mone Vlequal "I

# Date Time: Lewvel Subsystem Messacge

1.1970-01-01 00:00:05 Information Configuration | system r232hw started at Thu Jan 1 0:00:05 1870

2 1970-01-01 00:00:05 Information INET sshd: pid 44 - listening on 0.0.0.0 port 22

3 1970-01-01 00:00:05 Information IPSec init: starting

4 1970-01-01 00:00:05 Information IPSec BinTec ipsecd version 3.0 Copyright () 1996-2008 by Funkwerk

Enterprise Communications GrmbH

51970-01-01 00:00:05 Information IPSec init: running

B 1970-01-01 00:00:00 Debug ATM loading dspfile <<Ev-ADSLixey= failed, reason 1: =file not faund=
Internal Log

7.1970-01-01 00:00:00 Debug ATM unahle to get fw image
1SDHModem 8 1970-01-01 00:00:00 Debug ATM Errar: PTIDSL pointer invalid
Interfaces 9 1970-01-01 00:00:00 Information Configuration boot configuration loaded

Page: 1, tems: 1-9

Fig. 153: Monitoring ->Internal Log->System Messages

16.2.2 Activity Monitor

In addition to DIME Tools, the BRICKware also includes an Activity Monitor. The Activity
Monitor is for the monitoring and administration of interfaces in Windows.

You must first activate the Activity Monitor in the gateway before you can use it.

Go to the following menu for the configuration:

(1) Go to External Reporting -> Activity Monitor -> Options.
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Options
Basic Parameters
Monitored Interfaces O None @ Physical O Physical WANVPN
Send information to [ Single Host v|192.168.0.2
Update Intarval [T seconds
UDF Desination Port [eroe
Passward [TTTTTITT)

( oK ) (_ cancel )

IP Accounting
ail Alert

SHMP

ivity Mt?nit_or

Fig. 154: External Reporting->Activity Monitor->Options

Relevant fields in the Options menu

L

Monitored interfaces Determine which type of interface you would like to monitor.
Send information to This is the IP address of the Windows PC.
Update Interval Defines the update interval in seconds.

Proceed as follows:

(1) Under Monitored Interfaces select e. 9. Physical.

(2) Set Send Information to to Single Host, for example, and enter 192.168.0. 2.
(3) Under Update Interval enter 1.

(4) Confirm with OK.

If you have left the menu with OK, you can start the Activity Monitor.

You should now see your active gateway in the list.




Activity Monitor configuration xilg[,’ﬁl

wWindows History Graph  IP Help

I! Network e
- JEEET FRouter configuraticn
Hame: 1232hw
Type: R232bw
Address: 19216801

nterface controlling:

Serd gommand
Set paszword

Taskbar configuration
¥ Router icon Fiemays fiom tres

ok | eey | Cancel |

Fig. 155: Activity Monitor configuration

Proceed as follows to show the Internet access permanently in the task bar to indicate the
current status of the interface:

(1) Extend the view by pressing + before r232bw.

(2) Select the internet access.

(3) Place a tick against Display in status area.

Activity Monitor configuration xilg[,’ﬁl

‘Windows History @raph  IP Help

I! Network i B
S 232hw WM interface configuration

-0 CM-100BT (1-0) - LAN
-3 urknown interface (2] Stats | Hfl Ti<| abs. Rt a
3% unknown interfacs (3] up 0.0 0.0 1484743 q
- CM-1BRI (4-0) -» ISDN

-3 ethoaB00)

- 2% ethoab0-0Hle

-3 ethoaS0-0-now | | LI
v 3 thoad0-0-snap
-~ €D Internet

o2 ves20

3 wes2-0Hle ™ IsIntemet Service Provider

o9 ves2-Onov

w3 yss2-O-snap I™ Show separate window [ Add to Composition Window

Taskbar configuration
¥ Display in status area Femoye fiom lizs

ot | [ ey | Concel |

| interface state: up (00:05:29)

Fig. 156: Activity Monitor configuration

As soon as you press the Apply button, your task bar changes and shows a symbol for the
status of the Internet interface.
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Fig. 157: Status display

16.2.3 SNMP traps

If the status of the interface changes, you can allow SNMP messages to be sent from the
gateway to a host.

Go to the following menu to enable this option:
(1) Go to External Reporting -> SNMP ->SNMP Trap Options.

| _Save configuation SNMP Trap Options  SNMP Trap Hosts
; ( = ) = )
Syslog
IP Accounting

| E-mail Alert
HMP
etivity Monitor

Fig. 158: External Reporting -> SNMP-> SNMP Trap Options

Relevant fields in the SNMP Trap Options menu

I T
SNMP Trap Broadcast-  Specify whether or not SNMP traps are sent.
ing

Proceed as follows:
(1) Under SNMP Trap Broadcasting select Enabled.
(2) Confirm with OK.

Next go to the following menu to enter the IP address of an SNMP host:
(1) Go to External Reporting -> SNMP ->SNMP Trap Hosts-> New.
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SNMP Trap Options SNMP Trap Hosts

Basic Parameters

IP Address |192.168.D.2
C oK 0 cancel )

IP Accounting
ail Alert.
SHMP
- Activity Ml_:lnil.ur

Fig. 159: External Reporting -> SNMP-> SNMP Trap Hosts -> New

Relevant fields in the SNMP Trap Hosts menu

Field Meaning

IP Address Enter the IP address of the SNMP host.

Proceed as follows:

(1) Under IP Address enter 192.168. 0.2 for example.

(2) Confirm with OK.

Now open your SNMP Manager from BRICKware and add the IP address of the gateway
in the following menu:

(1) Go to Network -> ADD Brick

rem Gatensy
192,166, 0 . 1 Cancel

] Add Gateway to permanent List and show it at every star

Fig. 160: New Gateway

Now start the trap monitor in the following menu to receive SNMP messages from gate-
ways if an interface changes status:

(1) Go to Monitor -> TRAP Monitor.

Workshops (Excerpt)



bintec elmeg GmbH 16 Security - Monitoring

5%
£z Browse  Network Monitor  Window Help =181 x|
2lalnls] 5 sl Sxzles| S BElnl 2l
Listening for SHMP traps on port 162
04-20-06 17:30:29

agent address 192 168 0.1

tine stamp: 0 04:42:17.0

community snnp-Trap

trap link down

ifIndex 10001

ifDescr: Internet L

ifType: P

ifAdninStatus down

ifOperStatus down

sysDescr R232bw

syslane: r232bw2
[For Help, press F1 =% re@ 7

Fig. 161: Monitor -> TRAP Monitor

16.3 Overview of configuration steps

System Logging 7 7
Field Menu Value

IP Address External Reporting -> Syslog-> e.g.192.168.0.2
Syslog Servers -> New

Level External Reporting -> Syslog-> Debug
Syslog Servers -> New

Activity Monitor

Monitored interfaces External Reporting->Activity Monit- e.g. Physical
or->Options

Send information to External Reporting->Activity Monit- e.g. Single Host with
or->Options 192.168.0.2
Update interval External Reporting->Activity Monit- e.g. 1

or->Options

SNMP traps
Field Menu Value

SNMP Trap Broadcast- External Reporting -> SNMP-> SN- Enabled
ing MP Trap Options

IP Address External Reporting -> SNMP->SN- e.g. 192.168.0.2
MP Trap Hosts -> New
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Chapter 17 Security - Trace analysis with Wire-
shark

171 Introduction

Ethereal/Wireshark is a program for analysing network communication links.

In Release 7.5 and above the bintec devices support the export of trace information in so-
called PCAP format, which can be read by the network analyser and therefore permits ex-
tremely detailed packet analysis. A direct trace is also possible, e.g. on a DSL interface,
which would otherwise be extremely time-consuming to analyse.

Requirements

Tracing in PCAP format is possible on all devices in the bintec R series (e.g. R232b /
R1200 / R3000), TR series (e.g. TR200bw) and W/WI series (e.g. W1002 / WI2040) in soft-
ware version 7.5 and above. To perform a trace you require a trace client that collects the
trace data from the device and can save it in PCAP format.

* Client for Microsoft Windows operating systems:

For Windows this is included in the BRICKware software kit (BRICKware version 7.5.1
and above) in the Dime Tools program.

* Client for Linux operating systems:

For Linux systems you must load and execute the "bricktrace-linux" binary.

17.2 Installation

Windows platform

Download the latest version of BRICKware from:
www.bintec-elmeg.com/dl_bintec_brickware_de.html|

You do not have to install all Brickware components, only the Dime Tools.

Install Ethereal/Wireshark. The latest version can be found at www.wireshark.org .


http://www.bintec-elmeg.com/dl_bintec_brickware_de.html
http://www.wireshark.org

Linux platform

Download the "bricktrace-linux" binary by entering the following in the address bar of your
Web browser

ftp://ftp.bintec-elmeg.com or
www.bintec-elmeg.com/dl_bintec_unix_tools_de.htm|

Install the Ethereal/Wireshark packet for your Linux distribution or download the corres-
ponding packet from www.wireshark.org .

If necessary, update your bintec device to version 7.5 or higher.

17.3 Performing a trace

Make sure that an IP connection can be established between the trace client and the bintec
device. The IP connection can be set up over LAN, WLAN, VPN or ISDN. Check the reach-
ability of the bintec device using a ping command.

Windows platform
(1) Start Dime Tools.

(2) Goto File -> New Trace.

‘7> DIME Tools

SN Vi Configuration  Help

Open.. <)
save ks
Save fs...

e EASE E TN

Print... P
Preview,..,

i+l
ChreT
Chrl+B
Corl+h

Time Server

Cor+C

Alt+F4

(Open & Wizard to start & new Trace session

Fig. 162: Dime Tools -> New Trace

(3) Enter the IP address of the bintec device and press Connect.
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Trace Basics ‘;‘

ﬁ Basic Trace seflings

Device name or P addiess: [192.168.0.254 v

Trace port: 7000
Trace length
@ Trace &l ) Trace up to |:| butes

Trace file

@ Mo trace file Mot specified

[ comnect | [ Cancel | [ Heb ]

Fig. 163: IP address

(4) Enter the admin password of the bintec device in the Enter password field and click
OK.

Enter password

Fleaze give the admin pazzword of the device

Remember password for curent session

Fig. 164: Enter password

(5) Select the trace settings under Detailed Trace Settings.
Select the interface from which the trace is to be performed (e.g. LAN-Port 1001 or
ATM-Port 3000 (integrated ADSL modem for R23x series).
Ethereal/Wireshark can only interpret data from the following interface type in
PCAP format:
+ LAN 802.3
+ WLAN
+ ATM (ADSL / SDSL Modem Port)
+ IPSec interfaces
ISDN D- or B-channel information should be analysed in ASCII format.
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Detailed Trace Settings

&
&
Trace settings
Intertace
Type Slat Unit Index
-
|
1001
TCPAP
FAXG3
[ @931 (Layer 3)
PCap File
@ Mo pean e Mot specied
[[Stat Trace | [ Cancel | [ Heb |

Fig. 165: Detailed Trace Settings

(6) Under PCap File select a file name to save the output. Click Start Trace.
The trace is started and saves all of the data packets until the window is closed.

Choose path and file to store trace output

Speichemn | 10 races

Bl A=d=0

EIX

Dateiname: ||232b7dslfwan7tracej| | i Speichem i
Dateityp: |pcap Files [* peap) ‘v| [ Abbrechen }
|

Fig. 166: Save data

(7) To end the trace, close the trace window or exit Dime Tools.




DIME Tools - Trace: 192.168.0.254 LAN B02.3 (slot 50, connector 0
figuration Help

= HESR BA LS A S8 R 7N

AL00

PEP Gver Ethernet - sebeion stage

Version 1 Typs 1 Ssssion ID 5134
Compressed EPP packet protocal Oxc021 (ICE)
ID 234 LCP Echo-Request

011486.132 R DATA[D060] | 036.039+0.039
FPP over Ethernet - session stage
Version 1 Type 1 Session ID 513k
Compresssd PPP packst protosol Oms02l (LGP)
ID 234 LCP Echo-Reply

011486.492 X DATA[0106]) | 036.399+0.360
EPP over Ethernst - session stage
Wersion 1 Type 1 Session ID 5136
Conpressed PPP packet protocol 0m2l (TCE/IF)
IP-Packet from 087.175.218.246 to 62.146.2.97 protocol ICHP
ICHP-Hessage , type echo request

011486.539 R DATA[D106) | 036.446+0.047
FPP over Ethernst - session stage
Version 1 Type 1 Session ID 5136
Compresssd PPP packst protocol Om2l (TCE/IE)
IP-Packet from 62.146.2.97 to 87.175.218.246 protocol ICHP
ICHP-Hessage . type echo reply

Canfigure the TFTF server HUM

Fig. 167: End trace

(8) Open the saved PCAP file on completion of the trace using the Ethereal/Wireshark
program.

Ele Edt Vew Go Ceptwe Analyze Statstics Help

BEBOY PR *xRE ResoT L HE @Al @Y

x@ |

iers | v Expression... Clear apply ‘
No.. | Time Source Destination Protocol  Info ~
231304000 Elmegt_doi07:27  Unispher_a0ibdiod PPe LC ECho Request
24 15.093000  Unisphar_a0:b4:6d Elmegr_do PPP LC Echo Repl

ply
2515.476000 87.175.218.246 217, 237 T4s 1nz DNS  Standard guery A www.google.

de
NS Standard guery response CNAME www.google. com CNAME www. 1.google.
IcWP  Echo (ping) request

R
£ zo 125000 87.175. 215, 245 B 237 isioz ons szandard ey o Eunkverk=ec. con
146.2.

37 21.054000  Elmegr_d0:07:27  unispher_
38 21.093000  Unispher_a0:bd:6d Elme

39 21.195000 87.175.218.246  62.146.2. Tene " Echo (pindy request
40 21.250000  62.146.2.103 87.175.218.246  IcMP  Echo (ping) reply

[@ Frame 35 (106 bytes on wire, 106 bytes captured)

@ Ethernet 11, src: Elmegr_d0:07:27 (00:09:4F:d0:07:27), DSt: Unispher_a0:b4:6d (00:90:1a:a0:b4:6d)
& PRP-over-Ethernet Session

® Point-to-point protocol

® Internet Protocol, Src: 87.175.218.246 (87.175.218.246), DST: 62.146.2.103 (62.146.2.103)

[ Internet Control Message protacol

T ¢ -
d PP LC Echo Request
PPP LC Echo Reply

[0000 00 50 1a 20 b4 63 00 00 4T d0 07 27 85 €2 11 00
0010 14 10 00 56 00 21 45 00 00 54 SF a4 00 00 3F 01
6

heo e mumi H

umente und Einstelungen v dinJiDes K op alution Task Forcel#4 Detallerts Trace-Analyze _ [P 4001 401 0

Fig. 168: PCAP file

Note

If the trace is performed on ATM interfaces (e.g. ADSL/SDSL) port, which are operated
with PPPoA-ATM-PVC (e.g. in England), you must edit the saved PCAP file before
opening with the editcap tool and set the link type to ppp. The editcap application is
located in the installation directory for Ethereal/Wireshark.

Command: editcap -T ppp trace-3000.pcap trace-3000-ppp.pcap
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The Linux variant bricktrace-linux allows the link type to be specified directly when creating
the PCAP file.

Ethereal/Wireshark offer powerful filter functions. For information on use read the docu-
mentation at www.wireshark.org/docs .

Linux platform

Using the Linux version of the trace client offers two additional advantages over the Win-
dows version.

¢ Real-time trace:

Output from bricktrace-linux can be sent directly to Ethereal/Wireshark instead of first
being saved in a file and then opened. This allows you to monitor the trace in real time.

o Prefilter:

Output from bricktrace-linux can be filtered before being sent to Ethereal/Wireshark.
This is particularly useful if only a small part of the entire data traffic is of interest (e.g. a
specific TCP protocol) or the trace session has to run between the trace client and device
over a slow connection (e.g. ISDN) and a quicker link is being analysed (e.g. DSL or Eth-
ernet).

The syntax of the bricktrace-linux tool with all of its options can be viewed with "bricktrace-
linux -?":

user@linux:~/bricktrace-linux> bricktrace-linux -?
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Usage:
bricktrace-linux [o

bintec elmeg GmbH

pts] <routeripr[<channel><unit><slotror<ifindex>]

-h hexadecimal output (-! for full length

-2 layer 2 output

=3 layer 3 output

—-a asynchronous HDLC (B-Channel only

-2 ET3300075 (EuroFileTransfer) output (B-channel only
-F FALE [(B-Channel only)

-4 FALX + AT Commands (B-Channel only

=D delta time

-p PPP [(B-Channel only)

-f Frame Relay (B-Channel only)

=1 IP output

- Nowvell (o) IPE output

-t ascii text output [(B-Channel only

-x raw dump mode

=X asynchronous PPP owver E.75

-T < teix set tei filter (D-Channel only)

-z < cref> set callref filter (D-Channel only)
-r < ont> capture only ont bytes per paket
- increase debug wverbose lewvel

-V 1..3 trace protocol wersion (default: 3)

-P< port> specify trace tep port (default: 7000)

-I ipsrc:ip

dst:proto:srocport:dstport IP=session filter

-B ipl:ipZ:proto:portl:porti bidirect IPsession filter
-0 OFR for LAN filter

—-src=< addr> LM filter for source HMAC address

——dst=< addr> LM filter for destination MAC address
——1le LiN filter for LLC packets

—=help extended help (environ wvars &smp; filter)
——wvpi=< woix VPI for ADSL connections

——wvoi=< wvpix VCI for ADSL connections

——ethereal start ethereal (implies —-pocap-pipe)
——poap-pipe write data in poap-format into named pipe
——poap-file write data in poap-format into file
—-—ofile=< frname> out filename (pipeffile)

——puwd=< passwd:> remote admin-password

< routerip:> trace host (router's name or IP-address)

< channel:> 0 = D-Channel or no ISDN, 1..31 = Bx-Channel
< unitx 0..15

< slotx 0o..9

< ifindex> interface index [instead of chan/unit/slot)

if no chan/

Examples:
hricktrace-linux
hricktrace-linux
hricktrace-linux
hricktrace-linux
hricktrace-linux
hricktrace-linux

unit/slot or ifindex given: list all interfaces

router list all interfaces

router 0 1 2 DI-Channel (0) of ISDN 2lot 2, Unit 1
router 1000 LAN Interface 1000 (3lot 1)

router 100001 virtual IPFsec interface 100001

——ethereal router 1000 write PCAP &amp:; start ethereal

——pocap-file router 1000: write PCAP file

To see an overview of the traceable interfaces for a device, use the command without spe-
cifying an i findex:



userfllinux:~> bkricktrace-linux --pwd funkwerk 192.165.1.1
bricktrace-linux: connected to 192.165.1.1:7000

Ifc: 1000 Type: 7 (LAN 80Z.3)

Ifc: 5000  Type: 7 (LAN 802.3)
Ifc: 2000 Type: 4 ([WLAM)

Ifc: 3000 Type: 3 [ATH)

Ifc: 4000 Type: 0 (ISDM D-channel)
Ifc: 50000 Type: 7 (LAN 80Z.3)

Ifc: 200000 Type: 7 (LAN 802.3)

end
userf linux: ~»

Use the i fstat command on the telnet console of the router (not on the Linux system) to
keep the assignment of the interface index values (Ifc).

réiZhw:> ifstat

Index Descr Type Mtu 3Speed 3t Ipkts Ies Opkts Oes Phylddr/ChgTime
000000 REFUSE othr 5192 0 up 0O a a 1] 0O oo:00:00
000001 LOCAL othr 5192 0 up 0 u] u] a 0 oo:00:00
000002 IGNORE othr 5192 0 up 0 u] u] a 0 oo0:00:00
001000 eni-0 eth 1500 100M up 104467 0O 91 0 0O0:al:f£f9:09:7d:£8
001001 eni-0O-1lc eth 149& 100M up 0O u] u] 0 00:=a0:£2:09:7d:£8
001002 enl-O-snap eth 1492 100M up O a a 0 00:al:f9:09:7d:£f8
005000 ens-0 eth 1500 10M dn O u] u] 0 00:a0:£29:09:7d:£8
005001 enS5-0-11c eth 1496 10M dn O a a 0 00:al:f9:09:7d:£8
005002 en5-0O-snap eth 1492 10M dn O a a 0O 00:al:f2:09:7d:£f8
050000 ethoaS0-0 eth 1500 10M dn 0O u] u] 0 0O0:a0:£9:89:7d:£5
050001 ethoaS0-0-11 eth 1496 10M dn 0O a a 0 0O0:al:f9:59:7d:£8
050002 ethoaS0-0-sn eth 1492 10M dn 0O u] u] 0 0O0:=a0:£2:89:7d:£8
Z00000 wvs=1-0 eth 1500 54M dn O u] u] 0 00:00:00:00:00:00
200001 vss1-0-1lle eth 1496 S54M dn O u] u] 0 00:00:00:00:00:00
200002 wssl-0O-snap eth 1492 E4M dn 0O a a 0 00:00:00:00:00:00
total: 15
réizhw:>

The interface indices are numbered according to the following scheme:
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IfIndex Description

Special Interfaces:

i REFUSE
Z LOCAL
3 IGNORE

Hardware Interfaces:

0100-5399 dlot Tnit Channel Channel
9000-9993  Bundles (S0, SzM)

Eeispiele:

1000 Ethernet enl-0 hei RZ3x-Serie
S000 Ethernet enl-4 hei Ri3Zb-3erie
Jooo ADSL-Interface bei Ri3x-Serie

Joftware Interfaces:

10001-14999 Dial-Up IZDN

15001-15999 RADIUS Dial-In

18001-19999 Frame Relay ilber ISDN

Z0000- Multiprotocol over X.Z5
25000- .25 WAN Partner

26000- GRE

27000-299939 .25 over ISDN

30000-49999 RADIUS Dial-Out

Loooo0-79999 ETHOL, Ethernet over ATH
£0000-89999 FPPOL, PPP over ATH
90000-99999 RPOLA, Routing Protocols over ATH
100000-109999 IPGec

1i0000- IPZ3ec owver RADIUS

200000- WLAN

210000- Wha (Wireless Distrib. System)

To trace a specific interface and to display the output in ASCII format, add the interface in-
dex to the command (abbreviated: i findex / ifc):
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userf linux: ~/bricktrace-linux> bricktrace-linux —-pwd=funkwerk 192.1638.1.1 1000

hricktrace-linux:

Ife:1000 (Chan:0 Unitc:0 Slot:l) Type:

connected to 192.165.1.1:7000

7 (LAN 802.3)

02Z0596.164 R DATA[OO74]
0000: 00 al £9 09 7d £8 00 a0 di de d7 &b 08 00 45 00 ....}....... E.
00i0: 00 3¢ Of 71 00 00 80 01 &7 92 o0 a8 01 64 c0 a8  .&lt: .Qu...... d
0020: 01 01 08 00 46 Se e,
! ! . IP-Packet from 192.168.1.100 to 192.168.1.1 protocol ICMP
EICHP—Message , type echo reguest
020596.164 ¥ DATA[0O074]
0000: 00 al di de d7 8b 00 a0 £9 09 7d £8 05 00 45 00 .......... VB
0040: 00 Sc 02 48 00 00 3f 01 £5 33 o0 a8 01 01 o0 a8  .&lt: ....2..3.....
0020: 01 64 00 OO0 4e e Ld. LW
: :  IP-Packet from 192.168.1.1 to 192.168.1.100 protocol ICHP
;ICHP—Hessage , type echo reply

userfllinux: ~/bricktrace-linuxs>

Using the filter options, e.g. with the options "-I" and "-B", you can restrict the output:
Syntax:

-I ipsrc:ipdst:proto:srcport:dstport IPsession filter

-B ipl:ip2:proto:portl:port2 bidirect IPsession filter

Example: Trace only ICMP packets (IP Protocol 1)

bricktrace-linux --pwd funkwerk -I ::1 192.168.1.1 1000
Example: Trace only Telent packets (TCP (IP protocol 6), Port 23)
bricktrace-linux --pwd funkwerk -B ::6:23 192.168.1.1 1000

Example: Trace only packets between two host IP addresses:

bricktrace-linux --pwd funkwerk -B 192.168.1.1:192.168.1.100
192.168.1.1 1000

174 Using Ethereal /Wireshark with bricktrace-linux

To output a file in PCAP format with bricktrace-linux, use the options --pcap-file and
--ofile:

bricktrace-linux --pwd funkwerk --pcap-file --ofile=testtrace.pcap
192.168.1.1 1000
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Open the PCAP file in Ethereal / Wireshark.

Alternatively, you can modify the saved PCAP file using the editcap before opening in Eth-
ereal and can then correct the link type:

Command: editcap -T ppp trace-3000.pcap trace-3000-ppp.pcap

To send the trace output in real time from bricktrace-linux to Ethereal/Wireshark, use the
option --ethereal. All data is sent to Ethereal in real time and can be analysed in real
time.

Additional information on bricktrace options can be found using help, Example:
bricktrace --ethereal router-ip 1000

Starts the trace on LAN interface 1000 and automatically starts Ethereal at the same time
via a pipe.

export TRACE EXEC="wireshark -Sk -i"
Help with the command -? or using advanced help with --help.

starts the wireshark program instead of the ethereal program under the --ethereal option.

Workshops (Excerpt)



B Befehisf
Sitzung Bearbeiten Ansicht Einstellungen  Hilfe

te - K

[enueT1er@suse-vnuare :“/bricktrace-Linux> brickbrace-Linux —-pud Funkusrk —-ethereal 192,168,1.1 1000 *
loricktrace- Linux: connected to 192,168.1,1:7000
TFo:1000 (Chani0 Unit:0 Slotily Tups: 7 (LAM 802,3)

[rested pipe: /tre/oricktrace-Ling-192,169, 1171000, pospr
lstarting: ethereal -Sk -1 /two/bricktrace-1inix-192.168.1,1-1000.poap
[Packets :afl(,uv‘ed' £ |

LR

The Ethereal Network Analyzer

Flle Edit Capture Display Tools teip || Tote
No.. [Time Source Destination [rrotocal[inre
g TIVERTET a=7a770—— FrnTec 007 TR —— T3, T08, T, 00 =3 0707 aerar e

17 §7.830000  192.168.1.1 192.168.1.100 10P  Echo (ping) reply

18 56830000  192.168.1.100 19216811 I0F  Echo (ping) request

13 50,380000 192,168, 1,1 132,168,110 10 Echo (ping) reply

20 59830000  192.168.1.100 19216811 I0F  Echo (ping) request.

21 59,830000  192.168.1,1 152,168.1.100 I0F  Esho (ping) reply

22 60830000 192.168.1.100 19,6811 I0P  Echo (ping) request

7% 60638000  192.168.1.1 192.168.1.100 10F  Echo (ping) reply

24 63,039000  192.168,1,100 192,168,1.1 I0F  Eoho (ping) request;

2 63.039000 192.168.1.1 19.168.1.100 10P  Echo (ping) reply

%6 64.039000  192.168.1.100 192.168.1.1 I0F  Echo (ping) request

27 64,039000  192.168,1.1 152,168,1.100 10P  Echo (ping) reply

28 65039000  192.168.1.100 19016811 I0P  Echo (ping) request

79 65039000  192.168.1.1 19.168.1.100 10F  Echo (ping) reply

30 £6,033000  182,468.1,100 132,168,1.1 10 Echo (ping) request

31 66.039000  192.168.1.1 192.168.1.100 10P  Echo (pira) reply

=

Ethernet
Internet Protocol, Sro Addr; 192,188,1,100 {12,168,1,100), Dst Addr; 152,188,1,1 (152,168,1,1)
User- Datagran Protocol , Sro Port: retbios—ns (137), Dst Port: netbios—ns (137)

NetBIOS Nane Service

MHREAENL AT BB OED i Pk
0050 15 36 00 00 80 L1 al 3 co a8 01 Bd o B, AT
5 o0 0 59 0 89 00 de o 5p 54 24 40 08 60 01 PRRSRRRIIE I S

06106 00 00 00 01 20 45 43 45 45 45 44 4 43 45 ..... E CFEEDFIF
44 44 46 44 42 44 47 43 41 43 41 43 41 43 41 43 DIFIBDGC ACACACAC

Fiter[ /| Reset] apply|[<live capture i progress=-

s —"

Fig. 169: Bricktrace-linux ethereal
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Chapter 18 VoIP - Connecting local VolIP ter-
minals to bintec TR200

18.1 Introduction

The following chapters describe how to connect internal VolP (SIP) terminals to bintec
TR200. In this example an elmeg IP-290, a bintec IP-50 and a bintec V102 are used. In-
ternal telephone calls can be made once the VoIP terminals are registered to bintec
TR200 (including any other ISDN /analogue telephones).

Fig. 170: Example scenario connecting local terminals

Requirements

¢ In this example a bintec TR200 with software version 7.5.1 Patch 1 is used.
¢ Ethernet connection of VoIP (SIP) terminals to the switch for bintec TR200.
* |P addresses for the terminals are assigned by the bintec TR200 via DHCP.
¢ Basic configuration of the device (e.g. country setting).

» Advanced settings for the internal extensions (e.g. automatic outside line, dialling author-
isation) are not used here.

18.2 Configuration

Workshops (Excerpt)



bintec elmeg GmbH 18 VoIP - Connecting local VoIP terminals to bintec TR200

18.2.1 Connecting an elmeg IP-290 to bintec TR200

Configuring bintec TR200

Internal extensions are configured in the PBX -> Internal Numbers -> VolP menu. In this
example the internal extension 30 is used for the elmeg IP-290:

(1) Go to PBX -> Internal Numbers -> VoIP -> Extensions -> <30>.

.. Save configuration___J ISDN Analogue ¥oIP CAPl Call Forwarding
System Management i

Physical Interfaces Zi

!?m}l i Biasic Parameters

Wireless LAN ol Extension Mumber |30 &

Routing & =
5 7 Extension Mame EEImeg\PZEIEI

WAH i = —

VPN = Primary Telephonenumber [ Automatic bl
Firewall bl User Name iSD

PBX b

r 1 Password !o....o..

| General Settings

| Line Configuration | Allovred Location Any o
Internal Humbers

Call Assignment

= Advanced Settings
C_al_l Ilou_llng

Automatic Route Selection Ok [ Cancel

Fig. 171: PBX -> Internal Numbers -> VoIP -> Extensions -> <30>

Relevant fields in the VolP menu

Field Meaning

Extension Number This shows which internal number is assigned to the extension.

Extension Name Enter a name for the extension; a string of up to 20 characters
is possible. The name is displayed on the internal system tele-
phones.

Primary Telephonenum- Select an ISDN/analogue line or an SIP provider account to be

ber used to set up the outgoing connections.

User Name The user name and extension number must be identical. The

extension number is entered by default.

Password At this point, you can assign a password.
Location Select the location from which the VoIP user may register with
the device.

Proceed as follows to edit the internal extensions:

(1) Select an IP telephone from the list, for example 30, and click .



(2) Under Extension Name enter eImegIP290 for example.
(3) Select the Primary Telephonenumber, e.g. Automatic.
(4) The number is enter under User Name by default.

(5) Enter the password, e.g. secret.

(6) Under Locality select Any.

(7) Leave the remaining settings unchanged and confirm your entries with OK.
Configuring elmeg IP-290

You can configure elmeg IP-290 conveniently via the Web browser.

To access the configuration interface enter the IP address elmeg IP-290 in your Web
browser.

Before configuring the elmeg IP-290 the login data must be entered on the Login page.

For this, go to the following menu:

(1) Goto Set up-> Line 1 -> Login

Configuration Line 1

Dperation

s Login = SIP  NAT = RTP
Address Boak Login Information:
Setup Displaynarme: 30
Preferences Account: 30
SDEEl.:I Dial Passward: [
Function Keys Registrar: 1932.168.8.25
Line 1 o
!ne Authentication Username:
Line & 3
X Mailbox:
Line 3 " s =
tnas Customn Melody URL:
s Display text for idle screen {max. & chars):
Line 7
. . Save
Action URL Settings
Advanced

Trusted Certificates
Software Update
Status
Systern Information
Log
SIP Trace
DNS Cache
PCAP Trace
Mernory
Settings
Manual
2000-2006 snom AG

Fig. 172: Set up-> Line 1 -> Login
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Relevant fields in the Login Information menu

User ID The extension number is entered here.
Password Enter the password here.
Registrar Enter the IP address of elmeg IP-290 here.

System messages for registration:

WOIP: Registration reguest: (§365) 30B192.168.8.25, location 0 (192.168.8.50)

¥OIP: Registration reject: [8365) 30Q01592.16B8.8.25, guest 0, expires 60, location 8, cause AUTH REQUIRED

WOIP: Registration request: (8366) 308192.168.8.25, location O (192.168.8.50)

WOIP: Registration reject: (§366) 308182.168.8.25, gusst 0, expires 60, location 8, cause AUTH REQUIRED

VOIP: Authentication confirm: sip:30@192.188.8.25, guest 0, expires 60, location 8

WOIP: Registration success: 30 from 192.168.8.50:2051

DHCP: discover frow client 0:4:13:22:17:f0 on interface 150000

DHCP: offering IP-Address 192.168.8.50 to client 0:4:13:22:17:f0 on interface 150000 for 7200 sec

DHCP: request from client 0:4:13:22:17:£0 for IP 192.165.5.50 on interface 150000 for DHCP server 192.165.8.25
DHCP:assigned IP-iddress 192.165.5.50 to client 0:4:13:22:17:£0 for 7200 sec

18.2.2 Connecting bintec IP-50 to bintec TR200

Configuring bintec TR200

Internal extensions are configured in the PBX -> Internal Numbers -> VolP menu. In this
example the internal extension 33 is used for the bintec IP-50:

(1) Go to PBX -> Internal Numbers -> VoIP -> Extensions -> <33>@|.

. Save configuration 4 ISDN | Analegue YolP |CAPI cCall Ferwarding
SystemManagement  ~

Physical Interfaces =

Lan Z Bisic Parameters

Wireless LAN i Extension Number ::33_ ~

Routing i ! 3

- i Extension Name !hmtec P50

PN - Frimary Telephonenumber :_/-\_L!_i_nrp_?i_l_lg_ V

Firewall = User hame

! . Password
| General Settings

| Line Configuration | Allowed Location

. Internal Humbers
Call Assignment

: Advanced Settings
§ Call Routing ;

Automatic Route Selection ] = Ok SN Cancel

Fig. 173: PBX -> Internal Numbers -> VoIP -> Extensions -> <33> @

Relevant fields in the VolP menu

Extension Number This shows which internal number is assigned to the extension.
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Extension Name Enter a name for the extension; a string of up to 20 characters
is possible. The name is displayed on the internal system tele-
phones.

Primary Telephonenum- Select an ISDN/analogue line or an SIP provider account to be

ber used to set up the outgoing connections.

User Name The user name and extension number must be identical. The

extension number is entered by default.

Password At this point, you can assign a password.
Location Select the location from which the VoIP user may register with
the device.

Proceed as follows to edit the internal extensions:

(1) Select an IP telephone from the list, for example 33, and click .

2) Under Extension Name enter bintec IP50 for example.
3) Select the Primary Telephonenumber, e.g. Automatic.

4) The number is enter under User Name by default.

(
(
(
(5) Enter the password, e.g. secret.
(6) Under Locality select Any.

(

7) Leave the remaining settings unchanged and confirm your entries with OK.

Configuring bintec IP-50
You can configure bintec IP-50 conveniently via the Web browser.

To access the configuration interface enter the IP address bintec IP-50 in your Web
browser.

Before configuring the bintec IP-50 the login data must be entered on the Login page.

For this, go to the following menu:

(1) Go to Service Domain Settings.
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Phone Book

Phone Setting

Network

SIP Settings

NAT Trans.

Others

System Auth.

Save Change

~

18 VolIP - Connecting local VoIP terminals to bintec TR200

Service Domain Settings

You could set information of service domains in this page

Realm 1 {Default)

Active

Display Mame
User Name
Register Mame
Register Password
Domain Server
Proxy Server
Cutbound Proxy:

Subscribe for MY

Status

®on Oof

user

[
[

[
)

"

192.168.3.25
192168825
192.168.8.25
Qon ®Of

Registered

Active
Display MName
User Mame

Register Mame

Fig. 174: Service Domain Settings

O0on ®0f

Relevant fields in the Service Domain Settings menu

User Name
Register Name
Register Password
Domain Server

Subscribe for MWI

Enter the user name.

The extension number is entered here.

Enter the password here.

Enter the IP address of bintec IP-50 here.

This function is used to signal to terminals that new messages
are stored on the virtual answering machine.

18.2.3 Connecting a bintec V102 adapter to bintec TR200

Configuring bintec TR200

The bintec V102 adapter is assigned the internal number 31 in the PBX -> Internal Num-

bers -> VoIP menu.

(1) Go to PBX -> Internal Numbers -> VoIP -> Extensions -> <31 >@|.
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Save configuration ISDN | Analogue YolP | CAPI Call Ferwarding
System Management x
Physical Interfaces &
_LAN ) Basic Parameters
Wireless LAN & Extension Mumber 31 &
Rouling -
- Extension Mame E\ﬂ 0z
WAN = =
VPN i Primary Telephonenumber fAutVDmatirc »
Firewall & User Name ,!31
PBX & l
: = Passwaord LLLLLLLL
| General Settings
Line Configuration Allowed Lacation Ll v
Internal Humbers
Call Assi nt =
b i Advanced Settings
Call Routing =
Automatic Route Selection Ok I Cancel

Fig. 175: PBX -> Internal Numbers -> VoIP -> Extensions -> <31>

Relevant fields in the VolP menu

Field Meaning

Extension Number This shows which internal number is assigned to the extension.

Extension Name Enter a name for the extension; a string of up to 20 characters
is possible. The name is displayed on the internal system tele-
phones.

Primary Telephonenum- Select an ISDN/analogue line or an SIP provider account to be

ber used to set up the outgoing connections.

User Name The user name and extension number must be identical. The

extension number is entered by default.

Password At this point, you can assign a password.
Location Select the location from which the VoIP user may register with
the device.

Proceed as follows to edit the internal extensions:

(1) Select an IP telephone from the list, for example 31, and click .

2) Under Extension Name enter V102 for example.

3) Select the Primary Telephonenumber, e.g. Automatic.

5) Enter the password, e.g. secret.

(
(
(4) The number is enter under User Name by default.
(
(6) Under Locality select Any.

(

7) Leave the remaining settings unchanged and confirm your entries with OK.

Configuring bintec V102
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You can configure bintec V102 conveniently via the Web browser.

To access the configuration interface enter the IP address bintec V102 in your Web
browser.

Before configuring the bintec V102 the login data must be entered on the Login page.

For this, go to the following menu:

(1) Go to Service Domain Settings.

Service Domain Settings

You could set information of sernvice domains in this page

Phone No.: Phone 1 v
Phone Book
GRS = Active ®on Oof
Network Display Mame: name
SIP Settings User Name 31
Auto Config Register MName: 3
T s Register Password .o
Save Change Domain Server: 192.168.8.25
Proxy Server 192.168.8.25
Update
Qutbound Proxy: 192.168.8.25
Reboot Status Registersd

DTMF Setting
2833

(Cinband DTMF
) Send DTMF SIP Infa

SIP Port 5060 (1024~65535)

RTP Port: 60000 |{1024~65535)

STUN Setting
STUN: Oon ®O0f

Fig. 176: Service Domain Settings

Relevant fields in the Service Domain Settings menu

Field Meaning

User Name Enter the user name.

Register Name The extension number is entered here.
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Register Password Enter the password here.

Domain Server Enter the IP address of bintec V102 here.

System messages for registration:

VOIP: Registration reguest:(8389) 31@192.168.8.25, location O (192.168.8.51)

VOIP: Registration reject: (8389) 310192.168.8.25, guest 0, expires 60, location S, cause AUTH REQUIRED
VOIP: Registration reguest:(8320) 318182.166.8.25, location O (192.1658.8.51)

VOIP: Registration reject: (8390) 3168192.168.8.25, guest 0, expires 60, location S, cause AUTH REQUIRED
VOIP: Authentication confirm: sip:318192.168.8.25, guest 0, expires 60, location &

VOIP: Registration success: 31 from 192.168.8.51:5060

DHCP: discover from client 0:9:26:12:1:40 on interface 150000

DHCP: offering IP-dddress 192.165.5.51 to client 0:9:26:12:1:40 on interface 150000 for 7200 sec

DHCP: request from client 0:9:26:12:1:40 for IP 192.168.8.51 on interface 150000 for DHCP server 192.168.8.25
DHCP:assigned IP-Address 152.168.8.51 to client 0:9:26:12:1:40 for 7200 sec

18.2.4 Configuring the VoIP Clients "Phoner" software to re-
gister with bintec TR200

In this example "Phoner 2.10" is used. The SoftPhone is assigned the internal number 32.
The following settings are required to register a software VolIP client:

(1) Go to PBX -> Internal Numbers -> VoIP -> Extensions -> <32>@.

Sawe configuration ISDN Anhalogue WolP CAPI Call Forwarding

Basic Parameters

Wireless LAN Ty Extension Mumber [32 7~

Routing -
. 5 Extension Mame Phoner

way g

VPN - Primary Telephonenumber :_ﬁu_t__um?ijc_ R

FJ'EWE,U iy User hMame 32
PBX. =
I = Passward (TTTTTTT)

General Settings

_ Line Configuration AMllowed Location
Internal Humbers
Call Assignment

2l Advanced Seltings
g Call Routing >

Automatic Route Selection ! Ok 2 [ cancel

Fig. 177: PBX -> Internal Numbers -> VoIP -> Extensions -> <32> @

Relevant fields in the VolP menu

Extension Number This shows which internal number is assigned to the extension.

Extension Name Enter a name for the extension; a string of up to 20 characters
is possible. The name is displayed on the internal system tele-
phones.

Primary Telephonenum- Select an ISDN/analogue line or an SIP provider account to be
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ber used to set up the outgoing connections.

User Name The user name and extension number must be identical. The
extension number is entered by default.

Password At this point, you can assign a password.
Location Select the location from which the VoIP user may register with
the device.

Proceed as follows to edit the internal extensions:

(1) Select an IP telephone from the list, for example 32, and click @

2) Under Extension Name enter Phoner for example.

3) Select the Primary Telephonenumber, e.g. Automatic.

(
(
(4) The number is enter under User Name by default.
(5) Enter the password, e.g. secret.

(

6) Under Locality select Any.

(7) Leave the remaining settings unchanged and confirm your entries with OK.

Configuring the Phoner Software Client



Phaner (sip:61@210.111, 2,250 registered)
Correction  Options  Window  Language  Help

@ - BB APORS- |

Dieskination number

Dial buttons

[1apr [capr | 5P|

Profile
funkwerk TRZ00 | Delete
Username Password Displaved name
|32 | |*** | |username_ |
Q_wn_.n,Lu'nber
Provey/Registrar STUN Server
[192.166.8.25 | Eredster | |
Transmit cwn
. Local port bevarzugte Verbindungsark: | Realm y
S0e0 =] g ?EE | |
CLs
[ Enable CAPT additionally @, et |n0 silence detection V|

AP
0 TAPI
(ICAPL

‘ /: ﬁ &) 5P L oK J [ Cancel

b

Fig. 178: Phoner Software Client

Relevant fields in the Devices SIP menu

Field Meaning

Profile Assign a name here, e.g. bintec TR200.
User Name The extension number is entered here.
Password Enter the password here.

Proxy/Registrar Enter an |IP address.

System messages for registration:

WOIP: Registration request: (8214) 328192.165.
VOIP: Registration reject: (8214) 32@192.168.
WOIP: Registration recquest: (8215) 328192.165.
¥OIP: Registration reject: (8215) 320192.168.8.25, guest 0, expires 60, location &, cause AUTH REQUIRED
WVOIP: Authentication confirm: =ip:3208192.168.8.25, guest 0, expires 60, location 8

VOIP: Registration sucecess: 32 from 192.168.8.254:20000

25, location O (192.168.8.254)
25, guest 0, expires 60, location 8, cause AUTH REQUIRED
25, locavion O (192.168.8.254)

Jec T
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18.3 Overview of configuration steps

Extensions for elmeg IP-290

Extension Number

Extension Name

Primary Telephonenumber

User Name

Password

Location

Settings on elmeg IP-290

PBX -> Internal Numbers ->
VoIP -> Extensions -> <30>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <30>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <30>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <30>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <30>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <30>

e.g. 30

e.g. elmegIP290

Automatic

e.g. 30

e.g. secret

Any

User ID
Password

Registrar

Extensions for bintec IP-50

Set up -> Line 1 -> Login
Set up -> Line 1 -> Login
Set up -> Line 1 -> Login

e.g. 30
€.g. secret

e.g.192.168.8.25

Extension Number

Extension Name

PBX -> Internal Numbers ->
VoIP -> Extensions -> <33>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <33>

e.g. 33

e.g. bintec IP50
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Primary Telephonenumber ~ PBX -> Internal Numbers -> Automatic
VoIP -> Extensions -> <33>

User Name PBX -> Internal Numbers -> e.g. 33
VoIP -> Extensions -> <33>

Password PBX -> Internal Numbers -> e.g. secret
VoIP -> Extensions -> <33>

Location PBX -> Internal Numbers -> Any
VoIP -> Extensions -> <33>

Settings on bintec IP-50

User Name Service Domain Settings e.g. 33

Register Name Service Domain Settings e.g. 33

Register Password Service Domain Settings e.g. secret
Domain Server Service Domain Settings e.g. 192.168.8.25
Subscribe for MWI Service Domain Settings  orr

Extensions for bintec V102
Field Menu Value

Extension Number PBX -> Internal Numbers -> e.g. 31
VoIP -> Extensions -> <31>

Extension Name PBX -> Internal Numbers -> e.g. V102
VoIP -> Extensions -> <31>

Primary Telephonenumber  PBX -> Internal Numbers -> Automatic
VoIP -> Extensions -> <31>

User Name PBX -> Internal Numbers -> e.g. 31
VoIP -> Extensions -> <31>

Password PBX -> Internal Numbers -> e.g. secret
VoIP -> Extensions -> <31>
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Location

Settings on bintec V102

PBX -> Internal Numbers ->
VoIP -> Extensions -> <31>

Any

User Name
Register Name
Register Password

Domain Server

Service Domain Settings
Service Domain Settings
Service Domain Settings

Service Domain Settings

Extensions for the Phoner Software Client

Extension Number

Extension Name

Primary Telephonenumber

User Name

Password

Location

PBX -> Internal Numbers ->
VoIP -> Extensions -> <32>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <32>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <32>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <32>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <32>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <32>

Configuring the Phoner Software Client

Profile

User Name

Devices -> SIP

Devices -> SIP

e.g. 31
e.g. 31
e.g. secret

e.g.192.168.8.25

e.g. 32

€.9. Phoner

Automatic

e.g. 32

e.g. secret

Any

e.g. bintec TR200

e.g. 32



Field Menu Value
Password Devices -> SIP e.g. secret
Proxy/Registrar Devices -> SIP eg.192.168.8.25
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Chapter 19 VoIP - Connecting VoIP clients to
bintec TR200 externally

19.1 Introduction

The following chapters describe how to connect external VoIP (SIP) terminals to bintec
TR200. An elmeg IP-290, a bintec IP-50 and a bintec V102 adapter and the "Phoner
2.10" softphone are described as VoIP clients. To minimise security risks, the connection
should be set up over a VPN path. However, VPN configuration is not discussed in this
section. Internal telephone calls can be made once the VolIP telephones are registered to
bintec TR200 (including any other ISDN /analogue telephones).

Dynamic DNS
Service

IPSec Client

Ll  [PSec Tunnel

ST
[ ARRRRRRURRRRRRRRRERERERUT]

VolP Provider

SIP Soft Client

Fig. 179: Example scenario for external connection

Requirements

Workshops (Excerpt)
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@ Note

bintec TR200 must be permanently accessible from the internet. A static, official IP
address is recommended for this. If you use a dynamic WAN address and DynDNS,
you must disable the wildcard option.

(1) Inthis example a bintec TR200 with software version 7.5.1 Patch 1 is used.

(2) The VolP telephones must be connected to the internet with a router, for example.
This router must allow RTP data to be transmitted, for example, with a SIP proxy.

(3) If a VoIP telephone is connected over a VPN path, the private IP address of bintec
TR200 must be used as the registrar address.

(4) Advanced settings for the internal extensions (e.g. automatic outside line, dialling au-
thorisation) are not used here.

(5) If an internet connection with low bandwidth is used, a codec with low bandwidth must
also be used, for example G.729. This setting must be made on the telephone.

19.2 Configuration

19.2.1 Connecting an elmeg IP-290 to bintec TR200

Configuring bintec TR200

In this example the internal extension 30 is used for the elmeg IP-290. The internet con-
nection of the IP telephone is established over a bintec R232bw router. The Application
Level Gateway (ALG) is enabled on this router. If the telephone is connected to bintec
TR200 over a VPN tunnel, the private IP address of the registrar (TR200) must be used
when configuring the telephone.

New extensions are configured on bintec TR200 in the PBX -> Internal Numbers -> VoIP
menu.

(1) Go to PBX -> Internal Numbers -> VoIP -> Extensions -> <30>.
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| Save configuration

Systern Management -

19 VoIP - Connecting VolIP clients to bintec TR200 extern-

ISDN  Analogue VolP CAPI Call Forwarding

Physical Interfaces &

LAN = Basic Parameters

Wreleaziontl & Extension Nurmber 30 »

Routing o m—
VVAN Extension Mame EelmegIPZBD

A -

VPN o Primaty Telephonenumber [ Autaretic |
Fireweall e User MNarme iSD

PBX -

. - 4 Pasgword !u-u---

| General Settings |

| Line Configuration Allowed Location Ll v

 Internal Humbers
Call Assignment
Call Routing
Automatic Route Selection |

Advanced Settings
Ok __ Cancel

Fig. 180: PBX -> Internal Numbers -> VoIP -> Extensions -> <30>

Relevant fields in the VolP menu

Extension Number

Extension Name

Primary Telephonenum-
ber

User Name

Password

Location

This shows which internal number is assigned to the extension.

Enter a name for the extension; a string of up to 20 characters
is possible. The name is displayed on the internal system tele-
phones.

Select an ISDN/analogue line or an SIP provider account to be
used to set up the outgoing connections.

The user name and extension number must be identical. The
extension number is entered by default.

At this point, you can assign a password.

Select the location from which the VoIP user may register with
the device.

Proceed as follows to edit the internal extensions:

(1) Select an IP telephone from the list, for example 30, and click .

2) Under Extension Name enter e Imeg1P290 for example.

3) Select the Primary Telephonenumber, e.g. Automatic.

4) The number is enter under User Name by default.

6) Under Locality select Any.

(
(
(
(5) Enter the password, e.g. secret.
(
(

7) Leave the remaining settings unchanged and confirm your entries with OK.

Configuring elmeg IP-290

ally



You can configure elmeg IP-290 conveniently via the Web browser.

To access the configuration interface enter the IP address elmeg IP-290 in your Web
browser.

Before configuring the elmeg IP-290 the login data must be entered on the Login page.

For this, go to the following menu:

(1) Goto Set up-> Line 1 -> Login

Configuration Line 1

DOperation
P Login IF  HA RTF

Address Book Login Information:

Setup Displaynarme: 30
Preferences Account: 30
Speed Dial Password: e
FTEE i Reaqistrar: f-ec.dyndns.org
Lfne 4 Authentication Username:
Line 2 3
X Mailbox:
Line 3 i : =
bnas Customn Melody URL:
Eras Display text for idle sereen {max. & chars):
Line 7
) . Save
Action URL Settings
Advanced

Trusted Certificates
Software Update
Status
Systemn Information
Log
SIP Trace
DNE Cache
PCAP Trace
Mermory
Settings
Manual
2000-2006 snom AG

Fig. 181: Set up-> Line 1 -> Login

Relevant fields in the Login Information menu

Field Meaning

User ID The extension number is entered here.
Password Enter the password here.
Registrar Under Registrar enter your own dynDNS account.

System messages for registration:

Workshops (Excerpt)
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NAT: nev incowing session on ife 10001 prot 17 62.104.126.129:5060/62.104.126.120:5060
VOIP: Registration regquest: (8297) 30@f-ec.dyndns.org, location O (S4.149.249.207)
VOIP: Registration reject: (8297) 30@f-ec.dyndns.ory, guest 0, expires 60, location 8,
VOIP: Registration reguest: (5255) 30Bf-ec.dyndns.org, location O (54.149.249.207)
VOIP: Registration reject: (8298) 30@f-ec.dyndns.ory, guest 0, expires 60, location S,
VOIP: Registration reguest: (8299) 30@f-sc.dyndns.org, location O (84.149.249.207)
VOIF: Registration reject: (8293) 30Bf-ec.dyndns.org, guest 0, expires 60, location &,
VOIP: Registration reguest: (8300) 308f-ec.dyndns.org, location O (54.149.249.207)
VOIP: Registration reject: (8300) 30@f-ec.dyndns.org, guest 0, expires 60, location 8,

VOIP: Authentication confirm: sip:30B8f-ec.dyndns.org, guest 0, expires 60, location

o

VOIP: Registration success: 30 from 54.149.249.207:12002

€lt54.1459.249.207:12002

cause AUTH REQUIRED

cause AUTH REQUIRED

cause AUTH REQUIRED

cause AUTH REQUIRED

19.2.2 Connecting bintec IP-50 to bintec TR200

Configuring bintec TR200

The internal number 33 is used for bintec IP-50. The internet connection is established
over a bintec R232bw router. The Application Level Gateway (ALG) is enabled on this
router). If the telephone is connected to bintec TR200 over a VPN tunnel, the private IP
address of the registrar (TR200) must be used when configuring the telephone.

(1) Go to PBX -> Internal Numbers -> VolP -> Extensions -> <33>.

\._Save configuration
Systerm Mahagement =
Physical Interfaces >
LAN T Basic Parameters
[aapipss LA T Extension Number
Routing e

o Extension Narne
WAN x
PN & Primary Telephonenurmber
Firewall = User Narme
PBX -

1 Password

General Settings
Line Configuration Allowed Location
Internal Humbers
Call Assignment
Call Routing
 Automatic Route Selection

ISDN Analogue VolP CAPI Call Forwarding

Ehlmec P50
'Automp{ic E

N

Advanced Settings

ok ~ cancel

Fig. 182: PBX -> Internal Numbers -> VoIP -> Extensions -> <33>

Relevant fields in the VolP menu

Extension Number

Extension Name

This shows which internal number is assigned to the extension.

Enter a name for the extension; a string of up to 20 characters

is possible. The name is displayed on the internal system tele-

phones.

Primary Telephonenum-

Select an ISDN/analogue line or an SIP provider account to be

ber used to set up the outgoing connections.

User Name

The user name and extension number must be identical. The

ally



Field Meaning

extension number is entered by default.

Password At this point, you can assign a password.
Location Select the location from which the VoIP user may register with
the device.

Proceed as follows to edit the internal extensions:

(1) Select an IP telephone from the list, for example 33, and click @
(2) Under Extension Name enter bintec IP50 for example.

(3) Select the Primary Telephonenumber, e.g. Automatic.

(4) The number is enter under User Name by default.

(5) Enter the password, e.g. secret.

(6) Under Locality select Any.

(7) Leave the remaining settings unchanged and confirm your entries with OK.

Configuring bintec IP-50
You can configure bintec IP-50 conveniently via the Web browser.

To access the configuration interface enter the IP address bintec IP-50 in your Web
browser.

Before configuring the bintec V102 the login data must be entered on the Login page.

For this, go to the following menu:

(1) Go to Service Domain Settings.

Workshops (Excerpt)



bintec elmeg GmbH 19 VoIP - Connecting VolIP clients to bintec TR200 extern-
ally

Service Domain Settings

\ @) fe
You could set information of service domains in this page

» Realm 1 (Default)

Phone Book Active ®on QOof
4 Display Mame user
Phone Setting ) User Name 33
Register Name 33
Network R Register Password "er
Domain Server f-ec.dyndns.org
SIP Settings b Proxy Server f-ec.dyndns.org
Qutbound Proxy: f-ec.dyndns.org
DIAET o= » Subscribe for MW Oon ®of
Status Registerad
Others
’ Ream2 |
System Auth. Active O0n ®of
Display Mame
Save Change User Mame

Register Name
b

Fig. 183: Service Domain Settings

Relevant fields in the Service Domain Settings menu

User Name Enter the user name.

Register Name The extension number is entered here.

Register Password Enter the password here.

Domain Server Enter your own dynDNS account here.

Subscribe for MWI This function is used to signal to terminals that new messages

are stored on the virtual answering machine.

System messages for registration:

MAT: new incoming session on ife 10001 prot 17 195.4.84.60:5060/105.4.84.60:5060 £1c:84.149.252.57:12000
VOIP: Registration reguest: (§320) 33@f-ec.dyndns.org, location O (84.149.252.57)

VOIP: Registration reject: (8320) 33Bf-ec.dyndns.ory, guest O, expires 60, location 8, cause AUTH REQUIRED
VOIP: Registration reguest: (§321) 338f-ec.dyndns.org, location O (84.148.252.57)

VOIP: Registration rejecc: (8321) 33@f-ec.dyndns.ory, guest 0, expires 60, location &, cause AUTH REQUIRED
VOIP: Authentication confirm: sip:33@f-ec.dyndns.org, guest 0, expires 60, location &

VOIP: Registration success: 33 frowm 84.149.252.57:12000
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19.2.3 Connecting a bintec V102 adapter to bintec TR200

Configuring bintec TR200

The bintec V102 adapter is assigned the internal number 31 in this example. If the bintec
V102 adapter does not established an internet connection independently, a router with an
enabled Application Level Gateway (ALG), e.g. bintec R232b, must be used. To set up
an encrypted connection for the bintec V102 adapter you must first established a VPN
IPSec tunnel to bintec TR200 with a router.

(1) Goto PBX -> Internal Numbers -> VoIP -> Extensions -> <31 >.

Save configuration__ ISDN  Analegue YolP CAPI Call Ferwarding
Systern Management
Physical Interfaces
LA&N

Wireless LAN

Basic Parameters

B4 B4 B4 B4 B4 B

Extension Mumber 131 &
Routing
Extension Mame E\/1 0z
WAN
WPN Primary Telephonenumber | Automatic .
Fireweall & User Mame i{&.‘-]
PBX -
T Pasgward illllllll
General Settings
Line Configuration Allowed Location b
Internal Humbers
Call Assi nt -
bt ik Advanced Settings
Call Routing
Automatic Route Selection Ok Cancel

Fig. 184: PBX -> Internal Numbers -> VoIP -> Extensions -> <31>

Relevant fields in the VolP menu

Field ' Meaning

Extension Number This shows which internal number is assigned to the extension.

Extension Name Enter a name for the extension; a string of up to 20 characters
is possible. The name is displayed on the internal system tele-
phones.

Primary Telephonenum- Select an ISDN/analogue line or an SIP provider account to be

ber used to set up the outgoing connections.

User Name The user name and extension number must be identical. The

extension number is entered by default.
Password At this point, you can assign a password.

Location Select the location from which the VoIP user may register with
the device.



Proceed as follows to edit the internal extensions:

1)
)
@)
(4)
(5)
(6)
@)

Select an IP telephone from the list, for example 31, and click @

Under Extension Name enter v102 for example.

Select the Primary Telephonenumber, e.g. Automatic.
The number is enter under User Name by default.

Enter the password, e.g. secret.

Under Locality select Any.

Leave the remaining settings unchanged and confirm your entries with OK.

Configuring bintec V102

You can configure bintec V102 conveniently via the Web browser.

To access the configuration interface enter the IP address bintec V102 in your Web
browser.

Before configuring the bintec V102 the login data must be entered on the Login page.

For this, go to the following menu:

(1

Go to Service Domain Settings.

Workshops (Excerpt)
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Service Domain Settings

You could set information of service domains in this page

Phone Book
Phone No.: Phone 1 v
Call Settings
Network Reatm |
Active ®0n QOf
SIP Settings ;
Display Mame: name
SElCCunhE User Mame 31
User Password Register Name: 3
Save Change Register Password e
Update Domain Server: fec.dyndns.org
Rehoot Proxy Server f-ec.dyndns.org
Cuthound Proxy: fec.dyndns.org
Status Registered

DTMF Setting

2833
(inband DTMF
) Send DTMF SIP Infa

Fig. 185: Service Domain Settings

Relevant fields in the Service Domain Settings menu

User Name Enter the user name.

Register Name The extension number is entered here.
Register Password Enter the password here.

Domain Server Enter your own dynDNS account here.

System messages for registration:

MAT: new incoming session on ife 10001 prot 17 62.104.127.104:5060/62.104.127.104:5060 &1t;-84.149.254.198:12003

11:48:31 NOTICE/VOIP: iwu: [MSG] VOIP: Registration request: (8231) 31@f-ec.dyndns.org, location O (84.149.254.198)

11:48:31 NOTICE/VOIP: iwu: [MSG] VOIP: Registration reject: (8231] 31@f-ec.dyndns.ory, guest 0,expires 60, location &,
wause AUTH REQUIRED

11:45:31 NOTICE/WOIP: iwu: [M3G] VOIP: Registration recuest: (8232) 31@8f-ec.dyndns.org, location O (54.145.254.138)

11:48:31 NOTICE/VOIP: iwu: [M3G] VOIP: Registration reject: (8232) 31Bf-ec.dyndns.ory, guest 0O,expires 60, location &,
cause AUTH REQUIRED

11:48:31 NOTICE/VOIP: iwu: [MSG] VOIP: Registration request: (8233) 31@f-ec.dyndns.org, location O (84.149.254.198)

11:48:31 NOTICE/VOIP: iwu: [MSG] VOIP: Registration reject: (8233] 31@f-ec.dyndns.orgy, guest 0,expires 60, locacion &,
cause AUTH REQUIRED

11:48:31 NOTICE/VOIP: iwu: [M3G] VOIP: Registration reguest: (8234) 31@f-ec.dyndns.org, location O (54.1459.254.1298)

11:45:31 NOTICE/VOIP: iwu: [M3G] VOIP: Registration reject: (8234) 31Bf-ec.dyndns.ory, guest 0,expires 60, location &,
@ause AUTH REQUIRED

11:48:31 NOTICE/VOIP: iwu: [M3G] VOIP: Authentication confirm: sip:31Bf-ec.dyndns.org, guest 0, expires &0, location &

11:48:31 NOTICE/VOIP: iwu: [M3G] VOIP: Registration success: 31 from 54.149.254.198:12003
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19.2.4 Configuring the VoIP Clients "Phoner" software to re-
gister with bintec TR200

In this example the "Phoner 2.10" SoftPhone is used. The SoftPhone is assigned the in-
ternal number 32. If the SoftPhone establishes an internet connection via a router, the Ap-
plication Level Gateway (SIP Proxy) must be enabled on this router. If the SoftPhone re-
gisters with bintec TR200 over VPN the VPN tunnel must be established with the bintec
Secure |IPsec Client. Naturally, the private IP address of the registrar must be used when
registering the SoftPhone over VPN.

The following settings are required to register a software VolIP client:

(1) Go to PBX -> Internal Numbers -> VoIP -> Extensions -> <32>.

- SIVE CONMUIAon o ISDN  Analogue | VoIP |CAPI Call Forwarding
Systetn Management ¥
Physical Interfaces b4
LAN > Biasic Parameters
JdcelessLal &4 Extension Mumber E=E
Routing T
& Extension Mame W
WiAN -
VPN & Primary Telephonenumber A_l.!_iDr!’]”ﬁl!l_:” N
Firewall > User Mame EEZ
PBX e !
+ Password sasasses
General Settings
_Line Configuration Allowed Location =
Internal Humbers
Call Assi nt :
Sl begionme Advanced Settings
Call Routing - =
Automatic Route Selection Ok /L Cancel

Fig. 186: PBX -> Internal Numbers -> VoIP -> Extensions -> <32>

Relevant fields in the VolP menu

Field Meaning

Extension Number This shows which internal number is assigned to the extension.

Extension Name Enter a name for the extension; a string of up to 20 characters
is possible. The name is displayed on the internal system tele-
phones.

Primary Telephonenum- Select an ISDN/analogue line or an SIP provider account to be

ber used to set up the outgoing connections.

User Name The user name and extension number must be identical. The

extension number is entered by default.
Password At this point, you can assign a password.

Location Select the location from which the VoIP user may register with
the device.

ally



Proceed as follows to edit the internal extensions:

(1) Select an IP telephone from the list, for example 32, and click @

(2) Under Extension Name enter Phoner for example.

(3) Select the Primary Telephonenumber, e.g. Automatic.

(4) The number is enter under User Name by default.
(5) Enter the password, e.g. secret.

(6) Under Locality select Any.

(7) Leave the remaining settings unchanged and confirm your entries with OK.

Configuring the Phoner Software Client

“ Phoper (sip:612710.111.2.250 registered)

;pnnedtlpn Options  Window  Language  Help

B T

Dial buttons-

TAPL | capr | 3TF

L]0
Profile
|funkwerk TRZ00

L\€|  Delete

Displaved name -

- ~Username: - Password
EREIE |l =

|username

RE DLu'nber ;

[T Transmit awn

Proxy|Registrar

|f-ec.dyndns.org | Regisker

‘Local port - bevorzugte Verbindungsart:
5060 ) Quee
: OiTep
OIS

~Realm

STUM Server-

[#]Enable CAPI additionally

@ Codecs |no silence detection

BRL
(I TAPT
(APl

@)1

@/

|| conest |

Fig. 187: Phoner Software Client

Relevant fields in the Devices SIP menu
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Profile Assign a name here, e.g. bintec TR200.

User Name The extension number is entered here.

Password Enter the password here.

Proxy/Registrar Enter the dynDNS account of bintec TR200 here.

System messages for registration:

MAT: new incoming session on ife 10001 prot 17 62.104.127.104:5060/62.104.127.104:5060 &£1t; 54.149.254.198:12004
WOIP: Registration request: (8371) 32@f-ec.dyndns.ory, location 0 (84.145.254.188)

¥OIP: Registration reject: (§371) 32@f-ec.dyndns.org, guest O, expires 60, location &, cause AUTH REQUIRED
VOIP: Registration request: (837%2) 3Z@f-ec.dyndns.org, location O (84.149.254.198)

WOIP: Registration reject: (8372) 32Bf-ec.dyndns.orqg, guest 0, expires 60, location &, cause AUTH REQUIRED
WOIP: Authentication confirm: sip:3zZ@f-ec.dyndns.org, guest O, expires &0, location &

VOIP: Registration success: 32 from 84.149.254.198:12004

19.3 Overview of configuration steps

Extensions for elmeg IP-290 7
Field Menu Value

Extension Number PBX -> Internal Numbers -> e.g. 30
VolIP -> Extensions -> <30>

Extension Name PBX -> Internal Numbers -> e.g. eImegIP290
VoIP -> Extensions -> <30>

Primary Telephonenumber  PBX -> Internal Numbers -> Automatic
VoIP -> Extensions -> <30>

User Name PBX -> Internal Numbers -> e.g. 30
VoIP -> Extensions -> <30>

Password PBX -> Internal Numbers -> e.g. secret
VoIP -> Extensions -> <30>

Location PBX -> Internal Numbers -> Any
VolIP -> Extensions -> <30>

Settings on elmeg IP-290
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User ID Set up -> Line 1 -> Login e.g. 30
Password Set up -> Line 1 -> Login e.g. secret
Registrar Set up -> Line 1 -> Login e.g. f-ec.dyndns.org

Extensions for bintec IP-50

Extension Number PBX -> Internal Numbers -> e.g. 33
VoIP -> Extensions -> <33>

Extension Name PBX -> Internal Numbers -> e.g. bintec IP50
VoIP -> Extensions -> <33>

Primary Telephonenumber ~ PBX -> Internal Numbers -> Automatic
VoIP -> Extensions -> <33>

User Name PBX -> Internal Numbers -> e.g. 33
VolIP -> Extensions -> <33>

Password PBX -> Internal Numbers -> e.g. secret
VoIP -> Extensions -> <33>

Location PBX -> Internal Numbers -> Any
VoIP -> Extensions -> <33>

Settings on bintec IP-50

User Name Service Domain Settings e.g. 33

Register Name Service Domain Settings e.g. 33

Register Password Service Domain Settings e.g. secret

Domain Server Service Domain Settings e.g. f-ec.dyndns.org
Subscribe for MWI Service Domain Settings  orf

Extensions for bintec V102

Extension Number PBX -> Internal Numbers -> e.g. 31
VoIP -> Extensions -> <31>
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PBX -> Internal Numbers ->
VoIP -> Extensions -> <31>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <31>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <31>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <31>

PBX -> Internal Numbers ->
VoIP -> Extensions -> <31>

Extension Name

Primary Telephonenumber

User Name

Password

Location

Settings on bintec V102

e.g. V102

Automatic

e.g. 31

e.g. secret

Any

User Name Service Domain Settings

Register Name Service Domain Settings
Register Password Service Domain Settings

Domain Server Service Domain Settings

Extensions for the Phoner Software Client

e.g. 31
e.g. 31
€.0. secret

e.g. f-ec.dyndns.org

Extension Number
VoIP -> Extensions -> <32>

Extension Name
VoIP -> Extensions -> <32>

Primary Telephonenumber
VoIP -> Extensions -> <32>

User Name
VoIP -> Extensions -> <32>

PBX -> Internal Numbers -> e.g. 32

PBX -> Internal Numbers -> e.g. Phoner

PBX -> Internal Numbers -> Automatic

PBX -> Internal Numbers -> e.g. 32

ally



2

Password PBX -> Internal Numbers -> e.g. secret
VoIP -> Extensions -> <32>

2

Location PBX -> Internal Numbers -> Any
VoIP -> Extensions -> <32>

2

Configuring the Phoner Software Client

Field Menu Value

Profile Devices -> SIP e.g. bintec TR200
User Name Devices -> SIP e.g. 32

Password Devices -> SIP e.g. secret
Proxy/Registrar Devices -> SIP e.g. f-ec.dyndns.org

Workshops (Excerpt)
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Chapter 20 VolIP - Registering TR200 with a
SIP provider

20.1 Introduction

The following chapters show how to register a bintec TR200 with different SIP providers.

The following providers are described in this example: sipgate, T-Online, 1&1, toplink and
QSC. A bintec TR200 with software version 7.5.1 Patch 1 was used for testing. Configura-
tion in this scenario is carried out using the GUI (Graphical User Interface).

If registration is successful, the status symbol for the SIP provider will change to a green up
arrow (see PBX -> Line Configuration -> VoIP Configuration menu).

The internal protocol shows the following entry when registration is successful:

iwu: [MSG] VOIP: Provider Registration success: Username@Registrar

There are several ways of setting up outgoing connections via
the SIP provider:

* By defining the primary telephone number for internal extensions

If the subscriber number of an SIP provider is selected for an internal extension, outgoing
calls will be established via the SIP provider. Exceptions are telephone calls to subscriber
numbers that are entered under automatic route selection.

¢ With code procedure

Connections can be established via SIP providers directly by entering the code proced-
ure 8# XX and the destination number (XX = two-digit bundle). The first digit of the
bundle number is always "1" and the second digit corresponds to the index of the VolP
provider. Exceptions are telephone calls to subscriber numbers that are entered under
automatic route selection.

* With automatic route selection
Subscriber numbers can be assigned automatic route selection for specific external lines
(VoIP, ISDN or FXO). In this case connections are routed according to automatic route

selection. Automatic route selection takes priority over primary telephone numbers or tar-
get bundle assignment.

e If there is no automatic route selection and no primary telephone numbers are defined,



bintec TR200 first attempts to establish the external connections over SIP providers 0 to
9 (if these are configured) and then over ISDN or FXO.

20.2 Configuration

20.2.1 Registering bintec TR200 with provider sipgate

In the PBX -> Line Configuration -> VolP Configuration menu, the current VoIP config-
uration is shown. It takes less than a minute to register a new SIP provider account with the
provider. As soon as the enrolment process has been completed successfully, the status is
set automatically to gy (active).

You change the status of VolP configuration by pressing the |£| button or E button in the
Action column.

Use the following option to create a new VolIP provider account:

(1) Go to PBX -> Line Configuration -> VoIP Configuration -> New.

Access Configuration External Numbers YolP Configuration

Basic Parameters

MName |S|pgate |
DSL Phonenumber [016092933433935 |
Login Mame |8588999 |
Paggword |’“‘°"’“‘°’°’“‘ |
General Settings YserlD |8888999 |
Line.Confiourztion RegistratProxy |sipgate.de |
Internal Humbers
all Assignment Fort RegistranProxy R060

all Routing

utomatic Route Selection
Internal Phonebook

all Records

Advanced Settings

Generate Country Prefix O
De-activate nurmber suppression ]
Use user ID as phonenumber
Optirnize bandwidth for speechcampression. []
Use Area Code O
Upstreaming Device with NAT L4}
Clear multiple provider bindings
ok ) cancel )

Fig. 188: PBX -> Line Configuration -> VolP Configuration -> New

Relevant fields in the VolP Configuration menu

Workshops (Excerpt)
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State This field is only displayed if you edit an existing entry. The
function is enabled by choosing Enabled.

Name You can enter a name for your VoIP configuration. A 20 digit al-
pha-numeric sequence is possible (optional).

DSL Phonenumber Enter the subscriber number assigned by your provider here. A
24 digit sequence is possible.

User Name Enter the seven-digit sipgate user number (SIP-ID) here.

Password At this point, you can enter a sipgate SIP password.

User ID Enter the seven-digit sipgate user number (SIP-ID) here.

Registrar/Proxy Enter the IP address or DNS name of the SIP server. A 26 digit
alpha-numeric sequence is possible.

Port Registrar/Proxy The default value 5060 is predefined. The SIP port assigned by
the SIP provider (1 to 65535) must be stored here.

Use user ID as This function must be enabled for outgoing connections if the

phonenumber VolP number and user ID are different. This function is enabled
by default.

Proceed as follows to create a VolP configuration:
1) Select Status.

2
3

~

Under Name enter the name for your VoIP configuration, e.g. Sipgate.

~

Enter the landline number under DSL Phonenumber, e.g. 018099999999999.
4) Under User Name enter 8888999 for example.

5) Enter the Sipgate SIP password under Password.

7) Under Registrar/Proxy enter sipgate. de for example.
8

~

Leave the Port Registrar/Proxy setto 5060.

(
(
(
(
(
(6) Under User ID enter the user number 8888999 for example.
(
(
(9) Select Use user ID as phonenumber.

(

10) Confirm with OK.

20.2.2 Registering bintec TR200 with SIP provider T-Online

Go to the following menu to create a VolP configuration:

(1) Goto PBX -> Line Configuration -> VoIP Configuration -> New.
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Save Configuration Access Configuration | External Numbers | VoIP Configuration
System Management -
Physical Interfaces -
LAN hd Basic Parameters
Wireless LAN — Marne T-Online
Routing -
o - DSL Phonenumber 032229995999
WPH - Login Mame zugangsname
Firewall - Passwaord [rew——
PBX -
General Settings User D 032229999999
Line Conflourgtion Registrar/Proxy teltonline.de
Internal Humbers
Call Assignment Port RegistrarProxy 5060

Call Routing
Automatic Route Selection
Internal Phonebook

Advanced Settings

SallRecords Generate Country Prefix |
Local Services -

P — = De-activate number suppression E

Exterral Reporting = Use uger 1D ag phohenurnber

Monitoring - Oplimize bandwidth for speachcompression [

Use Area Code .|

Upstreaming Device with NAT O

Clear rmultiple provider bindings

Ok Cancel

Fig. 189: PBX -> Line Configuration -> VolP Configuration -> New

Relevant fields in the VoIP Configuration menu

State This field is only displayed if you edit an existing entry. The
function is enabled by choosing Enabled.

Name You can enter a name for your VoIP configuration. A 20 digit al-
pha-numeric sequence is possible (optional).

DSL Phonenumber Enter the subscriber number assigned by your provider here. A
24 digit sequence is possible.

User Name Enter the T-Online access name here.

Password At this point, you can enter a T-Online SIP password.

User ID Enter the T-Online SIP subscriber number here.

Registrar/Proxy Enter the IP address or DNS name of the SIP server. A 26 digit

alpha-numeric sequence is possible.

Port Registrar/Proxy The default value 5060 is predefined. The SIP port assigned by
the SIP provider (1 to 65535) must be stored here.

Use user ID as This function must be enabled for outgoing connections if the
phonenumber VolP number and user ID are different. This function is enabled
by default.



Proceed as follows to create a VolP configuration:

1)
)
@)

(4)
(%)
(6)
7)
(8)
)

Select Status.
Under Name enter the name for your VoIP configuration, e.g. T-Online.

Enter the T-Online SIP subscriber number under DSL Phonenumber, e.g.
0322299999909.

Under User Name enter the access name.

Enter the T-Online SIP password under Password.

Enter the T-Online SIP subscriber number under User ID, e.g. 032229999999.
Under Registrar/Proxy enter tel.t-online.de for example.

Leave the Port Registrar/Proxy setto 5060.

Select Use user ID as phonenumber.

(10) Confirm with OK.

20.2.3 Registering bintec TR200 with SIP provider 1&1

Go to the following menu to create a VoIP configuration:

Q)

Go to PBX -> Line Configuration -> VoIP Configuration -> New.

Workshops (Excerpt)
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Save Configuration Access Configuration | External Numbers | VoIP Configuration
System Management -
Physical Interfaces -
LAN hd Basic Parameters
Wireless LAN - Mame Tundl
Routing -
o - DSL Phonenumber 495171995949
WPN - Login Name 455171995999
Firewall - Passwaord [rew——
PBX -
General Settings User D 4195171999999
Line Confgration RegistratProxy sip.Tund.de
Internal Humbers
Call Assignment Port RegistrarProxy 5060

Call Routing
Automatic Route Selection

Advanced Settings

Internal Phonebook

el Records Generate Country Prefix O
Local Services -

T — De-activate number suppression O

Exterral Reporting = Use uger D ag phohenurmber

Monitoring - Oplimize bandwidth for speechcompression [

Use Area Code .|

Upstreaming Device with NAT O

Clear rmultiple provider bindings

Ok Cancel

Fig. 190: PBX -> Line Configuration -> VolP Configuration -> New

Relevant fields in the VoIP Configuration menu

State This field is only displayed if you edit an existing entry. The
function is enabled by choosing Enabled.

Name You can enter a name for your VoIP configuration. A 20 digit al-
pha-numeric sequence is possible (optional).

DSL Phonenumber Enter the subscriber number assigned by your provider here. A
24 digit sequence is possible.

User Name Enter the 1&1 telephone number here.

Password At this point, you can enter a 1&1 SIP password for SIP access.

User ID Enter the 1&1 telephone number here.

Registrar/Proxy Enter the IP address or DNS name of the SIP server. A 26 digit

alpha-numeric sequence is possible.

Port Registrar/Proxy The default value 5060 is predefined. The SIP port assigned by
the SIP provider (1 to 65535) must be stored here.

Use user ID as This function must be enabled for outgoing connections if the
phonenumber VolP number and user ID are different. This function is enabled
by default.



Proceed as follows to create a VolP configuration:

M
)
@)
(4)
(5)
(6)
(7)
(8)
©)

Select Status.

Under Name enter the name for your VoIP configuration, e.g. 1&1.

Enter the 1&1 subscriber number under DSL Phonenumber, e.g. 4951719999909.
Under User Name enter the 1&1 subscriber number 495171999999 for example.
Under Password enter the 1&1 password.

Under User ID enter the 1&1 subscriber number 495171999999 for example.
Under Registrar/Proxy enter sip. 1undl . de for example.

Leave the Port Registrar/Proxy setto 5060.

Select Use user ID as phonenumber.

(10) Confirm with OK.

20.2.4 Registering bintec TR200 with SIP provider toplink

Go to the following menu to create a VoIP configuration:

M

Go to PBX -> Line Configuration -> VoIP Configuration -> New.

Access Configuration External Numbers YolP Configuration

Basic Parameters

Mame |T0p|mk |
DSL Phonenurmber [435171995935 |
Lagin Name [D1099393333 |
Pagsgword |’“‘°"’“‘°’°’“‘ |
GEmETy e i UseriD [D1093393333 |
Lins.Confiourztion RegistratProxy |t0p|ini-woice.de |
Internal Humbers
all Assignment Port RegistranProxy R060

all Routing

utomatic Route Selection
Internal Phonebook

all Records

Advanced Settings

Generate Country Prefix O
De-activate nurber suppression [}
Use user |D as phonenumber
Optirnize banduidth for speechcampression. [
Use Area Code O
Upstreaming Device with NAT L}
Clear multiple provider bindings
ok ) cancel )

Fig. 191: PBX -> Line Configuration -> VolP Configuration -> New
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Relevant fields in the VoIP Configuration menu

State This field is only displayed if you edit an existing entry. The

function is enabled by choosing Enabled.

Name You can enter a name for your VoIP configuration. A 20 digit al-

pha-numeric sequence is possible (optional).

DSL Phonenumber Enter the subscriber number assigned by your provider here. A

24 digit sequence is possible.

User Name Enter the eleven-digit Toplink access name (SIP-ID) here.

Password At this point, you can enter a Toplink SIP password.

User ID Enter the eleven-digit Toplink access name (SIP-ID) here.

Registrar/Proxy Enter the IP address or DNS name of the SIP server. A 26 digit
alpha-numeric sequence is possible.

Port Registrar/Proxy The default value 5060 is predefined. The SIP port assigned by
the SIP provider (1 to 65535) must be stored here.

Use user ID as This function must be enabled for outgoing connections if the

phonenumber VolP number and user ID are different. This function is enabled
by default.

Proceed as follows to create a VolP configuration:

1)
2
3
4)
5)
6)
7)
8
9)

~ ~

~

(
(
(
(
(
(
(
(
(
(

Select Status.

Under Name enter the name for your VoIP configuration, e.g. Toplink.
Enter the landline number under DSL Phonenumber, e.g. 4951719999909.
Under User Name enter the SIP ID D1099999999 for example.

Enter the Toplink SIP password under Password.

Under User ID enter the SIP ID D1099999999 for example.

Under Registrar/Proxy enter toplink-voice.de for example.

Leave the Port Registrar/Proxy setto 5060.

Select Use user ID as phonenumber.

10) Confirm with OK.

20.2.5 Registering bintec TR200 with SIP provider QSC

Go to the following menu to create a VolP configuration:

(M

Go to PBX -> Line Configuration -> VoIP Configuration -> New.
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Save Configuration Access Configuration | External Numbers | VoIP Configuration
System Management -
Physical Interfaces -
LAN hd Basic Parameters
Wireless LAN - Mame QsC
Routing -
o - DSL Phonenumber 0211499995998
WPN - Login Name 02119999599
Firewall - Passwaord [rew——
PBX -
General Settings User D 021199999399
Line Conflourgtion Registrar/Proxy sip.gsc.de
Internal Humbers
Call Assignment Port RegistrarProxy 5060

Call Routing
Automatic Route Selection AdVanced Settings

Internal Phonebook
Call Records

Generate Country Prefix ]
Local Services -
P — = De-activate number suppression E
Exterral Reporting = Use uger 1D ag phohenurnber
Monitoring - Oplimize bandwidth for speachcompression [
Use Area Code .|
Upstreaming Device with NAT O
Clear rmultiple provider bindings
Ok Cancel

Fig. 192: PBX -> Line Configuration -> VolP Configuration -> New

Relevant fields in the VoIP Configuration menu

State This field is only displayed if you edit an existing entry. The
function is enabled by choosing Enabled.

Name You can enter a name for your VoIP configuration. A 20 digit al-
pha-numeric sequence is possible (optional).

DSL Phonenumber Enter the subscriber number assigned by your provider here. A
24 digit sequence is possible.

User Name Enter the QSC number here.

Password At this point, you can enter a QSC SIP password.

User ID Enter the QSC number here.

Registrar/Proxy Enter the IP address or DNS name of the SIP server. A 26 digit

alpha-numeric sequence is possible.

Port Registrar/Proxy The default value 5060 is predefined. The SIP port assigned by
the SIP provider (1 to 65535) must be stored here.

Use user ID as This function must be enabled for outgoing connections if the
phonenumber VolP number and user ID are different. This function is enabled
by default.



Proceed as follows to create a VolP configuration:

M
)
@)
(4)
(5)
(6)
(7)
(8)
©)

Select Status.

Under Name enter the name for your VoIP configuration, e.g. 0sc.
Enter the QSC number under DSL Phonenumber, e.g. 021199999909.
Enter the QSC number under User Name, e.g. 021199999909.

Enter the QSC SIP password under Password.

Enter the QSC number under User ID, e.g. 02119999999.

Under Registrar/Proxy enter sip.gsc. de for example.

Leave the Port Registrar/Proxy setto 5060.

Select Use user ID as phonenumber.

(10) Confirm with OK.

Workshops (Excerpt)
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20.3 Overview of configuration steps

Registering with SIP provider sipgate

State

Name

DSL Phonenumber

User Name

Password

User ID

Registrar/Proxy

Port Registrar/Proxy

Use user ID as phonenum-
ber

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

Registering with SIP provider T-Online

State

Name

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration

Enabled

e.g. Sipgate

€.g. 018099999999999

e.g. 8888999

e.g. secret

e.g. 8888999

e.g. sipgate.de

5060

Enabled

Enabled

e.g. T-Online
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DSL Phonenumber

User Name

Password

User ID

Registrar/Proxy

Port Registrar/Proxy

Use user ID as phonenum-
ber

-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

Registering with SIP provider 1&1

Field
State

Name

DSL Phonenumber

User Name

Password

Menu

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration

e.g. 032229999999

e.g. accessname

€e.g. secret

e.g. 032229999999

e.g. tel.t-online.de

5060

Enabled

Value

Enabled

eg. 11

e.g. 495171999999

€e.g. 495171999999

€.g. secret
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User ID

Registrar/Proxy

Port Registrar/Proxy

Use user ID as phonenum-
ber

-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

Registering with SIP provider toplink

Field
State

Name

DSL Phonenumber

User Name

Password

User ID

Registrar/Proxy

Port Registrar/Proxy

Menu

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration

e.g. 495171999999

€e.g. sip.landl.de

5060

Enabled

Value
Enabled

e.g. Toplink

e.g. 495171999999

€.9g. D1099999999

e.g. secret

€.9. D1099999999

e.g. toplink-voice.de

5060
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Use user ID as phonenum-
ber

-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

Registering with SIP provider QSC

State

Name

DSL Phonenumber

User Name

Password

User ID

Registrar/Proxy

Port Registrar/Proxy

Use user ID as phonenum-
ber

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

PBX -> Line Configuration
-> VolIP Configuration ->
New

PBX -> Line Configuration
-> VoIP Configuration ->
New

Enabled

Enabled

e.g. 0scC

e.g. 02119999999

e.g. 02119999999

€.0. secret

e.g. 02119999999

e.g. sip.gsc.de

5060

Enabled
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Chapter 21 VoIP - T4x4 with SIP provider 1&1

21.1 Introduction

The following describes configuration of the SIP provider 1&1 using an elmeg T484. The il-
lustrations below show the required settings for the individual tabs under menu item Ex-
ternal Numbers. The pictured information is only provided as an example. Please use the
data obtained from your SIP provider.

21.2 Configuration

First, select the desired system type. Go to Configuration -> elmeg T240/T444/T484 ->
System Type.

“e New - elmeg Professional Configurator - T240/T444/T484

File Dataexchange Display 2

0D = .- . ?
New Open Save | Read Send | Delete Help

-M}Teldat elmeg T240/T444/T484

| G |
r—— - PABX-ype Moduls slot (ight lofl
Asx—tme .  elmeg T240 & Nore C 250
2 faes enjguatin  clmegT44s [ wihVolPDSF 8 e
ocations & cimeg T4at  2p0TS
- 12 External numbers © 4pOTS
& Tnternal subscrber
it Lot mnhﬁgursﬂm Compact Flash (CF) ype: S pecial slot (et ot}
al distrbution
tended cal distrbution & HoMeda & None  Door teminal [123D12)
oo terminal f contacts & e  Door terminal (4 wire]
93 calendar . = C DT*(123D12)
i ) Dial ranges =  DT* (4 wire)

P System park (Open query) € contacts
# Hotine rect cals)
B Internal CF
43 External CF T
7 o adapter

Select the setting DT (Door T erminal Uindet Special sots for connecting door intercom uris with &

Cal data (SMDR) : : Z
ki of 3 bell buttoris. 4 funther inputis also available here for signaling functions.

b= Hotel S
Hi Select the seling DT under S pecial slots for connedting door intercom units with 4 bell buitons!
Systemtelephone
WIN-Tool Launcher
Wieb Interface < 5
Ready 12.11.2008 11:26:16 NUM

Fig. 193: Select system type

Relevant fields in the System Type menu

Field Meaning

System type Select the desired System Type. The elmeg T444 and elmeg
T484 are VolP-capable (the elmeg T240 is not).

with VolP-DSP If a DSP module is installed, enable the checkbox. The module
is automatically recognised at system readout.



21.2.1 Configure SIP provider

To configure the SIP provider, first go to Configuration -> External Numbers -> SIP Pro-
vider.

» New - elmeg Profi | Configurator - T240/T444/T484

a
New Gpen Read " Send | Delete "

MTeIdat
i ineg

Corfiguration

= emeg 240444484 a o, | Name | 1P-address/DyrDNS | Telephore ru... | Trunk gro]
& ranxye T [0 Individual umber 0
W s i il Individial rumber 0
- 02 Individual number 0
£ Locatiors 0 Incivicual rumber 0
12 External numbers ] 04 Individual number 0
127 Qutgoing CLIP Mo Screening  — 05 Individal rumber 0
S1 er 05 Individuzl rumber 0
£ Tnternal subscriber 07 Individual rumber 0
%, Team confguration 0 Individuil number 0
03 Individual number 0

Call distribution i

1| Extended call distribution Dt srtyy

0 Door terminal / contacts
-9 Calendar
i) Dial ranges.
Py System Park (Open query)
£ rotie (orect cals)
4B Internal CF
4 External CF
1) 0T sdapter &
Status
System telephone
WIN-Tool Launcher
Web-rterface
Ready 12112008 (120545 Count10 | o | 7

Fig. 194: Configure SIP provider

Access data

To create a connection, select the first entry in the list by double-clicking. You can then
configure the SIP provider in the Access Datasubmenu.

SIP-provider: 00 [x]

Access data |aended|5TuN| Proxy | Codecs | Mumbers |

SIP-Provider name {max. 12 chars.) Pot
’V Name 131 ’V € Net activated @ Activated |
- Access IP-address / DNS Server Name

Login-Name 295171122456 € IP address
Password = || CCECETET

Corfirmation [y & DNS Server Name.

gl
User 1D ~ [z [spTundT de 5060

Lox
[¥ Generate intemational phone number ( HName: =
[V Generate national phone rumber
™ De-activats number suppression
I Use user D as phone number
T~ Mot regitered with SIP provider
I~ Alow logrin of a proxy
I Held inthe PABX
I~ Replace intemational prefc by ™"
[V Cancel all registrations after Reboot
I™ Upstreaming device with NAT

(o | ome

Fig. 195: Access data

Relevant fields in the SIP Provider menu
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Connection Enable the Enabled field.
SIP provider name Enter the name of the SIP provider here.

Access data
Here, enter the access data given by your provider.

With Provider 1&1, you're given a phone number as login name.
Enter the password you received from the provider.
In Confirm, re-enter your password.

With Provider 1&1, there is no distinction between User ID and
Login Name, hence, you need not enable the control box.

SIP registrar The DNS server name of the provider is entered here.

Location In Name, select as interface the locality of the system over
which the SIP provider is accessible, in this case LAN.

Settings under General are dependent upon the selected SIP provider.

Relevant fields in the General menu

Field Meaning

Generate international ~ Once you've enabled this function and entered the country code

call number (49 for Germany) under Configuration -> Dialling Ranges, the
program automatically generates 0049 before the call number
for a number dialled with a prefix.

Create inland call num-  Once you've enabled this function and entered the area code

ber (e.g., 5171 for Peine) under Configuration -> dialling ranges,
the program automatically generates the prefix 05171 before
the dialled number.

Delete registration after If after registering with a provider, there should for example oc-

reboot cur a reset of the PABX system or a power failure, depending
on the provider, another registration may prove impossible. By
switching on this feature, existing registrations (bindings) are
deleted and a renewed registration becomes possible.

Advanced Configuration

To allow entry of the SIP provider number, the Individual Call Number must be en-
abled in theExtended-> Call Number Configuration menu.



SIP-provider: 00 X

Accessdata Bxtended |5TuN| Proxy | Codecs | Mumbers |

Telephons number Trunk group
& Individual number ’V Trunk group number 5 ‘

" Dialin block

Dialin block Retum

Length of exter: 25 @ Team
Identification of caling extension number ,ﬁ
am -

’rEnd of dialing monitoring ‘ © Int. Subscriber

Numbev of simuitanous

egisiration
i H F——  ores

Rep\aung rumber prefix inbous dsﬂwda\D}—‘

[oc | ome

Fig. 196: Advanced Configuration

Relevant fields in the Advanced menu

Field Meaning

Call Number Configura- Enable the Tndividual Number field.
tion

Bundle association Here, you assign the connection to a PABX system bundle. Us-
ing this bundle number, you can select the desired SIP provider
for external dialling in the operation system.

End of dialling monitor-  Here, enter the time after which the system is to start to dialling.
ing timer

Subscriber numbers

In the Subscriber Numbers submenu, the SIP number is now entered according to the
SIP provider's specifications.

Workshops (Excerpt)



SIP-provider: 00 (B3

Access data | Extended | STUN | Proxy | Codecs  Numbers |

r~ Individual

Index: Number

R

B S

I~ Some Provider support several call numbers with a registration
Inthis case you can adtivate the further input fields for
addtional call numbers here:

[oc | ome

Fig. 197: Subscriber numbers

Relevant fields in the Subscriber Number menu

Field Meaning

Individual Numbers
Here, enter the complete Subscriber Number which you have

received from SIP Provider 1&1. After this, in the menu Config-
uration ->Call Assignment you can assign these numbers to
individual extensions, teams or call through.

Dialling ranges

(1) Go to Configuration -> Dialling ranges
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& New - elmeg Professional Configurator - T240/T444/T484

File Datsexchange Display ?

i . a B
Mew Open Save | Read Send | Delete Help
: Teldat elmeg T240/T444/T484
JH bintec-elmeg
Configuration |
Line access authorization City code

=< elmeg T240/T444/T434 ~
International 1] Code 5171

& PaER-type
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Fig. 198: Dialling ranges

Relevant fields in the Dialling ranges menu

Area code Here, enter your area code without the initial 0 (e.g., 5171).

Country code Here, enter your country code (e.g., 49).

@ Note

You must enter these codes if the Create International and Inland Subscriber Num-
ber settings are enabled, so that the correct subscriber numbers are sent.

Check registration with the SIP provider:

Registration with the SIP provider can be checked from the Control Center. Go to Control
Center -> System Messages.
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System messages
Router status
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Disconnect

Properties
About Control-Center. ..

Help
Exit
Fig. 199: Control Center -> System Messages

If, under System Messages of the elmeg T4x4 router, the message [MSG] VOIP: Pro-
vider Registration success: Login-Name@SipProvider.xxx:5060 appears,
registration with the SIP provider was successful.

Control-Center - system messages @

Procedure  Connection  Display 7

== T

System protocol hd 95 Events] - offling -~

Event lype D ate/Tims Event source/Computer | Event/Description ~
@ PAEX Maw 17 1U 37 31 User@VUIF‘: L [MSG]YOIP: Authentication confirm: 77192, 158 2,250, guest 0, expires B0, location 2

g 5G] Y0IP: Provider Registration s 2. 1und1.de: 5060

@ PaBx Mow 17 10: 37 40 User@VDIP. s [MSG] “OIP; Registration request: [3444] 74@1 32 168.2.250, location 1 (192.168.50.52
@F’AEX Moy 17 10:37:40 Usen@WOIP: iwu: [MSG]YOIP: Registration reject: (S444) 7402192 168.2.250, guest 0, expires B0, locatior
(5) Pap Nov 17 10:37:40  Usen@V0IP: v [MSG]WOIP: Registration request: [8445) 75021 52.168.2.260, location 2 (192.168.2.61)
< >

Fig. 200: Control Center System Messages

There are several ways of setting up outgoing connections via the SIP pro-
vider:

¢ With default bundles

If the bundle of a SIP provider is selected in an internal extension, all outgoing calls will
be exclusively set up via the SIP provider. In the Configuration -> Internal Extension->
Performance Features menu, the tariff manager (LCR) must be switched off.

¢ With code procedure
With these settings, connections can be set up in a targeted manner via the SIP provider

through entry of the code procedure *8# xx(XX = two-digit bundle), or *8 x(X = single-di-
git bundle) and the destination number.

To determine the bundle number, go to Configuration -> External Call Numbers->SIP
Provider and select the first entry in the list. In the submenuAccess data, set Connec-
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tion to enabled.

In the submenu Extended, underBundle Association, select the Bundle Number. If
automatic trunk prefix is programmed, an additional * must be dialled first. In the Config-
uration -> Internal Extension-> Performance Features menu, the tariff manager (LCR)
must be switched off.

¢ With Tariff Manager (LCR)

First, you must create a SIP provider with name and bundle in the LCR web interface un-
der Network Operator.

Then edit the previously entered provider for the desired zones and times in the LCR ta-
ble.

In Configuration -> Internal Extension ->Call Number, enter the bundle from the SIP
provider as well as the bundles from ISDN or POTS for bundle assignment. The addition-
ally entered bundles are necessary, for example, for the 2nd LCR fallback stage if no
connections via SIP provider can be established.

Next, under Configuration -> Internal Extension-> Performance Features enable the
LCR and underConfiguration -> General-> LCR Configuration, the item LCR Pro-
fessional.

With these settings, the connections will be automatically routed on the basis of the LCR
table.

21.3 Overview of configuration steps

Select system type

System type Configuration -> System e.g. elmeg T484
type

with VolP-DSP Configuration -> System Enable with VoIP-DSP
type

Enter SIP provider
Field Menu Value

Name Configuration -> External e.g. 1¢1
Numbers -> SIP Provider->
Access Data

Login name Configuration -> External e.g. 495171123456
Numbers -> SIP Provider->
Access Data
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Password Configuration -> External e. g. Service
Numbers -> SIP Provider->
Access Data

Confirmation Configuration -> External e.g. Service
Numbers -> SIP Provider->
Access Data

Connection Configuration -> External  Active
Numbers -> SIP Provider->
Access Data

DNS Server Name Configuration -> External e.g. sip.landl.de
Numbers -> SIP Provider->
Access Data

Location Configuration -> External e.g. 00: LAN
Numbers -> SIP Provider->
Access Data

Define an individual number

Call Number Configuration =~ Configuration -> External €. g. enable Individual
Numbers -> SIP Provider-> number
Extended

End of dialling monitoring Configuration -> External e.g. 5
timer Numbers -> SIP Provider->
Extended

Bundle Number Configuration -> External e.g. 10
Numbers -> SIP Provider->
Extended

Enter Extension Numbers

Individual Numbers Configuration -> External e.g. 495171123456
Numbers -> SIP Provider->
Subscriber Numbers

Enter dialling range

Field Menu Value
Area code Configuration -> Dialling e.g. 5171
ranges

Country code Configuration -> Dialling e.g. 49



Field Menu Value

ranges
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Chapter 22 VoIP - T4x4 with SIP provider T-
Online

22.1 Introduction

The following describes configuration of SIP provider T-Online using an elmeg T484. The
illustrations below show the required settings for the individual tabs under menu item Ex-
ternal Numbers. The pictured information is only provided as an example. Please use the
data obtained from your SIP provider.

22.2 Configuration

First, select the desired system type. Go to Configuration -> elmeg T240/T444/T484 ->
System Type.

“e New - elmeg Professional Configurator - T240/T444/T484
File Dataexchange Display ?

=T s . ?
New Open Send | Delete Help

elmeg T240/T444/T484

a

=p elmeg T240/T444 /T84
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am configuration
2l distrbution

PABNype

Compact Flash (CF) type

Module siot fight slot)

g e  degT240 G C 280
2m(anun; : " elmeg T444 ¥ with VolP-DSP " 4andog
* elmeg T484 € 2POTS

(¥ 1] External numbers i

Special siot (it siot)

tended cal distribution # HoMeda & None € Doorteminal (123012)
Door terminal f contacts " erists alieacy " Door teminal (4-vire]
B Calendar © DT*(123D12)
- @) Dial ranges Size =l DT (4 wire]
Rsp System Park (Open query)  contacts
£ Hotine Drectcals) S U T
4B Internal CF
43 External CF B
30 OT adapter
& cal data (SV0R) Select the setling DT (Door T erminal) under Special ot for connecting door intercom urils with a
masimum of 3 bell buttons. & fuither input s also available here for signaling functions.
b Hotel b
fgar Select the setting DT~ under S pecial slots for connecting door intercom urits with 4 bell buttans!
System telephone
WIN-Tool Launcher
Wieb-Inteface < s
Ready 12.11.2008 11:26:16 NUM

Fig. 201: Select system type

Relevant fields in the System Type menu

System type Select the desired System Type. The elmeg T444 and elmeg
T484 are VolP-capable (the elmeg T240 is not).

with VolP-DSP If a DSP module is installed, enable the checkbox. The module

is automatically recognised at system readout.



22.2.1 Configure SIP provider

To configure the SIP provider, first go to Configuration -> External Numbers -> SIP Pro-
vider.

» New - elmeg Profi | Configurator - T240/T444/T484

Fie Data exchange
¥ 4
New Cpen Read " Send | Delete "
( ( )[[[mm(—dmeg
|
= emeg 240444484 a o, | Name | 1P-address/DyrDNS | Telephore ru... | Trunk gro]
& Pasrtype T [0 Individual umber 0
8 Accems confiauration il Individial rumber 0
4 o 02 Individual rurber 0
ﬁ Cocations 03 Indivicuil number 0
1 External numbers ] 04 Individual rumber 0
1 Outgoing CLIP No Sreening  — 05 Individual number 0
S1 er 05 Individuzl rumber 0
£ Internal subscriber 07 Individual rumber 0
£, Team configuration o iodvchelnaber 0
Cal distribution ™ ddealmrbe
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Fig. 202: Configure SIP provider

Access data

To create a connection, select the first entry in the list by double-clicking. You can then
configure the SIP provider in the Access Datasubmenu.

SIP-provider: 00 X

Access data |aended|5TuN| Proxy | Codecs | Mumbers |

SIP-Provider name max. 12 chars ) Pot
’V Name [onine ’V £ Not activated & Activated |
[ Access IP-2ddress / DNS Server Name

Login-Name oo || ¢ IPaddes

Pasaword = — 0 RO IO 10 E
Corfimation = (& DNS Server Name

User ID W [p32z2000000 teltonine de] [sos0

Lox
[¥ Generate intemational phone number ( HName: [ooen =]
[V Generate national phone rumber
™ De-activats number suppression
I Use user D as phone number
T~ Mot regitered with SIP provider
I~ Alow logrin of a proxy
I Held inthe PABX
I~ Replace intemational prefc by ™"
[V Cancel all registrations after Reboot
I™ Upstreaming device with NAT

(o | ome

Fig. 203: Access data

Relevant fields in the SIP Provider menu
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Connection Set the field to enable.
SIP provider name Enter the name of the SIP provider here.

Access data
Here, enter the access data given by your provider.

With provider T-Online, as Login Nameenter your T-Online E-
mail Address without @t-online.de.

Enter the Password that you received from T-Online.
In Confirm, re-enter your password.

Enable the User IDcontrol box, and enter your T-Online Internet
telephone number.

SIP registrar Here, enter the DNS server name of the provider (
tel.t-online.de).

Location In Name, select as interface the locality of the system over
which the SIP provider is accessible, in this case LAN.

Settings under General are dependent upon the selected SIP provider.

Relevant fields in the General menu

Field Meaning

Generate international ~ Once you've enabled this function and entered the country code

call number (49 for Germany) under Configuration -> Dialling Ranges, the
program automatically generates 0049 before the call number
for a number dialled with a prefix.

Create inland call num-  Once you've enabled this function and entered the area code

ber (e.g., 5171 for Peine) under Configuration -> dialling ranges,
the program automatically generates the prefix 05171 before
the dialled number.

Delete registration after I after registering with a provider, there should for example oc-

reboot cur a reset of the PABX system or a power failure, depending
on the provider, another registration may prove impossible. By
switching on this feature, existing registrations (bindings) are
deleted and a renewed registration becomes possible.

Advanced Configuration

To allow entry of the SIP provider number, the Individual Call Number must be en-
abled in theExtended-> Call Number Configuration menu.
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Fig. 204: Advanced Configuration

Relevant fields in the Advanced menu

Field Meaning

Call Number Configura- Enable the Tndividual Number field.
tion

Bundle association Here, you assign the connection to a PABX system bundle. Us-
ing this bundle number, you can select the desired SIP provider
for external dialling in the operation system.

End of dialling monitor-  Here, enter the time after which the system is to start to dialling.
ing timer

Subscriber numbers

In the Subscriber Numbers submenu, the SIP number is now entered according to the
SIP provider's specifications.
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Fig. 205: Subscriber numbers

Relevant fields in the Subscriber Number menu

Field Meaning

Individual Numbers
Here, enter the complete Subscriber Number which you re-

ceived from SIP provider T-Online. After this, in the menu Con-
figuration ->Call Assignment you can assign these numbers
to individual extensions, teams or call through.

Dialling ranges

(1) Go to Configuration -> Dialling ranges
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Fig. 206: Dialling ranges

Relevant fields in the Dialling ranges menu

Area code Here, enter your area code without the initial 0 (e.g., 5171).

Country code Here, enter your country code (e.g., 49).

@ Note

You must enter these codes if the Create International and Inland Subscriber Num-
ber settings are enabled, so that the correct subscriber numbers are sent.

Check registration with the SIP provider:

Registration with the SIP provider can be checked from the Control Center. Go to Control
Center -> System Messages.
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Fig. 207: Control Center -> System Messages

If, under System Messages of the elmeg T4x4 router, the message [MSG] VOIP: Pro-
vider Registration success: Login-Name@SipProvider.xxx:5060 appears,
registration with the SIP provider was successful.

Procedure  Connection Qggiay I

S| =

ISystem pratocal LI | 523 Eventls] | - offline -

| Event source/Computer | Event/Description
2 [t5G] YOIF: Provider B orling. de: 5060
. Incation 0 (192168 50.254) ]
[MSG]WOIP: Registration reject: [8197] 810192 168.30.251, guest 0, expires B0, location 0, cause -
[ | 3

Fig. 208: Control Center System Messages

There are several ways of setting up outgoing connections via the SIP pro-
vider:

¢ With default bundles

If the bundle of a SIP provider is selected in an internal extension, all outgoing calls will
be exclusively set up via the SIP provider. In the Configuration -> Internal Extension->
Performance Features menu, the tariff manager (LCR) must be switched off.

¢ With code procedure

With these settings, connections can be set up in a targeted manner via the SIP provider
through entry of the code procedure *8# xx(XX =two-digit bundle), or *8 x(X = single-di-
git bundle) and the destination number.

To determine the bundle number, go to Configuration -> External Call Numbers->SIP
Provider and select the first entry in the list. In the submenuAccess data, set Connec-
tionto enabled.

Workshops (Excerpt)
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In the submenu Extended, underBundle Association, select the Bundle Number. If
automatic trunk prefix is programmed, an additional * must be dialled first. In the Config-
uration -> Internal Extension-> Performance Features menu, the tariff manager (LCR)
must be switched off.

¢ With Tariff Manager (LCR)

First, you must create a SIP provider with name and bundle in the LCR web interface un-
der Network Operator.

Then edit the previously entered provider for the desired zones and times in the LCR ta-
ble.

In Configuration -> Internal Extension ->Call Number, enter the bundle from the SIP
provider as well as the bundles from ISDN or POTS for bundle assignment. The addition-
ally entered bundles are necessary, for example, for the 2nd LCR fallback stage if no
connections via SIP provider can be established.

Next, under Configuration -> Internal Extension-> Performance Features enable the
LCR and underConfiguration -> General-> LCR Configuration, the item LCR Pro-

fessional.

With these settings, the connections will be automatically routed on the basis of the LCR
table.

22.3 Overview of configuration steps

Select system type

Field Menu [Value

System type Configuration -> System e.g. elmeg T484
type

with VolP-DSP Configuration -> System Enable with VoIP-DSP
type

Enter SIP provider

Name Configuration -> External e.g. T-Online
Numbers -> SIP Provider->
Access Data

Login name Configuration -> External e.g. email@t-online.de
Numbers -> SIP Provider->
Access Data

Password Configuration -> External e.g. Service
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Numbers -> SIP Provider->
Access Data

Confirmation Configuration -> External e.g. Service
Numbers -> SIP Provider->
Access Data

User ID Configuration -> External e. g. 03222000000
Numbers -> SIP Provider->
Access Data

Connection Configuration -> External  Active
Numbers -> SIP Provider->
Access Data

DNS Server Name Configuration -> External e.g. tel.t-online.de
Numbers -> SIP Provider->
Access Data

Location Configuration -> External e.g. 00: LAN
Numbers -> SIP Provider->
Access Data

Define an individual number

Call Number Configuration =~ Configuration -> External e. g. enable Individual
Numbers -> SIP Provider-> number
Extended

End of dialling monitoring Configuration -> External e.g. 5
timer Numbers -> SIP Provider->
Extended

Bundle Number Configuration -> External e.g. 10
Numbers -> SIP Provider->
Extended

Enter Extension Numbers

Individual Numbers Configuration -> External e. g. 03220000
Numbers -> SIP Provider->
Subscriber Numbers

Enter dialling range 7
Field Menu Value

Area code Configuration -> Dialling e.g. 5171



Field Menu Value
ranges

Country code Configuration -> Dialling e.g. 49
ranges
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