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Delivery size

Technical Data

1 VPN Access 5

All products of the VPN Access Series provide you with basically the
same set of functions and differ only in terms of the supported number of
active VPN tunnels. VPN Access 5, however, does not provide an ISDN in-
terface. This means that features requiring an ISDN connection are not
supported.

1.1 Delivery size

Your gateway is supplied with the following parts:

B Cable sets/power supply:
— Ethernet cable (RJ45, red) for Ethernet connection
— Serial cable (gray)
—  Power supply

Bintec Companion CD

Documentation:

— Quick Install Guide (printed)
— User Manual (on CD)

— Release Notes, if required

— Safety Instructions

1.2 General Product Features

The general product features cover performance features and the techni-
cal requirements for installation and operation of your gateway.

These features are outlined in the following table:

Feature

Product name VPN Access Gateway 5
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n VPN Access 5
Feature Data

Dimensions/weight (B x H x D):
Dimensions without cables 200 mm x 30 mm x 150 mm
Weight 850 g

Transport weight (incl. documenta- | approx. 3,0 kg
tion, cabling, packaging)

Memory 32 MB DRAM,
8 MB Flash-ROM

LEDs 9 (1 power, 8 function, 5 of them used)

Power consumption of equipment | 10 W (with 230V)

Voltage supply AC/DC adapter,
Input: 230VAC / 50Hz,
Output: 12VDC / 1A

Ambient requirements:

Storage temperature -20° to +85°C
Ambient temperature 0to50°C
Relative humidity 20 to 90% non-condensing in opera-
tion
5 to 95% non-condensing in storage
Room classification Operate only in dry rooms
MTBF 100 000 hours

Available interfaces:

Serial interface V.24 Built-in, supports the following baud
rates: 1200, 2400, 4800, 9600, 19200,
38400, 57600, 115200 bauds

2x Ethernet IEEE 802.3 LAN Built-in (twisted-pair only),
10/100 Mbps, auto sensing, MDIX

Plugs used:
Serial interface 8-pole miniDIN
Ethernet interface RJ45
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LEDs

Technical Data

Feature Data

SAFERNET™ Security Technol- Community Passwords, PAP, CHAP,
ogy MS-CHAP, Callback, Access Control
Lists, CLID, NAT, TAF, MPPE Encryp-
tion, VPN using PPTP or IPSec

Software includes BRICKware for Windows
BRICKtools for Unix

Printed documentation included Quick Install Guide

Documentation in PDF format User Manual
BRICKware for Windows
Software Reference

Table 1-1: General product features

1.3 LEDs

The LEDs on your VPN Access Gateway indicate states and activity of the
gateway.

They are arranged as follows:

bintec))

funkwerk

Figure 1-1: LEDs on VPN Access 5

In operational mode the LEDs display the following status information:

Status Information

PWR on Power supply has been connected.
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n VPN Access 5

LED SIS Information
Status on The gateway is booting.
flashing The gateway is active.
ETH 1 on The gateway is connected to the Ethernet.
flashing Data traffic via the Ethernet interface.
ETH2 on The gateway is connected to the Ethernet.
flashing Data traffic via the Ethernet interface.
HA flashing BRRP packets are received. The frequency of
flashing corresponds to the data rate.
MA on A user is logged in to the system.
For Telnet and serial connection: on as long
as the user is logged in.
For HTML connection: on as long as the user
is logged in and the HTML session has not
timed out.
flashing For Telnet connection: Login attempt.
For SNMP connection: SNMP packet is
received.
Table 1-2: LED status display in operational mode
1.4 Connections

All connections are located on the rear of the gateway. VPN Access 5 of-
fers two Ethernet interfaces and no ISDN interface. The serial interface al-
lows connecting a PC as well as connecting an analog or GSM modem for
backup purposes.
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Pin Assignments

Technical Data

The connections are arranged as follows:

Console ETH1
10/100 Mblt/s
1. Socket for power sup- | 3. 10/100 Base-T Ethernet
PWR ply ETH1/2 | interface
2. Serial interface 4, ISDN Bacic Rate inter-
Console ISDN face

Figure 1-2: VPN Access 5 rear

1.5 Pin Assignments

1.5.1 Serial Interface
For connecting a console VPN Access 5 provides a serial interface. Baud
rates between 1200 and 115200 are supported.

The connection is lead through as a MiniDIN socket:

®0®
® @6
® @

Figure 1-3: 8-pole MiniDIN socket

The pin assignment of the socket is as follows:

Pin Function
1 For future applications.
2 For future applications.
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VPN Access 5

Pin Function

T

GND

R

NC

NC

O N|O| OO M| W

NC

Table 1-3: Pin assignment of the serial socket

1.5.2 Ethernet Interface

LAN and WAN interfaces of VPN Access 5 are both implemented using
Ethernet interfaces.

A RJ45 socket is used for connecting:

Figure 1-4: Ethernet 10/100Base-T interface (RJ45 socket)

The Ethernet interfaces (RJ45 socket) have the following pin assignment:

Pin Function
1 TD +
2 TD -
3 RD +
4 Not used
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Pin Assignments

Technical Data

Pin Function
5 Not used
6 RD -
7 Not used
8 Not used
Table 1-4: RJ45 socket for LAN und WAN connections

Bintec User's Guide smmm=
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Delivery size

Technical Data

2

2.1

VPN Access 25

Delivery size

Your gateway is supplied with the following parts:

B Cable sets/power supply:

Ethernet cable (RJ45, red) for Ethernet connection
ISDN cable (RJ 45, black) for ISDN connection
Serial cable (gray)

Power supply

Bintec Companion CD

Documentation:

2.2

Quick Install Guide (printed)
User Manual (on CD)
Release Notes, if required
Safety Instructions

General Product Features

The general product features cover performance features and the techni-
cal requirements for installation and operation of your gateway.

These features are outlined in the following table:

Feature

Product name VPN Access Gateway 25
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E VPN Access 25
Feature Data

Dimensions/weight (B x H x D):
Dimensions without cables 200 mm x 30 mm x 150 mm
Weight 850 g

Transport weight (incl. documenta- | approx. 3,0 kg
tion, cabling, packaging)

Memory 32 MB DRAM,
8 MB Flash-ROM

LEDs 9 (1 power, 8 function)

Power consumption of equipment | 10 W (with 230V)

Voltage supply AC/DC adapter,
Input: 230VAC / 50Hz,
Output: 12VDC / 1A

Ambient requirements:

Storage temperature -20° to +85°C
Ambient temperature 0to50°C
Relative humidity 20 to 90% non-condensing in opera-
tion
5 to 95% non-condensing in storage
Room classification Operate only in dry rooms
MTBF 100 000 hours

Available interfaces:

Serial interface V.24 Built-in, supports the following baud
rates: 1200, 2400, 4800, 9600, 19200,
38400, 57600, 115200 bauds

2x Ethernet IEEE 802.3 LAN Built-in (twisted-pair only),
10/100 Mbps, auto sensing, MDIX
ISDN-WAN S, Built-in
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LEDs

Technical Data

Feature Data

Plugs used:
Serial interface
Ethernet interface
ISDN interface

8-pole miniDIN
RJ45
RJ45

SAFERNET™ Security Technol-
ogy

Community Passwords, PAP, CHAP,
MS-CHAP, Callback, Access Control
Lists, CLID, NAT, TAF, MPPE Encryp-
tion, VPN using PPTP or IPSec

Software includes

BRICKware for Windows
BRICKtools for Unix

Printed documentation included

Quick Install Guide

Documentation in PDF format

User Manual
BRICKware for Windows
Software Reference

Table 2-1: General product features

2.3 LEDs

The LEDs on your VPN Access Gateway indicate states and activity of the

gateway.

They are arranged as follows:

bintec))

funkwerk

Figure 2-1: LEDs on VPN Access 25
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E VPN Access 25

In operational mode the LEDs display the following status information:

LED Status Information
PWR on Power supply has been connected.
Status on The gateway is booting.
flashing The gateway is active.
ETH 1 on The gateway is connected to the Ethernet.
flashing Data traffic via the Ethernet interface.
ETH 2 on The gateway is connected to the Ethernet.
flashing Data traffic via the Ethernet interface.
ETH3 on The gateway is connected to the Ethernet.
flashing Data traffic via the Ethernet interface.
ISDN D on The ISDN D-channel is active.
ISDN B on One ISDN B-channel is active.
flashing Both ISDN B-channels are active.
HA flashing BRRP packets are received. The frequency of
flashing corresponds to the data rate.
MA on A user is logged into the system.
For Telnet and serial connection: on as long
as the user is logged in.
For HTML connection: on as long as the user
is logged in and the HTML session has not
timed out.
flashing For Telnet connection: Login attempt.
For SNMP connection: SNMP packet is
received.
Table 2-2: LED status display in operational mode

14 =wmmm Bintec User's Guide

Technical Data




Connections

Technical Data

2.4 Connections

All connections are located on the rear of the gateway. VPN Access 25 of-
fers three Ethernet interfaces and no ISDN interface. The serial interface
allows connecting a PC as well as connecting an analog or GSM modem
for backup purposes.

The connections are arranged as follows:

Console ETH 1 ETH 2 ETH 3 ISDN
origin lpwer Cpply! 10/100 Mbit/s
1. Socket for power sup- | 3. 10/100 Base-T Ethernet
PWR ply ETH 1to 3 | interface
2. Serial interface 4, ISDN Bacic Rate inter-
Console ISDN face

Figure 2-2: VPN Access 25 rear

2.5 Pin Assignments

2.5.1 Serial Interface

For connecting a console VPN Access 25 provides a serial interface. Baud
rates between 1200 and 115200 are supported.

The connection is lead through as a MiniDIN socket:

®®®
® @6
® @

Figure 2-3: 8-pole MiniDIN socket
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n VPN Access 25

The pin assignment of the socket is as follows:

Pin Function

1 For future applications.

For future applications.

T

GND

R

NC

NC

O N| OOl B~ O|DN

NC

Table 2-3: Pin assignment of the serial socket

2.5.2 Ethernet Interface

LAN and WAN interfaces of VPN Access 25 are both implemented using
Ethernet interfaces.

A RJ45 socket is used for connecting:

Figure 2-4: Ethernet 10/100Base-T interface (RJ45 socket)

The Ethernet interfaces (RJ45 socket) have the following pin assignment:

1 TD +
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Pin Assignments

Technical Data

Pin Function

TD -

RD +

Not used

Not used

RD -

Not used

| N[O M| WOW[IDN

Not used

Table 2-4: RJ45 socket for LAN und WAN connections

2.5.3 ISDN Basic Rate Interface

VPN Access 25 provides an ISDN S, interface, which can be used, e.g., for
backup purposes.

A RJ45 socket is used for connecting:

Figure 2-5: ISDN S interface (RJ45 socket)

The ISDN interface (RJ45 socket) has the following pin assignment:

Pin Function
1 Not used
2 Not used
3 Send (+)
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n VPN Access 25

Pin Function

Receive (+)

Receive (-)

Send (-)

Not used

Not used

(N O] O &

Table 2-5: RJ45 socket for ISDN connection
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Delivery size B

3 VPN Access 100

3.1 Delivery size

Your gateway is supplied with the following parts:

B Cable sets/power supply:
— ISDN cable (RJ 45, black) for ISDN connection
— Serial cable (gray)
— Power supply

Bintec Companion CD

Documentation:

— Quick Install Guide (printed)
— User Manual (on CD)

— Release Notes, if required

— Safety Instructions

3.2 General Product Features

The general product features cover performance features and the techni-
cal requirements for installation and operation of your gateway.

These features are outlined in the following table:

Feature Data

Product name VPN Access Gateway 100

Dimensions/weight (B x H x D):
Dimensions without cables 200 mm x 30 mm x 150 mm
Weight 850¢g

Transport weight (incl. documenta- | approx. 3,0 kg
tion, cabling, packaging)

Technical Data Bintec User's Guide smmm= 19



n VPN Access 100

20 EEEEE

Feature Data

Memory 32 MB DRAM,
8 MB Flash-ROM
LEDs 9 (1 power, 8 function)

Power consumption of equipment

10 W (bei 230V)

Voltage supply

AC/DC adapter,
Input: 230VAC / 50Hz,
Output: 12VDC / 1A

Ambient requirements:
Storage temperature
Ambient temperature
Relative humidity

Room classification

-20° to +85°C
0to 50 °C

20 to 90% non-condensing in opera-
tion

5 to 95% non-condensing in storage
Operate only in dry rooms

MTBF

100 000 hours

Available interfaces:
Serial interface V.24

2x Ethernet IEEE 802.3 LAN

ISDN-WAN S,

Built-in, supports the following baud
rates: 1200, 2400, 4800, 9600, 19200,
38400, 57600, 115200 bauds

Built-in (twisted-pair only),

10/100 Mbps, auto sensing, MDIX
Built-in

Plugs used:
Serial interface
Ethernet interface
ISDN interface

8-pole miniDIN
RJ45
RJ45

SAFERNET™ security Technol-
ogy

Community Passwords, PAP, CHAP,
MS-CHAP, Callback, Access Control
Lists, CLID, NAT, TAF, MPPE Encryp-
tion, VPN using PPTP or IPSec

Bintec User’s Guide
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LEDs

Technical Data

Feature Data

Software includes BRICKware for Windows
BRICKtools for Unix

Printed documentation included Quick Install Guide
Documentation in PDF format User Manual
BRICKware for Windows

Software Reference

Table 3-1: General product features

3.3 LEDs

The LEDs on your VPN Access Gateway indicate states and activity of the
gateway.

They are arranged as follows:

bintec))

funkwerk

Figure 3-1: LEDs on VPN Access 100

In operational mode the LEDs display the following status information:

LED Status Information
PWR on Power supply has been connected.
Status on The gateway is booting.
flashing The gateway is active.
ETH 1 on The gateway is connected to the Ethernet.
flashing Data traffic via the Ethernet interface.
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n VPN Access 100

LED Status Information
ETH2 on The gateway is connected to the Ethernet.
flashing Data traffic via the Ethernet interface.
ETH3 on The gateway is connected to the Ethernet.
flashing Data traffic via the Ethernet interface.
ISDN D on The ISDN D-channel is active.
ISDN B on One ISDN B-channel is active.
flashing Both ISDN B-channels are active.
HA flashing BRRP packets are received. The frequency of
flashing corresponds to the data rate.
MA on A user is logged in to the system.
For Telnet and serial connection: on as long
as the user is logged in.
For HTML connection: on as long as the user
is logged in and the HTML session has not
timed out.
flashing For Telnet connection: Login attempt.
For SNMP connection: SNMP packet is
received.
Table 3-2: LED status display in operational mode
34 Connections

All connections are located on the rear of the gateway. VPN Access 100
offers three Ethernet interfaces and no ISDN interface. The serial interface
allows connecting a PC as well as connecting an analog or GSM modem
for backup purposes.
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Pin Assignments

Technical Data

The connections are arranged as follows:

Console ETH 1 ETH 2 ETH3 ISDN
10/100 Mbit/s

1. Socket for power sup- | 3. 10/100 Base-T Ethernet

PWR ply ETH 1to 3 | interface

2. Serial interface 4, ISDN Bacic Rate inter-

Console ISDN face

Figure 3-2: VPN Access 100 rear

3.5 Pin Assignments

3.5.1 Serial Interface
For connecting a console VPN Access 100 provides a serial interface.
Baud rates between 1200 and 115200 are supported.

The connection is lead through as a MiniDIN socket:

®2®
® @6
o @

Figure 3-3: 8-pole MiniDIN socket

The pin assignment of the socket is as follows:

Pin Function
1 For future applications.
2 For future applications.
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n VPN Access 100

Pin Function

T
GND
R
NC
NC
NC

O N|O| OO M| W

Table 3-3: Pin assignment of the serial socket

3.5.2 Ethernet Interface

LAN and WAN interfaces of VPN ACCess 100 are both implemented using
Ethernet interfaces.

A RJ45 socket is used for connecting:

Figure 3-4: Ethernet 10/100Base-T interface (RJ45 socket)

The Ethernet interfaces (RJ45 socket) have the following pin assignment:

Pin Function
1 TD +
2 TD -
3 RD +
4 Not used
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Pin Assignments

Technical Data

Pin Function
5 Not used
6 RD -

7 Not used
8 Not used

Table 3-4: RJ45 socket for LAN und WAN connections

3.5.3 ISDN Basic Rate Interface

VPN Access 100 provides an ISDN S; interface, which can be used, e.g.,
for backup purposes.

A RJ45 socket is used for connecting:

Figure 3-5: ISDN Sy interface (RJ45 socket)

The ISDN interface (RJ45 socket) has the following pin assignment:

Pin Function

1 Not used

Not used

Send (+)

Receive (+)

Receive (-)

|l | WOIDN

Send (-)
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ﬂ VPN Access 100

Pin Function
7 Not used
8 Not used

Table 3-5: RJ45 socket for ISDN connection
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Delivery size n

4 VPN Access 250

4.1 Delivery size

Your gateway is supplied with the following parts:

B Cable sets/power supply:
— ISDN cable (RJ 45, black) for ISDN connection
— Serial cable (gray)
— |EC AC power cord

Bintec Companion CD

Documentation:

— Quick Install Guide (printed)
— User Manual (on CD)

— Release Notes, if required

— Safety Instructions

4.2 General Product Features

The general product features cover performance features and the techni-
cal requirements for installation and operation of your gateway.

These features are outlined in the following table:

Feature Data

Product name VPN Access Gateway 250
Dimensions/weight (B x H x D):

Dimensions without cables 433 mm x 43,5 mm x 273 mm
Weight approx. 3,5 kg

Transport weight (incl. documenta- | approx. 6 kg
tion, cabling, packaging)

Technical Data Bintec User's Guide smmm= 27



n VPN Access 250

Memory 64 MB DRAM (SODIMM),
2 MB Flash-ROM,
16 MB Smart Media Flash Card

LEDs 11 (3x2 Ethernet, 1x2 ISDN, 3x Sta-
tus)

Power consumption of equipment | 40W max,
22W typical

Voltage supply Internal wide-range power supply
without fan,

85 to 264 VAC, 47 to 440 Hz,
max 1A (RMS) with 115 VAC,
18/36A with 115/230VAC

Ambient requirements:

Storage temperature -20° to +85°C
Ambient temperature 0to40°C
Relative humidity 20 to 90% non-condensing in opera-
tion
5 to 95% non-condensing in storage
Room classification Operate only in dry rooms
MTBF 100 000 hours

Available interfaces:

Serial interface V.24 Built-in, supports the following baud
rates: 1200, 2400, 4800, 9600, 19200,
38400, 57600, 115200 bauds

2x Ethernet IEEE 802.3 LAN Built-in (twisted-pair only),
10/100 Mbps, auto sensing, MDIX
ISDN-WAN S Built-in
Plugs used:
Serial interface 8-pole miniDIN
Ethernet interface RJ45
ISDN interface RJ45
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LEDs and Connections

Technical Data

Feature Data

SAFERNET™ security Technol-
ogy

Community Passwords, PAP, CHAP,
MS-CHAP, Callback, Access Control
Lists, CLID, NAT, TAF, MPPE Encryp-
tion, VPN using PPTP or IPSec

Software includes

BRICKware for Windows
BRICKtools for Unix

Printed documentation included

Quick Install Guide

Documentation in PDF format

User Manual
BRICKware for Windows
Software Reference

Table 4-1: Genreal product features

4.3 LEDs and Connections

All connections (excluding the power supply socket) and the LEDs are lo-
cated on the front of VPN Access 250. The LEDs indicate states and activ-

ity of the gateway.
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VPN Access 250

The front of VPN Access 250 looks as follows:

Smart Media
Flash Card

¥

ETH3 ETH2

] ]

ETH1 ISDN

Management
High Availability
NETH

Serial
Console

( J
RESET

1.
Smart Media
Flash Card

Slot for inserting
an SMFC

4,
Serial Console

Serial interface

2.
ETH1to3

10/100 Mbps
Fast Ethernet
Interfaces with 2
LEDs each

5.

Management
High Availability
Status

Status LEDs

3.
ISDN

ISDN/WAN Basic
Rate Interface
with 2 LEDs

6.
Reset

Reset switch

Figure 4-1: Front view of VPN Access 250

4.3.1

LEDs

In operational mode the LEDs display the following status information:

Status

Information

ETH 1
red

green

on Data traffic via the Ethernet interface.
on The gateway is connected to a 10Base-T link.
flashing The gateway is connected to a 100Base-T

link.
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LEDs and Connections

Technical Data

LED Status Information
ETH 2
red on Data traffic via the Ethernet interface.
green on The gateway is connected to a 10Base-T link.
flashing The gateway is connected to a 100Base-T
link.
ETH 3
red on Data traffic via the Ethernet interface.
green on The gateway is connected to a 10Base-T link.
flashing The gateway is connected to a 100Base-T
link.
ISDN
red on One ISDN B-channel is active.
flashing Both ISDN B-channel are active.
green flashing The ISDN D-channel is active.
Management | on A user is logged in to the system.
For Telnet and serial connection: on as long
as the user is logged in.
For HTML connection: on as long as the user
is logged in and the HTML session has not
timed out.
flashing For Telnet connection: Login attempt.
For SNMP connection: SNMP packet is
received.
HA flashing BRRP packets are received. The frequency of
flashing corresponds to the data rate.
Status on The gateway is booting.
flashing The gateway is running
Table 4-2: LED status display in operational mode
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n VPN Access 250

4.4 Pin Assignments

4.41 Serial Interface

For connecting a console VPN Access 250 provides a serial interface.
Baud rates between 1200 and 115200 are supported.

The connection is lead through as a MiniDIN socket:

®®®
® @6
® @

Figure 4-2: 8-pole MiniDIN socket
The pin assignment of the socket is as follows:
Pin Function

1 For future applications.

For future applications.

T

GND

R

NC

NC

(Nl B~ O|DN

NC

Table 4-3: Pin assignment of the serial socket

32 =mmmm Bintec User's Guide Technical Data



Pin Assignments

Technical Data

4.4.2 Ethernet Interface

LAN and WAN interfaces of VPN Access 250 are both implemented using
Ethernet interfaces.

A RJ45 socket is used for connecting:

Figure 4-3: Ethernet 10/100Base-T interface (RJ45 socket)

The Ethernet interfaces (RJ45 socket) have the following pin assignment

Pin Function

1 TD +

TD -

RD +

Not used

Not used

RD -

Not used

(N[O B~ O] DN

Not used

Table 4-4: RJ45 socket for LAN und WAN connections

4.4.3 ISDN Basic Rate Interface

VPN Access 250 provides an ISDN S; interface, which can be used, e.g.,
for backup purposes.
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A RJ45 socket is used for connecting:

Figure 4-4: ISDN S, interface (RJ45 socket)

The ISDN interface (RJ45 socket) has the following pin assignment:

Pin Function

1 Not used

Not used

Send (+)

Receive (+)

Receive (-)

Send (-)

Not used

(N[O B~ WO|DN

Not used

Table 4-5: RJ45 socket for ISDN connection
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5 VPN Access 1000

5.1 Delivery Size

Your gateway is supplied with the following parts:

B Cable sets/power supply:
— ISDN cable (RJ 45, black) for ISDN connection
— Serial cable (gray)
— |EC AC power cord

Bintec Companion CD

Documentation:

— Quick Install Guide (printed)
— User Manual (on CD)

— Release Notes, if required

— Safety Instructions

5.2 General Product Features

The general product features cover performance features and the techni-
cal requirements for installation and operation of your gateway.

These features are outlined in the following table:

Feature Data

Product name VPN Access Gateway 1000
Dimensions/weight (B x H x D):

Dimensions without cables 433 mm x 43,5 mm x 273 mm
Weight approx. 3,5 kg

Transport weight (incl. documenta- | approx. 6 kg
tion, cabling, packaging)
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Memory 64 MB DRAM (SODIMM),
2 MB Flash-ROM,
16 MB Smart Media Flash Card

LEDs 11 (3x2 Ethernet, 1x2 ISDN, 3x Sta-
tus)

Power consumption of equipment | 40W max,
22W typical

Voltage supply Internal wide-range power supply
without fan,

85 to 264 VAC, 47 to 440 Hz,
max 1A (RMS) with 115 VAC,
18/36A with 115/230VAC

Ambient requirements:

Storage temperature -20° to +85°C
Ambient temperature 0to40°C
Relative humidity 20 to 90% non-condensing in opera-
tion
5 to 95% non-condensing in storage
Room classification Operate only in dry rooms
MTBF 100 000 hours

Available interfaces:

Serial interface V.24 Built-in, supports the following baud
rates: 1200, 2400, 4800, 9600, 19200,
38400, 57600, 115200 bauds

2x Ethernet IEEE 802.3 LAN Built-in (twisted-pair only),
10/100 Mbps, auto sensing, MDIX
ISDN-WAN S Built-in
Plugs used:
Serial interface 8-pole miniDIN
Ethernet interface RJ45
ISDN interface RJ45
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Feature Data

Data compression

STAC and MPPC

SAFERNET™ security Technol-
ogy

Community Passwords, PAP, CHAP,
MS-CHAP, Callback, Access Control
Lists, CLID, NAT, TAF, MPPE Encryp-
tion, VPN using PPTP or IPSec

Software includes

BRICKware for Windows
BRICKtools for Unix

Printed documentation included

Quick Install Guide

Documentation in PDF format

User Manual
BRICKware for Windows
Software Reference

Table 5-1: General product features

5.3 LEDs and Connections

All connections (excluding the power supply socket) and the LEDs are lo-
cated on the front of VPN Access 1000. The LEDs indicate states and ac-

tivity of the gateway.
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The front of VPN Access 1000 looks as follows:

ETH3 ETH2 Managemen!I

High Availability
Smart Media
Flash Card Serial Status
g] Console

ETH1 ISDN

1. Slot for inserting | 4. Serial interface
Smart Media | an SMFC Serial Console
Flash Card
2. 10/100 Mbps 5. Status LEDs
ETH1t0o3 Fast Ethernet Management

Interfaces with 2 | High Availability

LEDs each Status
3. ISDN/WAN Basic | 6. Reset switch
ISDN Rate Interface Reset

with 2 LEDs

Figure 5-1: Front view of VPN Access 1000

5.3.1 LEDs

In operational mode the LEDs display the following status information:

Status Information
ETH 1
red on Data traffic via the Ethernet interface.
green on The gateway is connected to a 10Base-T link.
flashing The gateway is connected to a 100Base-T
link.
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LED Status Information
ETH 2
red on Data traffic via the Ethernet interface.
green on The gateway is connected to a 10Base-T link.
flashing The gateway is connected to a 100Base-T
link.
ETH 3
red on Data traffic via the Ethernet interface.
green on The gateway is connected to a 10Base-T link.
flashing The gateway is connected to a 100Base-T
link.
ISDN
red on One ISDN B-channel is active.
flashing Both ISDN B-channel are active.
green flashing The ISDN D-channel is active.
Management | on A user is logged in to the system.
For Telnet and serial connection: on as long
as the user is logged in.
For HTML connection: on as long as the user
is logged in and the HTML session has not
timed out.
flashing For Telnet connection: Login attempt.
For SNMP connection: SNMP packet is
received.
HA flashing BRRP packets are received. The frequency of
flashing corresponds to the data rate.
Status on The gateway is booting.
flashing The gateway is running
Table 5-2: LED status display in operational mode
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54 Pin Assignments

5.4.1 Serial Interface

For connecting a console VPN Access 1000 provides a serial interface.
Baud rates between 1200 and 115200 are supported.

The connection is lead through as a MiniDIN socket:

®®®
® @6
® @

Figure 5-2: 8-pole MiniDIN socket
The pin assignment of the socket is as follows:
Pin Function

1 For future applications.

For future applications.

T

GND

R

NC

NC

(Nl B~ O|DN

NC

Table 5-3: Pin assignment of the serial socket
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5.4.2 Ethernet Interface

LAN and WAN interfaces of VPN Access 1000 are both implemented using
Ethernet interfaces.

A RJ45 socket is used for connecting:

Figure 5-3: Ethernet 10/100Base-T interface (RJ45 socket)

The Ethernet interfaces (RJ45 socket) have the following pin assignment:

Pin Function
1 TD +
D -
RD +

Not used

Not used

RD -

Not used

(N[O B~ O] DN

Not used

Table 5-4: RJ45 socket for LAN und WAN connections

5.4.3 ISDN Basic Rate Interface

VPN Access 1000 provides an ISDN S, interface, which can be used, e.g.,
for backup purposes.
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A RJ45 socket is used for connecting:

Figure 5-4: ISDN S, interface (RJ45 socket)

The ISDN interface (RJ45 socket) has the following pin assignment:

Pin Function

1 Not used

Not used

Send (+)

Receive (+)

Receive (-)

Send (-)

Not used

(N[O B~ WO|DN

Not used

Table 5-5: RJ45 socket for ISDN connection
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Declarations of Conformity

biniec)))

funkwerk
Declaration of Conformity

I hereby declare that the product

VPN Access 5

(Name of product, type or model, batch or serial number)

satisfies all the technical regulations applicable to the product within the scope of Council
Directive 1999/5/EC:

EN 55022:1998 Class B

EN 55024:1998

EN 61000-3-2:1995 + A1:1998 + A2:1998 + A14:2000

EN 61000-3-3:1995

EN 60950:1992 + A2:1993 + A1:1993 + A3:1995 + A4:1997 + A11:1997

TBR3 (Nov. 95), Clause 8, 9,10,11

TBR3 A1 (Dec. 1997)

(Title(s) of regulations, standards, etc.)

MANUFACTURER or AUTHORISED REPRESENTATIVE:
Address:
BinTec Access Networks GmbH

Siidwestpark 94
D-90449 Niirnberg

Germany

This declaration is issued under the sole responsibility of the manufacturer and, if applicable, his authorised representative.
Point of contact:
Andreas Rock, Phone: +49 180 300 9191 - 0, Fax: +49 180 300 9193 - 0

(Name, telephone and fax number)

Niinberg 2004-02-09 #73 e Kﬁ

(Place, date of issue) (Signature)
Torsten Urban

(Name and title in block letters)

BinTec Access Networks GmbH Telefon 01803009191 -0 Amtsgericht Nimberg il G
Ein Untemehmen der Funkwerk AG Telefax 0180 3009193-0 HRB 19931 ‘Thomas von Baross. Niimberg
Sidwestpark 94 eMail  info@bintec.de Ust-IdNr. DE 813633029 Torsten Urban BLZ 76040061
D-90449 Nimberg Internet www.bintec.de Stever-Nr. 241/122/51398 Hans-Ekkehard Domrose Konto 522 0587 00
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biniec)))

funkwerk
Declaration of Conformity

I hereby declare that the product

VPN Access 25

(Name of product, type or model, batch or serial number)

satisfies all the technical regulations applicable to the product within the scope of Council
Directive 1999/5/EC:

EN 55022:1998 Class B

EN 55024:1998

EN 61000-3-2:1995 + A1:1998 + A2:1998 + A14:2000

EN 61000-3-3:1995

EN 60950:1992 + A2:1993 + A1:1993 + A3:1995 + A4:1997 + A11:1997

TBR3 (Nov. 95), Clause 8, 9,10,11

TBR3 A1 (Dec. 1997)

(Title(s) of regulations, standards, etc.)

MANUFACTURER or AUTHORISED REPRESENTATIVE:
Address:

BinTec Access Networks GmbH

Siidwestpark 94

D-90449 Niirnberg

Germany

This declaration is issued under the sole responsibility of the f and, if appli his authorised rep
Point of contact:
Andreas Rdck, Phone: +49 180 300 9191 - 0, Fax: +49 180 300 9193 - 0

(Name, telephone and fax number)

Niinberg 2004-02-09 872 ff /ﬁ

(Place, date of issue) (Signature)

Torsten Urban

(Name and title in block letters)

BinTec Access Networks GmbH Telefon 0180 300 9191-0 Amtsgericht Nimberg Geschafsfihrer Commerzbank AG
Ein Untemehmen der Funkwerk AG Telefax 0180 300 9193-0 HRB 19931 ‘Thomas von Baross Niimberg

Siidweslpark 94

eMail  info@bintec.de Ust-ldNr. DE 813633029 Torsten Urban BLZ 76040061

D-90449 Niimberg Interet www.bintec.de Stever-Nr. 241/122/51398 Hans-Ekkehard Domrose Konto 522 0587 00
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bintec )))

funkwerk
Declaration of Conformity
| hereby declare that the product

VPN Access 250

(Name of product, type or model, batch or serial number)

satisfies all the technical regulations applicable to the product within the scope of Council
Directive 1999/5/EC:

EN 55022:1998 Class B

EN 55024:1998

EN 61000-3-2:1995 + A1:1998 + A2:1998 + A14:2000

EN 61000-3-3:1995

EN 60950:1992 + A2:1993 + A1:1993 + A3:1995 + A4:1997 + A11:1997

TBR3 (Nov. 95), Clause 8, 9,10,11

TBR3 A1 (Dec. 1997)

(Title(s) of regulations, standards, etc.)

MANUFACTURER or AUTHORISED REPRESENTATIVE:
Address:

BinTec Access Networks GmbH

Stidwestpark 94

D-90449 Niimberg

Germany

This declaration is issued under the sole responsibility of the manufacturer and, if i his

Point of contact:
Andreas Rock, Phone: +49 180 300 9191 - 0, Fax: +49 180 300 9193 - 0

(Name, telephone and fax number)

Niinberg 2004-02-09 #73 b Kﬁ

(Place, date of issue) (Signature)
Torsten Urban

(Name and title in block letters)

BinTec Access Networks GmbH Telefon 01803009191-0 Amisgericht Nirnberg Geschaftsfinrer Commerzbank AG
Ein Untemehmen der Funkwerk AG Telefax 01803009193 -0 HRB 19931 ‘Thomas von Baross. Niimberg
Siidwestpark 94 eMail  info@bintec.de Ust-IdNr. DE 813633029 Torsten Urban BLZ 76040061
D-90449 Niimberg Intemet www.bintec.de Steuer-Nr. 241/122/51398 Hans-Ekkehard Domrose Konto 522 05 87 00
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biniec)))

funkwerk
Declaration of Conformity

| hereby declare that the product

VPN Access 1000

(Name of product, type or model, batch or serial number)

satisfies all the technical regulations applicable to the product within the scope of Council
Directive 1999/5/EC:

EN 55022:1998 Class B

EN 55024:1998

EN 61000-3-2:1995 + A1:1998 + A2:1998 + A14:2000

EN 61000-3-3:1995

EN 60950:1992 + A2:1993 + A1:1993 + A3:1995 + A4:1997 + A11:1997

TBR3 (Nov. 95), Clause 8, 9,10,11

TBR3 A1 (Dec. 1997)

(Title(s) of regulations, standards, etc.)

MANUFACTURER or AUTHORISED REPRESENTATIVE:
Address:

BinTec Access Networks GmbH

Siidwestpark 94

D-90449 Niirnberg

Germany

This declaration is issued under the sole responsibility of the srer and, if appli his i p

Point of contact:
Andreas Rdck, Phone: +49 180 300 9191 - 0, Fax: +49 180 300 9193 - 0

(Name, telephone and fax number)

Niinberg 2004-02-09 #73 e [{ﬁ-

(Place, date of issue) (Signature)

Torsten Urban

(Name and title in block letters)

BinTec Access Networks GmbH Telefon 01803009191-0 Amtsgericht Nimberg Geschafsfuhrer Commerzbank AG
Ein Untemehmen der Funkwerk AG Telefax 0180300 9193-0 HRB 19931 ‘Thomas von Baross Niimberg
Sidwestpark 94 eMail  info@bintec.de Ust-IdNr. DE 813633029 Torsten Urban BLZ 760400 61
D-90449 Niimberg Internet www.bintec.de Steuer-Nr. 241/122/51398 Hans-Ekkehard Domrdse Konto 522 05 87 00
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