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Legal Notice

Warranty

This publication is subject to change.

Teldat, S.A. offers no warranty whatsoever for information contained in this manual.

Teldat, S.A. is not liable for any direct, indirect, collateral, consequential or any other damage connected to the deliv-
ery, supply or use of this manual.

2 Teldat HotSpot by WiFiGo



Table of Contents

Chapter 1 Introduction . . . . . . . ... 1
Chapter 2 Accessingtheplatform. . . . . . . ... 2
Chapter 3 Recovering the operatorpassword . . . . . . ... ... .. ... .. ... .. 3
Chapter 4 Menuoptions . . . . . . . . L 4
Chapter 5 Operatormenu . . . . . . . . . . e 5
Chapter 6 Alarms. . . . 6
Chapter 7 Monitor . . . . . 7
71 Organization . . . . . . . . . . . . L e 7
72 AP e e e e e 7
7.3 USers . . . . . . . e 8
74 SesSiONS . . . L. L L L L oo e 10
Chapter 8 Configuration . . . . . . . . . .. e 1

8.1 Portal: Style . . . . . . . . . . e 1
8.1.1 Background . . . . . . . L Lo e e e e 11

8.1.2 Columns. . . . . . L L e e 12
8.1.3 Widgets . . . . . . Lo e e 12
8.14 ACCESS . . . . . e 12
8.1.5 Social Networks . . . . . . . . L 13
8.2 Portal settings . . . . . . . . . L. oL oL 15
8.3 Network . . . . . . . . e e 17
8.4 Operators . . . . . . . L e e e e 18
8.5 Operator group . . . . . . . . 19
8.6 e 19
8.7 Register. . . . . . . . . 20
8.8 AP Group . . . . . . ..o 20
8.9 Userprofiles . . . . . . . . . . L e e 21
8.10 GuestUsers . . . . . . . . . 22
8.11 Promotionalcodes . . . . . . . . . . .o 22

Teldat HotSpot by WiFiGo i






Chapter 1 Introduction

Teldat HotSpot by WiFiGo Online is a user access management platform for network services that is generally used
in HotSpots to monitor guest access through a fully customizable Captive Web Portal supporting multiple social net-

works.

The Teldat HotSpot platform offers a service configuration tool (Teldat HotSpot by WiFiGo Cloud Management Tool)
through which our customers can customize their Captive Web Portals, generate reports, assign different profiles to
users and much more.
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Chapter 2 Accessing the platform

To access Teldat Hotspot by WiFiGo's Cloud Management Tool you should go to the web page ht-
tps:/iteldat.wifigo.es using your preferred web browser (optimized for Google Chrome) and login with your user cre-
dentials. If you don't have any, please contact your administrator. The default language will depend on your
browser's configuration.

Sign in to WiFiGO

Forgot your password?

@ 2017 WIFIGO - Contact

NETWORK SELECTION:

WiFIGO

TS

Once you are logged in, an option to select one of the previously created networks will appear. At least one network
must be enabled in order to gain access to the Teldat HotSpot by WiFiGo Cloud Management Tool.

Seleccion de cliente/red

SELECCION DE CLIENTE:

ap

Ventas

SELECCION DE RED:

O

Maletas

If the accessing operator belongs to a partner, the option to select a client and one of their networks is also presen-
ted.


https://teldat.wifigo.es
https://teldat.wifigo.es

Chapter 3 Recovering the operator password

If you have forgotten your password and cannot access the Cloud Management Tool, you can recover it by entering
the email address you use when accessing the platform in the Forgot your password? form:

Sign in to WiFiGO

If you have forgotten your password, you can request to reset. When you
enter your registered email, you will be sent instructions on how to reset
your password.

Username

Teldat HotSpot by WiFiGo &!



Chapter 4 Menu options

Once you have selected the network, or the client/network if you are partner, you gain access to the main menu.
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Chapter 5 Operator menu

T

sign out ©

In the upper right corner of the window you can find the operator menu. Here you can log out, change your login
password, your preferred interface language, and select other Cloud Management Tool options.

Operator
soporte ArcalT
& Password
Password
New Password

Confirm Password

You may also change the Cloud Management Tool language for the current operator on the Language menu.

Operator
soporte ArcalT

Select language:

>

Spanish

To access the API, you need a token that can be generated on this menu. You need also to activate APl access at
the Organization configuration menu.

soporte ArcalT

API Token




Chapter 6 Alarms

If an alarm goes off (for example, due to a contract breach caused by a lack of li-
censes), an alarm icon will appear next to the operator menu icon in the Cloud

Management Tool. If you click on the alarm icon, you will be redirected to the page
that explains why the alarm was triggered.
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Chapter 7 Monitor

Groups all monitoring options on the Cloud Management Tool. You cannot change any system parameters from the
submenu that appears in the drop-down list.

7.1 Organization

Displays the status of the contract associated to the network you are managing, the number of licensed devices
available, and any new licenses that may be activated.

Organizacién Resumen del contrato

=IEEEE Identificador
Modo:
Aps activos/Aps licenciados

Alarmas

@ El contrato asociado a esta red esta a punto de suspenderse. Revise el estado del contrato y contacte con comercial@arcait es

Activar licencia

Introduzca el cédigo

Additionally, useful information on access points configuration is shown. You can download this information as a
C8V file.

Organizacion Configuracién puntos de acceso

as
Servidor AAA 1: aaal1.wifigo.es

Servidor AAA 2: aaal0.wifigo.es

Contrasefia: W8IcY2Aa3a2zfts4jCafQJQIPEOr2skkfoma4

Puerto auth: 1812

Puerto acct: 1813

Url del portal cautivo: https://portal.wifigo.es/src/splash_page.php?ssid=NombreSSID&

& configuracion AP

Cambie el NombreSSID por el gue corresponda en cada caso

Resumen Walled Garden

IP principal: portal. wifigo.es

Red social: facebook
IP: 66.220.144.0/20
IP: 69.171.224.0/19

72 AP

Lists the access points associated to the currently selected network.

7 Monitor
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. Show 10 % entries Search:
AP Monitor
Status Last connection v Signal v Name Serial number Users
Group Selection:
Li] Unknown / Desconocido N/D H2_Pruebas 882/000135 0

All

Showing page 1to 1 of 1 entries

You can filter APs that belong to a certain group of APs (APGroup) using the selector on the left of the page. In addi-
tion, the search field found at the top of the table allows you to filter by name and serial number. Clicking on the
name of each column allows you to sort the table according to the selected column.

You can also download a CSV file with the information displayed, or print it using the buttons at the left of the page.

There is a link on the AP name that could be used to get more details about that AP status.

7.3 Users

Shows the list of users based on the criteria selected using the left options. It displays the total data consumed by the
user, the number of sessions, the user's last connection and the total connection time.

You can also find out which social network the user chose to access the service. The information shown depends on
the data stored for that user (i.e., what has been shared on the social network, the information said person gave to
the WiFiGo portal when self-registering, or any other data that was administratively added).

Show 10 # entries Search:
i User @ mB ®wmB Sessions Last session - Total time
v daniel.ramos@arcait.es 0.76 5.29 & 2017-08-07 10:35:26 02:06:06
2017-07-23
~ brouchxiii@gmail.com 6.7 72.61 5 2017-08-07 10:34:12 01:16:31
v @BrouchXlii 0.24 2.49 1 2017-08-07 10:33:16 00:00:19
v 88E87FD9739B 0.49 2.81 1 2017-08-07 08:00:24 00:01:07
Group Selection:
Showing page 1 to 4 of 4 entries
7]

Access Point:

Select AP

There is a link on the user name that you can use to access user details, personal information, sessions, and statist-
ics on usage.
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Tiempo Total
00:06:25 ©

Prom.Descarga
Usuario

Desde: A Nombre: Daniel
() Apellidos: Ramos Gutierrez
2017-06-26
Sexo:
Hasta:
2017-07-04 f Nombre: Daniel
Apellidos: Ramas
Web
Numero de Datos
Sesiones Consumidos
28 22MB@IIME®
Top dia de la Top hora del dia
Semana
_ 11:00©@
Martes @@

22MB@

¢ Social Networks: Social networks used to connect to the network.

* Number of sessions: Sessions established in a given period.

¢ Data transfer: Total data transferred Tx/Rx.
¢ Time: Total duration of sessions.
* Top location: The access point preferred by the user.

* # Days: Total days with at least one session.

Pais: Espafia

Fecha de nacimiento: 1986-08-10

Email daniel ramos@arcait.es

Localizacién: Espafia

Pais: Espafia

Email: daniel.ramos@arcait.es

Ubicacién Popular
H2_PRUEBAS @

Top Acceso

facebook £

* Top day of week: Day of the week in which the user establishes more sessions.

e Top hour of day: Hour of day in which the user establishes more sessions.

* User average download: User's daily download average.

* Top access: Most commonly used social network (WiFiGo, Facebook, etc.).

¢ Usual device: Preferred device, showing the device MAC vendor.

You will also see information on the user's sessions, as well as the access code entered to access the network (if
any).

. Sessions
Usuario e ]

Dias conectado

10

Dispositivo
habitual

Apple,Inc. @

AP Login v Logout Session Time Download Upload
From:
H2_PRUEBAS 2017-08-2213:10:47 2017-08-22 13:35:40 00:25:16 5.20
00:05:50 407.08

HZ_PRUEBAS 2017-08-22 11:01:30 2017-08-22 11:07:14
Ta:

Sessions by day

Sessions
n

up |

22-Aug

Statistical information in graph form about the user's sessions contains:

¢ Daily sessions.
e Data average per day.

* Session time average per day.

7 Monitor



7 Monitor

Sessions by day
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Displays detailed information about the user’s sessions. This information is sent from the access points to the tool,
thus becoming the system's main source of information.

The menu to the left allows the user to specify the period, AP group and the AP used to establish these sessions.
Using the “Search” filter (upper right corner), filtering by name of user or access point is also possible.

Sessions

From:

2017-07-23
To:

Group Selection:

a.csv

Show 10 + entries Search:

User Code Social Net Login - Disconnected Session Time ®wme ®wme Access Paint
daniel.ramos@arcait.es N/D f 2017-08-22 13:10:41 2017-08-22 13:35:40 00:25:16 0.55 52 H2_PRUEBAS
danielrmgt@gmail.com N/D in 2017-08-2212:13:08 2017-08-221225:22 00:12:24 0.16 0.83 H2_PRUEBAS
danielrmgt@gmail.com N/D in 2017-08-2211:43:31 2017-08-2212:01:12 00:17:54 4.22 27 HZ_PRUEBAS
daniel.ramos@arcait.es N/D f 2017-08-2211:01:30 2017-08-2211:07:14 00:05:50 465 407.08 H2_PRUEBAS

FOO3BC4F9217 N/D @ 2017-08-2210:57:31 2017-08-2211:00112 00:02:44 121 51.91 HZ_PRUEBAS
1381891695450806 N/D f 2017-08-2210:57:01 2017-08-2210:57:24 00:00:26 0.8 2.66 H2_PRUEBAS
1381891695450806 N/D f 2017-08-2210:55:55 2017-08-22 10:56:53 00:01:02 0.34 285 H2_PRUEBAS
1381891695450806 N/D f 2017-08-22 10:54:22 2017-08-22 10:55:14 00:00:54 0.15 3.2 H2_PRUEBAS
1381891695450806 N/D f 2017-08-2210:51:17 2017-08-22 10:52:44 00:01:30 0.09 0.74 HZ_PRUEBAS
1381891695450806 N/D f 2017-08-2210:49:40 2017-08-22 10:49:50 00:00012 0.08 1.09 HZ_PRUEBAS
Showing page 1 to 10 of 14 entries n 2 Next—
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8 Configuration

Chapter 8 Configuration

Groups all the configuration options available on the system.

8.1 Portal: Style

Configures the style of the Captive Web Portal (i.e. what will be shown to users that access the network with
WIiFiGo).

There are five options available:
- Background

- Columns

- Widgets

- Access

- Social

8.1.1 Background

First, you need to specify the portal background. The attach button allows you to select a 5MB image in jpg, png
format and upload it as background. Once done, the image size can be adjusted to different window formats.

Cancel changes
-

@ Upload

% Retouch k4

To adjust the image size for a mobile window, select the mobile view using the mobile icon in the device simulator.
s

@® Upload

Loading an image as Company Logo is also possible by clicking on "Select", right under "Logo".

Edite los siguientes pardmetros:

Seleccione el porcentaje que debera ocupar la imagen de ancho:

80 % o+



8.1.2 Columns

Defines up to three columns, in PC screens, to help organize the different portal web page elements. When using a
mobile screen, only one column can be created. If there more columns are defined, the elements will be arranged in
one column (from left to right).

Default B

f ¥ in @

Accede con WiFiGO

8.1.3 Widgets

Define web elements that allow users to perform a function or show relevant information. The following widgets are
currently available:

- Add an advertising image

- Add an empty image shown as a spacer between the rest of the elements
- Add a text box to the portal

- Add a YouTube video to the portal

- Add a Twitter profile timeline to the portal

8.1.4 Access

Allows you to configure the style of the social network and access buttons:

¢ Classic:

Accede con WIFiGO

e Standard:

@ Accede con WiFiGO

f facebook

in linkedin

¢ Boxes:

@ f in

e Circles:

12 Teldat HotSpot by WiFiGo
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Accede con WIiFiGO

¢ Diamond:

8.1.5 Social Networks

Choosing the Social Networks available in the Captive Web Portal is possible. At least one must be enabled. Config-
uring WiFiGo and Facebook attributes is possible through the social network icon.

Walled-Garden

To access Teldat's HotSpot through social networks, IPs that are external to WiFiGO are used. For this to work, sev-
eral addresses in Teldat's Walled-Garden must be allowed.

We must consider that, when activating access through Google, the automatic login message of Android systems is
disabled. In addition, Apple computers cannot be accessed through the native lightweight browser or CNA.

Teldat HotSpot by WiFiGo 13




8 Configuration

WiFiGo Social Network settings

Using the WiFiGo option, access can be personalized:

* Without credentials: In this case, the user gains direct access by pressing the "Start" button, after a MAC address
registration.

Enabling the Promo code: The user is forced to enter a promotional code to get access. These codes, that can be
a password to access the service, are usually delivered with purchase tickets in retail stores.

¢ With credentials: In this case, the user must register providing certain information depending on the type of record
listed below:

Auto registration without verification : The user must provide an email and a password. You can also add fields to
the form that you want checked. The email will not be verified.

Auto registration with Verification: The user must provide a valid phone number where access credentials will be
sent via SMS. You can also add fields to the form that you want checked. This option requires previous SMS Gate-
way configuration in the Cloud Management Tool.

Enabling the Promo code: Improves the user experience through the use of promotional codes.

WiFiGO

Setting access options

Options ©

Credentials «

Enable promotional code ©

Autoregistro @

No Verififcation =

Self-registration form @

Mail Phone Name Surnames
) & ]
City Country Gender Age

] ) ) )

In the next tab, a tuning for the WiFiGO button allows you to change the style, color and background.

Teldat, S.A.



8 Configuration

Setting WiFiGO button

Teldat, S.A.

Set color for the wifigo access button.

#ffbc5e

Upload an icon for your wifigo access button. It is recommended that it be with transparent background.

ESearch... n

Enter a network name:

Wifigo

Facebook Social Network settings
Through this option, you can configure which plugins will be available once the user logs in with Facebook.
A Facebook Web page can be set to collect likes and another to be shared by users.

In the “Like” plugin, you must specify a Facebook page. If you don’t specify any page, the plugin will not be shown.

Like Share
Facebook page URL © Share URL ©
Preview Enabled social options ]

Facebook @
190246556 MogyuSg Reload preview

- P " 7 £
K7 Me gusta esta pagina A Compartir
L L > \

L

"

A 19 amigos les gusta esto.
EEERER PN
i | T

3,4 millones de
El Compartir

8.2 Portal settings

Configures some general settings (like User profile assignment rules or the terms of use of the service).



8 Configuration

Portal Cancel changes

Group Selection:

User Profile

Default .

Setting post-access user profile

Select SSID

Select default user profile (Landing Page) @

ARRA PRUEBASCOUNTER (N/A)

-

Add rules to your portal (press +): @

+ Name Landing Page uP

When configuring user access, assignment will be carried out following a set of rules.

You can set the rules that make up the user profile, to be later assigned to users. If none of these rules fits a user, a
default user profile will be created.

* Profiles based on rules that meet the highest number of requirements are created first.

¢ If some rules meet the same number of requirements, the profile will be associated with the first rule created.

portal

Seleccién de Grupo: P
Perfiles de usuario
.
Configuracion de user profile tras acceso

Seleccione SSID

Seleccione un perfil de usuario por defecto (Landing Page) @
AAA (www.wifigo.es) v
Afada reglas a su portal (pulse +): ©&

+ Nombre Landing Page UP Asignado

=
o

= a www.wifigo.es AA,

These rules have different types of requirements to meet per setting.

Creacion/Edicion reglas

Nombre de regla

Seleccione un perfil de usuario por defecto (Landing Page)

Seleccione un perfil de usuario v

Filtros
Edad, Pais v
Edad
b Mayor / Igual v
Género
Idioma
Sistema Operativo None selected ~

Tipo de Acceso

In the Terms tab, we can include our portal's conditions of use by filling the text box.

Teldat, S.A.
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8 Configuration

porta

Seleccién de Grupo:

Configuracion de términos y condiciones

Seleccione SSID

éIncluir casilla para aceptar los terminos y condiciones? .
Default v

LT [ == =T~ [ -
E ia con

ndiciones.Normalmente si hace "cop

aqui la informacion que desea p

ra que aparezca en sus termin

8.3 Network

A Network is a logical grouping of access points on which management rights can be delegated to operators. Every
time an operator logs on to the platform, he must select the network he wants to work on.

This menu option lists all the Organization Networks or creates new ones.

Show 10 & entries Search:
Name - Contract Create Date APs Options
WIFiGO 20170726120758 0000-00-00 00:00:00 4 -3 b

Showing page 1 to 1 of 1 entries

Currently, you can only change the network's name.

Network Edit Network

Net Name

WIFiGO

All the newly created networks will be associated to the Network contract shown in the first line. Multiple groups of
access points can be added to a network. By default, every time you create a new network, WiFiGo creates a Default
AP Group and one SSID for the AP Group. Here, you must configure the name of that SSID. It could be changed
later in AP Group configuration.

Network Create Network

Contract

20170726120758

Net Name

SSID Name

To block, in Wi-Fi networks, certain devices that belong to a given network we must enter their MAC addresses in the
black list option.



8 Configuration

MAC black List - L

Entities can be added or deleted by means of the - + buttons. To eliminate an intermediate entry, leave the box
blank.

8.4 Operators

Operators are people that can access the Cloud Management Tool and manage the Organization networks.

There are two types of operator:

* Partner Operators: These operators have access to more than one Organization.
* Organization Operators: These operators have access to one or more networks belonging to the same Organiza-
tion.

The operator's email address is always his user name when it comes to accessing the Cloud Management Tool. As a
result, WiFiGo does not allow for e-mail addresses to be repeated.

This menu can only be used to create Organization operators. Partner Operators are always created by WiFiGo sup-
port.

Organization operators can have access to one or several networks, and to some or all the menu options. Here, it is
possible to list all the Operators that have been created and have access to the current network.

Operators Show 10 4 entries Search:
Name Email Phone Language Opciones
Operator Wifigo operator@wifigo.es 0 ES - I
Daniel Ramos drguti1 6@gmail.com 11 ES o %

Showing page 1 to 2 of 2 entries

Operators can also be edited or deleted.

Operators Edit

Email

operator@wifigo.es

Name

Operator

Last Name

wifigo

Phone

0

Language

<>

Spanish

To create new operators, keep in mind that the email must be unique in the system. If you try to add an operator with
an email address already in use you will receive an error message.

Teldat, S.A.
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Operators Create

Email
Name
Last Name
Phone

Language

ar

Spanish
Operator Group

AdminWiFiGO

ar

Whenever an operator is created, an email is sent to the email specified with a link to the Cloud Management Tool

and the credentials generated. The language selected will be the one that appears in the Cloud Management Tool

for the operator. You must associate the user to one Operator Group. The operators can change their password us-
ing the Operator Menu described earlier.

8.5 Operator group

Operators can be grouped to implement role-based access control. In this menu, you can edit and create new
groups. You can also define which menu options are available to each group of operators.

Edit G
Operator Group bt

& Edit Groups

Select Operator Group

Name

Select operators to assign to group (email)

Select permissions to associate to group (type)

Here, you can create, delete and edit new operator groups, as well as assign operators and permissions to groups
that were previously created.

8.6 AP

Lists existing Access Points or registers new ones.

8 Configuration
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= @wifigo i

SPartner ~ = Administrators ~

Show 10 : entries Search:

AP

Group Selection:

SN Name MAC Vendor Model Radio Options

o

214B599000555 Whitebear01 14CC20ECTBE4 TPLink AC1200 o

Showing page 1to 1 of 1 entries

The List shows all the access points that exist in the network, displaying some attributes and the Radio status. Ac-
cess Points can be configured or removed from the network.

Modifying some access point parameters is possible. Right now, you can only change the AP name or move the AP
to a new Group. If you want to modify these parameters, click on the configure icon to the right.

AP Modify =
DemoMK
DemOM K Group Selection:
Default g
Radio status

8.7 Register

Every time you need to add a new Access Point you must associate it to the corresponding network. All the fields are
mandatory, except for "Location" and "Model".

AP

Group Selection: SIN Name Vendar Madel AP Group 1 ocation

i v v

8.8 AP Group

Navigating through the settings menu # AP Group you can list, create, modify AP Groups and their features (this op-
tion might be disabled depending on the manufacturer).

Mostrar 10 v registros

Grupo AP

Listar APs Noembre grupo Nimero de APs User Profile active Modificar

= Listar Grupos

o+ Default 12 N/D o

Mostrando del 1 al 1 de untotal de 1

Once an AP Group has been created, you'll be able to assign access points to it. You must define an SSID to be
able to configure the "Portal" tab.

You can modify the AP groups and apply User Profiles to them, as well as change the SSID features.

You can also schedule time for the captive portal under the Schedules tab. Select the group's SSID and two options
appear: to choose between 2 predefined schedules or to create a new one.

Teldat, S.A.
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Grupo AP Seleccién de Grupo:  TRLink M

Horarios

Seleccién de SSID:
WGTP6 M
Esquemas de horarios:

Dias laborales v

Estado Dfa Desde: Hasta:

= Lunes 09:00 21:00
=3 Martes 09:00 21:00
=a Miercoles 09:00 21:00
=2 Jueves 00:00 21:00
= Viemes 09:00 21:00

Sabado 09:00 21:00

Domingo 09:00 21:00

8.9 User profiles

User connection behavior can be customized every time a user connects to the network. This can be done via the
User Profiles, which you can configure here and make available to the entire network.

Show 10 + entries Search:
User Profiles
Policy - Landing Page Options
i List
DEFAULT_UP www.wifigo.es - I 4
LANDINGPAGE www.turguanabo.com & x

You can also customize, delete or create new user profiles in this screen.

When you are creating new user profiles, it is important to define the Landing Page. This is the website to which
users are redirected when they connect to the network. Some other attributes are also useful when it comes to cus-
tomizing the user's experience.

Settings
User Profile name Tiempo de inactividad

DEFAULT_UP 5 Minutes =
Landing Page Tiempo de reautenticacién

www.wifigo.es 1 Hour A
Concurrent sessions Filter ID

1 :
All Data usage Period Custom Vendor Attributes

Unlimited v None v Attribute Value +
All Session time Period

Select option ¥

Unlimited = None -

Expiration date

User profile attributes:

¢ Name: Descriptive name for a user profile.
* Landing page: Website to which users are redirected when they connect to the network.

¢ Concurrent sessions: Maximum number of simultaneous sessions with the same user name.

8 Configuration
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* All data usage: Total data transmission limit for the period. User access is rejected once this limit is reached.
* All session time: Total session time limit for the period. User access is rejected once this limit is reached.

* Expiration date: Expiration date of the account.

* Idle timeout: Idle time after which the user is disconnected.

* Session timeout: Time after which the user is disconnected.

* Filter ID: A radius attribute that could be sent to the Access Point to apply a specific filter.

¢ Custom vendor attributes: Custom vendor specific attributes that could be sent to the Access Point on radius ac-
cess-accept messages.

8.10 Guest Users

There are different kinds of users on WiFiGo.

* WiFiGo Local Users: Users that can be created manually, through the API, or via the user registration portal. In
these cases, the credentials are locally stored using WiFiGo's infrastructure.

¢ Social Network Users: Users that have used their account in any of the social networks accepted by Teldat Hot-
Spot.

A list of the tool's registered users appears. User settings can be configured or deleted.

Show 10  entries Search: prueba
Username Name Surname Creation date v Social Net Options
jose.lorenze@pruebas.es Joze Lorenze Moreno 2017-06-1612:10:29 -~ L2 )
sergio.ibanez@prueba.es Sergio Prueba 2017-06-1511:59:16 ﬁ - i
sergio@prueba.es Sergio Ibanez 2017-05-16 12:58:07 - - i)
usuariocwp@cwp.es CWP Pruebas 2017-04-12 09:55:41 @ & i
daniel.ramos@pruebas.es Daniel Ramos 2017-03-28 16:48:06 @ o @

Setting the user profile and other attributes is possible via the user configuration settings.

General information User Profile
Username / Email jose.lorenzo@pruebas. User Profile
Mobile phone No Profile :
34123456789 Concurrent sessions Total session time
Password
® All Data usage Expiration time
Name
Joze Idle timeout Filter ID
Surname
Lorenzo Moreno Session timeout Landing Page
City
Country
Birthdate

Gender
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8.11 Promotional codes

Promotional codes can be used to get better connection experience. They are grouped on Vouchers.

Show 10 4 entries

Voucher Name

User Profile

Expiration date

8 Configuration

Search:

Options

CWP_6

PRUEBASCOUNTER

N/D

¢ @ e

Showing page 1 to 1 of 1 entries (filtered from 2 total records)

The codes belonging to a specific Voucher can be listed or exported to a file by clicking on the icon to the right. In
this list, you can see if the code has been used or not and whether it has expired.

CWP_6

Show 10 + entries Search:

Code Username Assigned Date Start Date End
B6296 FOO38BC4F9217 2017-07-03 10:27:57 2017-07-03 10:27:57 N/D
97880 sergio.ibanez@arcait.es 2017-06-15 11:39:51 2017-06-15 11:39:51 N/D
46976 sergio.ibanez@arcait.es 2017-06-15 11:32:07 2017-06-15 11:32:07 N/D
37563 4CTA03E3AEDS 2017-06-15 09:33:46 2017-06-15 09:33:46 N/D
00382 BBEBYFD9739B 2017-06-15 09:32:19 2017-06-15 09:32:19 N/D
03784 FOO38C4F9217 2017-06-15 09:30:35 2017-06-15 09:30:35 N/D
B1090 34650860455 2017-06-13 15:29:53 2017-06-13 15:29:53 N/D
92930 sergio@prueba.es 2017-05-30 09:56:51 2017-05-30 09:56:51 N/D
96299 001E653AEB48 2017-04-19 09:39:54 2017-04-19 09:39:54 N/D
B2358 78D6FDEDSCOS 2017-04-19 09:29:32 2017-04-19 09:29:32 N/D

Showing page 1 to 10 of 25 entries (filtered from 75 total records)

n 2 3 Next—

To create a group of promotional codes, you must create a Voucher and specify the following parameters:

* Voucher Name.

¢ Number of codes.

» Shelf life: length of time during which the codes remain usable, fit for consumption, or can be sold.
* Expiration date: Date in which all the codes in the set expire.

¢ Code size: Number of characters in the code.

¢ Price: The code's price.

* Prefix: Fixed characters at the start of random codes.

* Characters allowed: Characters that can be used in code generation.
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Characters allowed
Numeric digits (0-9)
Uppercase letters (A-Z)

Lowercase letters (a-z) )

8.11.1 Task

Settings Perfil de usuario
Voucher Name User Profile
PRUEBASCOUNTER ¥
Number of codes Concurrent sessions Total session time
1
Shelf-life All Data usage Expiration time
Unlimited B
Expiration date Idle timeout Filter ID
Code size Session timeout Landing Page
5
Price
0,00
Prefix

Creating a scheduled task for each voucher is possible. Codes can be generated automatically every day, week or
month. These codes will have the same characteristics as those created in the voucher chosen.

Cddigos Tareas Export
= Listar Selecciona Voucher v Selecciona Voucher
=+ Crea Calendario
© Tareas Diario N
Hora
0

Once the codes have been created, they can be sent to a server (previously created in the Config tab> Servers) or to

an email account. When new codes are created, the previous ones are eliminated.

8.12 SMS Gateways

Activates the sending of SMS from WiFiGO or from the Twilio customer account.

SMS Gateway Provider . Activation date Configure

Enabled

B List wifigo 2017-06:06 15:21:12 &

# Configure

twilio 2017-06-06 15:21:59 o

If we choose the WiFiGO SMS Gateway, we need to ask WiFiGo's commercial department for an activation code.

If you wish to use your own Gateway, you must have a Twilio account and configure the gateway parameters on the

following window.
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SMS Gateway Select provider
Twilio .
i List
/ Configure Configure Twilio
idTwilio
B
tokenTwilio
A
numberTwilio

D

¢ idTwilio
o tokenTwilio

* numberTwilio

8.13 Servers

FTP servers can be configured to send codes, reports (next versions), etc.

Servidores FTP
B Erp Servidor
Server_03 v
Nombre
Server_03
IP / Hostname
101.10.1.1
Usuario
usuario
Password

contrasenia

Once the server is created, we must associate each menu option to a scheduled task (for example, access code
generation).

8.14 Organization

Configures options that apply to all client networks.

8.14.1 API

A RESTful Application Programming Interface (APIl) has been created so that customer applications are integrated
more easily. AP| access can be enabled here.

8 Configuration
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Organization APl access
<> API Enable access to the WiFiGO API for this client .

# Branding After enabling the AP here, go to "My account” to generate an APl token.
«* Bre g

8.14.2 Appearance

You can also change the image shown in the upper-left corner of the Cloud Management Tool.

To add a new image, click on ‘Attach a File” (jpg, png formats allowed) and then on “Upload the picture’ If you want
to restore the WiFiGo default image, click on “Delete picture”

Organization Branding

A\

® Upload picture

= Delete picture
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Chapter 9 Reports

9.1 Analytics

Displays the different statistics related to the AP. These can be filtered by date, AP Group and AP. The statistics col-
lected in the past month are shown by default.

As you can see in the screenshot, the following summarized data is shown:

Statistics AP Group: All From 2017-01-01 To 2017-09-04
From: Daily users Total users Total sessions Daily sessions Data transfer
2017-01-01 ol 304 128 &+ & s4c8@®
To: 3368@
Group Selection: Loyalty Top 0S Top Day Top Hour User average download
17C Android [ Monday & 11000 213ME@

A olnt:

Top 10 AP Usage

Select AP
# AP Download v Users Sessions
e | Py o0 m =

7 Bintec-Oficina 11.9MB 1 1

Users per day: Average of unique users connected per day.

Total users: Total number of registered users.

Total Sessions: Total number of sessions.

Sessions per day: Average daily sessions.

e Data consumed: Data consumed by the total number of APs.

Loyalty: Number of users that, over the period set, have reconnected 2 or more days.
* Top Operating Systems : Operating system most commonly used by registered users.

* Top Day of the week: Day of the week when more users are connected.

Top hour of the day: Time of day when more users are connected.

Average User Download: Average data downloaded by all users who have connected at some point.

The following figure shows APs ordered by the amount of data consumed and the number of open sessions.

# AP Download v \Users Sessions

1 H2_PRUEBAS 1.3 GB 10 26

As you can see in the screenshot, the following summarized data is shown:

¢ Users per hour: Number of users connected per hour.

9 Reports
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Users by hour

16

12

* Users per day of the week: Number of users connected per day of the week.

Usuarios por dia de la semana

Lunes Martes Viermnes

* Users by date: Number of users per day according to the date selected.

0
0
o=
@
]
e

26-Jun 27-Jun 30-Jun 03-Jul 04-Jul

* Average consumption per user: Average consumption of a user per day (out of the total connection period).
¢ Connection time average: Average time logged users spend connected per day.
* Per User Social Network: Type of access activated from Portal.

¢ Users by gender: When accessing through a social network or WiFiGO, this information is required.
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Data average by user (MBytes)

Session time average by user

= Download Upload
10,000 160
7,500 g 10
2
2 so0m E 8
2,500 =40
0 —— — — 0
. F ot a® e Ll ; ST U A U s
R A S Al S e o @ e @ 1 g

Social Media Gender
Wifigo-libre @ Female
@ Facebook ® Male
& Instagram

@ Linkedin

I‘v o v,

¢ Top devices by OS: The device's OS is detected by the access portal.
* Top devices by manufacturer: The device's MAC OUI is detected by the access portal.
* Top users by language: Number of users connected per language configured on the device.

* Top user by countries: Number of users connected per country configured on the device.

TopOS b

Top manuf;

Operating System Manufacture

Android ® AzureWave. ..
i0S(iPhone) \ ® Apple, Inc.

@ Windows 10 A BQ
Windows 7 40.9% @ Intel Corpor...

® Windows 8.1 @ Xiaomi Com...

@ SAMSUNG...
1zV

by users

Language

@ Catalan, @ Andorra
Valencian @ Colombia

® German \‘» Spain
Spanish, @ United King...
Castilian

y @ ltaly
@ italian @ Latincamerica
@ Mexico

* Total usage: Data consumption of all APs on the AP Group or Network.

9 Reports
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Chapter 10 Partner

If you have a Partner operator, you will be able to see a tab with the following sections.

10.1 Create POC

This option is only available for partner accounts. They can create a Proof of Concept (POC), which involves gener-
ating a new Organization and Contract with a test network (or a test Contract within an existing Organization).

POC Create POC
+ Create Select client

New

>

Client Name

Contact Name

Contact Email

Network Name

SSID Name

Once the POC is created, you should change the active network to the recently created network, go to the "Operator
Menu" and create operators that have access to the POC.

10 Partner
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