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PABX and PC

You do not re qui re an ad di tio nal ISDN card in your PC. The PABX is equip ped with an in te gra ted USB port for con -
nec ti on to the PC. You can then set up an In ter net con nec ti on via the PABX sys tem from your PC (de tails gi ven on
Page 3). 

An IP ad dress ran ge is re qui red for pro per ope ra ti on of your PABX sys tem (see Page 7). This could re sult in con flicts
when ope ra ting the PABX in par al lel with an ad di tio nal IP net work (for ex am ple, with DSL rou ters). You must the re -
fo re en su re that the IP ad dress ran ges do not over lap, as this would im pair pro per functio ning wit hin the net work
and of the PABX sys tem. Make any ne ces sa ry chan ges to PABX sys tem IP ad dres ses, or to the exi sting net work. For
ex am ple, chan ge the de fault IP ad dress for the PABX sys tem from 192.168.1.250 to 192.168.2.250.

Note
If the re is a de di ca ted fi re wall in stal led in your PC, the In ter net ac cess for the PABX sys tem IP ad dress must be en ab -
led in the fi re wall con fi gu ra ti on ( see Page 7).

Af ter you in stall the pro grams and dri ves con tai ned on the CD supp lied with the sys tem, va ri ous functions are pro vi -
ded by the PC and the PABX via the USB port. You can then:

· con fi gu re your PABX via the USB port

· se ar ching for and con fi gu re your sys tem te le pho nes

· re gis ter and edit call data on the PC.

· edit the pho ne di rec to ry.

· Load new sys tem soft wa re into the PABX.

· surf the In ter net.

· send and re cei ve data in the Eu ro fi le for mat (re qui res add-on soft wa re).

· send and re cei ve fax mes sa ges (group 3 and 4) (re qui res add-on soft wa re).

· crea te mail box links (an ad di tio nal pro gram is re qui red for this).

· Ma king pho ne calls using your PC (re qui res add-on soft wa re).

· im ple ment an ans we ring ma chi ne via your PC (re qui res add-on soft wa re).

WIN-Tools, WIN-Tool Launcher

Telephone Directory Manager

Using this pro gram you can read out the te le pho ne di rec to ry for your PABX sys tem and add or de le te en tries.

Charge data logging

You can use the pro gram for log ging con nec ti on data for rea ding out or clea ring call data re cords sto red in the PABX
and user-spe ci fic coun ters. The call data re cords that are read out can be eva lua ted using va ri ous sor ting and fil te ring
functions, or ex port ed for pro ces sing in ot her pro grams. 
For ex am ple: Sor ting functions al low you to com pi le data re cords ac cor ding to in ter nal users, pro ject num bers or
num bers that are di aled/trans fer red. The fil te ring functions can be used to dis play data re cords con tai ning in di vi du -
al pro per ties. You can set the se fil te ring functions to fit your spe ci fic needs.

PABX and PC WIN-Tools, WIN-Tool Launcher
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Download Manager

Using this pro gram you can load new sys tem soft wa re via your PC into the PABX. This is pos si ble using the in te gra -
ted USB port of your PABX. If an ISDN card is al rea dy in stal led in your PC you can also up da te the sys tem soft wa re via 
the in ter nal ISDN con nec ti on of the PABX. Sys tem soft wa re is pro vi ded in the di rec to ry »Firm wa re« on the CD supp -
lied with the sys tem. The cur rent sys tem soft wa re is avai la ble for downloa ding on the In ter net at »www.bin tec-el -
meg.com«.

Configuration TAPI

Using TAPI Con fi gu ra ti on you can adapt the TAPI dri ver for a pro gram that uses that dri ver. You can also check
which MSN is as sig ned to which ter mi nal de vi ce, de fi ne new line na mes and can set the dia ling pa ra me ters. 
First con fi gu re the PABX. Then, you must con fi gu re the TAPI in ter fa ce. In the »WIN-Tool Laun cher« use the pro -
gram »TAPI Con fi gu ra ti on«.

If you have con duc ted in stal la ti on up to this point you must now also up da te the TAPI dri ver as fol lows: Click on the
icon »TAPI Con fi gu ra ti on« and then in the di alog screen »TA PI Con fig« click »Con fi gu re TAPI«. This pro gram crea -
tes a link to the PABX sys tem. The sub scri bers are dis play ed when this link has been set up. You can can cel this dis -
play by cli cking the but ton »OK«. The TAPI con fi gu ra ti on has then been up da ted.

Note
If you wish to make a call whi le in a TAPI con fi gu ra ti on, you must al ways first dial the line ac cess di git (0) be fo re dia -
ling an ex ter nal pho ne num ber.

Other programs on the CD

Control_Center

The Con trol Cen ter mo ni tors all ISDN rou ter ac ti vi tes whi le In ter net con nec tions are estab lis hed or ter mi na ted. The
pro gram is laun ched au to ma ti cal ly af ter being in stal led every time the sys tem is start ed. It in di ca tes for ins tan ce: The
pro vi der, the du ra ti on of the exi sting con nec ti on, the port (ISDN or DSL), the ex ter nal IP ad dress as sig ned by the
pro vi der (if ap pli ca ble), and the vo lu me of the trans fer red data for uplo ad and downlo ad. An In ter net con nec ti on can 
also be estab lis hed or se ver ed via the Con trol Cen ter.
You have the op ti on of se lec ting to estab lish In ter net ac cess ma nu al ly or au to ma ti cal ly. 

If the con nec ti on is estab lis hed au to ma ti cal ly (»Ac ti va te au to ma tic con nec ti on estab lish ment with In ter net Ser vi ce
Pro vi der« is ac ti ve), ope ning the In ter net browser au to ma ti cal ly estab lis hes an In ter net con nec ti on via the ISDN
rou ter (fac to ry set ting ) 

Note
Ad di tio nal costs may be in cur red if the In ter net con nec ti on is estab lis hed un in ten tio nal ly or not dis con nec ted
when de si red. We re com mend that you do not ac ti va te the item »Ac ti va te Au to ma tic Con nec ti on to In ter net Ser vi -
ce Pro vi der« in your PABX sys tem.

If the con nec ti on is estab lis hed ma nu al ly (»Ac ti va te au to ma tic con nec ti on estab lish ment with In ter net Ser vi ce Pro -
vi der« is ac ti ve), a con nec ti on to the In ter net is only estab lis hed with the »con nect« but ton in the Con trol Cen ter«.
The con nec ti on is se ver ed with the »dis con nect« but ton.

If In ter net ac cess for the rou ter is blo cked by the Con trol Cen ter but ton »in hi bit«, it can be re-ac ti vat ed using the but -
ton »en ab le«. The functions are then res to red as con fi gu red.

Note
If ac cess to the In ter net has been blo cked through the Con trol Cen ter, this in hi bit is can ce led au to ma ti cal ly by a
PABX sys tem re set, for ex am ple in ter rup ti on of po wer supp ly.

Other programs on the CD PABX and PC
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Using the but ton »Add B chan nel« you can ac ti va te the se cond B chan nel of your ISDN con nec ti on when re qui red
whi le con nec ted to the In ter net; this will in crea se your band width for the link. Using the but ton »De-ac ti va te B chan -
nel« your can “switch off” one B chan nel whi le con nec ted to the In ter net over two B chan nels, for ex am ple to use one
chan nel for te le pho ne calls. Neit her the In ter net con nec ti on, nor the data stre am is im pai red or in ter rup ted in this
pro cess.

Setting up/Terminating Internet connections from the phone

Using a cor re spon ding ope ra ting pro ce du re you can ter mi na te an on going In ter net con nec ti on from any pho ne in
the PABX sys tem. The soft key »Info« is pro vi ded on the sys tem te le pho ne for mo ni to ring In ter net con nec tions. If
you have con fi gu red a sta tus in for ma ti on key for the sys tem pho ne, you can ter mi na te on going In ter net con nec tions
and set up new ones using the pro vi der en te red in the con fi gu ra ti on data at the click of a but ton. The functi on key
LED in di ca tes the sta tus of an In ter net con nec ti on (LED off: No con nec ti on, LED on: Con nec ti on via ISDN). 
b Lift up the hand set of the pho ne. You will hear the in ter nal dial tone.

#66# Dial this code.

q You will hear the po si ti ve ac knowled ge ment sig nal fol lo wed by the in ter nal dial tone.

a Re pla ce the hand set.
In ter net ac cess by the ISDN rou ter is dis con ti nu ed.

Extra Software

TAPI driver (Telephony Application Programming Interface)

Dri vers for pro grams that en ab le com pu ter-ai ded te le pho ny. For ex am ple, you can set up a pho ne call via the PC
using the »Wind ows Dia ling As si stant« or si mi lar soft wa re.

CAPI driver

CAPI dri ver (CAPI=Com mon ISDN Ap pli ca ti on Pro gram ming In ter fa ce)
This dri ver is re qui red for con nec ting the PABX sys tem to the PC and is used by pro grams that pro vi de data com mu -
ni ca tions ser vi ces, such as for fax mes sa ges, Euro-Fi le trans fer and ans we ring ma chi nes.

Note
Im por tant note for CAPI-dri ver in stal la ti on

Note
The CAPI dri ver is not re qui red for ac ces sing the In ter net.

Be fo re in stal ling the new dri ver be sure to re mo ve any exi sting CAPI dri vers in your sys tem (such as the dri vers for an
in stal led ISDN card), as Wind ows only supp orts one in stal led CAPI. 
Re fer to the ope ra ting in struc tions for the de vi ce con cer ned, or for the ope ra ting sys tem, for de tails on re mo ving dri -
vers.

You can also use ot her pro grams that ac cess the CAPI dri vers for the PABX sys tem. Re fer to the ope ra ting in struc -
tions for the soft wa re pa cka ges con cer ned for de tai led in for ma ti on.

Setting up the ISDN router and WIN-Tools 

Plea se fol low the pro ce du re des cri bed be low when set ting up In ter net ac cess and con fi gu ring the PABX sys tem:

1. You are con fi gu ring In ter net ac cess and the PABX sys tem for the first time via USB. 

2. You al rea dy have In ter net ac cess via ISDN and would now like to have ac cess via the PABX sys tem and the in te gra -
ted fi re wall.

PABX and PC Extra Software
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3. You al rea dy have In ter net ac cess via ISDN and would like to con ti nue using this con fi gu ra ti on. In this case, data is
not pro tec ted by the PABX sys tem fi re wall.

1. Reconfiguring your Internet access and PABX system via USB

· Con nect the PABX sys tem to the 230 V po wer supp ly sys tem through the plug-in po wer supp ly
unit. Con nect the PC to the PABX sys tem, but not via the USB port.

· Pla ce the CD supp lied with the sys tem con tai ning WIN-Tools in the dri ve of your PC and start the 
pro gram »Pro fes sio nal Con fi gu ra tor«. Con fi gu re WIN-Tools and lea ve the CD in the dri ve. Now
con nect the PC to the PABX sys tem using the USB con nec ting cord.  You will then be re ques ted by 
the »New Hard wa re Se arch As si stant« to spe ci fy the des ti na ti on fol der for the in stal la ti on soft wa -
re. En ter the CD dri ve for this. The USB dri ver is in stal led. The LED »USB« of your PABX lights
up.

· Re mo ve the CD con tai ning WIN-Tools and res tart your PC.

·  Set ting the In ter net ac cess data using the Con fi gu ra tor for your PABX sys tem. Un der »In ter net
ac cess« se lect a pro vi der, for ex am ple »T-On li ne (ISDN)« and en ter the data pro vi ded to your
from T-On li ne un der »Ac cess data, T-On li ne«; »Port ID«, »Cor re spon ding T-On li ne num ber«,
»User / Suf fix« and »Per so nal pass word«. Trans fer the data to your PABX sys tem, re mo ve the CD
con tai ning WIN-Tools and then res tart your PC.

· Af ter rest ar ting your PC you will find the icon for the Con trol Cen ter in the Wind ows »Tool bar«.
You can set up the In ter net con nec ti on via the Con trol Cen ter and then start your In ter net
browser.
.

Note
If you al rea dy had a dial-up net wor king In ter net ac cess con fi gu red pri or to in stal la ti on of the PABX sys tem you
should chan ge the fol lo wing functions for »In ter net Op tions« in the re gis ter »Con nec tions«: Re mo ve the en tries
un der »Dial-up net wor king set tings«, de ac ti va te the proxy ser ver un der »Lo cal net work set tings« and de le te the en -
tries un der »Au to ma tic con fi gu ra ti on«.

If you are con fi gu ring T-On li ne soft wa re, for ex am ple

· Pla ce the T-On li ne in stal la ti on CD in the dri ve. Fol low the in struc tions gi ven by the Se tup As si -
stant.

· Un der »Se lect ac cess me thod«, spe ci fy ac cess via the rou ter.

· Un der »LAN se lec ti on«, mark »Home LAN«.

· For »Ac cess data que ry« en ter the data pro vi ded to your by T-On li ne again for »Port ID«, »Cor re -
spon ding T-On li ne num ber«, »User / Suf fix« and »Per so nal pass word«.

· Fol low the furt her in struc tions gi ven by the Se tup As si stant.

· T-On li ne will in itia te a res tart of your PC af ter com ple ti on of the in stal la ti on.

· You can now in itia te In ter net ac cess via the Con trol Cen ter, or using the T-On li ne icon on your
desk top. 

2. Configuring the PABX system with current Internet access via ISDN

Note
Two dif fe rent In ter net con nec tions may be set up si mul ta ne ous ly if you do not make the fol lo wing set tings in the
T-On li ne soft wa re. One In ter net con nec ti on via ISDN (for ex am ple ISDN card) and one con nec ti on via the ISDN
rou ter for the PABX sys tem. This can re sult in ad di tio nal costs for you. In this case, the di rect In ter net con nec ti on is

Setting up the ISDN router and WIN-Tools PABX and PC
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not pro tec ted by the fi re wall of the ISDN rou ter for your PABX sys tem.

· If you al rea dy have T-On li ne in stal led on your PC and your In ter net con nec ti on is set up via an
ISDN card, you must make a few spe ci al set tings in T-On li ne. Con fi gu re WIN-Tools and the USB
dri ver as ex plai ned in the Sec ti on »In stal ling the ISDN rou ter and WIN-Tools«.

· In stall the PABX sys tem. Un der »In ter net ac cess« se lect »T-On li ne (ISDN)« as the pro vi der and
in put the data pro vi ded to you by T-On li ne un der »Ac cess data, T-On li ne«; »Port ID«, »Cor re -
spon ding T-On li ne num ber«, »User / Suf fix« and »Per so nal pass word«.

· In the T-On li ne pro gram that has al rea dy been in stal led open the tab »Ac cess me thod«. You will
then see the »Se tup Wi zard«.

· Un der »Se lect ac cess me thod«, spe ci fy ac cess via the rou ter.

· Un der »LAN se lec ti on«, mark »Home LAN«.

· Af ter your PC has been res tar ted you will see the Con trol Cen ter icon in the Wind ows »Tool bar«. 

You can now in itia te In ter net ac cess via the Con trol Cen ter, or using the T-On li ne icon on your desk top. 

3. Configuring the PABX system with current Internet access via ISDN (e.g. ISDN card)

· Con nect the PABX sys tem to the 230 V po wer supp ly sys tem through the plug-in po wer supp ly
unit. 
Do not con nect the PABX sys tem to the PC through the USB port.

· Pla ce the CD supp lied with the sys tem con tai ning WIN-Tools in the dri ve of your PC and start the 
pro gram »Pro fes sio nal Con fi gu ra tor«.

· In stall WIN-Tools on your PC so that you can con fi gu re the PABX sys tem. 

· Re mo ve the CD con tai ning WIN-Tools and res tart your PC.

· Con nect the ISDN card to the in ter nal S0 bus of the PABX sys tem.

· Open the PABX Con fi gu ra tor and un der »Data ex chan ge« set the port to »ISDN, in ter nal«.

· Pro gram the ISDN card as an »In ter nal S0« sub scri ber.

Note
You must en ter the dial-up num ber for your In ter net ser vi ce pro vi der (for ex am ple, T-On li ne 0191011) un der »Di -
aler pro tec ti on«.

You can then con ti nue to use the In ter net as you nor mal ly do.

Des crip ti on of the ISDN rou ter functions

The PABX sys tem pro vi des all functions re qui red for high-per for man ce In ter net ac cess for a PC, via ISDN. Se cu ri ty
is pro vi ded by a fi re wall in te gra ted into the PABX sys tem, along with NAT (net work ad dress trans la ti on).

In ter net ac cess for all of the PCs con nec ted to the PABX sys tem is pro vi ded via one sing le con nec ti on (SUA - sing le
user ac count); only one set of ac cess data is re qui red from your In ter net ser vi ce pro vi ders (ISP). You can con fi gu re
more than one ISP.

Des crip ti on of the ISDN rou ter functions Setting up the ISDN router and WIN-Tools 
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The de fault hol ding pe ri od for an In ter net con nec ti on is set to 180 se conds in your PABX sys tem for each pro vi der.
That me ans that the PABX sys tem ter mi na tes the In ter net con nec ti on au to ma ti cal ly af ter this con fi gu ra ble time pe -
ri od when the re is no ex chan ge of data from/to the In ter net. This can re sult in in crea sed con nec ti on costs with fre -
quent, short ex cur sions into the In ter net, for ex am ple for pi cking up e-mails, as the con nec ti on is al ways main tai ned
for the du ra ti on of the set hol ding time. You can chan ge this time set ting in PC con fi gu ra ti on to meet your per so nal
needs. In the Sec ti on »In ter net«, »In ter net ac cess» se lect one of the ISPs from the list and then click the but ton »Edit«.
On the tab »Pro per ties for new In ter net pro vi der« un der »Dial-up pa ra me ters« in the field »Dis con nect if inac ti ve
for« you can ac ti va te/de-ac ti va te this per for man ce fea tu re, or can chan ge the set ting.

System Requirements for Windows

Sys tem re qui re ments:

· IBM or 100% com pa ti ble PC

· Pen ti um or com pa ra ble pro ces sor, min. 233 MHz clock rate

· Me mo ry (RAM): Wind ows 98SE / ME  min. 64  MB, Wind ows XP, 2000 min.128 MB 

· You also need a VGA gra phics adap ter, 256 co lors, a re so lu ti on of at least 1024x768pi xels

· CD ROM dri ve

· Ope ra ting sys tem Wind ows 98SE/ ME /XP / 2000

· You should have at least 15 MB free spa ce (wit hout T-On li ne in stal la ti on) or 130 MB (with T-On -
li ne in stal la ti on) avai la ble for the installation

· A PC can gain ac cess to the In ter net via the USB port 

· PCs with an ISDN card in stal led can gain ac cess to the In ter net through RAS dial-in via the ISDN
rou ter

Initial Commissioning and Minimum Configuration

 Connection of a PC through USB installation

At pre sent, only Mi cro soft Wind ows ope ra ting sys tems are sup por ted for con nec ti on of a PC to the PABX sys tem via
the USB port. The PABX sys tem USB port also functions as a USB net work card. This me ans that PC con fi gu ra ti on of
the ISDN rou ter is per for med in the same man ner as that for an Ether net in stal la ti on.

Note
If you are con nec ting your PABX sys tem to an exi sting net work fol low the in struc tions gi ven on Page 1.

Pla ce the CD con tai ning WIN-Tools supp lied with the sys tem in the disk dri ve. 

Con nect your PC to the PABX sys tem using the USB ca ble supp lied with the PABX sys tem. When both de vi ces (PABX 
and PC) are swit ched on, the PC will re cog ni ze the lin ked PABX sys tem and in stal la ti on of a de vi ce dri ver is then
start ed. Then, just fol low the in struc tions shown on the screen.

When you have suc cess ful ly com ple ted the con nec ti on and con fi gu ra ti on the LED mar ked »USB« on the PABX sys -
tem lights up; when data is being ex chan ged via the USB Ether net port this LED will fli cker in the rhythm of data ex -
chan ge.

System Requirements for Windows Des crip ti on of the ISDN rou ter functions
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Configuration of the Internet Service providers (ISP)

An In ter net Ser vi ce Pro vi der (ISP) pro vi des you with an »en tran ce por tal« to the In ter net. A dis tincti on is made bet -
ween ISPs with whom you have a con tract (for ex am ple T-On li ne) and In ter net-by-call pro vi ders that bill you
through your pho ne bill (for ex am ple Freenet).

The ac cess me thod does not de pend on how ra tes are char ged; this can be done ba sed on time or on vo lu me, for ex -
am ple.

You can use your PABX sys tem to set up an In ter net con nec ti on via ISDN dial-up con nec tions (using PPP pro to col,
with one or two ISDN B chan nels, i.e. at 64 or 128 kBit/s).
To set up the se ty pes of con nec tions you need the fol lo wing ac cess data: the num ber to be di aled, the user name, the
pass word and, whe re re qui red, ot her in for ma ti on, such as IP ad dress for the name ser ver.

Configuring the PCs

IP ad dres ses

The PABX sys tem is con fi gu red with a de fault IP ad dress of 192.168.1.250 and the DCHP ser ver in te gra ted into the
PABX is ac ti vat ed, mea ning that any PCs con nec ted to the sys tem must be set so that they au to ma ti cal ly re cei ve their
IP ad dress from the PABX sys tem. This mode is re com men ded to dis pen se with the com pli ca ted, ma nu al con fi gu ra -
ti on of the IP ad dres ses for the PC that would ot her wi se be re qui red. The fol lo wing IP-ad dres ses are avail able:

IP ad dress for the PABX 192.168.1.250

IP ad dress for the PC con nec ted to the USB-port 192.168.1.50

IP-ad dres ses for RAS-ac cess 1 92.168.1.72-192.168.1.73

IP address allocation

Internet-by-Call

You can use the In ter net-by-Call ser vi ce if you do not wish to con clu de a fi xed con tract with a pro vi der (ISP) for your
In ter net con nec ti on. Any char ges for this will then be lis ted on your te le pho ne bill. You can also con fi gu re In ter -
net-by-Call in ad di ti on to an exi sting con tract you may have with a pro vi der (for ex am ple, T-On line).

You can ea si ly chan ge the or der of the ISPs with which the In ter net con nec ti on is to be set up (»Fall back or der« down
/ up). You can also set the num ber of and in ter vals bet ween the se at tempts at set ting up an In ter net con nec ti on for
each ISP that has been con fi gu red. When the wai ting pe ri od bet ween the at tempts ex pi res and when the con fi gu red
num ber of ac tu al at tempts is rea ched and no con nec ti on has been estab lis hed, the next ISP in the list is se lected.

Con nec ti on to the In ter net is al ways set up au to ma ti cal ly by the PABX sys tem when a data pa cket is to be sent to the
In ter net. This oc curs au to ma ti cal ly when you en ter http: //www. bin tec-el meg.com in your browser for ex am ple. 

Note
Au to ma tic con nec ti on to the In ter net can also be de-ac ti vat ed in the PABX con fi gu ra ti on. In this case you must then 
in itia te se tup of every In ter net con nec ti on via the Con trol Cen ter (Page 2). 

Bil ling of the costs is made through the te le pho ne bill from your net work pro vi der.

Discontinuing an Internet connection

· Click the »Con trol Cen ter« sym bol lo ca ted in the task bar and then se lect »Dis con nect«. 

· Af ter a set time (which can be de fi ned), du ring which the re is no data traf fic to the In ter net, the
con nec ti on is ter mi na ted au to ma ti cal ly.

Des crip ti on of the ISDN rou ter functions Configuration of the Internet Service providers (ISP)
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Note
If you set the pa ra me ter »Ter mi na te on inac ti vi ty« too high, this may re sult in con si der able costs for time-ba sed
char ges.

Note
If you have a flat rate char ge with your ISP you can de ac ti va te the pa ra me ter »Ter mi na te .
on inac ti vi ty«. In this case the PABX sys tem will not au to ma ti cal ly ter mi na te the In ter net con nec ti on, but will
re-estab lish the con nec ti on if re qui red (for ex am ple B: af ter being dis con nec ted by the ISP). If you have con fi gu red
se ve ral ISPs, make sure that you make this set ting for the cor rect ISP en try in the ISP list.

Terminating the connection to the internet

If the ISDN rou ter of the PABX sys tem de ter mi nes that the re is in co ming data from the In ter net the con nec ti on will
not be ter mi na ted au to ma ti cal ly when the set inac ti vi ty time ex pi res. This can re sult in con si der able costs, even
though you are not ac tu al ly using the In ter net con nec ti on.  This can oc cur, for ex am ple, when a port scan is con duc -
ted to ward the ISDN rou ter of the PABX (fre quent ly the ad van ce sta ge of a ha cker at tack). A furt her pos si bi li ty is that
peer-to-peer file sha ring soft wa re has been run using the IP ad dress that was as sig ned au to ma ti cal ly to the ISDN rou -
ter of the PABX by the ISP. In this case, que ries for downloa ding fi les from the In ter net to the IP ad dress cur rent ly
being used for your In ter net con nec ti on can con ti nue to ar ri ve over an ex ten ded pe ri od of time. Alt hough the se que -
ries can not be re spon ded to they can not be tech ni cal ly pre vented ei ther. 

Note
To en su re that no costs are char ged to you also use the Con trol Cen ter to ter mi na te the In ter net con nec ti on, or in hi -
bit the ISDN rou ter against au to ma tic con nec ti on to the In ter net (see Con trol Cen ter, Page 2). Also check af ter you
have swit ched off your PC to en su re that the ISDN LED in di ca tes that the con nec ti on has been ter mi na ted.

Note
When you use the ma nu al dis con nec ti on me thod via the Con trol Cen ter, the In ter net con nec ti on is ter mi na ted im -
me di ate ly when you click the but ton »Dis con nect«. 

Using a fallback

Let’s as su me you have an ISDN con nec ti on with T-Com and have se lec ted T-On li ne as your ISP. 

You have con fi gu red two ISPs:

· 1. In ter net ac cess over ISDN. The PABX sys tem will use an ISDN dial-up con nec ti on and the PPP
pro to col. En ter your ac cess data (mark the ISP in the list, field »Edit«, field »Ac cess data for T-On -
li ne«).

· 2. In ter net ac cess using an In ter net-by-call pro vi der. The PABX sys tem will use an ISDN dial-up
con nec ti on and the PPP pro to col. En ter any ot her re qui red data.

When the con fi gu red time pe ri od (in ter val) ex pi res the PABX sys tem at tempts to set up an In ter net con nec ti on as of -
ten as con fi gu red in the field »Con nec ti on at tempts«. You can de fi ne the time bet ween at tempts un der »Con nec ti on
at tempts« »In ter val« un der the con fi gu ra ti on item »Net work« »In ter net«, »In ter net ac cess«. You can set the »Num -
ber« for each ISP that has been con fig ured.

Af ter that, the PABX sys tem will use the next ISP con fi gu red in the list for at temp ting to set up a con nec ti on.

IP address allocation Des crip ti on of the ISDN rou ter functions
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If the con nec ti on is dis rup ted and an at tempt is to be made la ter to re-estab lish the con nec ti on, this cy cle is res tar ted
be gin ning with the first en try in the list.

Firewall

When you use NAT, the PCs con nec ted to the PABX are well pro tec ted against at tacks from the In ter net. Here, your
PC is not lin ked di rect ly with the In ter net, but con nec ted via the ISDN rou ter in te gra ted into the PABX sys tem. In ter -
nal IP ad dres ses are not pas sed on to the In ter net. The ISDN rou ter car ries out the trans fer to the In ter net and dis tri -
bu tes the in co ming data pa ckets in the in ter nal sys tem. Your PC is pro tec ted from at tacks from out si de. 

If you wish to have ad di tio nal se cu ri ty you can also use the in te gra ted pa cka ge Fil ter Fi re wall. A fi re wall acts as a lo gi -
cal wall for data pa ckets bet ween the In ter net and the ISDN rou ter which has »ho les« for cer tain pa ckets (fi re wall ru -
les, also known as fil ters), al lo wing the se pa ckets to pass through the wall. 

In the de fault set ting the fi re wall is ac ti ve only with a mi ni mum of pro tec ti on (Net bi os fil ter). This fil ter pre vents the
for war ding of Net bi os name que ries from Wind ows PCs to the In ter net. As the na mes of the Wind ows PCs are not
known in the In ter net, it is not mea ning ful to estab lish an In ter net con nec ti on for for war ding the name que ry. This
could re sult in con si der able costs, as the se name que ries oc cur fre quent ly, mea ning that the In ter net con nec ti on
would prac ti cal ly ne ver be ter mi na ted.

Note
The de fi ned fil ters of the Fil ter Wi zard have been con fi gu red ba sed on our la test knowled ge. We can, ho we ver, pro -
vi de no gua ran tee for the functi on of the fil ters. Use of a fi re wall should go hand in hand with use of vi rus scan ning
soft wa re on all your PCs! Fi re walls and vi rus scan ners co ver dif fe rent are as of data se cu ri ty and are an ideal com pli -
ment to one anot her, but can not re pla ce one anot her. 

Af ter you have con fi gu red the PABX sys tem and are rea dy to send data to the PABX, a mes sa ge will be is su ed no ti fy -
ing you that no ot her fil ter is cur rent ly con fi gu red ex cept for the Net BI OS fil ter. You then have to de ci de whet her you
wish to con fi gu re the full pro tec ti on pro vi ded by the fi re wall (re com men ded), or whet her you wish to send the data
to the PABX sys tem as cur rent ly con fi gu red.

The fil ters are des cri bed by ru les who se con fi gu ra ti on re qui res ex pert knowled ge about the TCP/IP pro to col fa mi ly.
The fi re wall of your PABX sys tem can be ea si ly con fi gu red using a Fil ter Wi zard in which you need to in di ca te (in
plain text) whet her you wish to al low de fi ned ap pli ca tions ac cess to the In ter net.

We re com mend con fi gu ring the fi re wall fil ters with the aid of the Fil ter Wi zard to en su re con fi gu ra ti on(s) ap pro -
pria te for and com pa ti ble to the ap pli ca tions being used.   The se fil ters pro vi de pro tec ti on against data pa ckets from
the In ter net that may re sult in you being char ged for cer tain con nec tions. The functi on for the “Au to ma tic con nec ti -
on se tup”, for ex am ple, may ot her wi se not al ways be en su red. A port scan from the In ter net (usu al ly the in iti al sta ge
of a hack at tack) may so me ti mes oc cur; the te le pho ne sys tem fi re wall then re plies to this scan with »Re ject pa ckets«.
But this may ne ver the less re sult in data traf fic that pre vents au to ma tic se tup of a con nec ti on.

To start the Fil ter Wi zard in the con fi gu ra ti on item »Net work fil ters« click the but ton »Fil ter Wi zard«. The fol lo wing
mask is then dis play ed af ter a war ning that star ting the Fil ter Wi zard will de le te all fil ters that have been con fi gu red
up to this time:

The Fil ter Wi zard can be res tar ted at any time to
load a mo di fied (edi ted) con fi gu ra ti on into the
PABX sys tem. Click the but ton »Send con fi gu ra -
ti on data« to trans fer and ac ti va te the fil ters. Af -
ter the data is sent the new con fi gu ra ti on is ac ti -
vat ed in the PABX sys tem and any on going In ter -
net con nec ti on is ter mi na ted. 

Des crip ti on of the ISDN rou ter functions Firewall
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The con nec ti on is re-estab lis hed ho we ver as soon as a data pa cket must be rou ted to the In ter net which the fi re wall
lets pass in ac cor dan ce with its con fi gu ra ti on.

Note
Note that when you click the but ton »Send«, the en ti re con fi gu ra ti on for the PABX sys tem will be over writ ten. It is
stron gly re com men ded to read out the con fi gu ra ti on for the PABX sys tem and sto ring it in a file pri or to chan ging
the fil ter con fi gu ra ti on.

We re com mend fol lo wing the in struc tions gi ven by the Fil ter Wi zard, un less you estab lish that one of the ap pli ca -
tions you are using can not set up a con nec ti on to the In ter net. In this case, plea se check whet her the Fil ter Wi zard has 
a cor re spon ding fil ter avai la ble. 

Plea se note that all fil ters that are ge ner ated with the Fil ter Wi zard are ba sed on pa ckets being dis car ded, with the ex -
cep ti on of tho se for which an ap pro pria te rule exists. The more fil ters you con fi gu re for the PABX sys tem, the more
com pu ting time is re qui red for pro ces sing of the se fil ters. This could slight ly re du ce the ma xi mum achie va ble data
throughput rate for the PABX sys tem in some cases.

You can call up in struc tions for ma nu al con fi gu ra ti on of the fi re wall fil ter ru les using the but ton »Help« in the con fi -
gu ra ti on di alog »Fil ters«.

Portmapping

You wish to ac cess your PC from an ex ter nal lo ca ti on via In ter net. Nor mal ly, ac cess via the fi re wall should be pro hi -
bi ted. When you use port map ping, ac cess to an ISDN rou ter port that you have en ab led is per mit ted from an ex ter nal 
lo ca ti on. The ISDN rou ter then for wards the ac cess re quest to the de fi ned port of the PC in the net work.  When the PC 
re turns data pa ckets the IP ad dress and port num ber of the PC are re pla ced by the ISDN rou ter with the num ber for
the port map ping port and the rou ter IP. For “out si ders” on the In ter net it then ap pe ars as though the re is only one
con nec ti on to the ISDN rou ter.

Note
Plea se note that when you use port map ping the fi re wall for the ports en ab led for this functi on is inef fec ti ve. The
tar get PC may then be sus cep ti ble to any po ten ti al at tacks. 

Port map ping is prac ti cal when you wish to run a game ser ver on your own, for ex am ple. 

You can make this ser ver ac ces si ble via the In ter net to ot her users. 

Or, if you re qui re cer tain peer-to-peer file sha ring soft wa re that pro vi des grea ter downlo ad band -
width. 

When the cor re spon ding PC in your LAN is to be ac ces si ble from the In ter net (not pos si ble in the stan -
dard con fi gu ra ti on with NAT). In this case, cer tain UDP and TCP ports must be re rou ted to a PC in the
LAN. 

Costs for Internet connections

The PABX can sto re up to 500 call data re cords. This data is not lost in the event of a loss of po wer.

The PABX sys tem also ge ner ates a call date re cord for con nec tions made by the ISDN rou ter. The call data re cords
con tain de tai led in for ma ti on about the call. For ex.: Date and time, du ra ti on of call, num ber of cal ler and of the par ty
cal led, type of con nec ti on, call costs and num ber of by tes sent and re cei ved.

Plea se note that only the net work ser vi ce pro vi der is aut ho ri zed for bin ding con nec ti on/call cost log ging. 

Information about data security when surfing the Internet

You should use a vi rus scan ner on all LAN clients to pro tect your per so nal data. Use of this type of soft wa re is in dis -
pen sa ble for sa fe gu ar ding per so nal data.

Portmapping Des crip ti on of the ISDN rou ter functions
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