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Legal Notice
Warranty
This publication is subject to change.

bintec elmeg GmbH offers no warranty whatsoever for information contained in this manu-
al. bintec elmeg GmbH is not liable for any direct, indirect, collateral, consequential or any
other damage connected to the delivery, supply or use of this manual.

Copyright © bintec elmeg GmbH.

All rights to the data included, in particular the right to copy and propagate, are reserved by
bintec elmeg GmbH.

Open source software in this product

Along with other components, this product contains open source software that has been
developed by third party suppliers and which is licensed under an open source software li-
cense. These open source software files are subject to copyright. For a current list of the
open source software programs and the open source software licenses, go to
www.bintec-elmeg.com.

GEMA

This product uses internal music for calls on hold for which approval from GEMA (German
Society for Musical Performance and Mechanical Reproduction Rights) is not required. This
has been confirmed by GEMA with the following approval certification. The approval certi-
fication can be viewed at the following web address: www.bintec-elmeg.com. System hold
music: elmeg Song, Hold the line.
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Chapter 1 Introduction

1.1 be.IP plus

This chapter will show you how to set your device up, connect it and get it working in just a
few minutes.

We shall then explain, step-by-step, more detail about the configuration. No particular in-
depth knowledge of telephone systems or routers is required. A detailed online help system
gives you extra support.

The PDF version of this document contains a slim version of the manual. It comprises all
information on installation as well as the description of all configuration parameters, but no
screen shots. An HTML-based version containing the screen shots is available as a ZIP file
in the download section of your device. Unpack the ZIP file into a folder of your choice and
call “start.html” in a web browser.

1.1.1 Setting up and connecting

be.IP plus is operated at a purely IP-based connection. Telephony is exclusively VolP-
based, but your choice of connected devices is not restricted in any way. You can connect
SIP, analogue and ISDN phones as well as PCs.

DSL m LAMT LANZ LAN3 LAN4 LANS ISDN1  ISDN2 aflﬂ albz aibd  arbd R‘“‘ »
Q Q Power
Telephone
= |}
SIP phone
B - ISDNphone  Apalog  Fax
DECT AP
Pc: phone

f Caution
Please read the safety instructions carefully before installing and starting up your
device.

be.IP plus
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f Caution

Using an incorrect power supply unit may damage your device! You should only use
the power supply unit provided!

Set up and connect in the following sequence:

(1) Installation
When operational, be.IP plus needs to be wall-mounted in an upright position or
well ventilated inside of a device rack (please read chapter Mounting on page 14
carefully).

(2) Mains connection
Connect the network connection on the device with the power supply unit provided
to a 230 V mains socket.

(8) Antennas
Screw the standard antennas supplied on to the connectors provided for this pur-
pose

(4) DSL
Connect the DSL connector to the TAE plug using the grey cable.

(5) ISDN telephones
Connect an ISDN telephone at the internal ISDN connector of the be.IP plus .

(6) Analogue telephones
Connect your analogue terminals to the internal interfaces for analogue terminals
(a/b1 - a/b4). To do this, use the cable provided with the terminal.

(7) SIP telephones
Connect your SIP telephones to the 10/100/1000 Base-T Ethernet interfaces. In a
last step connect your PC and follow the instructions from the installation poster.

(8) PC
Connect a suitable PC to one of the Ethernet ports of be.IP plus using an Ethernet
cable. Should you run into any problems with the connection between your C and
your be.IP plus , read the corresponding sections on the basic configuration of your
device.

(9) VolIP
For a pure IP connection without ISDN refer to the instruction provided by your ser-
vice provider.



1.1.2 Connectors

B ||||&||@||&H&\- -.... g
| | |

1 2 3 4 5 6 7

—

DSL interface Annex B/J

USB interface

10/100/1000 Base-T Ethernet interface (LAN 1 - LAN4)
Etherne WAN interface (LAN5)

Interface for ISDN telephones (ISDN1, ISDN2)

Internal interface for analogue telephones (a/b1 - a/b 4)

Nj{o|loa| b~ O|N

Socket for the power supply unit

1.1.3 Connections (on the side)

1 2 3
1 Antenna connector
2 Function key
3 Console

1.1.4 Mounting brackets

DO P D
] B (Er e 80 | [ |
— st o. LANT LANZ [ANS LANG LANS  ISONT ISON2 all ab2 ab3 abs "o 2 o5 —

Due to the position of the devices in a rack it is recommended to use remote antenna. At-
tach the mounting brackets to the device using the supplied screws. The mounting brackets
and screws are available as an accessory (Part No. MN40285514).

be.IP plus 3
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&1 Note

During operation in a rack the ambient temperature must not exceed 40 °C.

1.1.5 LEDs

The LEDs provide information on the device's activities and statuses.

The LEDs on your be.IP plus are arranged as follows:

Service Mem. WLAN DSL TEL [ISDN1 ISDN2 Status Power

@ O 0 O 00 0O 0 O

In operation mode, the LEDs display the following status information for your device:

LED status display
LED Status Information
Service on Undergoing automatic maintenance (is currently not
supported)
off No automatic maintenance
Mem. off Memory is ready for read/write accesses
flickering Read/write accesses
WLAN off WLAN or all assigned wireless networks disabled

slow flashing ~ Wireless network is enabled, no client is logged in

flashing quickly Wireless network is enabled, at least one client is
logged in

flickering Wireless network is enabled, at least one client is
logged in, there is some data traffic

DSL on Connection established

slow flashing  Synchronisation running

off No synchronisation
flickering Data transfer

TEL on Telephony ready at IP connector (Voice over IP)
off Telephony not configured

ISDN1 /ISDN 2 on ISDN telephone system connected

off On standby or not functioning



LED Status Information

Status on
After switching on: Device is started

While operation: Fault
slow flashing  The device is active
Power on The power supply is connected

off No power supply

The LEDs for the Ethernet sockets LAN 1-4 (LAN) and LAN5 (WAN) show the following
status information:

Ethernet-LEDs

LAN 1 to 4 Green Ethernet connection established
(Link/Act)

LAN 1 to 4 Green flashing Data transmission via Ethernet
(Link/Act)

LAN 1 to 4 off No Ethernet connection
(Link/Act)

LAN 1 to 4 (Speed) Green on 1000 Mbit/s transfer rate

LAN 1 to 4 (Speed) Orange on 100 Mbit/s transfer rate

LAN 1 to 4 (Speed) off 10 Mbit/s transfer rate

LAN 5 (Link/Act) Green on WAN Ethernet connection established
LAN 5 (Link/Act) Green flashing Data transmission via ETH5t
LAN 5 (Link/Act) off No Ethernet connection

LAN 5 (Speed) Green on 1000 Mbit/s transfer rate

LAN 5 (Speed) Orange on 100 Mbit/s transfer rate

LAN 5 (Speed) off 10 Mbit/s transfer rate

LEDs back view

The LEDs are linked to those on the top of the device and show the identical behavior.

08©

Reset 2

1 Status Green
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2 Service Yellow (currently unsupported)

1.1.6 Scope of supply

Your device is supplied with the following parts:

Product Name Cables/Accessories Documentation
be.IP plus One Ethernet LAN cable (yellow) Installation poster
One Ethernet WAN cable (blue) Safety instructions

One DSL cable (grey)

Two FXS adapter for analogue
devices (black)

Power supply unit
Two Wi-Fi antennas

19" kit and screws

1.1.7 General Product Features

Die allgemeinen Produktmerkmale umfassen die Leistungsmerkmale und die technischen
Voraussetzungen fur Installation und Betrieb lhres Geréts.

General Product Features be.IP plus
Property

Dimensions and weights:

Equipment dimensions without cable (B ' 328 x 193 x 44 mm
x H x D):

Weight approx. 900 g

Transport weight (incl. documentation, |approx. 1,800 g
cables, packaging)

Memory 128 MB SDRAM

LEDs 19 (8x Function, 1 x Service, 5x2 Ethernet)
Power consumption of the device max. 30 W12V DC

Voltage supply 12VDC,2,5A

6 be.IP plus



Property

Environmental requirements:

Storage temperature

-20°Cto +70 °C

Operating temperature

+5 °C to +40 °C

Relative atmospheric humidity

max. 85%

Room classification

Operate only in dry rooms

Available interfaces:

DSL interface

Internal DSL modem

Ethernet IEEE 802.3 LAN (4-port
switch)

Permanently installed (twisted pair only), 10/100/1000 mbps,
autosensing, MDIX

ISDN interfaces

2 internal ISDN interfaces, ISDN termination

FXS

4 FXS interfaces (a/b1 - a/b4)

Serial interface V.24

Permanently installed, supports Baud rates: 1200 to 115200
Baud (only for devices with a red housing border)

Available sockets:

WLAN antennas

R-SMA socket

Ethernet interfaces 1- 4 (LAN)

RJ45 socket

Ethernet interface 5 (WAN)

RJ45 socket

ISDN interface (ISDN1, ISDN2)

RJ45 socket

FXS interface (a/b1 to a/b4)

RJ12 socket

DSL interface

RJ45 socket

Serial interface V.24

5-pole mini USB socket (only for devices with a red housing
border)

USB

USB connection type A

Barrel connector socket for power sup-
ply

be.IP plus 7
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1.2 Reset

The reset is performed by using the reset button at the terminal area.

The device is rebooted by quickly pressing the key (ca. one second). Pressing the key is
equivalent to an interruption of the power supply. Saved data are preserved, but all connec-
tions are interrupted.

If you press the reset key for approx. 30 seconds, the device performs a factory reset. Con-
nection data for incoming and for outgoing phone calls are preserved. The configuration is
deleted and all passwords are reset.

The reset has finished once the status LED flashes continuously again after approx. 30
seconds.

1.3 Presettings

Certain settings have already been pre-configured so that it only takes you a few steps to
start using your device for the first time.

&. Note

Consult the user's guide for your existing terminals to find out how the features can be
used and with which settings.

You can change these presettings to meet your personal requirements and connection situ-
ation.

Telephony presettings

Analogue connections Set up as telephone. Permanently set to
tone dialling (MFC).

Call waiting Set up with analogue telephones (for FXS 4
but disabled where a fax or multifunctional
unit is connected).

Manually switching call variants Allowed.

Receive simplex operations Allowed.

Announcement Allowed.
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Net Direct (keypad)
DoorLine permission
TAPI

Save connection data
Outside line
International prefix
Country code

National prefix

Area code

Currency for billing
Authorisation for the terminals
Dir. call

Own telephone number

External calls

Call pickup

Internal telephone numbers

Pre-configured teams

1 Introduction

Allowed.

Allowed.

Allowed.

Set up.

Outside line via 0 is set up.
Not set up.

Not set up.

Not set up.

Not set up.

Not set up.

Unrestricted authorisation.
Not set up.

Is sent to the caller.

Are signalled to all pre-configured internal
numbers ( Team Al1l).

Set up.

For the ISDN (BRI) internal to the internal
ISDN bus, the internal telephone numbers
30 and 35 are provided, for the analogue
connections FXS1 to FXS4 the internal tele-
phone numbers 10 to 13 are provided, and
for the system telephones the telephone
numbers 20 and 21 are provided, for DECT
systems the telephone number 22 is
provided.

Internal number 40: Team All
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Misdial routing
Team call forwarding

Voicemail system

Display in system phone book
Busy lamp field

Switching times (calendar)
Keypad function

PIN1

PIN 2

Telephone number of the calling subscriber
(CLIP)

Standard MSN
Device as internal time server

Automatic Route Selection

Dialling control

Priority numbers

Music on hold 1

bintec elmeg GmbH

To internal number 40 (Team All)
Allowed.

For the internal nummber 10 and 20
provided.

With no PIN query.

Set up for all internal numbers.
Set up for all internal numbers.
Not set up.

Not set up.

Not set up.

000000

Is displayed.

20 (#20)
Set up.

Set up for all internal numbers, but no num-
bers set up.

Set up for all internal numbers, but no num-
bers set up.

There are no priority numbers configured.
Common numbers are:

Emergency call 110
Emergency call 112

Ambulance 19222

MOH Internal 1 setup.
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Time for call forwarding Time after set to 15 seconds.

Preset public holidays There are no public holidays configured.
Common holidays are:

01.01. New year

06.01. Twelfth Day

01.05. Labour Day

15.08. Feast of the Assumption
03.10. Day of German Unity
31.10. Reformation Day

01.11. All Saints' Day

25.12. 1. Christmas Day

26.11. 2. Boxing Day

IP address assignment to VolP terminals Via DHCP servers with IP address range
and PCs in the LAN 192.168.0.10 - 192.168.0.30

Time server: 192.168.0.251

Provisioning server: ht-
tp://192.168.0.251/eg prov

Configuration interface

In the ex works state, you can access your device's configuration interface through one of
the LAN connections at this address:

* IP Address: 192.168.0.251

* Netmask: 255.255.255.0

In the ex works state, you should use the following access data to configure your device
using the configuration interface:

* User Name: admin

e Password: admin . Some devices have an individual password configured ex works. In
this case you can find the password printed on the type label on the bottom of your
device.
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@ Note

After you log into the device for the first time, you will be prompted to enter a secure
password. When you do this, please note the guidance that is displayed on secure
passwords! When the configuration procedure is complete, select the Save configura-
tion button! Otherwise the new, secure password will be lost when there is a restart.

Select operating mode

be.IP plus allows you to switch between the operation modes of a PABX and that of a me-
dia gateway.

Note

After switching to the media gateway operation mode you can find an adequate docu-
mentation of the software in the manual of the be.IP.

You can change the operating mode in the menu Assistants+First Steps->Operating
Mode. Note that some features will not then be available. Assembly and the basic configur-
ation are exactly the same.

When the operating mode is changed, the device is restarted. Settings made in the current
operating mode are backed up and reloaded on return to the current operating mode, so
you do not have to completely rebuild the configuration. If you change the operating mode
for the first time, the current configuration is converted once to a configuration of the new
operating mode. It can happen that not all settings are completely adopted, so check the
new configuration for completeness after the change. Thereafter, the configurations for op-
eration as a telephone system and as a media gateway are stored separately from each
other and changes in one mode are not adopted in the configuration of the other mode.

Provider selection

After the first login to the web interface you are given the option to choose your Internet
provider.

If you want to configure a connection provided by Deutschen Telekom, follow the steps of
the Initial operation Telekom menu. Clicking Apply takes you through the individual steps
(see also the installation poster section First time use with the initial operation menu).

If you want to configure a connection offered by a different provider, you are taken to User
view of the status page of your device. If you click on one of the Q_ buttons, you are taken

to the corresponding configuration assistent.



1.4 Support-Information

If you have any questions about your new product, please contact a local, certified retailer
for prompt technical support. Resellers have been trained by us and receive privileged sup-
port.

Further information on our support and service offers can be found on our web site at
www.bintec-elmeg.com.

be.IP plus
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Chapter 2 Mounting

f Warning

To avoid electric shocks, please take care when connecting telecommunications net-
works (TNV electric circuits). LAN ports also use RJ connectors.

f Caution

To ensure that the be.IP plus can operate free of faults, it must be mounted upright on
a wall or well ventilated inside of a device rack. The device should not be exposed to
direct sunlight or other sources of heat. Please note, too, the gaps that you need to
comply with (see Wall mounting on page 15).

2.1 Connecting terminals

2.1.1 Internal ISDN connection

The internal ISDN connection on the be.IP plus gives each internal ISDN connection a 2.5
watt power supply for connecting a maximum of two unpowered ISDN terminals. In its ex
works state, the internal ISDN connection is set up as a "short passive bus" ("S0 bus"). It is
the simple bus cabling in an ISDN system with a length of up to 120 m.

2.1.2 Termination of ISDN interfaces

The switches for the termination of the ISDN interfaces are located at the bottom/underside
of the device. In the ex works state, both switches are set to ON. In this setting, the termin-
ation is active, and the device is configured for all common applications.

2 1

0.0
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2 Mounting

2.2 Reset button

The reset button which allows you to restart the device or to reset it to the ex works state is
located at the terminal area (cf. Reset on page 8).

2.3 Wall mounting

The various assembly processes are described in this section. Please comply with these
processes.

(1) Find an installation site which is a maximum of 1.5 metres away from a 230 V mains
socket and 2.5 metres from the network operator's transfer point.

(2) To prevent devices interfering with each other, do not install the device close to elec-
tronic devices such as hi-fi systems, office equipment or microwave ovens. Neither
should you install it near heat sources such as radiators, or in damp rooms.

(3) Comply with the gaps as indicated at the bottom in the picture.
(4) Mark the drilling holes in the wall.

(5) Check that all the points where the be.IP plus is attached to the wall can bear its
weight. Ensure that there are no utility lines, cables etc located in the area where the
holes are marked.

(6) Drill the holes at the points marked (if inserting into rawlplugs, use a 5 mm masonry
drill). Insert the rawlplug.

(7) Screw the top two screws in in such a way that there is still a gap of about 5 mm
between the screw head and the wall.

(8) Hang the be.IP plus with the rear brackets from above behind the screw heads.

(9) If necessary, install the sockets for the terminals. Connect the socket installation to
that of the device. The sockets are used for a permanent installation, for example in a
hallway. When they are installed, the connecting cables are connected to the connect-
ors on the device,

(10) Plug the connectors on the device into the sockets.

(11) Connect the be.IP plus to the external connections. To do this, you can follow the in-
structions given on the installation poster provided.

(12) Plug the power supply unit into the 230 V socket.

(13) Plug the barrel connector on the power supply unit into the corresponding socket on
your device.

(14) Now you are ready to use the device.



2.4 Pin Assignments

2.4.1 Ethernet interfaces

The devices feature an Ethernet interface with integrated 4 port switch (ETH1 - ETH4).

The 4-port switch is used to connect individual PCs or other switches. The connection oc-
curs via RJ45 sockets.

The pin assignment for the Ethernet 10/100/1000 Base-T interface (RJ45 connector) is as
follows:

RJ45 socket for Ethernet connection

Pair 0 +
Pair O -
Pair 1 +
Pair 2 +
Pair 2 -
Pair 1 -
Pair 3 +

Pair 3 -

o N O o ~ 0 N =

2.4.2 ISDN interface

The connection is made via an RJ45 socket:

be.IP plus



The pin assignment for the ISDN interface (RJ45 socket) is as follows:

RJ45 socket for ISDN connection

Pin Function (NT)
1 Not used
2 Not used
3 Receive (+) 2a
4 Transmit (+) 1a
5 Transmit (-) 1b
6 Receive (-) 2b
7 Not used
8 Not used

2.4.3 Analogue interfaces (FXS a/b)

The terminals are connected to the a/b interfaces (RJ12 socket) with an RJ11 plug.

1....8

The pin assignment for the a/b interface (RJ12 socket) is as follows:

RJ12 socket for FXS connection

Not used
Not used
FXS
FXS

Not used

o 0~ W N =

Not used

be.IP plus



2.4.4 xDSL interface
The be.IP plus has an xDSL interface. The xDSL interface is connected via an RJ45 plug.

Only the two inner pins are used for the xDSL connection.

The pin assignment for the xDSL interface (RJ45 socket) is as follows:

RJ45 socket for xDSL connection

Not used
Not used
Not used
Line 1a
Line 1b
Not used

Not used

0o N o o ~ W0 N =

Not used

2.4.5 Serial interface

Your device has a serial interface for connection to a console. This supports Baud rates
from 1200 to 115200 Bps.

The interface is designed as a 5-pole mini USB socket.

@ Note

The serial interface is only supported by devices with a red housing border.

be.IP plus



The pin assignment is as follows:

Pin assignment of the mini USB socket
Pin Position

Not used
TxD

RxD

Not used
GND

a A W N =

2.4.6 USB interface

The devices have a USB connection for connecting a UMTS stick.

The interface is executed as a standard USB Type A socket.

1.2 3 4

The pin assignment is as follows:

Pin assignment in USB Type A socket

Pin Position
1 Vbus

2 D-

3 D+

4 GND
Shell Shield

be.IP plus
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Chapter 3 Basic configuration

The way to obtain the basic configuration is explained below step-by-step. A detailed online
help system gives you extra support.

3.1 Preparations

Your device is factory configured as a DHCP server so that it can provide PCs on your LAN
that have no IP configuration with all the information required for a connection. How you set
up the PC that you want to do the basic configuration on so that it automatically gets an IP
configuration is described in Setting up a PC on page 22.

Note

If you already run a DHCP server on your LAN, it is recommended that you connect
only a single PC to your be.IP plus so that a separate network is created.

3.1.1 Systemsoftware

Your device contains the version of the system software available at the time of production.
More recent versions may have since been released.

You can easily update it using the configuration interface in the Maintenance->Software
&Configuration menu. For a description of the procedure, see Software updates for be.IP
plus on page 26.

3.1.2 System requirements

To configure the device, your PC must meet the following system requirements:

¢ Suitable operating system (Windows, Linux, MAC OS)

* A web browser (Internet Explorer, Firefox, Chrome) in the current version
¢ Installed network card (Ethernet)

¢ Installed TCP/IP protocol

* High colour display to show the graphics correctly



3.1.3 Gathering data

You will quickly collect the main data for doing the configuration with the configuration inter-
face.

Before you start the configuration, you should gather the data for the following purposes:

¢ Network settings (only if you intend to integrate your device into an existing network infra-
structure)

» SIP provider

¢ Internet access

The following table shows examples of possible values for the necessary access data. You

can enter your personal data in the "Your values" column, so that you can refer to these
values later when needed.

Basic configuration

For a basic configuration of your device, you need information that relates to your network
environment:

Network settings

Access data Example value Your values

192.168.0.251
IP address of your gateway

255.255.255.0
Netmask of your gateway

SIP provider

Access data Example value Your values

Description Enter the name of your
SIP provider, e.g. Sipg-
ate.

Authentication ID Enter you ID, e.g. your
Email Address

Password Enter your password that
you received from your
SIP provider.

Registrar Enter the appropriate re-

be.IP plus 21



Access data Example value Your values
gistrar, e. g.
sipgate.de.
e.g. 123456

Call number

Data for internet access over xDSL

Access data Example value Your values

Provider name GoInternet

Protocol PPP over Ethernet
(PPPOE)

Encapsulation LCC Bridged no FCS

VPI (Virtual Path Identifier) 1

VCI (Virtual Circuit Identifier) 32

Connection ID (12-digit) 000123456789

T-Online number (usually 12 digits) 06112345678
Joint user account 0001

Password TopSecret

3.1.4 Settingup a PC

To access your device via the network and to be able to do a configuration using the con-
figuration interface, the PC used for the configuration has to satisfy some prerequisites.

¢ Make sure that the TCP/IP protocol is installed on the PC.

Checking the TCP/IP protocol

Proceed as follows to check whether you have the protocol installed:

(1) Click the Windows Start button and then Settings -> Control Panel -> Network Con-
nections (Windows XP) or Control Panel -> Network and Sharing Center->
Change Adapter Settings (Windows 7).

be.IP plus
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(2) Click on LAN Connection.
(8) Click on Properties in the status window.

(4) Look for the Internet Protocol (TCP/IP) entry in the list of network components.

Installing the TCP/IP protocol

If you cannot find the Internet Protocol (TCP/IP) entry, install the TCP/IP protocol as fol-
lows:

(1) First click Properties, then Install in the status window of the LAN Connection.

(2) Select the Protocol entry.

(3) Click Add.
(
(

~

4) Select Internet Protocol (TCP/IP) and click on OK.

~

5) Follow the on-screen instructions and restart your PC when you have finished.

Configuring a Windows PC as a DHCP client

Assign an IP address to your PC as follows:
(1) Initially, proceed as described to display the network properties.
(2) Select Internet Protocol (TCP/IP) and click on Properties.

(3
(
(

~

Choose Determine IP address automatically.
4

~

Also choose Determine DNS server address automatically .

5) Close all the windows by selecting OK.

Your PC should now meet all the prerequisites for configuring your device.

Note

You can now launch the configuration interface for doing the configuration by entering
the preconfigured IP address of your device (192.168.0.251) in a supported browser
(Internet Explorer 6 or later, Mozilla Firefox 1.2 or later) and entering the pre-set login
data (User: admin, Password: admin).

3.2 Configuring the system
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3.2.1 Network setting (LAN)

If you intend to integrate your device into an existing network infrastructure, select the As-
sistants->First steps->Basic Settings menu for the network settings. For the LAN IP con-
figuration, the Address Mode is set to Static by default, since your system is delivered ex
works with a fixed IP. Enter the necessary IP Address for your device in your LAN and the
associated Netmask. Leave all the other settings and click OK. Save the configuration by
clicking on the Save Configuration button above the menu navigation.

3.2.2 Enter SIP provider

As an option, you may enter SIP providers for external telephone connections. Please note
the description in the online help for the menu VolP ->Settings->SIP Provider->New.

3.3 Setting up an internet connection

You can establish an Internet connection with your device.

3.3.1 Internet connection via the internal VDSL modem

To make it easier to configure an VDSL internet connection, the configuration interface has
a wizard to guide you through the connection set-up process simply and quickly.

(1) Inthe user interface, go to the Assistants->Internet menu.

(2) Use New to create a new entry, and copy the Connection Type 'nternal ADSL
Modem .

(3) Follow the steps shown by the wizard. The wizard has its own online help, which of-
fers all of the information you may require.

(4) Once you have exited the wizard, save the configuration by clicking on the Save con-
figuration button above the menu navigation.

3.3.2 Other internet connections

In addition to an VDSL connection over the internal VDSL modem, you can connect your
device to the internet with other types of connection or via an external modem. The Inter-
net wizard in the configuration interface provides support with configurations of this type.
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3.3.3 Testing the configuration

Once you have finished configuring your device, you can test the connection in your LAN
and to the Internet.

Carry out the following steps to test your device:

(1) Test the connection from any device in the local network to your device. In the Win-
dows Start menu, click Run and enter ping followed by a space and then the IP ad-
dress of your device (e.g. 192.168.0.251). A window appears with the message
"Reply from...".

(2) Test the Internet access by entering www.bintec-elmeg.com in the Internet browser.

Note

Incorrectly configured terminals may lead to unwanted connections and higher
charges! Monitor your device and make sure it only sets up connections at the times
you want it to. Watch the light indicators on your device (indicators for ISDN, DSL and
the Ethernet interfaces).

3.4 User access

Those who administer and set up the system can set up a personalised configuration ac-
cess for the users. This will enable the users to view their main personal settings and cus-
tomise some of them.

Note

Those who administer and set up the system can access the settings and data of all
the users. It is only the personal telephone book (User Phonebook) which the user
can set up for themselves which can only be managed and viewed with the personal
user login data.

To log into the configuration interface with the access data you have been assigned, enter
your user hame and your password in the login window.

The administrator configures the user accesses in the Numbering->User Settings->Users
menu.

Users can also find help with the available configuration options in the online help system.


http://www.bintec-elmeg.com

3 Basic configuration bintec elmeg GmbH

3.5 Software updates for be.IP plus

The range of functions in the be.IP plus is continuously being extended. For new software
versions can be carried out easily with the GUI.

A functional Internet connection is required for any kind of an automatic update.

Proceed as follows:
(1) Go to the Maintenance->Software &Configuration menu.

(2) Select under Action Update system softwareand under Source Location Cur-
rent software from Update Server.

(3) Confirm with Go.

Alternatively, you can carry out a software update in the User view. On the Status page,
click Update under Firmware Update to start the process. Do not interrupt the Internet
connection or the power supply.

After installation of the new system software, the system must be restarted.

Software and Configuration Options

Action Update system software v

Source Location | Current Software from Update éewer';:i

START

The device will now connect to the download server and check whether an updated version
of the system software is available. If so, your device will be updated automatically. When
installation of the new software is complete, you will be invited to restart the device.
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Chapter 4 Operation via the telephone

The operation and configuration of the system via a connected telephone is described in
two separate documents. You will find the document as download under ht-
tp://bintec-elmeg.com

be.IP plus
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Chapter 5 Access and configuration

5.1 Access via LAN

Access via one of your device's Ethernet interfaces allows you to open the configuration in-
terface in a web browser.

5.1.1 HTTP/HTTPS

With a current web browser, you can use the HTML interface to configure your device. For
this, enter the following in your web browser's address field

e http://192.168.0.251
or

https://192.168.0.251

5.2 Configuration

The configuration is done using the HTML configuration interface.

5.2.1 Configuration interface

The configuration interface is a web-based graphic user surface that you can use from any
PC with an up-to-date Web browser via an HTTP or HTTPS connection.

With the configuration interface you can perform all the configuration tasks easily and con-
veniently. It is integrated in your device and is available in English.

The settings you make are applied with the OK or Apply button in the relevant menu, and
you do not have to restart the device.

If you finish the configuration and want to save your settings so that they are loaded as the
boot configuration when you reboot your device, save these by clicking the Save configur-
ation button.

You can also use the configuration interface to monitor the most important function para-
meters of your device.

be.IP plus



System Information Resource Information

Uptime 2 Day(s) 3 Hour(s) 3 Minute(s) CPU Usage 0%
System Date Sunday, 2000 Nov 12, 00:36:13 Memory Usage 46.4/127.9 MByte (36%)
Serial Number BE2CCA015030025 Internal Storage

0.044/3.963 GByte (1%) 1%
BOSS Version
Active Sessions (SIF. RTP, etc...) 3
V.10.1 Rev. 7 (Beta 19) IPv6, IPSec, PBX from 2016/03/15 00:00:00

Last configuration stored Friday. 2000 Nov 03, 20:48:25 Active IPSec Tunnels 01

Night Mode Status Off

5.2.1.1 Open the configuration interface

(1) Check whether the device is connected and switched on and that all the necessary
cables are correctly connected.

(2) Check the settings of the PC from which you want to configure your device.
(3) Open a web browser.
(4) Enter http://192.168.0.251 in the address field of the web browser.

(5) You will prompted to change the administrator password. Change the login password.

You are now in the status menu of your device's configuration interface.

5.2.1.2 Operating elements

Configuration interface window
The configuration interface window is divided into three areas:

¢ The header

* The navigation bar

* The main configuration window
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Navigation Header

ot @
be.IP plus Mblme{ewsﬁ LanGUAGE VIEW SRR  SAVE CONFIGURATION

Assistants beip_plus

System Management SYSTEM DATE AND TIME TIMER SYSTEM LICENCES

Physical Interfaces

Volp
Basic Settings System Settings
Numbering

Transfer Signaling @ With Ringing Tone O With Music On H

Terminals

Call Routing

Applications 40 (Team giobal) ¥

LAN

(((((((

Wireless LAN Controller
Networking

Multicast

T Information v
VPN Maximum Number of Accounting Log Entries
Firewall

Local Services

Maintenance

Main configuration window

External Reporting

Monitoring

Header

HOME Logout (7]

be.IP plus Celmeg LANGUAGE VIEW  SAVE CONFIGURATION
be.ip_plus e ompeny

Configuration interface header bar
Opens the navigation bar.

m In the view of User executes each menu to the start page.

L £ Logout: If you want to end the configuration, click this button to
ogou log out of your device. A window is opened offering you the fol-
lowing options:

* Continue with the configuration,
» Save the configuration and close the window,

* Exit the configuration without saving.

@ Online Help: Click this button if you want help with the menu
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English

Deutsch

Initial operation
User
Expert

Full Access

now active. The description of the sub-menu where you are now
is displayed.

Language: From the dropdown menu, select the language in
which the configuration interface is to be displayed. Here, you
can select the language in which you want to carry out the con-
figuration. German and English are available.

View: Select the desired view from the dropdown menu. Full
Access , Expert and Usercan be selected. Also the Initial
operation can be start again from here.

T T Save configuration button.

Navigation bar

If you click the Save configuration button, you will be asked
"Do you really want to save the current configuration as a boot
configuration?"

You can

» Save configuration

e Save configuration with boot backup
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Assistants

System Management

Physical Interfaces

VolP

Numbering

Terminals

Call Routing

Applications

LAN

Wireless LAN Controller

Networking

Multicast

Firewall

Local Services

Maintenance

External Reporting

Monitoring

Status page

5 Access and configuration

The navigation bar contains the main configuration menus and their sub-menus.
Click the main menu you require. The corresponding sub-menu then opens.

If you go to the sub-menu you want, the entry selected will be displayed in color. After se-
lecting the sub-menu the navigation bar will be closed.



If you open the configuration interface the status page of your device is displayed after you
log in. The most important data of your device can be seen on this at a glance.

Main configuration window

The sub-menus generally contain several pages. These are called using the buttons at the
top of the main window. If you click a button, the window is opened with the basic paramet-
ers. You can extend this by clicking the Advanced Settings tab, which displays the addi-
tional options.

Configuration elements

The various actions that you can perform when configuring your device in the configuration
interface are triggered by means of the following buttons:

Buttons

Button Function

Updates the view.

APPLY
If you do not want to save a newly configured list entry, cancel

CANCEL this and any settings made by pressing Cancel.

oK Confirms the settings of a new entry and the parameter
changes in a list.
Immediately starts the configured action.

GO
Calls the sub-menu to create a new entry.

NEW
Inserts an entry in an internal list.

ADD

Symbols

Deletes the list entry.
Displays the menu for changing the settings of an entry.
Displays the details for an entry.

[]
;
Q

‘D Voicemail message can be intercepted.

be.IP plus
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List options

Messages will be saved.
Select the button to go to the elmeg IP1x0 telephone user inter-

face administrator page.

Moves an entry. A combo box opens in which you can choose
the list entry that selected entry is to be placed in front of/after.

Creates another list entry first and opens the configuration

menu.

Sets the status of the entry to Tnactive.

Sets the status of the entry to Active.

Indicates "Dormant" status for an interface or connection.

Indicates "Up" status for an interface or connection.

Indicates "Down" status for an interface or connection.

Indicates "Blocked" status for an interface or connection.

Indicates that data traffic is encrypted.

Triggers a WLAN bandscan.

Displays the next page in a list.

Displays the previous page in a list.

Update Interval

Here you can set the interval in which the view is to be updated.

To do this, enter a period in seconds in the input field and con-
firm it with appLy .



Filter You can have the list entries filtered and displayed according to
certain criteria.

You can determine the number of entries displayed per page by
entering the required number in Viewxper page.

Use the and buttons to scroll one page forward and one
page back.

You can filter according to certain keywords within the configur-
ation parameters by selecting the filter rule you want under Fil-
ter inx <Option> y and entering the search word in the input
field. go launches filter operation.

Configuration elements  Some lists contain configuration elements.

You can therefore change the configuration of the correspond-
ing list entry directly in the list.

Automatic Refresh Interval 60 Seconds  APPLY

Configuration of the update interval

View 20 per page Filter inl Mone v ||equa| v || GO

Filter list

On the status page you can open the option Automatic Refresh Interval using the button

be.IP plus



bintec elmeg GmbH

5 Access and configuration

Logout e

LANGUAGE VIEW EjEhbEl SAVE CONFIGURATION

[-]

Automatic Refresh Interval

Click Automatic Refresh Interval.

Enter the time and click appLy -

Automatic Refresh Interval

60 Seconds APPLY

CLOSE

Structure of the configuration menu
The menus contain the following basic structures:
Menu structure

Basic configuration When you select a menu from the navigation bar, the menu of

menu/list basic parameters is displayed first. In a sub-menu containing
several pages, the menu containing the basic parameters is dis-
played on the first page.

The menu contains either a list of all the configured entries or
the basic settings for the function concerned.
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Sub-menu
The New button is available in each menu in which a list of all

NEW the configured entries is displayed. Click the button to display
the configuration menu for creating a new list entry.

Sub-menu

Y Click this button to process the existing list entry. You go to the
f configuration menu.
Menu

Click this tab to display extended configuration options.
+ ADVANCED SETTINGS

The following options are available for the configuration:

Configuration elements

Eingabefelder e.g. empty text field

Description

Text field with hidden input

Enter the data.

Radiobuttons e.g.
P Address Mode QO Static @ GetIP Address
Select the corresponding option.
Checkbox e.g. activation by selecting checkbox
) cnabled
Dropdown-Menus e.g.
Full Autonegotiaticn v

Click the arrow to open the list. Select the required option using
the mouse.

Interne Listen e.g.

Remote IP

Address Netmask Metric

ADD
Click app - A new list entry is created. Enter the corresponding
data. If list input fields remain empty, these are not saved when
you confirm with OK. Delete the entries by clicking the g icon.



Display of options that are not available

Options that are not available because they depend on the selection of other options are
generally hidden. If the display of these options could be helpful for a configuration de-
cision, they are instead greyed out and cannot be selected.

5.2.1.3 Menus

The configuration options of your device are contained in the sub-menus, which are dis-
played in the navigation bar in the left-hand part of the window.

be.IP plus



Chapter 6 Assistants

The Assistants menu offers step-by-step instructions for the following basic configuration
tasks:

¢ Initial operation Telekom

* First steps

* Internet

e WLAN

¢ Telephony

* VPN

Choose the corresponding task from the navigation bar and follow the instructions and ex-
planations on the separate pages of the Wizard.

be.IP plus
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Chapter 7 System Management

The System Management menu contains general system information and settings.

You see a system status overview. Global system parameters such as the system name,
date/time, passwords and licences are managed and the access and authentication meth-
ods are configured.

7.1 Status

If you log into the GUI, your device displays the status page in the Users view.

Here you can find links to the configuration assistants that will support you with an easy
configuration of the most important settings.

Moreover, you can carry out a Firmware Update. Click Update to start the process.

Note

Do not interrupt the Internet connection or the power supply.

After installation of the new system software, the system must be restarted.

In the Full Access and Expert views of your device, the status page displays the most
important system information.

You see an overview of the following data:

¢ System status
¢ Your device's activities: Resource utilisation, active sessions and tunnels

Status and basic configuration of the LAN, WAN, ISDN, and ADSL interfaces

¢ Information on plugged add-on modules (if any)

Note

The information displayed depends on the layout and the operation mode of your
device.

You can customise the update interval of the status page by entering the desired period in
seconds as Automatic Refresh Interval and clicking on the Apply button.
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f Caution

Under Automatic Refresh Interval do not enter a value of less than 5 seconds, oth-
erwise the refresh interval of the screen will be too short to make further changes!

The menu System Management->Status consists of the following fields:

Fields in the System Information menu.

Uptime Displays the time past since the device was rebooted.
System Date Displays the current system date and system time.

Serial Number Displays the device serial number.

BOSS Version Displays the currently loaded version of the system software.

Last configuration
stored Displays day, date and time of the last saved configuration (boot

configuration in flash).

Night Mode Status
Displays whether your device is in normal operation ( 0£f) or in

night operation ( On).

Fields in the Resource Information menu.
Field Value
CPU Usage Displays the CPU usage as a percentage.

Memory Usage Displays the usage of the working memory in MByte in relation
to the available total working memory in MByte. The usage is
also displayed in brackets as a percentage.

Memory Card
Shows the status of any optional external memory card that has

been inserted, and the size of the memory in GBytes or MBytes.
Active Sessions (SIF,  Displays the total number of sessions which are counted by the
RTP, etc...) stateful inspection function of the device. A value is displayed if

one or more of the following functions is enabled:

e SIF

e TDCR

* |P load balancing

Active IPSec Tunnels Displays the number of currently active IPSec tunnels in relation
to the number of configured IPSec tunnels.



bintec elmeg GmbH

7 System Management

Fields in the Modules menu

DSP Module Shows the type of plugged DSP module if any. An acquired fax
licence, if any, can be displayed.

Fields in the VoIP Trunk Lines menu

No. Displays the consecutive number of the SIP provider (your IP
telephony provider).

Description Displays the description of the SIP provider that has been
entered upon creation of the provider.

Registrar Displays the server your system connects to in order to enable
IP phone calls.

Access Type Displays if your connection is a point to multipoint or point to
point (DDI) connection.

Status Displays the current status of the connection to this SIP pro-
vider.

Fields in the Physical Interfaces menu.

Interface - Connection The physical interfaces are listed here and their most important

Information - Link settings are shown (ISDN: only the first 4 ports are listed). The
system also displays whether the interface is connected or act-
ive.

Interface specifics for Ethernet interfaces:

¢ |P address
¢ Netmask

* Not configured
Interface specifics for ISDN interfaces:

¢ Configured

* Not configured
Interface specifics for xDSL interfaces:

e Last Change
e DSL operation mode
e DSL Speed



Field Value
e DSL Volume
Interface specifics for LTE connection:

e Current quality of the UMTS/LTE connection

Fields in the WAN Interfaces menu.

Field Value

Description - Connec- All the WAN interfaces are listed here and their most important
tion Information - Link settings are shown. The system also displays whether the inter-
face is active.

72 Global Settings

The basic system parameters are managed in the Global Settings menu.

72.1 System

The System Management->Global Settings->System menu is used for entering your
system's basic data.

The menu consists of the following fields:

Fields in the menu Basic Settings

Field Value

System Name Enter the system name of your device. This is also used as the
PPP host name.

A character string of up to 255 characters is possible.

The device type is entered as the default value.
Location Enter the location of your device.

Contact Enter the relevant contact person. Here you can enter the e-
mail address of the system administrator, for example.

A character string of up to 255 characters is possible.

Only for compact systems: The default value is BINTECELMEG.

be.IP plus
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Maximum Number of  Enter the maximum number of syslog messages that are stored
Syslog Entries internally in the device.

Possible values are 0 to 1000.

The default value is 50. You can display the stored messages in
Monitoring->Internal Log.

Maximum Message Select the priority of system messages above which a log
Level of Syslog Entries should be created.

System messages are only recorded internally if they have a
higher or identical priority to that indicated, i.e. all messages
generated are recorded at syslog level Debug.

Possible values:

* Emergency: Only messages with emergency priority are re-
corded.

* Alert: Messages with emergency and alert priority are recor-
ded.

e Critical: Messages with emergency, alert and critical prior-
ity are recorded.

* Error: Messages with emergency, alert, critical and error pri-
ority are recorded.

* Warning: Messages with emergency, alert, critical, error and
warning priority are recorded.

* Notice: Messages with emergency, alert, critical, error,
warning and notice priority are recorded.

* Information (default value): Messages with emergency,
alert, critical, error, warning, notice and information priority are
recorded.

* Debug: All messages are recorded.

Maximum Number of  Enter the maximum number of login process entries that are
Accounting Log stored internally in the device.

Entries
Possible values are 0 to 1000.

The default value is 20.

Show Manufacturer Here you can determine if the manufacturer part of a MAC ad-
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Names dress is to be "translated". The manufacturer part takes up to
eight characters at the beginning of the MAC address. Instead
of, e.9., 00:a0:£9:37:12:c9, BintecCo_37:12:c9is dis-
played if this option is enabled.

Autosave Configura- Here you can choose whether configuration changes are auto-
tion matically saved.

The option is enabled per default.

You can find a detailed description of this function below.

Autosave Configuration

Whenever you make a change to the current configuration using the GUI, this change be-
comes immediately active once you confirm the change (e.g. with the OK button). Addition-
ally, the status of the configuration is stored, the syslog (syslogl evel = debug) shows new
config state: modified. As soon as this state has been reached, and the next bit of
HTTP(S) traffic between the browser and the GUI is registered, the change is confirmed
and cleared for saving. The syslog shows new config state: confirmed.

As soon as this state has been reached and the configuration session via the browser is
terminated without the user actively saving the new configuration, your device automatically
saves the new configuration once the HTTP(S) session has timed out. The syslog first in-
forms about the termination of the active session (e.g. delete httpSessionStat
entry admin at Fri Apr 21 11:04:34 2017 (keep alive timeout)), and
then confirms the configuration auto save on session termination.

In case a configuration error has locked you out of the GUI, the implicit confirmation of the
change ( new config state: confirmed) does not take place, and it is not saved
after session termination. A reboot of your device then resets the change.

Transfer to busy subscriber

In configuration, you can define whether transfer of a call to an engaged subscriber is pos-
sible, or whether the caller hears the busy tone on Off and the call is thus ended. Other-
wise, the caller remains on hold and hears the music-on-hold. If the target subscriber
hangs up, the subscriber on hold hears the ringing tone if with Ringing Tone has been
selected, or Music on Hold if with Music on Hold has been selected until the target
subscriber accepts the call. The target subscriber is called and can take the call on hold.

Fields in the menu System Settings
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Transfer Signalling Set how the connecting to an internal subscriber shut be man-
aged.

Possible values:

e With Ringing Tone (default value): While being trans-
ferred, the caller hears music on hold from the system; after
being transferred, the ringing tone.

* With Music On Hold: The caller hears the system's on-
hold music until the targte subscriber accepts the call.

Transfer to busy exten- Set whether a caller may be transferred to a busy subscriber.
sion
The function is activated with Enabled.

The function is disabled by default.

Rerouting to Number  Set the destination to which incoming calls should be diverted
to, e. g. in the case of a misdial.

Possible values:

* None - Busy Tone: The caller hears the engaged tone by
default and cannot be redirected to a destination.

* <Extension number>: By default, the incoming call is
routed to the number selected.

The default value is the preset internal number 40 (Team
global).

Interconnect external When brokering with two external subscribers, select whether
calls they are to be connected after you hang up.

The function is activated with Enabled.

The function is disabled by default.

Country settings

Your business is an international company with subsidiaries in several countries. Despite
the differences in network implementation in the different countries, you want to use the
same system in each subsidiary. By setting the respective country variants, the system can
be adjusted to the particular features of the network in the required country.
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As the system requirements vary from country to country, the functionality of certain fea-
tures needs to be customised. The basic settings for different country variants are stored in
the system.

Fields in the menu Country Settings
.

Country Profile Select the country in which you want to use the system.

Note: This does not change the language of the text in the sys-
tem menu of system telephones.

Possible values:

* Deutschland (default value)
® Nederland

® Great Britain
® Belgié

® Ttalia

® Danmark

® Espanfa

® Sverige

® Norge

® France

® Portugal

e Osterreich

® Schweiz

e Cesko

® Slovenija

® Polska

®* Magyarorszag

* Fllada

International Prefix / Enter the country code.

Country Code
You need this entry if, e. g., you wish to automatically generate

an international number under SIP Provider. You dial, as usual,
the national prefix e. g. 05151 909999 and the system then
automatically dials +495151 909999. If you fail to enter the
country code, you may misdial, as the system will then dial



bintec elmeg GmbH 7 System Management

+5151 909999. Without the entry Generate international
phone number and International Prefix / Country Code, the
full number plus the country code always has to be dialled in the
case of SIP providers.

Note: Not every SIP provider supports this setting.

Enter the national prefix and the area code for the location
where your system is installed. With a point-to-point ISDN ac-
cess, this area code is essential, because otherwise e. g. no
automatic external callback is possible.

National Prefix / City
Code

The menu Advanced Settings consists of the following fields:

Fields in the menu Charge Settings
Field Value

Charge Rate Factor Enter the factor for the connection costs.

The default value is 0. 00.

Currency Here, enter the name of the currency, e. g. EUR, (max. three
characters). This entry is just a name which is not involved in
any calculation of the tariff unit factor. Special characters are
not permitted.

Charge Information (S0 Select the transmission method for charge information on the in-
/ Upn Extension) ternal SO bus.

Possible values:

* Keypad: Depending on country and provider, the charging in-
formation is transmitted so as to allow direct display by the
terminal.

* Functional: The charge information is transmitted in binary,
coded form, and the terminal first needs to decode it (EURO
ISDN).

* Both (default value): Both protocols are recognised.

Fields in the menu Day Mode
Field Value

Global Rerouting Select the call variant in day modus that shall apply to the over-
all system if no specific redirect has been set up.



7 System Management bintec elmeg GmbH

The default value is Variant 1.

Night operation

You can switch the system to night operation and thus enable particular call variants for the
team signalling, the door intercom signalling and the rejection functions.

An advanced switching of the call variants is possible via a code or the calendar that has
been configured for night operation. You configure a calendar for night operation in the Ap-
plications->Calendar->Calendar->New menu.

Fields in the menu Night Mode
.

Team Signalling Select the call variants for team signalling in night operation.

The default value is Variant 1.

Doorcom Signalling Select the door intercom variants for door intercom signalling in
night operation.

The default value is Variant 1.

Rerouting of Incoming Select the call variants for reject to message in night operation.

Distribution
The default value is Variant 1.

Extension Rerouting Select the call variants for reject to direct dial-in in night opera-
tion.

The default value is Variant 1.

Global Rerouting Select the call variants for general rejection in night operation.

The default value is Variant 1.

Alarm Input
Select the call variants for alarm in night operation.

The default value is Variant 1.

7.2.2 Passwords

Setting the passwords is another basic system setting.
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&1 Note

All bintec elmegbintec elmeg devices are delivered with the same username and pass-
word and the same PINs. As long as the passwords or PINs remain unchanged, they
are not protected against unauthorised use.

When you log onto your device for the first time, you are prompted to change the pass-
word. You need to change the system administrator password in order to be able to
configure your device.

Make sure you change all passwords and PIN's to prevent unauthorised access to the
device.

The System Management->Global Settings->Passwords menu consists of the following
fields:

Fields in the System Password menu.

System Admin Pass-  Enter the password for the user name admin.

word
The default password is admin.

This password is also used with SNMPv3 for authentication
(MD5) and encryption (DES).

Some devices have an individual password configured ex
works. In this case you can find the password printed on the
type label on the bottom of your device.

Confirm Admin Pass- Confirm the password by entering it again.
word

PIN1 and PIN2

You can use various protection functions to prevent misuse of your system. Your system
settings protect you by means of a 4-digit PIN1 (pin number). Access from outside (remote
access) is protected by a 6-character PIN2.

PIN1 is a 4-digit pin number that allows you to protect system settings from unauthorised
access. PIN2 is a 6-digit pin number that prevents unauthorised external subscribers from
being able to use your system. These functions can only be used after entering a 6-digit
PIN2.

Various settings are protected by the system's PIN1. In the basic setting, the PIN1 is set to
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none.
The following performance features are protected using PIN2:
* Remote access for Follow me, room monitoring

Fields in the Configuration via Phone (4-Digit Numeric PIN) menu.

Field Value

PIN1 Enter PIN1.
The default value is none.

With the 4-digit PIN1 (PIN number) you protect your system set-
tings through configuration via telephone.

Fields in the Remote Access to Phone (6-Digit Numeric PIN) menu.
.

Remote Access (e.g. Select whether a remote access of your system is to be permit-
Follow me, Room Mon- ted.

itoring)
The function is activated with Enabled.
The function is disabled by default.
PIN2 Only if Remote Access (e.g. Follow me, Room Monitoring) is

enabled.
Enter the PIN2.
The default value is 000000.

Through the 6-digit PIN2 you protect from external access
(remote access).

Fields in the SNMP Communities menu.
Field Value

SNMP Read Com- Enter the password for the user name read.

munity
The default password is admin.

SNMP Write Com- Enter the password for the user name write.

munity
The default password is admin.
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Field in the Global Password Options menu
.

Show passwords and Define whether the passwords are to be displayed in clear text
keys in clear text (plain text).

The function is enabled with Show
The function is disabled by default.

If you activate the function, all passwords and keys in all menus
are displayed and can be edited in plain text.

One exception is IPSec keys. They can only be entered in plain
text. After pressing OK or calling the menu again, they are dis-
played as asterisks.

7.2.3 Date and Time

You need the system time for tasks such as correct time-stamps for system messages, or
accounting.

You have the following options for determining the system time (local time):

ISDN/Manual

The system time can be updated via ISDN, i.e. with every existing external connection the
date and time are taken from the ISDN. The date and time can also be entered manually,
e. g. if time and date are not sent in the ISDN or no time server is provided. The time re-
mains for approx. 3 hours after the system's power supply is switched off.

The clock switches from summer to winter time (and back) automatically. This is independ-
ent of the exchange time or the ntp server time. Summer time starts on the last Sunday in
March by switching from 2 a.m. to 3 a.m. The calendar-related or schedule-related
switches that are scheduled for the missing hour are then carried out. Winter time starts on
the last Sunday in October by switching from 3 a.m. to 2 a.m. The calendar-related or
schedule-related switches that are scheduled for the additional hour are then carried out.

Time server

You can obtain the system time automatically, e.g. using various time servers. To ensure
that the device uses the desired current time, you should configure one or more time serv-
ers.
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&1 Note

If a method for automatically deriving the time is defined on the device, the values ob-
tained in this way automatically have higher priority. A manually entered system time is
therefore overwritten.

The menu System Management->Global Settings->Date and Time consists of the fol-
lowing fields:

Fields in the Basic Settings menu.
I
Time Zone Select the time zone in which your device is installed.

You can select Universal Time Coordinated (UTC) plus or
minus the deviation in hours or a predefined location.

compact systems: The default value is Europe/Berlin.

Current Local Time The current date and current system time are shown here. The
entry cannot be changed.

Fields in the Manual Time Settings menu.
N ==

Set Date Clicking into the field for adding a date brings up a standard cal-
ender. Clicking the desired date will enter it into the configura-
tion interface.

Set Time Enter a new time.

Format:
e Hour: hh

¢ Minute: mm

Fields in the Automatic Time Settings (Time Protocol) menu.
I
ISDN Timeserver Determine whether the system time is to be updated via ISDN.

If a time server is configured, the time is only determined over
ISDN until a successful update is received from this time server.
Updating over ISDN is deactivated for the period in which the
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First Timeserver

Second Timeserver

Third Timeserver

time is determined by means of a time server.
The function is activated with Enabled.

The function is enabled by default.

Enter the primary time server, by using either a domain name or
an IP address.

In addition, select the protocol for the time server request.
Possible values:
* SNTP (default value): This server uses the simple network

time protocol via UDP port 123.

e Time Service / UDP: This server uses the Time service
with UDP port 37.

e Time Service / TCP: This server uses the Time service
with TCP port 37.

e None: This time server is not currently used for the time re-
quest.

Enter the secondary time server, by using either a domain name
or an IP address.

In addition, select the protocol for the time server request.
Possible values:

e SNTP (default value): This server uses the simple network
time protocol via UDP port 123.

e Time Service / UDP: This server uses the Time service
with UDP port 37.

e Time Service / TCP: This server uses the Time service
with TCP port 37.

e None: This time server is not currently used for the time re-
quest.

Enter the third time server, by using either a domain name or an
IP address.

In addition, select the protocol for the time server request.
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Time Update Interval

Time Update Policy

Internal Time Server

Possible values:

e SNTP (default value): This server uses the simple network
time protocol via UDP port 123.

e Time Service / UDP: This server uses the Time service
with UDP port 37.

e Time Service / TCP: This server uses the Time service
with TCP port 37.

e None: This time server is not currently used for the time re-
quest.

Enter the time interval in minutes at which the time is automatic-
ally updated.

The default value is 1440.

Enter the time period after which the system attempts to contact
the time server again following a failed time update.

Possible values:

e Normal (default value): The system attempts to contact the
time server after 1, 2, 4, 8, and 16 minutes.

* Aggressive: For ten minutes, the system attempts to con-
tact the time server after 1, 2, 4, 8 seconds and then every 10
seconds.

* Endless: For an unlimited period, the system attempts to
contact the time server after 1, 2, 4, 8 seconds and then every
10 seconds.

If certificates are used to encrypt data traffic in a VPN, it is ex-
tremely important that the correct time is set on the device. To
ensure this is the case, for Time Update Policy, select the
value Endless.

Select whether the internal timeserver is to be used.

The function is activated by selecting Enabled. Time requests
from a client will be answered with the current system time. This
is given as GMT, without offset.

The function is enabled by default. Clients' time requests are
answered in the LAN.
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72.4 Timer

In the Timer menu you can configure the times at which particular system features are to
be switched on by default.

The menu System Management->Global Settings->Timer consists of the following fields:

Fields in the Basic Settings menu.
Field Description

Call Forwarding Enter the time in seconds after which a Call Forwarding
(CFNR) (CFNR) will be executed.

Possible values are 1 to 99.

The default value is 15.

Direct Call Enter the time in seconds after which the configured number will
be dialled when the receiver is lifted.

You wish to set up a telephone for which the connection to a
specific number is established without entering the number (e.g.
emergency telephone). You are not at home. However, there is
someone at home who needs to be able to reach you quickly
and easily by telephone if necessary (e. g. children or grandpar-
ents). If you have set up the "Direct Call" function for one or
more telephones, the receiver of the corresponding telephone
only needs to be lifted. After a time period without further entries
set in configuration, the system automatically dials the con-
figured direct call number.

If you do not dial within the specified period from picking up the
receiver, automatic dialling is initiated.

Possible values are 1 to 30.

The default value is 5.

External Door Connec- If an external telephone requests a door intercom call, here you
tions can set the time in seconds after which this call is forcefully ter-
minated.

Possible values:

® infinite
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®* 60 seconds

® 120 seconds

* 180 seconds (default value)
® 240 seconds

® 300 seconds

Fields in the Advanced Settings menu.
.

Explicit Call Transfer  Enter the time in seconds after which the initiating subscriber is
to be called back or hear call waiting if the required subscriber
could not be reached.

You have passed a caller to another subscriber by brokering or
transfer. This subscriber cannot be reached or is engaged. But
you wish to prevent the subscriber terminating the call or being
diverted by the system after a time. You achieve this using an
automatic callback to your telephone. In the case of calls which
are transferred with no message (special call transfer, UbA), a
callback or call waiting (if there is already a new call) is made to
the initiating subscriber after the time entered here.

Possible values are 10 to 179.

The default value is 30.

Transfer to busy exten- Enter the time in seconds after which a subscriber in the waiting
sion loop is reconnected with the switchboard.

The switchboard wishes to pass a call to a particular employee.
However, this person is currently on the phone. The call can
then be switched to the subscriber's waiting loop. If the call is
not taken in the time entered here, the switchboard is called
again.

Possible values are 10 to 600.

The default value is 30.

System Parking (Open Enter the time in seconds after which an open hold for enquiry
Enquiry) is terminated and the subscriber called back or given a call wait-

ing.
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You are making a call and want to transfer it to a colleague. Un-
fortunately, you do not know where this colleague is. System
Parking (Open Enquiry) holds the caller in the system's queue.
You can now make an announcement from your telephone to
notify your colleague that the call is waiting. Using a code for
the open hold for enquiry, the colleague can take the call on any
telephone.

If a call waiting in the queue is not taken by a subscriber within
the time entered here, the initiating subscriber is called back or
given a call waiting.

Possible values are 10 to 600.

The default value is 30.

7.2.5 System Licences

This chapter describes how to activate the functions of the software licences you have pur-
chased.

The following licence types exist:

* Licences already available in the device's ex works state

* Free extra licences

¢ Extra licences at additional cost

The data sheet for your device tells you which licences are available in the device's ex

works state and which can also be obtained free of charge or at additional cost. You can
access this data sheet at www.bintec-elmeg.com.

Entering licence data

You can obtain the licence data for extra licences via the online licensing pages in the sup-
port section at www.bintec-elmeg.com . Please follow the online licensing instructions.
(Please also note the information on the licence card for licences at additional cost.) You
will then receive an e-mail containing the following data:

¢ Licence Key and

¢ Licence Serial Number.

You enter this data in the System Management->Global Settings->System
Licences->New menu.
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In the System Management->Global Settings->System Licences->New menu, a list of
all registered licences is displayed (Description, Licence Type, Licence Serial Number,
Status).

Possible values for Status

L=z Meaning

OK Subsystem is activated.
Not OK Subsystem is not activated.
Not supported You have entered a licence for a subsystem your device does

not support.

In addition, above the list is shown the System Licence ID required for online licensing.

Note

To restore the standard licences for a device, click the Default Licences button
(standard licences).

7.2.5.1 Edit or New

Choose the ,* icon to edit existing entries. Choose the New button to enter more licences.

Activating extra licences

You activate extra licences by adding the received licence information in the System Man-
agement->Global Settings->System Licences->New menu.

The menu System Management->Global Settings->System Licences->New consists of
the following fields:

Fields in the Basic Settings menu.

Field Value

Licence Serial Number Enter the licence serial number you received when you bought
the licence.

Licence Key Enter the licence key you received by e-mail.

Note
If Not OK is displayed as the status:

* Enter the licence data again.
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¢ Check your hardware serial number.

If Not Supported is displayed as the status, you have entered a license for a sub-
system that your device does not support. This means you cannot use the functions of
this licence.

Deactivating a licence

Proceed as follows to deactivate a licence:
(1) Go to System Management->Global Settings->System Licences->New.

(2) Pressthe g icon in the line containing the licence you want to delete.

(3) Confirm with OK.

The licence is deactivated. You can reactivate your additional licence at any time by enter-
ing the valid licence key and licence serial number.

7.3 Access Codes

In your day-to-day work you have employed codes to use particular features and you wish
to use them again with your new system. However, other codes are set for these features
in the basic setting. No problem - you can change the codes for different features. So you
can use your usual codes for these features in the future.

7.3.1 Alternative Access Codes

You use the Alternative Access Codes menu to configure the system's access number
plan.

The access number can be set individually for some performance features in the system
configuration. The access number preset in the system is supplemented with a call number
from the system's internal number plan. For performance features Open inquiry and
Bundles, several access codes can be assigned. The performance feature with modified
access number is operated as described for the corresponding performance feature. You
can use the modified access number (internal number) or the access number described in
the user guide (excluding dialling code).

The System Management->Access Codes->Alternative Access Codes menu consists
of the following fields:

Fields in the Basic Settings menu.
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Line Access Digit

Pick-up Group

Pick-up (Extension)

Assign project codes

Speed Dial

Trunk Group Selection

System Parking (Open
Enquiry)

Select the exchange code.

Possible values:

® None

* 0 (default value)
* 6

LI
* 38
O )

Enter the new code for performance feature Pick-up (group).

Enter the new code for performance feature Pick-up (internal
subscriber).

Enter the new code for performance feature Assign project
codes.

Enter the new code for performance feature Speed Dial.

Create the new access numbers for the Trunk Group Selec-
tion feature.

To do this, first click Add to create a bundle selection, select the
bundle and enter the access number you require for the bundle.

Create the new access numbers for the System Parking (Open
Enquiry) feature.

To do this, first click Add to create a queue in which the caller is
to be held, and enter the access number you require for the
queue. You can create a maximum of 10 entries.

74 Interface Mode / Bridge Groups

In this menu, you define the operation mode for your device's interfaces.

Routing versus bridging
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Bridging connects networks of the same type. In contrast to routing, bridges operate at lay-
er 2 of the OSI model (data link layer), are independent of higher-level protocols and trans-
mit data packets using MAC addresses. Data transmission is transparent, which means the
information contained in the data packets is not interpreted.

With routing, different networks are connected at layer 3 (network layer) of the OSI model
and information is routed from one network to the other.

Conventions for port/interface names

If your device has a radio port, it receives the interface name WLAN. If there are several ra-
dio modules, the names of wireless ports in the user interface of your device are made up
of the following parts:

(a) WLAN
(b) Number of the physical port (1 or 2)

Example: wLANI The name of the Ethernet port is made up of the following parts:

(a) ETH

(b) Number of the port

Example: ETH1

The name of the interface connected to an Ethernet port is made up of the following parts:

(a) Abbreviation for interface type, whereby en stands for internet.
(b) Number of the Ethernet port

(c) Number of the interface
Example: en1-0 (first interface on the first Ethernet port)
The name of the bridge group is made up of the following parts:

(a) Abbreviation for interface type, whereby br stands for bridge group.

(b) Number of the bridge group
Example: bro (first bridge group)
The name of the wireless network (VSS) is made up of the following parts:

Abbreviation for interface type, whereby vss stands for wireless network.

(a) Number of the wireless module

(b) Number of the interface
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Example: vss1-0 (first wireless network on the first wireless module)
The name of the bridge link is made up of the following parts:

(a) Abbreviation for interface type
(b) Number of the wireless module on which the bridge link is configured

(¢) Number of the bridge link
Example: wds1-0 (first bridge link on the first wireless module)

The name of the client link is made up of the following parts:

(a) Abbreviation for interface type
(b) Number of the wireless module on which the client link is configured

(c) Number of the client link
Example: sta1-0 (first client link on the first wireless module)

The name of the virtual interface connected to an Ethernet port is made up of the following
parts:

a) Abbreviation for interface type

(

(b) Number of the Ethernet port

(c) Number of the interface connected to the Ethernet port
(

d) Number of the virtual interface

Example: en1-0-1 (first virtual interface based on the first interface on the first Ethernet
port)

74.1 Interfaces
You define separately whether each interface is to operate in routing or bridging mode.

If you want to set bridging mode, you can either use existing bridge groups or create a new
bridge group.

The default setting for all existing interfaces is routing mode. When selecting the option
New Bridge Group for Mode / Bridge Group, a bridge group, i.e. bro0, brl etc.is
automatically created and the interface is run in bridging mode.

The System Management->Interface Mode / Bridge Groups->Interfaces menu consists
of the following fields:

Fields in the Interfaces menu.
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Interface Description  Displays the name of the interface.

Mode / Bridge Group  Select whether you want to run the interface in Routing
Mode or whether you want to assign the interface to an existing
(bro, bri1 etc.) or new bridge group ( New Bridge Group).
When selecting New Bridge Group, a new bridge group is
automatically created after you click the OK button.

Configuration Interface Select the interface via which the configuration is to be carried
out.

Possible values:

* Select one (defaultvalue): Ex works setting The right con-
figuration interface must be selected from the other options.

* Ignore: No interface is defined as configuration interface.

* <Interface name>: Select the interface to be used for con-
figuration. If this interface is in a bridge group, it is assigned
the group's IP address when it is taken out of the group.

7411 Add

Choose the Add button to edit the mode of PPP interfaces.

The System Management->Interface Mode / Bridge Groups->Interfaces->Add menu
consists of the following fields:

Fields in the Interfaces menu.

Field Description

Interface Select the interface whose status should be changed.

Edit for devices the Wixxxxn and RS series

For WLAN clients in bridge mode (so-called MAC Bridge) you can also edit additional set-
tings via the »* icon.

You can realise bridging for devices behind access clients with the MAC Bridge function. In
wildcard mode you cannot define how Unicast non-IP frames or non-ARP frames are pro-
cessed. To use the MAC bridge function, you must carry out configuration steps in several
menus.

(1) Select GUI menu Wireless LAN->WLAN->Radio Settings and click the icon to modi-
fy an entry.
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Select Operation Mode = Access Client and save the settings with OK.

Select the System Management->Interface Mode / Bridge Groups->Interfaces
menu. The additional interface sta1-0 is displayed.

For interface sta1-0 select Mode / Bridge Group = br0 (<IPAddress>) and Con-
figuration Interface= en1-0 and save the settings with OK.

Click the Save configuration button to save all of the configuration settings. You can
use the MAC Bridge.

The System Management->Interface Mode / Bridge Groups->Interfaces-> ,* menu

consists of the following fields:

Fields in the Layer-2.5 Options menu.

Field Value

Interface
Wildcard Mode

Shows the interface that is being edited.

Select the Wildcard mode you want to use on the interface.
Possible values:

* none (default value): Wildcard mode is not used.

e static: With this setting, you must enter the MAC address of
a device that is connected over IP under Wildcard MAC Ad-
dress. Each packet without IP and without ARP is forwarded
to this device. This occurs even when the device is no longer
connected.

e first: If you choose this setting, the MAC address of the first
non-IP unicast frame or non-ARP unicast frame, which occurs
on any of the Ethernet interfaces, is used as the wildcard
MAC address. This wildcard MAC address can only be reset
by rebooting the device or by selecting another wildcard
mode.

* last: If you choose this setting, the internal WLAN MAC ad-
dress is used to establish a connection to the access point. As
soon as a non-IP unicast frame or non-ARP unicast frame ap-
pears, it is forwarded to the MAC address from which the last
non-IP unicast frame or non-ARP unicast frame was received
on the Ethernet interface of the device. This wildcard MAC ad-
dress is renewed with each non-IP unicast frame or non-ARP
unicast frame.

Wildcard MAC Address Only for Wildcard Mode = static

Enter the MAC address of a device that is connected over IP.
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Transparent MAC Ad- Only for Wildcard Mode = static, first

dress
Choose whether or not the Wildcard MAC Address are used in

addition as WLAN MAC address to establish the connection to
the access point.

The function is enabled with Enabled.

The function is disabled by default.

7.5 Administrative Access

In this menu, you can configure the administrative access to the device.

75.1 Access

In the System Management->Administrative Access->Access menu, a list of all IP-
capable interfaces is displayed.

For an Ethernet interface you can select the access parameters Telnet, SSH, HTTP, HT-
TPS, Ping, SNMP and for the ISDN interfaces 7SDN Login.

&n Note

Not all of the options above will be available in every bintec elmeg device. Consult the
data sheet of your device which connection types are supported!

For PABX systems only: You can also authorise your device for maintenance work from
bintec elmeg's Customer Service department. To do this you enable either Service Login
(ISDN Web-Access) or Service Call Ticket (SSH Web Access), depending on the ser-
vice you require, and select the OK button. Follow the instructions given by Telekom's Cus-
tomer Service!

Service Login (ISDN Web-Access) is disabled by default. If the option is activated, it is
deactived again after ca. 30 minutes.

The menu Advanced Settings consists of the following fields:

Fields in the menu Advanced Settings
R =

Restore Default Set- Only when you make changes to the administrative access con-
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tings figuration are relevant access rules set up and activated. You
can restore the default settings with the g icon.

75.1.1 Add
Select the Add button to configure administrative access for additional interfaces.

The System Management->Administrative Access->Access->Add menu consists of the
following fields:

Fields in the menu Access
.

Interface Select the interface for which administrative access is to be con-
figured.

7.5.2 SSH

Your devices offers encrypted access to the shell. You can enable or disable this access in
the System Management->Administrative Access->SSH Enabled menu (standard
value). You can also access the options for configuring the SSH login.

You need an SSH client application, e.g. PUTTY, to be able to reach the SSH Daemon.

If you wish to use SSH Login together with the PuTTY client, you may need to comply with
some special configuration requirements, for which we have prepared FAQs. You will find
these in the Service/Support section at www.bintec-elmeg.com.

To be able to reach the shell of your device via an SSH client, make sure the settings for
the SSH Daemon and SSH client are the same.

@ Note

If configuration of an SSH connection is not possible, restart the device to initialise the
SSH Daemon correctly.

The System Management->Administrative Access->SSH menu consists of the following
fields:

Fields in the menu SSH (Secure Shell) Parameters
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SSH service active Select whether the SSH Daemon is to be enabled for the inter-
face.

The function is activated by selecting Enabled.

The function is enabled by default.

SSH Port
Here you can enter the port via which the SSH connection is to

be established.

The default value is 22.

Maximum number of
concurrent connec-
tions

Enter the maximum number of simultaneously active SSH con-
nections.

The default value is 1.

Fields in the menu Authentication and Encryption Parameters

Encryption Algorithms Select the algorithms that are to be used to encrypt the SSH
connection.

Possible options:

* 3DES
® Blowfish
* AES-128

* AES-256

By default 3DES, Blowfish and AES-128 are enabled.

Hashing Algorithms Select the algorithms that are to be available for message au-
thentication of the SSH connection.

Possible options:

* MD5
® SHA-I

® RipeMD 160

By default MD5, SHA-1 and RipeMD 160 are enabled.
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Fields in the menu Key Status

RSA Key Status

ECDSA Key Status

ED25519 Key Status

Shows the status of the RSA key.

If an RSA key has not been generated yet, Not generatedis
displayed and a link, Generate, is provided. If you select the
link, the generation process is triggered and the view is up-
dated. The Generating status is displayed. When generation
has been completed successfully, the status changes from
Generatingto Generated. If an error occurs during the gen-
eration, Not generated and the Generate link are displayed
again. You can then repeat generation.

If the Unknown status is displayed, generation of a key is not
possible, for example because there is not enough space in the
FlashROM.

Shows the status of the ECDSA key.

If no ECDSA key has yet been generated, Not generatedis
displayed and a link, Generate, is provided. If you select the
link, the generation process is triggered and the view is up-
dated. The Generating status is displayed. When generation
has been completed successfully, the status changes from
Generatingto Generated. If an error occurs during the gen-
eration, Not generated and the Generate link are displayed
again. You can then repeat generation.

If the Unknown status is displayed, generation of a key is not
possible, for example because there is not enough space in the
FlashROM.

Shows the status of the ED25519 key.

If an ED25519 key has not been generated yet, Not gener-
ated is displayed and a link, Generate, is provided. If you se-
lect the link, the generation process is triggered and the view is
updated. The Generating status is displayed. When genera-
tion has been completed successfully, the status changes from
Generatingto Generated. If an error occurs during the gen-
eration, Not generated and the Generate link are displayed
again. You can then repeat generation.

If the Unknown status is displayed, generation of a key is not
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possible, for example because there is not enough space in the
FlashROM.

The menu Advanced Settings consists of the following fields:

Fields in the menu Advanced Settings

Login Grace Time
Enter the time (in seconds) that is available for establishing the

connection. If a client cannot be successfully authenticated dur-
ing this time, the connection is terminated.

The default value is 600 seconds.

Compression Select whether data compression should be used.
The function is activated by selecting Enabled.

The function is disabled by default.

TCP Keepalives Select whether the device is to send keepalive packets.
The function is activated by selecting Enabled.

The function is enabled by default.

Logging Level Select the syslog level for the syslog messages generated by
the SSH Daemon.

Possible settings:

* Information (defaultvalue): Fatal and simple errors of the
SSH Daemon and information messages are recorded.

* Fatal: Only fatal errors of the SSH Daemon are recorded.

e Error: Fatal and simple errors of the SSH Daemon are re-
corded.

* Debug: All messages are recorded.



7 System Management bintec elmeg GmbH

7.5.3 SNMP

SNMP (Simple Network Management Protocol) is a network protocol used to monitor and
control network elements (e.g. routers, servers, switches, printers, computers etc.) from a
central station. SNMP controls communication between the monitored devices and monit-
oring station. The protocol describes the structure of the data packets that can be transmit-
ted, as well as the communication process.

The data objects queried via SNMP are structured in tables and variables and defined in
the MIB (Management Information Base). This contains all the configuration and status
variables of the device.

SNMP can be used to perform the following network management tasks:

» Surveillance of network components
* Remote controlling and configuration of network components

¢ Error detection and notification
You use this menu to configure the use of SNMP.

The menu System Management->Administrative Access->SNMP consists of the follow-
ing fields:

Fields in the Basic Settings menu.

SNMP Version Select the SNMP version your device is to use to listen for ex-
ternal SNMP access.

Possible values:

e v1: SNMP Version 1
e v2c: Community-Based SNMP Version 2
e v3: SNMP Version 3

By default, v, v2c and v3 are enabled.

If no option is selected, the function is deactivated.

SNMP Listen UDP Port Shows the UDP port ( 161) at which the device receives SNMP
requests.

The value cannot be changed.

SNMP multicast dis-
Enable or disable the function SNMP multicast discovery.
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covery
The function is enabled with Enabled.

The function is enabled by default.

0,

Tip

If your SNMP Manager supports SNMPV3, you should, if possible, use this version as
older versions transfer all data unencrypted.

7.6 Remote Authentication

This menu contains the settings for user authentication.

7.6.1 RADIUS

RADIUS (Remote Authentication Dial In User Service) is a service that enables authentica-
tion and configuration information to be exchanged between your device and a RADIUS
server. The RADIUS server administrates a database with information about user authen-
tication and configuration and for statistical recording of connection data.

RADIUS can be used for:

¢ Authentication
* Accounting

¢ Exchange of configuration data

For an incoming connection, your device sends a request with user name and password to
the RADIUS server, which then searches its database. If the user is found and can be au-
thenticated, the RADIUS server sends corresponding confirmation to your device. This con-
firmation also contains parameters (called RADIUS attributes), which your device uses as
WAN connection parameters.

If the RADIUS server is used for accounting, your device sends an accounting message at
the start of the connection and a message at the end of the connection. These start and
end messages also contain statistical information about the connection (IP address, user
name, throughput, costs).

RADIUS packets

The following types of packets are sent between the RADIUS server and your device
(client):
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ACCESS_REQUEST

ACCESS_ACCEPT

ACCESS_REJECT

ACCOUNTING_START

ACCOUNTING_STOP

Client -> Server

If an access request is received by your device, a request is
sent to the RADIUS server if no corresponding connection part-
ner has been found on your device.

Server -> Client

If the RADIUS server has authenticated the information con-
tained in the ACCESS_REQUEST, it sends an AC-
CESS_ACCEPT to your device together with the parameters
used for setting up the connection.

Server -> Client

If the information contained in the ACCESS_REQUEST does
not correspond to the information in the user database of the
RADIUS server, it sends an ACCESS_REJECT to reject the
connection.

Client -> Server

If a RADIUS server is used for accounting, your device sends
an accounting message to the RADIUS server at the start of
each connection.

Client -> Server

If a RADIUS server is used for accounting, your device sends
an accounting message to the RADIUS server at the end of
each connection.

A list of all entered RADIUS servers is displayed in the System Management->Remote
Authentication->RADIUS menu.

7.6.1.1 Edit or New

Choose the ,* icon to edit existing entries. Choose the New button to add RADIUS serv-

ers.

The System Management->Remote Authentication->RADIUS->New menu consists of

the following fields:
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Fields in the Basic Parameters menu.

Authentication Type Select what the RADIUS server is to be used for.
Possible values:

e PPP Authentication (default value only for PPP connec-
tions): The RADIUS server is used for controlling access to a
network.

e Accounting (for PPP connections only): The RADIUS serv-
er is used for recording statistical call data.

* Login Authentication: The RADIUS server is used for
controlling access to the SNMP shell of your device.

* IPSec Authentication: The RADIUS server is used for
sending configuration data for IPSec peers to your device.

* WLAN (802.1x): The RADIUS server is used for controlling
access to a wireless network.

e XAUTH: The RADIUS server is used for authenticating IPSec
peers via XAuth.

Vendor Mode Only for Authentication Type = Accounting
In hotspot applications, select the mode define by the provider.
In standard applications, leave the value setto Default.

Possible values for hotspot applications:

e France Telecom: For France Telecom hotspot applications.

* bintec HotSpot Server: For hotspot applications.
Server IP Address Enter the IP address of the RADIUS server.

RADIUS Secret Enter the shared password used for communication between
the RADIUS server and your device.

Default User Password Some Radius servers require a user password for each RADI-
US request. Enter the password that your device sends as the
default user password in the prompt for the dialout routes on the
RADIUS server.

Priority If a number of RADIUS server entries were created, the server
with the highest priority is used first. If this server does not an-
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swer, the server with the next-highest priority is used.
Possible values from 0 (highest priority) to 7 (lowest priority).
The default value is 0.

See also Policy in the Advanced Settings.

Entry active Select whether the RADIUS server configured in this entry is to
be used.

The function is activated by selecting Enabled.

The function is enabled by default.

Group Description Define a new RADIUS group description or assign the new RA-
DIUS entry to a predefined group. The configured RADIUS
servers for a group are queried according to Priority and the
Policy .

Possible values:
* New (default value): Enter a new group description in the text
field.

e Default Group O0: Select this entry for special applications,
such as Hotspot Server configuration.

* <Group Name>: Select a predefined group from the list.

The Advanced Settings menu consists of the following fields:

Fields in the Advanced Settings menu.
I

Policy Select how your device is to react if a negative response to a re-
quest is received.

Possible values:

* Authoritative (default value): A negative response to a
request is accepted.

* Non-authoritative : A negative response to a request is
not accepted. A request is sent to the next RADIUS server un-
til your device receives a response from a server configured
as authoritative.
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UDP Port Enter the UDP port to be used for RADIUS data.

RFC 2138 defines the default ports 1812 for authentication
(1645 in older RFCs) and 1813 for accounting (1646 in older
RFCs). You can obtain the port to be used from the documenta-
tion for your RADIUS server.

The default value is 1812.

Server Timeout Enter the maximum wait time between ACCESS_REQUEST
and response in milliseconds.

After timeout, the request is repeated according to Retries or
the next configured RADIUS server is requested.

Possible values are whole numbers between 50 and 50000.

The default value is 27000 (1 second).

Alive Check Here you can activate a check of the accessibility of a RADIUS
server in Status Down .

An Alive Check is carried out regularly (every 20 seconds) by
sending an ACCESS_REQUEST to the IP address of the RADI-
US server. If the server is reachable, Status is set to

alive again. If the RADIUS server is only reachable over a
switched line (dialup connection), this can cause additional
costs if the server is down for a long time.

The function is activated by selecting Enabled.

The function is enabled by default.

Retries Enter the number of retries for cases when there is no response
to a request. If an response has still not been received after
these attempts, the Status is set to down. In Alive Check =
Enabled your device attempts to reach the server every 20
seconds. If the server responds, Status is set backto alive .

Possible values are whole numbers between 0 and 10.

The default value is 1. To prevent Status being set to down, set
this value to 0.
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RADIUS Dialout Only for Authentication Type = PPP Authentication and
IPSec Authentication.

Select whether your device receives requests from RADIUS
server dialout routes. This enables temporary interfaces to be
configured automatically and your device can initiate outgoing
connections that are not configured permanently.

The function is activated by selecting Enabled.
The function is disabled by default.

If the function is active, you can enter the following options:

* Reload Interval: Enter the time period in seconds
between update intervals.

The default entry here is 0 i.e. an automatic reload is not car-
ried out.

76.2 Options

This setting possible here causes your device to carry out authentication negotiation for in-
coming calls, if it cannot identify the calling party number (e.g. because the remote terminal
does not signal the calling party number). If the data (password, partner PPP ID) obtained
by executing the authentication protocol is the same as the data of a listed remote terminal
or RADIUS user, your device accepts the incoming call.

The menu System Management->Remote Authentication->Options consists of the fol-
lowing fields:

Fields in the Global RADIUS Options menu.
Field Description

Authentication for PPP By default, the following authentication sequence is used for in-
Dialin coming calls with RADIUS: First CLID, then PPP and then PPP
with RADIUS.

Options:

e Inband: Only inband RADIUS requests (PAP,CHAP, MS-
CHAP V1 & V2) (i.e. PPP requests without CLID) are sent to
the RADIUS server defined in Server IP Address.

e Outband (CLID) :Only outband RADIUS requests (i.e. re-



Field Description

quests for calling line identification = CLID) are sent to the
RADIUS server.

Inband is enabled by default, Outband (CLID) is diabled
by default.

7.7 Configuration Access

In the Configuration Access menu you can configure user profiles.

To do so, you create access profiles and users and assign each user at least one access
profile. An access profile makes available that part of the GUI that a user requires for their
tasks. Parts of the GUI that are not required are blocked.

7.71 Access Profiles

The menu System Management->Configuration Access->Access Profiles displays a
list of all the access profiles that have been configured. You can delete existing entries with
the icon -

By default, the access profiles Mini Call Center, Charges, Phonebook, PBX User
Access, Initial operation, Export, User are preconfigured for PABX systems.
You can change these using the icon * or reset them to the default settings using the icon

<

7.71.1 Edit or New

Choose the ,* icon to edit existing entries. Choose the New button to create additional ac-
cess profiles.

To create an access profile you can use all the entries in the navigation bar of the GUI plus
Save configuration and Switch to SNMP Browser. You can create a maximum of 29 ac-
cess profiles.

The menu System Management->Configuration Access->Access Profiles->New con-
sists of the following fields:

Fields in the menu Basic Settings

Field Description

Description Enter a unique name for the access profile.

Level No. The system automatically assigns a sequential number to the

be.IP plus
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access profile. This cannot be edited.

Fields in the menu Buttons
Field Description

Save configuration If you activate the button Save configuration the user is per-
mitted to save configurations.

&a Note

Note that the passwords in the saved file can be viewed in
clear text.

Enable or disable Save configuration.
The function is enabled with Enabled.

The function is disabled by default.

Switch to SNMP If you activate the button Switch to SNMP Browser, the user
Browser can switch to the SNMP browser view, access the parameters
and modify all the settings displayed there.

f Caution

Note that the permission for Switch to SNMP Browser
means that the user can access the entire MIB, because no
individual access profile can be created in this view. The
user can save the changed MIB with the permission for
Save configuration.

With the permission for Switch to SNMP Browser you re-
move the configured GUI restrictions at the MIB level once
more.

Enable or disable Switch to SNMP Browser.

The function is enabled with Enabled.

The function is disabled by default.

Fields in the menu Navigation Entries
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Menus

772 Users

You see all the menus from the GUI's navigation bar. Menus
that contain at least one sub-menu are flagged by & and .

The icon indicates pages.

When you create a new access profile, no elements are as-
signed yet, i.e. all the available menus, sub-menus and pages
are flagged with the icon .

Each element in the navigation bar can have three values. Click
the icon in the row you want to display these three values.

Possible values:

e Deny: The menu and all its lower-level menus are blocked.

e Allow: The menu is released. Lower-level menus may need
to be specifically released.

e Allow all: The menu and all its lower-level menus are re-
leased.

You can select Allowand Allow all in the corresponding
row to assign elements to the current access profile.

Elements that are assigned to the current access profile are
flagged with the icon (V]

{ ) indicates a menu that is blocked, but which has at least one
released sub-menu.

The menu System Management->Configuration Access->Users displays a list of all the
users that have been configured. You can delete existing entries with the icon § -

There are no preconfigured users.

You can click the button Q_ to display the details of the configured user. You can see which

fields and menus are assigned to the user.

The icon 4, g means that Read-only is permitted. If a row is flagged with the icon 45 75

the information is released for reading and writing. The icon g g indicates blocked

entries.
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7.7.2.1 Edit or New

Choose the ,* icon to edit existing entries. Choose the New button to enter additional
users.

The menu System Management->Configuration Access->Users->New consists of the
following fields:

Fields in the menu Basic Settings

Field Description

User Enter a unique name for the user.

Password Enter a password for the user.

User must change The administrator can use the option User must change pass-
password word to specify that the user must select their own password

the first time they log in. To do this, the option Save configura-
tion needs to be enabled in the menu Access Profiles. If this
option is not enabled, a warning message displays.

Enable or disable User must change password.
The function is enabled with Enabled.

The function is disabled by default.

Access Level Use Add to assign at least one access profile to the user. Se-
lecting Read-only specifies that the user can view the paramet-
ers of the access profile, but not change them. Selecting Read-
only is only possible if the option Switch to SNMP Browser in
the menu Access Profiles is not enabled.

If the option Switch to SNMP Browser is enabled, a warning
message displays because the user can switch to the SNMP

browser view, access the parameters and make any changes
they like. The option Read-only is not available in the SNMP

browser view.

If intersecting access profiles are assigned to a user, read and
write have a higher priority than Read-only. Buttons cannot be
set to the setting Read-only.
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7.8 Certificates

An asymmetric cryptosystem is used to encrypt data to be transported in a network, to gen-
erate or check digital signatures and the authenticate users. A key pair consisting of a pub-
lic key and a private key is used to encrypt and decrypt the data.

For encryption the sender requires the public key of the recipient. The recipient decrypts
the data using his private key. To ensure that the public key is the real key of the recipient
and is not a forgery, a so-called digital certificate is required.

This confirms the authenticity and the owner of a public key. It is similar to an official pass-
port in that it confirms that the holder of the passport has certain characteristics, such as
gender and age, and that the signature on the passport is authentic. As there is more than
one certificate issuer, e.g. the passport office for a passport, and as such certificates can
be issued by several different issuers and in varying qualities, the trustworthiness of the is-
suer is extremely important. The quality of a certificate is regulated by the German Signa-
ture Act or respective EU Directives.

Certification authorities that issue so-called qualified certificates are organised in a hier-
archy with the Federal Network Agency as the higher certifying authority. The structure and
content of a certificate are stipulated by the standard used. X.509 is the most important and
the most commonly use standard for digital certificates. Qualified certificates are personal
and extremely trustworthy.

Digital certificates are part of a so-called Public Key Infrastructure (PKI). PKI refers to a
system that can issue, distribute and check digital certificates.

Certificates are issued for a specific period, usually one year, i.e. they have a limited valid-
ity period.

Your device is designed to use certificates for VPN connections and for voice connections
over Voice over IP.

7.8.1 Certificate List

A list of all existing certificates is displayed in the System
Management->Certificates->Certificate List menu.

7.8.1.1 Edit

Click the ,* icon to display the content of the selected object (key, certificate, or request).

The certificates and keys themselves cannot be changed, but a few external attributes can
be changed, depending on the type of the selected entry.
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The System Management->Certificates->Certificate List-> _* menu consists of the fol-

lowing fields:

Fields in the Edit parameters menu.

.

Description

Certificate is CA Certi-
ficate

Certificate Revocation
List (CRL) Checking

Force certificate to be
trusted

Shows the name of the certificate, key, or request.

Mark the certificate as a certificate from a trustworthy certifica-
tion authority (CA).

Certificates issued by this CA are accepted during authentica-
tion.

The function is enabled with True.

The function is disabled by default.

Only for Certificate is CA Certificate = True

Define the extent to which certificate revocation lists (CRLs) are
to be included in the validation of certificates issued by the own-
er of this certificate.

Possible settings:

e Disabled: No CRLs check.
e Always: CRLs are always checked.

® Only if a CRL Distribution Point is
present (default value): A check is only carried out if a CRL
Distribution Point entry is included in the certificate. This can
be determined under "View Details" in the certificate content.

* Use settings from superior certificate: The set-
tings of the higher level certificate are used, if one exists. It is
does not, the same procedure is used as that described under
"Only if a CRL Distribution Point is present".

Define that this certificate is to be accepted as the user certific-
ate without further checks during authentication.

The function is enabled with True.

The function is disabled by default.
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f Caution

It is extremely important for VPN security that the integrity of all certificates manually
marked as trustworthy (certification authority and user certificates) is ensured. The dis-
played "fingerprints" can be used to check this integrity: Compare the displayed values
with the fingerprints specified by the issuer of the certificate (e.g. on the Internet). It is
sufficient to check one of the two values.

7.8.1.2 Certificate Request

Registration authority certificates in SCEP

If SCEP (Simple Certificate Enroliment Protocol) is used, your device also supports separ-
ate registration authority certificates.

Registration authority certificates are used by some Certificate Authorities (CAs) to handle
certain tasks (signature and encryption) during SCEP communication with separate keys,
and to delegate the operation to separate registration authorities, if applicable.

When a certificate is downloaded automatically, i.e. if CA Certificate = -- Download
-- is selected, all the certificates needed for the operation are loaded automatically.

If all the necessary certificates are already available in the system, these can also be selec-
ted manually.

Select the Certificate Request button to request or import more certificates.

The menu System Management->Certificates->Certificate List->Certificate Request
consists of the following fields:

Fields in the Certificate Request menu.
T

Certificate Request De- Enter a unique description for the certificate.
scription

Mode Select the way in which you want to request the certificate.

Possible settings:

* Manual (default value): Your device generates a PKCS#10
for the key. This file can then be uploaded directly in the
browser or copied in the ,* menu using the View details

field. This file must be provided to the CA and the received
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Generate Private Key

SCEP URL

CA Certificate

certificate must then be imported manually to your device.

* SCEP : The key is requested from a CA using the Simple Cer-
tificate Enrolment Protocol.

Only for Mode = Manual

Select an algorithm for key creation.

RSA (default value) and DsSA are available.

Also select the length of the key to be created.
Possible values: 512, 768, 1024, 1536, 2048, 4096.

Please note that a key with a length of 512 bits could be rated
as unsecure, whereas a key of 4096 bits not only needs a lot of
time to create, but also occupies a major share of the resources
during IPSec processing. A value of 768 or more is, however,
recommended and the default value is 1024 bits.

Only for Mode = SCEP

Enter the URL of the SCEP server, e.g. ht-
tp://scep.bintec-elmeg.com:8080/scep/scep.dll

Your CA administrator can provide you with the necessary data.

Only for Mode = SCEP

Select the CA certificate.

* In -- Download --:In CA Name, enter the name of the CA
certificate of the certification authority (CA) from which you
wish to request your certificate, e.g. cawindows. Your CA ad-
ministrator can provide you with the necessary data.

If no CA certificates are available, the device will first down-
load the CA certificate of the relevant CA. It then continues
with the enrolment process, provided no more important para-
meters are missing. In this case, it returns to the Generate
Certificate Request menu.

If the CA certificate does not contain a CRL distribution point
(Certificate Revocation List, CRL), and a certificate server is
not configured on the device, the validity of certificates from
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this CA is not checked.

¢ <name of an existing certificate>: If all the necessary certific-
ates are already available in the system, you select these
manually.

RA Sign Certificate Only for Mode = SCEP
Only for CA Certificate not = -- Download --
Select a certificate for signing SCEP communication.

The default value is -- Use CA Certificate --,i.e.the
CA certificate is used.

RA Encrypt Certificate Only for Mode = SCEP

Only if RA Sign Certificate not = -- Use CA Certificate

If you use one of your own certificates to sign communication
with the RA, you can select another one here to encrypt com-
munication.

The default value is -- Use RA Sign Certificate --,i.e.
the same certificate is used as for signing.

Password Only for Mode = SCEP

You may need a password from the certification authority to ob-
tain certificates for your keys. Enter the password you received
from the certification authority here.

Fields in the Subject Name menu.

Field Description

Custom Select whether you want to enter the name components of the
subject name individually as specified by the CA or want to
enter a special subject name.

If Enabled is selected, a subject name can be given in Sum-
mary with attributes not offered in the list. Example:
"CN=VPNServer, DC=mydomain, DC=com, c=DE".

If the field is not selected, enter the name components in Com-
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mon Name, E-mail, Organizational Unit, Organization, Loc-
ality, State/Province and Country.

The function is disabled by default.

Summary Only for Custom = enabled.
Enter a subject name with attributes not offered in the list.

Example: "CN=VPNServer, DC=mydomain, DC=com, c=DE".

Common Name Only for Custom = disabled.

Enter the name according to CA.

E-mail Only for Custom = disabled.

Enter the e-mail address according to CA.

Organizational Unit Only for Custom = disabled.

Enter the organisational unit according to CA.

Organization Only for Custom = disabled.

Enter the organisation according to CA.

Locality Only for Custom = disabled.

Enter the location according to CA.

State/Province Only for Custom = disabled.

Enter the state/province according to CA.

Country Only for Custom = disabled.

Enter the country according to CA.

The menu Advanced Settings consists of the following fields:

Fields in the Subject Alternative Names menu.
Field Description

#1, #2, #3 For each entry, define the type of name and enter additional
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subject names.
Possible values:

* None (default value): No additional name is entered.
e 7P: An IP address is entered.

e DNS: A DNS name is entered.

* E-mail: An e-mail address is entered.

* URI: A uniform resource identifier is entered.

* DN: A distinguished name (DN) name is entered.

e RID: A registered identity (RID) is entered.

Fields in the Options menu
I

Autosave Mode Select whether your device automatically stores the various
steps of the enrolment internally. This is an advantage if enrol-
ment cannot be concluded immediately. If the status has not
been saved, the incomplete registration cannot be completed.
As soon as the enrolment is completed and the certificate has
been downloaded from the CA server, it is automatically saved
in the device configuration.

The function is enabled with Enabled.

The function is enabled by default.

7.8.1.3 Import
Choose the Import button to import certificates.

The menu System Management->Certificates->Certificate List->Import consists of the
following fields:

Fields in the Import menu.
Field Description

External Filename Enter the file path and name of the certificate to be imported, or
use Browse... to select it from the file browser.

Local Certificate De- Enter a unique description for the certificate.
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scription

File Encoding Select the type of coding so that your device can decode the
certificate.

Possible values:

* Auto (default value): Activates automatic code recognition. If
downloading the certificate in auto mode fails, try with a cer-
tain type of encoding.

® Baseb64
® Binary
Password You may need a password to obtain certificates for your keys.

Enter the password here.

7.8.2 CRLs

In the System Management->Certificates->CRLs menu, a list of all CRLs (Certification
Revocation List) is displayed.

If a key is no longer to be used, e.g. because it has fallen into the wrong hands or has been
lost, the corresponding certificate is declared invalid. The certification authority revokes the
certificate and publishes it on a certificate blacklist, so-called CRL. Certificate users should
always check against these lists to ensure that the certificate used is currently valid. This
check can be automated via a browser.

The Simple Certificate Enrollment Protocol (SCEP) supports the issue and revocation of
certificates in networks.

78.2.1 Import
Choose the Import button to import CRLs.

The System Management->Certificates->CRLs->Import menu consists of the following
fields:

Fields in the CRL Import menu.

Field Description

External Filename Enter the file path and name of the CRL to be imported, or use
Browse... to select it from the file browser.
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Enter a unique description for the CRL.
Local Certificate De-

scription

File Encoding Select the type of encoding, so that your device can decode the
CRL.

Possible values:

e Auto (default value): Activates automatic code recognition. If
downloading the CRL in auto mode fails, try with a certain
type of encoding.

® Baseb64

® Binary

Password Enter the password required for the import.

7.8.3 Certificate Servers

A list of certificate servers is displayed in the System Management->Certificates->Certi-
ficate Servers menu.

A certification authority (certification service provider, Certificate Authority, CA) issues your
certificates to clients applying for a certificate via a certificate server. The certificate server

also issues the private key and provides certificate revocation lists (CRL) that are accessed
by the device via LDAP or HTTP in order to verify certificates.

7.8.3.1 New

Choose the New button to set up a certificate server.

The System Management->Certificates->Certificate Servers->New menu consists of
the following fields:

Fields in the Basic Parameters menu.

.

Description Enter a unique description for the certificate server.

LDAP URL Path Enter the LDAP URL or the HTTP URL of the server.



8 Physical Interfaces

bintec elmeg GmbH

Chapter 8 Physical Interfaces

In this menu, you configure the physical interfaces that you have used when connecting
your gateway. The configuration interface only shows the interfaces that are available on
your device. In the System Management->Status menu, you can see a list of all physical
interfaces and information on whether the interfaces are connected or active and whether
they have already been configured.

8.1 Ethernet Ports

An Ethernet interface is a physical interface for connection to the local network or external
networks.

The Ethernet ports ETH1 to ETH4 are assigned to a single logical Ethernet interface in ex
works state. The logical Ethernet interface en1-0 is assigned and is preconfigured with the
IP Address 192.168.0.250 and Netmask 255.255.255.0 .

Note

To ensure your system can be reached, when splitting ports make sure that Ethernet
interface en1-0 with the preconfigured IP address and netmask is assigned to a port
that can be reached via Ethernet. If in doubt, carry out the configuration using a serial
connection via the Serial 1 interface.

ETH1 - ETH4

The interfaces can be used separately. They are logically separated from each other, each
separated port is assigned the desired logical Ethernet interface in the Ethernet Interface
Selection field of the Port Configuration menu. For each assigned Ethernet interface, an-
other interface is displayed in the list in the LAN->IP Configuration menu, and the inter-
face can be confugred completely independently.

VLANS for Routing Interfaces

Configure VLANS to separate individual network segments from each other, for example
(e.g. individual departments of a company) or to reserve bandwidth for individual VLANs
when managed switches are used with the QoS function.



bintec elmeg GmbH

8 Physical Interfaces

8.1.1 Port Configuration

Port Separation

Your device makes it possible to run the switch ports as one interface or to logically separ-
ate these from each other and to configure them as independent Ethernet interfaces.

During configuration, please note the following: The splitting of the switch ports into several
Ethernet interfaces merely logically separates these from each other. The available total
bandwidth of max. 1000 mbps full duplex for all resulting interfaces remains the same. For
example, if you split all the switch ports from each other, each of the resulting interfaces
only uses a part of the total bandwidth. If you group together several switch ports into one
interface, the full bandwidth of max. 1000 mbps full duplex is available for all the ports to-
gether.

The menu Physical Interfaces->Ethernet Ports->Port Configuration consists of the fol-
lowing fields:

Fields in the Switch Configuration menu.
I =

Switch Port Shows the respective switch port. The numbering corresponds
to the numbering of the Ethernet ports on the back of the
device.

Ethernet Interface Se- Assign a logical Ethernet interface to the switch port.

lection
You can select from four interfaces, en1-0 to eni-4. In the

basic setting, switch port 1 - 4 has the en1-0 interface as-
signed to it.

Configured Speed / Select the mode in which the interface is to run.

Mode
Possible values:

e Full Autonegotiation (default value)
® Auto 1000 mbps only

® Auto 100 mbps only

® Auto 10 mbps only

* Auto 100 mbps / Full Duplex

* Auto 100 mbps / Half Duplex

* Auto 10 mbps / Full Duplex



Field Description

* Auto 10 mbps / Half Duplex

* Fixed 1000 mbps / Full Duplex
e Fixed 100 mbps / Full Duplex
* Fixed 100 mbps / Half Duplex
* Fixed 10 mbps / Full Duplex

* Fixed 10 mbps / Half Duplex

e None: The interface is created but remains inactive.

Current Speed / Mode Shows the actual mode and actual speed of the admin inter-
face.

Possible values:

® 1000 mbps / Full Duplex
® 100 mbps / Full Duplex
® 100 mbps / Half Duplex
® 10 mbps / Full Duplex

®* 10 mbps / Half Duplex

® Down

Flow Control Select whether a flow control should be conducted on the cor-
responding interface.

Possible values:

* Disabled (default value): No flow control is performed.
* Enabled. Flow will be controlled.

* Auto: Flow will be controlled automatically.

8.2 ISDN Ports (PBX)

The ISDN connections of the system are as internal ISDN connections provided for con-
necting various ISDN terminals (system telephones, ISDN telephones, ...).

be.IP plus
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&1 Note

Without an adapter which is available as an accessory, both ISDN connections can
only be operated as internal ISDN connections (NT mode). If you have connected the
adapter, you can switch the corresponding port to external operation (TE mode) in this
menu.

Note that switching the operation mode is only possible if your device has been manu-
factured in 2016. You can determine if this is the case if a unique WLAN password is
printed on the type label of your device.

8.2.1 ISDN External

You configure your system's external ISDN connections in the Physical Interfaces->ISDN
Ports->ISDN External menu.

The access configuration for an external ISDN can be set up for point-to-multipoint (P-MP)
and point-to-point (P-P).

The following variants are possible when connecting to more than one ISDN connection:

¢ All external ISDN connections are only point-to-multipoint connections (P-MP).
* All external ISDN connections are only point-to-point connections (P-P).

* The external ISDN connections are point-to-multipoint connections (P-MP) and point-
to-point connections (P-P).

8.2.1.1 Edit

Choose the ,* button to edit an entry.

The menu Physical Interfaces->ISDN Ports->ISDN External-> * consists of the follow-
ing fields:

Fields in the Basic Settings menu.
I =

Description Enter a user-defined description of the ISDN interface.

Name Shows the name of the ISDN interface.
Possible values:

* Module Slot : Displays the slot in which the module with
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the ISDN interface is inserted.

 /: Displays the port on the module to which the ISDN connec-
tion is connected.

* S/U: 4 wire (S)
Example: Module slot 3/2 S/U= The interface is located

on the module inserted in slot 3 on port 2, and is used as an S
connection.

Access Type Select whether the ISDN interface will be operated as a point-
to-multipoint connection or as a point-to-point connection.

Possible values:
* ISDN P-MP
* ISDN P-P
The menu Advanced Settings consists of the following fields:

Fields in the Advanced Settings menu.
Field Description

Permanent Layer 2 Ac- This function (also known as permanent monitoring) constantly

tivation monitors the functionality and transmission quality of an external
ISDN connection. For this purpose, the system is in permanent
contact with your network operator's exchange. If the exchange
does not keep the ISDN layer 2 permanently enabled, the sys-
tem can initiate the repeated establishment of layer 2.

The function is activated by selecting Enabled.

The function is disabled by default.

ISDN Synchronisation When an external device (e. g. GSM gateway) is connected to
an external point-to-point ISDN access in the system, the ex-
ternal device's signal can disturb the synchronisation in the
ISDN signal. Only if such a disturbance occurs should you
switch off the layer 1 synchronisation.

The function is activated by selecting Enabled.

The function is enabled by default.
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8.2.2 ISDN Internal

You configure your system's internal ISDN interfaces in the Physical Interfaces->ISDN
Ports->ISDN Internal menu.

The internal ISDN interfaces are designed for connecting different kinds of ISDN terminals
(system phones, ISDN phones, etc.)

Two predefined entries with the parameters Name = 5/U 1, Usage = 50, Default MSN =
30 (ISDN 30)

and s/U 2, Function = Default MSN 50 and Default MSN = 35 (1ISDN 35)
are displayed.
Internal ISDN connections are always point-to-multipoint connections

When connecting terminals to an internal ISDN connection, please note that not all com-
mercially available ISDN terminals can use the performance features offered by the system
via your key interface.

The Physical Interfaces->ISDN Ports->ISDN Internal menu consists of the following
fields:

Fields in the ISDN Internal menu
Field  [peseripton |
Name Displays the designation of the ISDN interface.

Possible values:

* 5/U: 4 wire (S)

 /: Displays the port on the module to which the ISDN inter-
face is connected.

Example: s/U 2 = The interface is in port 2 and is used as an
S-connector.

Function Displays the function of the ISDN interface.

Possible values:

e Upn: Interface for UPN terminals.

* 50: Interface for ISDN SO connection.

default MSN Shows whether a standard MSN has been assigned for an in-



Field Description

ternal SO bus.

You cannot access configured S0 terminals via a standard
MSN.

As standard MSN, you can dial internal numbers that have been
configured in the Numbering->User Settings->Users menu
and which have been assigned to a terminal in the Terminals
menu.

Status Displays the status of the interface.

8.2.2.1 Edit

Choose the * button to edit an entry.

The menu Physical Interfaces->ISDN Ports->ISDN Internal-> * consists of the follow-
ing fields:

Fields in the Basic Settings menu

Field Description

default MSN Dial the required extension. You can dial under the numbers
that you have configured in the Numbering->User
Settings->Users->Numbers menu.

Possible values:

® Not configured

® <Number>

8.2.3 ISDN Configuration

Switching the ISDN connections to external operation (TE mode) requires an adapter that
is available as an accessory. Otherwise, both ISDN connections can only be operated as
internal connections (NT mode). If you have attached the respective adapter, you can
switch the corresponding port to external operation in this menu.

8.3 Analogue Ports

be.IP plus



8.3.1 Analogue Internal (FXS)

The Analogue Internal (FXS) menu displays all of your system's available analogue in-
ternal connections (not for be.IP 4isdn).

The menu Physical Interfaces->Analogue Ports->Analogue Internal (FXS) consists of
the following fields:

Values in the Analogue Internal (FXS) list
Field Description
Name Shows the name of the analogue interface.

Possible values:

» FxS: Name for the analogue connection.

Usage Shows the usage of the analogue interface.

Possible values:

® Telephone

® Doorcom Units

® Multi Function Device/Telefax
® Modem

®* Answering Machine

® Emergency Phone

The function of the analogue terminal is configured in the Ter-
minals->Other phones->analog menu.

Status Displays the status of the interface.

8.4 DSL Modem

The ADSL modem is ideal for high-speed Internet access and remote access use in SMEs
or remote offices.

8.4.1 DSL Configuration

In this menu, you make the basic settings for your ADSL connection.

be.IP plus
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The menu Physical Interfaces->DSL Modem->DSL Configuration consists of the follow-
ing fields:

Fields in the DSL Port Status menu.
Field Description

DSL Chipset Shows the key of the installed chipset.

Physical Connection  Shows the current ADSL operation mode. The value cannot be
changed.

Possible values:

* Unknown: The ADSL link is not active.

* ANSI T1.413: ANSIT1.413

e ADSLI: ADSL classic, G.DMT, ITU G.992.1

e G.lite G992.2: Splitterless ADSL, ITU G.992.2

e ADSL2: G.DMT.Bis, ITU G.992.3

e ADSL2 DELT: ADSL2 Double Ended Line Test

* ADSL2 Plus: ADSL2 Plus, ITU G.992.5

e ADSL2 Plus DELT: ADSL2 Plus Double Ended Line Test
* READSLZ2: Reach Extended ADSL2

e READSL2 DELT: Reach Extended ADSL2 Double Ended Line
Test.

® ADSL2 ITU-T G.992.3 Annex M
® ADSL2+ ITU-T G.992.5 Annex M
® ADSL2 Annex J

® ADSL2+ Annex J

Fields in the Current Line Speed menu.
Field Description

Downstream Displays the data rate in the receive direction (direction from
CO/DSLAM to CPE/router) in bits per second.
The value cannot be changed.

Upstream Displays the data rate in the send direction (direction from CPE/
router to CO/DSLAM) in bits per second.

The value cannot be changed.
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DSL Mode

Transmit Shaping

Maximum Upstream
Bandwidth

SNR Margin

Select the DSL Mode.

Possible values:

e Tnactive: The VDSL interface is not active.
e ETSI T1.413:ETSIT1.413
e ADSLI :ADSL1/ G.DMT is used.

* ADSL Automode (default value if the device is operated as a
PBX): Automatic detection of ADSL mode ADSL1, ADSLZ2 or
ADSL2 Plus

e ADSL2: ADSL2 / G.992.3 is used.
e ADSL2 Plus: ADSL2 Plus/G.992.5 is used.
e vDSL: VDSL2 (ITU-T G.993.2)

* VDSL/ADSL Multimode (default value if the device is oper-
ated as a Media Gateway): Automatic detection of DSL mode
ADSL1, ADSL2 , ADSL2 Plus Of VDSL

Select whether the data rate in the send direction is to be re-
duced. This is only needed in a few cases for special DSLAMSs.

Possible values:
* Default (Line Speed) (default value): The data rate in
the send direction is not reduced.

® 128,000 bps t0 2,048,000 bps: The data rate in the
send direction is reduced to a maximum of 128,000 bps to
2,048,000 bps in defined steps.

e User—-defined:The data rate is reduced to the value entered
in Maximum Upstream Bandwidth.

The default value is befault (Line Speed).

Only for Transmit Shaping = User-defined
Enter the maximum data rate in the send direction in bits per
second.

The signal-to-noise ratio (SNR) can be controlled via the slider
from 0 to 5 dB. Change the value only for DLS line problems.
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The menu Advanced Settings consists of the following fields:

Fields in the Advanced Settings menu.
I =

DSL Line Profile Select the internet service provider you require and, in doing so,
implicitly select the modem parameter set used by this provider.

Deutsche Telekom is entered as the default value.

If your provider is not shown in the list, use the default set-
ting.

8.5 UMTS/LTE

8.5.1 UMTS/LTE

In the UMTS/LTE menu, configure the connection for the integrated UMTS/HSDPA/LTE
modem (depending on the configuration of your device) or an optional pluggable UMTS/
LTE USB stick.

A list of compatible UMTS/LTE USB sticks can be found at www.bintec-elmeg.com under
Products.

Note

If you are connecting to the internet via UMTS and are using the SMS alert service, the
connection is briefly interrupted when an SMS is sent.

Note
LTE cannot currently be used for incoming connections via ISDN login.

LTE cannot currently be used together with the SMS alert service.

8.5.1.1 Edit

Click the ,* icon to edit the respective entry for the integrated modem or a plugged UMTS/
LTE USB stick.
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Select the following entry for the corresponding UMTS/LTE modem:

* Sloté Unit 0: The integrated modem is to be configured.

® Sloté6 Unit 1:The plug-in UMTS USB stick is to be configured.

Note

Please note that the technology used not only depends on availability and the setting
in the Preferred Network Type field; rather it is also determined by the strength and
quality of the signal.

The menu Physical Interfaces->UMTS/LTE->UMTS/LTE-> ,* consists of the following
fields:

Fields in the Basic Settings menu.

Field Description

UMTS/LTE Status Select whether the chosen UMTS/LTE modem should be en-
abled or disabled.

The function is enabled with Enabled.

The function is enabled by default.

Modem Status Only for UMTS/LTE Status = Enabled
Shows the status of the UMTS/LTE modem.
Possible values:

* Up

® Down

* Init

® Called

® Calling

® Connect

® SIM insert required
® PIN input required
® Error

® Disconnected
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Network Provider Only for UMTS/LTE Status = Enabled
This is only displayed if the status of the modem is "up".

Displays the Network Provider currently connected.

Actual Network Only for UMTS/LTE Status = Enabled

Displays the current network, e.g. GSM or UMTS.

Network Quality Only for UMTS/LTE Status = Enabled

Displays the current quality of the UMTS/LTE connection. The
value cannot be changed.

Preferred Network Only for UMTS/LTE Status = Enabled

Type
Select which network type should preferably be used.
Possible values:

* Automatic (defaultvalue): GPRS, UMTS or LTE is auto-
matically selected for the connection, depending on which
network type is locally available.

* GPRS only: Only GPRS is used; should GPRS not be avail-
able, no connection is established.

* UMTS only: Only UMTS is used; should UMTS not be avail-
able, no connection is established.

e GPRS preferred: GPRS is preferentially used; should
GPRS not be available, UMTS is used.

e UMTS preferred: UMTS is preferentially used; should
UMTS not be available, GPRS is used.

* LTE only: Only LTE is used; should LTE be unavailable, no
connection is established.

* LTE preferred (Priority 4G/3G/2G):LTE is prefer-
ably used; should LTE be unavailable, UMTS is used, and if
UMTS is unavailable, GPRS is used.

* LTE/UMTS (Priority 4G/3G):LTE is used. If the strength
and quality of the signal are insufficient with LTE then UMTS
is used.

* LTE/GPRS (Priority 4G/2G):LTE is used. If the strength
and quality of the signal are insufficient with LTE then GPRS
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is used.

* LLTE/GPRS/UMTS (Priority 4G/2G/3G):LTE is used. If
the strength and quality of the signal are insufficient with LTE
then GPRS is used. If the strength and quality of the signal
are insufficient with GPRS then UMTS is used.

e UMTS/LTE (Priority 3G/4G):UMTS is used. If the
strength and quality of the signal are insufficient with UMTS
then LTE is used.

* UMTS/GPRS (Priority 3G/2G):UMTS is used. If the
strength and quality of the signal are insufficient with UMTS
then GPRS is used.

* UMTS/LTE/GPRS (Priority 3G/4G/2G): UMTS is used.
If the strength and quality of the signal are insufficient with
UMTS then LTE is used. If the strength and quality of the sig-
nal are insufficient with LTE then GPRS is used.

* GPRS/LTE (Priority 2G/4G): GPRS is used. If the
strength and quality of the signal are insufficient with GPRS
then LTE is used.

®* GPRS/UMTS (Priority 2G/3G): GPRS is used. If the
strength and quality of the signal are insufficient with GPRS
then UMTS is used.

GPRS/LTE/UMTS (Priority 2G/4G/3G): GPRS is used.
If the strength and quality of the signal are insufficient with
GPRS then LTE is used. If the strength and quality of the sig-
nal are insufficient with LTE then UMTS is used.

&1 Note

An incoming data call (PPP dialin or ISDN login via V.110)
can generally only be set up via GSM. Setup for UMTS/LTE
is generally only possible if the provider has activated this
functionality on demand.

When a modem is in the "up" state and Preferred Network
Type is not UMTS only, the modem normally logs in to the
GMS network, so that incoming data calls can be signalled.
If a connection to the Internet is then established, there oc-
curs a switch to the UMTS network, provided that UMTS is
currently available.
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Incoming Service Type Only for UMTS/LTE Status = Enabled

Here you select the gateway subsystem to which an incoming
call over the modem is to be assigned.

Possible values:

* Disabled: Call is not accepted (default value for LTE con-
nections).

* ISDN Login: The call is assigned to the ISDN Login subsys-
tem (default value for UMTS connections).

e PPP Dialin: The call is assigned to the PPP subsystem.

e 1PSec: The call is made via IPSec.

Please note the following for the setting Incoming Service
Type 1IPSec:

IPSec callback is used to cause an IPSec peer to set up an In-
ternet connection, thus allowing an IPSec tunnel over the Inter-
net. You can make a direct call via the UMTS/LTE wireless net-
work in order to signal to a peer that you are online and waiting
for an IPSec tunnel to be set up over the Internet. If the called
peer currently has no connection to the Internet, the mobile call
causes a connection to be set up.

In the VPN->IPSec->IPSec Peers-> ,*->Advanced Settings
menu, you can also choose whether the IP address for IPSec
tunnel setup should be transmitted with the UMTS/LTE callback
call under Transfer own IP address over ISDN/GSM . This
may shorten and simplify tunnel setup.

PUK This is only displayed if the device has made three failed at-
tempts to establish a connection, e.g. if the PIN for the SIM card
(see the SIM Card Uses PIN field) has been entered incorrectly
three times.

Enter the PUK (personal unblocking key) for your SIM card to
unblock the SIM card.

SIM Card Uses PIN Only for UMTS/LTE Status = Enabled

Enter the PIN for your UMTS/LTE modem card.
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Field  [Deseripton |
@ Note

Fallback Number

APN (Access Point
Name)

Entering a wrong PIN blocks communication until the entry
is corrected.

Note

If the device has made three failed attempts to establish a
connection, e.g. because the PIN has been entered incor-
rectly three times, you will need to enter the PUK in order
to unblock the SIM card.

Only for UMTS/LTE Status = Enabled
Enter the call number for the GSM fallback function.

When a voice calls goes in on this number, any active connec-
tion is immediately disconnected and the operating mode of the
modem reset to GSM, where the modem remains until another
data call (PPP, ISDN login, IPSec callback) comes in. If flat-rate
mode is enabled for the WAN connection (option Always active
enabled in WAN->Internet + Dialup->UMTS/LTE-> ,*), this

means that the connection will be re-established immediately.

Note

Please note that the SIM card must support this function,
and that not all mobile telephony providers relay voice calls
over data SIM cards.

Only for UMTS/LTE Status = Enabled

If GPRS/UMTS/LTE is to be used, you must enter the so-called
Access Point Name that you received from your provider here.
A maximum of 80 characters can be entered.

If no APN or an incorrect APN has been entered, a configured
GPRS/UMTS/LTE connection will not function.
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Roaming Mode

Mobile Network Pro-
vider

Mobile Network Pro-
vider

Select if you intend to use Roaming.
Possible values:

* Disabled: Roaming is disabled. The Home PLMN (Public
Land Mobile Network) is used, i.e. the provider the SIM card
is registered at.

* Auto Select(Default setting): Use this mode if neither
Roaming Mode = Disabled nor Roaming Mode = Fixed
suits your requirements. Note that first a scan across all APNs
is carried out in this mode. The system tries to use cost-ef-
ficient routing in order to reduce roaming charges.

* Unrestricted: This mode is intended for specific require-
ments. Note that first a scan across all APNs is carried out in
this mode.

* Fixed Operator: At Roaming Mode = Fixed no scan is
performed, and only the manually selected Mobile Network
Provider is used. If the selected Mobile Network Provider is
unavailable, no connection is made.

e Full Auto Select: No scan is performed with this selec-
tion. The modem automatically selects the strongest Mobile
Network Provider. Close to a country border this could also
be the network of a foreign roaming partner.

Only for Roaming Mode = Fixed Operator
Select a Mobile Network Provider from the list.

Possible values

¢ <Provider>: Select a Mobile Network Provider from the list.

* Manual Selection: This allows entering a Provider ID
(PLMN) manually.

Here you can add a PLMN (Public Land Mobile Network).

Every mobile network is identified by a globally unique identifier
that consists of the MCC (Mobile Country Code) and the MNC
(Mobile Network Code). The MCC for Germany, e.g. is 262, and
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the MNC for T-Mobile in Germany is 01. This results in the
PLMN 26201.

Fields in the menu Closed User Group

Field Description

Authentication APN Enter the Authentication Access Point Name for the Closed
User Group, that you have received from your provider.

Authentication Method Select an authentication protocol for the Closed User Group.
Select only an authentication method that has been specified by
your provider.

Possible values:
* None: Some providers do not use authentication. Select this
option if your provider is among them.

* pap: Execute only PAP (PPP Password Authentication Pro-
tocol), the password is sent unenctypted.

* chap: Execute only CHAP (PPP Challenge Handshake Au-
thentication Protocol according to RFC 1994) the password is
sent encrypted.

* pap-chap (Default value): Prefer CHAP, use PAP if not avail-

able.
Username Enter the user name that has been supplied by your provider.
Password Enter the password that has been supplied by your provider.
Fixed IP Address Enter the Ip address that has been supplied by your provider.

Clicking the ¢_ button opens a page with detailed statistics on the current UMTS/LTE con-

nection.

Values in the list Mobile Device Status

Field Description

Device Displays the description of the internal modem port.
Modem Model Displays the modem model description.
IMEI The IMEI (International Mobile Station Equipment Identity) dis-

plays the 15 digit serial number of the modem.

Oper Status Displays the operation mode of the modem.
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ICCID Displays the card ID stored on the SIM card.

Subscriber Number Displays the calling number stored on the SIM card.

Service Center Ad- Displays the address of the provider's service center stored on

dress the SIM card.

Home PLMN Displays the Home PLMN (Public Land Mobile Network), i.e. the
provider the SIM card is registered at.

Selected PLMN Displays the selected PLMN. If no PLMN is selected, the Home
PLNM is displayed.

Actual Network Displays which kind of network is currently used (e.g., UMTS or
GPRS).

Network Quality Displays the current connection quality.

Location Area Code Displays the radio cell code of the cell the modem is currently
connected to.

Cell ID Displays the Cell ID of the cell the modem is currently registered
in.

Last Command Displays the last command sent to the modem by the system.

Last Reply Displays the last reply sent by the modem.

Values in the list Mobile Operators

Field Description

PLMN Displays the PLMN of the carrier.

Name Displays the name of the carrier.

Access Type Displays the currently available network type (e.g., UMTS oder
GSM).

State Displays the registration status.
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Chapter 9 VolP (PABX)

Voice over IP (VoIP) uses the IP protocol for voice and video transmission.

The main difference compared with conventional telephony is that the voice information is
not transmitted over a switched connection in a telephone network, but divided into data
packets by the Internet protocol and these packets are then passed to the destination over
undefined paths in a network. This technology uses the existing network infrastructure for
voice transmission and shares this with other communication services.

9.1 Settings

You set up your VoIP connections in the VolP->Settings menu.

You can telephone over the internet using all internally connected telephones. The number
of connections depends on various parameters:

* The availability of the system's free channels.
* The available bandwidth of the DSL connection.
* The configured, available SIP providers.

¢ The SIP-out licenses that have been entered.

9.1.1 SIP Provider

You configure the SIP provider you want in the VolP->Settings->SIP Provider menu.

You change the status of the SIP provider by pressing the A button or the « button in the
Action column.

After about one minute, registration with the provider has taken place and the status is
automatically setto @ (active).

9.1.1.1 Edit or New

Choose the * icon to edit existing entries. Select the New button to create new entries.

The menu VolP->Settings->SIP Provider->New consists of the following fields:

Fields in the Basic Settings menu.
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Description You can enter a name for the SIP provider. A 20 digit alpha-
numeric sequence is possible.

Provider Status Select whether this VoIP provider entry is enabled ( Enabled,
default value) or not ( disabled).

Access Type Select which type of VolP phonenumbers you wish to configure.
Possible values:
* Single Number (s) (default value): Enter the individual

DSL phonenumbers.

e Direct Dial-In:Entera basic numberin conjunction with
an extension number block.

Authentication ID Enter your provider's authentication ID. A 64 digit alpha-numeric
sequence is possible.

At this point, you can assign a password. A 64 digit alpha-nu-

Password meric sequence is possible.

User Name Enter the user name you received from your VolP provider. A
64 digit alpha-numeric sequence is possible.

Domain / Realm Enter a new domain name or a new IP address for the SIP

proxy server.

If you do not make an entry, the entry in the Registrar field is
used.

Note: Enter a name or IP address only if this is explicitly spe-
cified by the provider.

Fields in the Outgoing Signalisation Settings menu.
Field  [Deseripton |
Outgoing Signalisation Select the signal you want for outgoing calls.

Possible values:

e Standard (default value)
® Global CLIP no Screening Number

® Tndividual CLIP no Screening Number
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* Fixed Out DDI (Only for Access Type = Direct Dial-

In)
Global CLIP no Only for Outgoing Signalisation Global CLIP no Screen-
Screening Number ing Number

Enter the number that is to be displayed to the person called
with any outward connection.

This number is not checked.

Signal remote caller Only for Outgoing Signalisation = GIobal CLIP no
number Screening Number and Individual CLIP no Screen-
ing Number

You can display the number of an external subscriber if it is sig-
nalled.

The function is enabled with Enabled.

The function is disabled by default.

Signal fixed out num-  Only for Outgoing Signalisation = Fixed Out DDI

ber
Enter the number that is to be displayed to the person called

with any outward connection.

Fields in the Registrar menu.
EEC = -

Registrar Enter the DNS name or IP address of the SIP server. A 26 digit
alpha-numeric sequence is possible.

Registrar Port Enter the number of the port to be used for the connection to
the server. The default value is 5060. A 5 digit sequence is pos-
sible.

Transport Protocol Select the transport protocol for the connection.

Possible values:

e UDP (default value)
e TCP

* TLS
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* Automatic - With this setting, your device supports automat-
ic negotiation of the protocol with your provider's servers. For
this setting to work, this negotiation must also be supported
by the provider.

Fields in the STUN menu.
Field Description

STUN server Enter the name or the IP address of the STUN server.

STUN = Simple Traversal of User Datagram Protocol (UDP)
Through Network Address Translators (NATs)

A STUN server is required to allow VolP devices access to the
internet behind an active NAT. This determines the current pub-
lic IP address for the connection, which is used for precise re-
mote addressing.

Maximum number of characters: 32.

Port STUN server Enter the number of the port to be used for the connection to
the STUN server.

The default value is 3478. A 5 digit sequence is possible.

Fields in the Timer menu.

Fed  oescripton

Registration Timer Enter the time in seconds within which the SIP client must re-
register to prevent the connection from disconnecting automat-
ically.

The default value is 600.
The menu Advanced Settings consists of the following fields:

Fields in the Advanced Settings menu.
N ==

Proxy Enter the DNS name or IP address of the SIP server. A 26 digit
alpha-numeric sequence is possible.

Proxy Port Enter the number of the port to be used for the connection to
the proxy. The default value is 5060. A 5 digit sequence is pos-
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sible.

Transport Protocol Select the transport protocol for the connection.

Possible values:

e UDP (default value)
* TCP
* TLS

* Automatic - With this setting, your device supports automat-
ic negotiation of the protocol with your provider's servers. For
this setting to work, this negotiation must also be supported
by the provider.

Fields in the Further Settings menu
Field Description

From Domain Enter the SIP provider's "From Domain". It is used after the @
as sender data in the SIP header of the SIP data packages.

Number of allowed Select the maximum number of calls that shall be simultan-
simultaneous Calls eously possible Please also note the settings for bandwidth
management here.

Possible values:

* International (default value): An unlimited number of sim-
ultaneous calls is possible.

1
2
° 3
4
5
* 10

Location Select the location of the SIP server. Locations are defined in
the VolP->Settings->Locations menu.

Possible values:

e Any Location (default value): The server is not operated at
any defined location.
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Codec Profiles

Dial End Monitoring
Time

Call Hold inside the
PBX system

Call Forwarding extern
(SIP 302)

Generate international
phone number

® <Location Name>

Select the codec profile for this SIP server. Codec profiles are
defined in the VolP->Settings->Codec Profiles menu.

Possible values:

e System Default (default value): The server is operated
with a codec profile predefined in the system.

® <Codec profile name>

Select the time in seconds (after dialling the last digit of a call
number) after which the system begins external dialling. The de-
fault value is 5.

The network-centric functions call hold, call switching, 3-way
conference call and call waiting can be enabled by disabling the
option Call Hold inside the PBX system. The functions are
then no longer provided by the PABX, but by the public network,
instead. A corresponding contract with provider and customer is
required which incluides a bandwidth limitation (number of sim-
ultaneously usable voice channels).

If a SIP provider - such as Deutsche Telekom - offers multiple
SIP accounts / numbers via a single connection, this option
should be deactivated for each of them. This is required to sup-
port the bandwidth limitation for several numbers via a single
network connection.

If an external call is held, no MoH is played through the PABX,
but the public network provides MoH or an announcement for
the remotely held party.

Select whether calls are to be redirected externally with the SIP
provider. The call is forwarded using SIP status code 302.

The function is activated by selecting Enabled.

The function is disabled by default.

If you enable this function and, under Global Settings, you
have entered the Country Profile ( 49 for Germany), the 0049
is generated automatically in front of the number when a num-
ber with an area code is dialled.
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Generate national sub-
scriber number

Deactivate number
suppression

SIP Header Field:
FROM Display

The function is activated by selecting Enabled.

The function is disabled by default.

If you enable this function and, under Global Settings, you
have entered the National Prefix / City Code (e.g. 40 for Ham-
burg), the number dialed is automatically prefixed with 040.

The function is activated by selecting Enabled.

The function is disabled by default.

If you enable this function, the number is always sent, inde-
pendently of whether you have switched Suppress outgoing
CLIP (CLIR) on or off for an extension.

The function is activated by selecting Enabled.

The function is disabled by default.

If the function is disabled, you have additional options.

In order to ensure that your system can forward anonymous
calls with SIP connections you can specify in which part of the
SIP header information the string "anonymous call" is is trans-
ferred. The information can be transferred in multiple parts. For
most prviders you can simply keep the preconfigured setting
Privacy ID= Enabled . For the service provider 1 & 1 you
need to additionally enable Privacy Header.

Possible values:

® Display

O UseEs

®* Domain

® Privacy Header
® Privacy User

® Privacy ID

Not for Trunk Mode = orf

The sender ID is placed in the "Display" field of the SIP header.
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Possible values:

e None (default value): The sender ID is not sent.
* Username: The user-configured user name is displayed.

* Caller Address: The user-configured number the called
party is displayed.

e Billing Number: The actual phone number from which the
calls is initiated (e.g. for billing purposes) is displayed.

SIP Header Field: Not for Trunk Mode = off

FROM User
The sender ID is sent in the "User" field of the SIP header.

Possible values:
* Username(default value): The user-configured user name is
displayed.

* Caller Address: The user-configured number the called
party is displayed.

* Billing Number: The actual phone number from which the
calls is initiated (e.g. for billing purposes) is displayed.

SIP Header Field: P- Not for Trunk Mode = off

Preferred
The so-called "p-preferred-identity" field is added to the SIP

header and contains the sender ID.
Possible values:

* None (default value): The sender ID is not sent.
* Username: The user-configured user name is displayed.

* Caller Address: The user-configured number the called
party is displayed.

* Billing Number: The actual phone number from which the
calls is initiated (e.g. for billing purposes) is displayed.

SIP Header Field: P- Not for Trunk Mode = off

Asserted
The so-called "p-asserted-identity" field is added to the SIP

header and contains the sender ID.

Possible values:
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Substitution of Interna-
tional Prefix with "+"

PBX coupling

Delete SIP bindings
after Restart

Upstreaming Device
with NAT

Early media support

e None (default value): The sender ID is not sent.
* Username: The user-configured user name is displayed.

* Caller Address: The user-configured number the called
party is displayed.

e Billing Number: The actual phone number from which the
calls is initiated (e.g. for billing purposes) is displayed.

Select whether the prefix (e.g. 00) should be replaced by + for
international numbers.

The function is activated by selecting Enabled.

The function is disabled by default.

Select whether another PABX can log into your system. In this
way, several PABX systems can be linked.

The function is activated by selecting Enabled.

The function is disabled by default.

If after registering with a provider a reset of the system should
occur, for example, or a power failure, depending on the pro-
vider, another registration may prove impossible. Enabling
these performance features allows re-registration after restart.

The function is activated by selecting Enabled.

The function is disabled by default.

If you enable this function, you can use a gateway with NAT and
still make VolIP calls. Without this function, it may not be pos-
sible to call you with VoIP if you use a gateway with NAT.

The function is activated by selecting Enabled.

The function is disabled by default.

Select whether you'll allow exchange of voice and audio data
before a receiver accepts a call.

The function is enabled with Enabled.

The function is enabled by default.
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Registration type

T.38 FAX support

Substitution of Incom-
ing Number Prefix

Send SIP UPDATE

Request URI

Ep

Specify how registration and authentication at a provider are to
be handled, or if they can omitted completely. In the latter case,
the relevant data are sent to a particular IP address that is
already known to the correspondent. Registration and authentic-
ation are not then needed and the Registration function is dis-
abled. An example of this method is Microsoft Exchange SIP.

If a registration is required, it can be carried out in either of two
ways:

* Single: With this option, a single MSN is registered with the
SIP provider.

* Bulk (BNC): With this option, a SIP Trunk (DDI) is re-
gistered with the SIP provider, i.e. several numbers are re-
gistered under a single address.

Select whether faxes shall be transmitted with T.38.
The function is enabled with Enabled.
The function is enabled by default.

If the function is disabled, faxes are transmitted with G.711.

For incoming calls, if the call number should be forwarded in the
system in modified form: in the first input field enter the se-
quence of the incoming number to be replaced by the number
sequence entered in the second input field.

This function ensures that after a call transfer the number of the
new call partner is displayed for the initial calling party.

Note

Note that this function is not supported by all service pro-
viders.

Enabled activates the functions.

The function is not enabled by default.

In some applications (especially in DDI connections) the target
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address of a SIP call needs to be extracted from the Request
URI. By activating this option the address is preferably read
from this field of the invite. The option is not active per default.

Check Source IP As a response to a DNS SRV request, your SIP provider trans-
mits the addresses of valid registration servers. If you activate
this option, each SIP invite has its source IP checked against
these valid addresses. If it does not originate from one of them,
the invite is ignored. The option is not active per default.

TLS certificate check  Only for DDI / SIP trunk connections. If a connection is encryp-
ted using TLS (Transport Layer Security) a validity check on the
server certificate of the remote station is performed. The option
is not active per default.

Fields in the Codec Settings menu

Fed  oescripton

Codec Profiles
Select the location of the SIP server. Locations are defined in

the VolP->Settings->Codec Profiles menu.
Possible values:

e System Default (default value): The server is not operated
at any defined location.

® <Codec-Profil-Name>

Video Select if calls between IP telephones are to support the trans-
mission of video data. Video transmission can only be negoti-
ated between the participants if both support this feature.

SRTP Select if calls via this SIP provider may be secured with SRTP
(Secure Real-Time Transport Protocol).

MediaSec
MediaSec: MediaSec negotiates the protection of RTP data
with the SIP servers.

For seamless support, automatic negotiation of the transport
protocol is mandatory. Fixed transport protocol settings (UDP
and TCP) may cause problems during registration. Additionally,
the use of SRTP must be allowed. Your VoIP provider must
support MediaSec.
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9.1.2 Locations

In the VoIP->Settings->Locations menu you configure the locations of the VoIP sub-
scribers who have been configured on your system, and define the bandwidth management
for the VolIP traffic.

Individual locations can be set up for using the bandwidth management. A location is identi-
fied from its fixed IP address or DynDNS address or from the interface to which the device
is connected. The available VolP bandwidth (up- and downstream) can be set up for each
location.

Only for compact systems: A predefined entry with the parameters Description = LAN,
Parent Location = None, Type = Interfaces, Interfaces = LAN ENI-0 is displayed.

Fields in the Registration behavior for VolP subscribers without assigned loca-

tion menu.
Field Description
Default Behavior Specify how the system is to behave when VolIP subscribers for

whom no location has been defined are being registered.
Possible values:

* Registration for Private Networks Only (default
value): The VolIP subscriber is only registered if they are with-
in the private network.

* No Registration: The VoIP subscriber is never registered.

* Unrestricted Registration: The VoIP subscriber is al-
ways registered.

9.1.2.1 Edit or New
Choose the ,* icon to edit existing entries. Select the New button to create new entries.

The menu VolP->Settings->Locations->New consists of the following fields:

Fields in the Basic Settings menu.
Field Description

Description Enter the description of the entry.

Parent Location You can cascade the SIP locations as you wish. Define here
which SIP location that has been defined constitutes the high-
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level node for the SIP location to be configured here.

Type Select whether the location is to be defined through IP ad-
dresses/DNS names or interfaces.

Possible values:

e Addresses (default value): The SIP location is defined via
IP addresses or DNS names.

e Interfaces: The SIP location is defined via the available in-
terfaces.

Addresses Only for Type = Addresses
Enter the IP addresses of the devices at the SIP locations.
Click Add to configure new addresses.

Enter the IP address or DNS name that you want under IP Ad-
dress/DNS Name.

Also enter the required Netmask.

Interfaces Only for Type = Interfaces

Indicate the interfaces to which the devices of a SIP location are
connected.

Click Add to select a new interface.

Under Interface, select the interface you want.

Upstream Bandwidth  Determine whether the upstream bandwidth is to be restricted.
Limitation
The bandwidth is reduced with Enabled.

The function is disabled by default.

Maximum Upstream Enter the maximum data rate in the send direction in kBits per

Bandwidth second.
Downstream Band- Determine whether the downstream bandwidth is to be restric-
width Limitation ted.

The bandwidth is reduced with Enabled.
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The function is disabled by default.

Maximum Downstream Enter the maximum data rate in the receive direction in kBits per
Bandwidth second.

The menu Advanced Settings consists of the following fields:

Fields in the Advanced Settings menu.

.

DSCP Settings for rtp  Select the Type of Service (TOS) for RTP data.

Traffic
Possible values:

e DSCP Binary Value (default value): Differentiated Ser-
vices Code Point according to RFC 3260 is used to signal the
priority of IP packets (indicated in binary format, 6 bit). The
preconfigured value is 101110.

* DSCP Decimal Value: Differentiated Services Code Point
according to RFC 3260 is used to signal the priority of IP
packets (indicated in decimal format).

* DSCP Hexadecimal Value: Differentiated Services Code
Point according to RFC 3260 is used to signal the priority of
IP packets (indicated in hexadecimal format).

* TOS Binary Value: The TOS value is specified in binary
format, e.g. 00111111.

* TOS Decimal Value: The TOS value is specified in decimal
format, e.g. 63.

* TOS Hexadecimal Value: The TOS value is specified in
hexadecimal format, e.g. 3F.

9.1.3 Codec Profiles

In the VolIP->Settings->Codec Profiles , you can define the various codec profiles to con-
trol voice quality and set up specific provider-dependent default settings.

When setting up the codec, remember that a good voice quality requires a corresponding
bandwidth so that the number of simultaneous calls will be restricted. The remote terminal
also has to support the relevant codec choice.
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9.1.3.1 Edit or New
Choose the ,* icon to edit existing entries. Select the New button to create new entries.

The menu VolP->Settings->Codec Profiles->New consists of the following fields:

Fields in the Basic Parameters menu.

Field Description

Description Enter a description for the entry.

Codec Proposal Se- Choose the order in which the codecs are offered for use by the

quence system. If the first codec cannot be used, the second is tried
and so on.

Possible values:

e Derfault (default value): the codec in the first position in the
menu will be used if possible.

* Quality: The codecs are sorted by quality. The codec with
the best quality is used if possible.

* Low Bandwidth: The codecs are sorted by required band-
width. If possible, the codec with the lowest bandwidth re-
quirement is used.

* High Bandwidth: The codecs are sorted by required band-
width. If possible, the codec with the highest bandwidth re-
quirement is used.

G.711 uLaw Only for Codec Proposal Sequence not default
ISDN codec with US characteristic

G.711 uLaw passes audio signals in the range of 300-3500 Hz
and samples them at the rate of 8,000 samples per second. At
64 kbit/s bit rate the mean opinion score (MOS) is 4,4. This au-
dio codec uses plaw quantization.

G.711 aLaw Only for Codec Proposal Sequence not default
ISDN codec with EU characteristic

G.711 aLaw passes audio signals in the range of 300-3400 Hz
and samples them at the rate of 8,000 samples per second. At
64 kbit/s bit rate the mean opinion score (MOS) is 4,4. This au-
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G.722

G.729

G.726 (16 kbit/s)

G.726 (24 kbit/s)

G.726 (32 kbit/s)

G.726 (40 kbit/s)

DTMF

dio codec uses alaw quantization.

Only for Codec Proposal Sequence not default

G.722 passes audio signals in the range of 50-7000 Hz and
samples them at the rate of 16,000 samples per second. At 64
kbit/s bit rate the mean opinion score (MOS) is 4,5.

Only for Codec Proposal Sequence not default

G.729 passes audio signals in the range of 300-2400 Hz and
samples them at the rate of 8,000 samples per second. At 8
kbit/s bit rate the mean opinion score (MOS) is 3,9.

Only for Codec Proposal Sequence not default

G.726 (16 kbit/s) passes audio signals in the range of 200-3400
Hz and samples them at the rate of 8,000 samples per second.
At 16 kbit/s bit rate the mean opinion score (MOS) is 3,7.

Only for Codec Proposal Sequence not default

G.726 (24 kbit/s) passes audio signals in the range of 200-3400
Hz and samples them at the rate of 8,000 samples per second.
At 24 kbit/s bit rate the mean opinion score (MOS) is 3,8.

Only for Codec Proposal Sequence not default

G.726 (32 kbit/s) passes audio signals in the range of 200-3400
Hz and samples them at the rate of 8,000 samples per second.
At 32 kbit/s bit rate the mean opinion score (MOS) is 3,9.

Only for Codec Proposal Sequence not default

G.726 (40 kbit/s) passes audio signals in the range of 200-3400
Hz and samples them at the rate of 8,000 samples per second.
At 40 kbit/s bit rate the mean opinion score (MOS) is 4,2.

Only for Codec Proposal Sequence not default

Select whether the DTMF Outband codec is to be used. First
the system attempts to use RFC 2833. If the remote terminal
does not use this standard, SIP Info is used.
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The function is activated by selecting Enabled.

The function is enabled by default.

G.726 Codec settings Only for Codec Proposal Sequence not default
Select the coding method for the G.726 codec.
Possible values:

* I.366
®* RFC3551 / X.420

9.1.4 Options

In the VoIP ->Settings->Options menu, you'll find general VoIP settings.

The menu consists of the following fields:

Fields in the Basic Settings menu.

e
RTP Port Enter the port via which the RTP data is to be transported.

The default value is 10000.

Client Registration Here, enter a default value for the time in seconds within which
Timer the SIP clients must re-register to prevent the connection from
disconnecting automatically.

The default value is 60.

The menu Advanced Settings consists of the following fields:

Fields in the Advanced Settings menu.

Field Description

DSCP Settings for sip  Select the Type of Service (TOS) for SIP data.

Traffic
Possible values:

* DSCP Binary Value (default value): Differentiated Ser-
vices Code Point according to RFC 3260 is used to signal the
priority of IP packets (indicated in binary format, 6 bit). The
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default value is 110000.

* DSCP Decimal Value: Differentiated Services Code Point
according to RFC 3260 is used to signal the priority of IP
packets (indicated in decimal format).

* DSCP Hexadecimal Value: Differentiated Services Code
Point according to RFC 3260 is used to signal the priority of
IP packets (indicated in hexadecimal format).

* TOS Binary Value: The TOS value is specified in binary
format, e.g. 00111111.

* TOS Decimal Value: The TOS value is specified in decimal
format, e.g. 63.

* TOS Hexadecimal Value: The TOS value is specified in
hexadecimal format, e.g. 3F.

SIP Port Specify the port SIP data are to be transferred through.

The default value is 5060.

&a Note

If you change the port during operation, the change only
becomes effective after the next reboot of your device.

Client Subscription Enter a value for the amount of time in seconds after which a
Timer SIP client must have re-registered all its configured busy lamp
field keys in order for the status information not to get lost.

The default value is 300.

You can usually keep the default value, but in case you have
many keys configured, it may be a good idea to increase it.

Fields in the SIP over TLS menu
Field  [Deseripton |

Local Certificate You can select a certificate fot the use with SIP over TLS.

The default certificate is the internal certificate of your device.



Chapter 10  Numbering

10.1 Trunk Settings

Your system is a telecommunication installation for external connection to the Euro ISDN
(DSS1) and the Internet:

ISDN connections (S0): Depending on module extension, the system features external
ISDN connections (if supported by you device) configured for connection to the network op-
erator's ISDN connection. Depending on module extension, several ISDN connections can
either be set as an internal or external ISDN connection.

10.1.1 Trunks

In the menu Numbering->Trunk Settings ->Trunks you can see the configured external
connections of your system. External connections are configured in the menu VolP->Set-
tings->SIP Provider or through the respective configuration assistant.

@ Note

Pure IP devices do not support the creation of new entries.

Values in the Trunks list

I ==

Nr. Shows the sequential number of the connection.
Description Shows the description of the connection you have configured.
External Port Shows the port this external connections is connected to.

10.1.1.1 Edit or New

Choose the ,* icon to edit existing entries. Choose the New button to create new connec-

tions.
The Numbering->Trunk Settings ->Trunks->New menu consists of the following fields:

Fields in the Basic Settings menu

be.IP plus
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Description You can enter a designation for the connection you selected.

Access Type Displays the connection type that has been configured.
Possible values:
* ISDN P-MP
* ISDN P-P
* FXO

Port Only for Access Type = ISDN P-MP Or FXO

Select the description for the port via which this external con-
nection is made.

Ports Only for Access Type = ISDN P-P

Select the description for the port via which this external con-
nection is made.

All free external ISDN interfaces are available.

Select additional ports with the Add button, e.g. to configure a
party line.

Fields in the Outgoing Signalisation Settings menu
e
Outgoing Signalisation Select the signalling you want for outgoing calls.

Possible values:

* Standard (default value)
® Global CLIP no Screening Number
® Tndividual CLIP no Screening Number

® Fixed Out DDI

Global CLIP no Only for Outgoing Signalisation = Global CLIP no
Screening Number Screening Number

Here you can enter a number that is to be displayed to the
called party for all external connections.



bintec elmeg GmbH 10 Numbering

Fed  oescripton

This number is not checked.

Signal remote caller Only for Outgoing Signalisation = GIobal CLIP no
number Screening Number and Individual CLIP no Screen-

ing Number

You can have the number of an external party shown if it is be-
ing signalled.

The function is enabled with Enabled.

The function is disabled by default.

Signal fixed out num-  Only for Outgoing Signalisation = Fixed Out DDI

ber
For all calls "to the outside world" you can have a number dis-

played, e. g. your switchboard's number.

The menu Advanced Settings consists of the following fields:

Fields in the Advanced Settings menu

Field Description

Type of Number Select the number type for outgoing calls.
Possible values:
* System Setting: The standard system setting (country set-

ting) is used.

* Unknown: Select this setting if the number type "unknown" is
to be signalled.

e Subscriber: This is an extension number.

* National: This is a national number (area code + extension

number).
Call Hold inside the Select whether a telephone call is to be put on hold in the sys-
PBX system tem without losing the connection.

The function is activated by selecting Enabled.

The function is disabled by default.
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10.1.2 Trunk Numbers

In the menu Numbering->Trunk Settings ->Trunk Numbers you assign the external num-
bers and the name indicated in a system telephone display to the external connections
you've defined.

An external connection can be configured as a point-to-multipoint or point-to-point connec-
tion; in the process, the connection description is defined. The intended port name is then
assigned to this connection. The port name (Description) can be defined under Physical
Interfaces->ISDN Ports->ISDN External for the module connection.

External numbers at the point-to-point connection

For a point-to-point connection, you receive a PBX number together with a 1-, 2-, 3- or
4-character extension number range. This extension number range comprises the direct
dial-in numbers for the PBX connection. If you've requested several point-to-point connec-
tions, the number of extensions can be expanded, or you receive another PBX number with
your own extension number range.

With a point-to-point connection, external calls are signalled to the subscriber whose as-
signed internal number corresponds to the dialled extension number. You configure the in-
ternal numbers to be reached directly via direct dial-in of the extension numbers as Intern-
al Number in the menu Numbering->User Settings->User->Add->Trunk Numbers ->In-
ternal Numbers.

Example: You have a point-to-point connection with the PBX number 1234 and extension
numbers from 0 to 30. A call under 1234-22 is normally signalled at the internal sub-
scriber with call number 22. However, if you enter extension number 22 in this list, you can
define that calls under 1234-22 are signalled at the internal subscriber by call number
321.

External subscriber numbers at point-to-multipoint connection

For a point-to-multipoint connection, you can request up to 10 numbers (MSN, multiple
subscriber number) per ISDN connection. These MSNs are the external subscriber num-
bers for your ISDN connections. Definition of the internal number occurs under
Numbering->User Settings->User->Add->Trunk Numbers.

10.1.2.1 Edit or New

Choose the * icon to edit existing entries. Choose the New button to create new num-

bers.

The Numbering->Trunk Settings ->Trunk Numbers ->New menu consists of the following
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fields:

Fields in the Basic Settings menu.
Field Description

Trunk Select the connection defined in Numbering->Trunk Settings -
>Trunks for which to perform the number configuration.

Type of Number Select the call number type to be defined according to connec-
tion type.

Possible values:

e Single Number (MSN): Only for point-to-multipoint connec-
tions.

* P-P Base Number: Only for point-to-point connections.
* P-P DDI Exception: Only for point-to-point connections.

e P-P Additional MSN: Only for point-to-point connections.

Displayed Name In general, you enter the name to be displayed for this number
in the called system telephone's display.

Fir Type of Number = P-P Base Number this field displays
the name of the connection.
Here, enter the MSN for a point-to-multipoint connection.
Single Number (MSN)
Here, enter the number for the point-to-point connection
P-P Base Number (without direct dial number).
P-P DDI Exception Here, enter the direct dial exception for a point-to-point connec-
tion.

Note: Only enter the extension according to your extension
number range that should be routed to differing internal sub-
scriber numbers. Direct dial at the point-to-point connection al-
ways proceeds to the subscriber whose number was dialled
along as extension. E. g. the internal subscriber has the number
1 6. If this subscriber is called from outside on 1234567-16, the
call is signalled at his telephone. However, if with direct dial

16 a subscriber with the number 888 is to be called, enter

888 as the exception number. In Incoming Distribution you
then assign the exception number to the subscriber with the
number 16. You can subsequently perform additional settings in
Incoming Distribution.
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P-P Additional MSN Here, enter an additional MSN for a point-to-point connection.

With some providers, it's possible to also transmit a point-
to-multipoint number on a point-to-point connection in parallel to
the direct dial number; e.g. a fax number pre-existing setup of a
point-to-point connection, or the old point-to-multipoint number.

10.1.3 Trunk Groups

In the Numbering->Trunk Settings ->Trunk Groups menu, you can group the various ex-
ternal connections and individually provide these to the users.

You wish to assign specific external connections to internal subscribers for outgoing con-
nections. You can join these external connections together to create bundles and supply
these to extensions for outgoing calls. In this way, all extensions start external dialling with
the same dialling code, but can only establish a connection using the bundle released for
the extension in question.

The external connections of your system can be grouped into bundles. You can configure
up to 99 bundles (01 - 99). The code number for bundle assignment can be modified (menu
Alternative Access Codes).

When initiating an external call through the bundle code number, the bundle cleared for the
subscriber is used in connection setup.

Only for compact systems: A predefined entry with the parameters Description = 15DN
External and Sequence in Trunk Group = ISDN External is displayed.

10.1.3.1 Edit or New

Choose the ,* icon to edit existing entries. Select the New button to create a new bundle.

The Numbering->Trunk Settings ->Trunk Group->New menu consists of the following
fields:

Fields in the Basic Settings menu.
e

Description Enter a description for the entry.

The default value is ISDN Extern.

Sequence in Trunk Select the desired external connections for a bundle. The order
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Group when dialling to the outside matches the sequence of external
connections in this list.

You wish to assign specific external connections for outgoing
connections to the internal subscribers of your system. You can
group external connections into bundles and provide these to
subscribers for the outgoing dialling. In this way, all subscribers
initiate the external dialling with same bundle access code, but
can only set up a connection over the bundles for which they
have been cleared.

10.1.4 X.31

Packet-switched data transmission (X.31)

To improve customer service, you wish to allow cashless payment methods such as debit
or credit card, or record purchase data for a customer card. For this purpose, you connect
a data device to your system, which transmits data for customers and credit cards to a
central location.

You can connect a data device which operates according to the X.31 transmission stand-
ard (data transmission over the D channel) to the system's internal ISDN connections.
These are, for example, checkout terminals, cashpoints or customer card terminals.

For use of these performance features, your network operator provides you TEl's (Terminal
Endpoint Identifier), which you assign to individual connections when configuring your sys-
tem. An additional addressing of these terminals occurs via these TEl's.

Note

You can only use this performance feature if performance feature X.31 has been re-
quested from the network operator, and you operate a corresponding terminal on this
connection. For information on operation, please see the user's guide for your termin-
als.

10.1.4.1 Edit or New

Choose the ,* icon to edit existing entries. Select the New button to set up new X.31 ap-
plications.

The Numbering->Trunk Settings ->X.31->New menu consists of the following fields:
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Select Interface Select the external interface over which you access the network
operator providing you performance feature X.31.

Terminal Endpoint Here, select the TEI value (TEIl, Terminal Endpoint Identifier)
Identifier (TEI) which you have received from your network operator. An addi-
tional addressing of these terminals occurs via the TEl's.

Possible values are 00 to 63. The default value is 00.

Internal Assignment Select the internal ISDN interface to which your data device,
which operates according to the X.31 transmission standard
(data transmission over the D channel), is connected.

10.2 User Settings

In this menu, you configure and administer your system's users. The users are organised
into authorisation classes to which the desired external lines are assigned, and which may
use performance features according to request. The user assigned to an authorisation
class receives an internal number and specific authorisations. A default authorisation class
(Default CoS) is preset ex-works, to which new users are automatically assigned.

After it's been defined in User Settings which functions and authorisations a user, or sever-
al users, have access to, authorisation of user settings is assigned to a terminal in menu
Terminals. In this way, its possible to create settings for several terminals via an authorisa-
tion class, e. g. a user setting Boss, a user setting Department Head and a user setting
Clerk. Now, all that's left to do is assign the corresponding terminals to one of these
Class of Service.

10.2.1 Users

In the Numbering->User Settings->Users you configure the users of your system, their
class, and assign them internal and external numbers.

You see an overview of the users that have been created. The entries in the Name column
are sorted alphabetically. Click the column title of any other column to sort entries in as-
cending or descending order

Only for compact systems: The following users are predefined:

® User 1 to User 4 analog Tel
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® User 5 and User 6 Sys Tel
® User 7 DECT

® User 8 and User 9 ISDN

Choose the ,* icon to edit existing entries. Select the New button in order to create new
users.

10.2.1.1 Basic Settings

Enter basic user information in the Numbering->User Settings->Users->Basic Settings
menu.

The menu consists of the following fields:

Fields in the Basic Settings menu.
e

Name Enter the name of the user.

This name is displayed in the phone book if you have entered a
number and cleared it for the phone book under Mobile Num-
ber Home Number. The name is displayed with the codes (M)
for mobile communication, and (H) for home number in the sys-
tem telephone display.

Description Enter additional user information.

Fields in the External Numbers menu.
Field  [Deseripton |

Mobile Number Enter a number under which the user can be reached via mobile
phone. Also select whether this number is to be shown in the
system telephone display so that it can be dialled on the system
telephone from the system phone book (Access from system
phone option).

Home Number Enter a number under which the user can be reached privately.
Also select whether this number is to be shown in the system
telephone display so that it can be dialled on the system tele-
phone from the system phone book (Access from system
phone option).

E-mail Address Enter the e-mail address for the user.
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Fields in the Class of Service menu.
Field  [Deseripton |

Standard Select the authorisation class = CoS (Class of Service). Defini-
tion of the authorisation class and creation of new authorisation
classes occurs under Numbering->User Settings->Class of
Services. Only selection occurs in this setting.

Possible values:

* Default CoS (default value)
* Not allowed: No class of service

® JAuthorisation class>

Optional Select an optional authorisation class. This CoS is required for
the calendar settings. Definition of the authorisation class and
creation of new authorisation classes occurs under Numbering-
>User Settings->Class of Services. Only selection occurs in
this setting.

Possible values:

* Default CoS (default value)
e Not allowed: No class of service

® JAuthorisation class>

Night Select the authorisation class for night operation. This CoS is
required for the calendar settings. Definition of the authorisation
class and creation of new authorisation classes occurs under
Numbering->User Settings->Class of Services. Only selec-
tion occurs in this setting.

Possible values:

e Default CoS (default value)
e Not allowed: No class of service

® <Authorisation class>

Fields in the Further Options menu.

Field Description

Busy on busy Select whether the performance feature "Busy on Busy" shall be
enabled for this user.
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If a subscriber for whom multiple telephone numbers have been
configured makes a call, you can decide whether additional
calls for this user shall be signalled. If "Busy on Busy" is set for
this user, other callers get an Engaged signal if the user is call-
ing on one of her numbers.

The function is activated by selecting Enabled.

The function is disabled by default.

10.2.1.2 Numbers

In the menu Numbering->User Settings->Users->Numbers internal numbers which are
later assigned to the terminals can be entered. Depending on the type, one or more num-
bers can be assigned per terminal.

The menu consists of the following fields:
Fields in the Internal Numbers menu.

Fed  oescripton

Internal Numbers Enter the internal numbers for the user and the description to be
shown in the system telephone display (Displayed
Description). In addition, select whether this internal number
shall be displayed in the System Phonebook, and whether the
LED next to the corresponding function key (Busy Lamp Field)
should light up.

The functions are activated by default.
Add new Internal Numbers with Add.
Only for compact systems: Users with the internal numbers 10,
11,12, 13,20, 21, 22, 30 and 35 are predefined.
10.2.1.3 Outgoing Signalisation

In the Numbering->User Settings->Users->0Outgoing Signalisation menu, select the
outgoing numbers for the user.

For an outgoing call, if the remote subscriber should not see the number assigned to your
own connection, one of the existing numbers can be selected here for display. If no number
is defined, the system transmits no number to the provider.
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Fields in the list Outgoing Signalisation
I =

Internal Number Displays the internal numbers configured for the user.

Displayed Description Displays, for each internal number, the description configured
for the system telephone display.

Outgoing Signalisation Select the signal you want for outgoing calls.
Possible values:

* Default, own DDI Signalling: The user's own exten-
sion is used as the Outgoing Signalisation. This option is
available when there is a point-to-point configuration or a SIP
provider with direct dialling.

* Standard: No Outgoing Signalisation is sent. In this case,
the switchboard uses the port's main number.

* <Fixed phone number>: Fora FXO port, the phone num-
ber configured is already assigned as the Outgoing Signal-
isation and is displayed.

* <Phone number>:\When more than one number has been
configured, you can select a number that you wish to use as
the Outgoing Signalisation.

Select the * icon to specify for each internal number (indicated in the table by Internal

Number and Displayed Description) which number shall be displayed for outgoing calls.
Here, for each configured external connection, select one of the numbers configured for
this purpose.

If more than one external connection has been configured, you can specify the procedure
for outgoing calls. When an external line is engaged, the order of the entries determines
the sequence in which the other lines assigned will be used to dial.

The configured Outgoing Signalisation can be hidden for each outgoing line; to do so, put
a tick under Hide Number in the relevant row.

If you wish to move an entry in the list displayed, select the 1, icon in the relevant row. A

new window opens.
The selected entry is displayed under External Connection, here e. g. 7SDN 1.

Proceed as follows to move the selected entry:

(1) Under Move, select in the list the entry relative to which you wish to move the selec-
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ted entry, heree. 9. 1.SIP-Provider 1.

(2) Select whether you want to insert the entry above or below the selected entry in the
list, here e. g. above.

(8) Select Copy.
The entries display in the changed order.

(4) If the list contains more than two entries, move other entries if you wish.
The sequence configured here overwrites the setting that is assigned by the permission

class. However, the assigned permission class continues to determine whether a user has
access to a particular external connection.

10.2.1.4 Optional Rerouting

In the Numbering->User Settings->Users->Optional Rerouting menu, to each displayed
subscriber internal number you can assign a Redirect application and a Active Variant

(Day).

Here, for example, you can define to which co-worker calls shall be forwarded when you're
in a conference, or whether the head office is responsible for taking calls during lunch.

Fields in the Optional Rerouting menu.
e

Internal Number Displays the internal numbers configured for the user.

Displayed Description Displays, for each internal number, the description configured
for the system telephone display.

Rerouting Application Select from the dropdown list the desired redirect application
that you wish to assign to the internal number. You may choose
from the redirect applications that you've configured in the Ap-
plications->Rerouting->Rerouting Applications->New menu
with Type of redirect application = Tnternal Subscriber

Possible values:

* None (default value)

* <Redirect application>

Active Variant (Day) Select the redirect application variant to be currently enabled. If
a variant switch is set up via the calendar, this setting will be
switched back again at the appropriate time.
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Possible values:

® Variant
® Variant 2
® Variant 3

® Variant 4

10.2.1.5 Authorizations

In the menu Numbering->User Settings->Users->Authorizations you can allow this user
to make certain settings himself via HTML configuration. For this, a user name and pass-
word must be entered in the user HTML configuration, and personal access authorised.
Once logged out, you can view and modify the corresponding settings after entering this
user name and password.

The menu consists of the following fields:

Fields in the Basic Settings menu.
Field Description

Password for IP Phone Enter the password with which a user IP telephone must log into
Registration the system.

The password can remain free if IP telephones log in but need
not authenticate themselves.

PIN for Phone Access Here you can create the PIN for access to protected functions.
These functions are:

* Access to the voice mailbox from a phone not assigned to the
user

* Access to the configuration of the system via the phone via
dial codes
. In the default configuration no PIN is created.

Fields in the User HTML Configuration menu.
Field Description

Personal Access Select whether this user shall receive access authorisation to a
personalised user interface (user access) where he can perform
his own entries and settings.
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The function is activated by selecting Enabled.

The function is disabled by default.

Login Name Only for Personal Access enabled.

Enter a user name for this user. This is required for login on the
user interface.

Password Only for Personal Access enabled.

Enter a password for this user. This is required for login on the
user interface.

Call Through

Call Through consists in dialin to the system via an external connection and the call put
through from the system via another external connection.

Note

In the connection data records, one data record is created for the incoming connection
and one for the outgoing connection.

Fields in the Further Options menu.
Foa — oeseiptlen
Call Through Select whether Call Through should be authorised for this user.
The function is activated by selecting Enabled.
The function is disabled by default.

When you enable the function, you must select under Use rout-
ing and signalisation from number the internal number from
which the authorised external lines and call options for Call
Through shall be used.
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10.2.2 Class of Services

In the Numbering->User Settings->Class of Services (CoS) the functions and perform-
ance features for the user settings are defined. These authorisation classes can then be
assigned to individual users (user groups) in the user settings.

Choose the * icon to edit existing entries. Choose the New button to create additional au-
thorisation classes. The authorisation class CoS Default is configured by default.

10.2.2.1 Basic Settings

In the menu Numbering->User Settings->Class of Services->Basic Settings, the basic
settings along with the name for the new authorisation class are defined. The authorisation
class can be located via the name.

The menu consists of the following fields:

Fields in the Basic Settings menu.
e

Description Enter a description for the entry.

Fields in the Line Access Authorization menu.
Field  [Deseripton |

Line Access Authoriza- Select line access authorisation for the authorisation class.

tion
Line access authorisation determines which calls (internal, ex-

ternal,...) are allowed. The system distinguishes several author-
isation levels.

Possible values:

* Unlimited: The telephones have unrestricted dialling author-
isations and can initiate all connections.

* National: The telephones can initiate all calls except inter-
national calls. If a number starts with the code for international
dialling, the number cannot be dialled.

* Tncoming: The telephones can receive incoming external
calls, but cannot initiate any external calls. Internal calls are
possible.

* Region: The telephones cannot make any national or inter-
national calls. For this dial permission, 10 exception numbers
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allowing national or international dialling can be configured.
An exception number can consist of complete call numbers or
sections thereof (e. g. the first numerals).

* Local: The telephones can make local calls. National and in-
ternational calls are not possible.

* Internal: The telephones do not have authorisation for in-
coming or outgoing external calls. Only internal telephone
calls are possible.

Automatic Outside This setting defines whether automatic outside line is set up for

Line this authorisation class. With automatic outside line, users of
this authorisation class hear the external dialling tone after pick-
ing up the receiver and can immediately dial outside. To make
internal calls, press the star key after picking up the receiver.

&a Note

If you are conducting an external call when automatic out-
side line access is active and then want to start a second
external call, you must select a leading 0 for the second
call so that it can be set up.

If you have set up an automatic outside line for an internal sub-
scriber, the keypad functions cannot be directly used. First dis-
able the Automatic Outside Line or dial the star key, then the
code for manual outside line (e. g. 0) followed by keypad dial-
ling, beginning with the star or hash key.

Trunk Line Selection Select the connections over which outgoing calls from these

with Line Access Num- telephones shall be externally routed. The order of entries de-

ber termines in which sequence, in case of an engaged external
line, dialling shall occur over the other assigned lines

Allow manual trunk Besides general exchange access, a telephone can also select-

group selection ively use a bundle. Here an external connection is initiated with
the corresponding code for the target assignment of the bundle
and not by dialling the dialling code.

To be able to perform a selective bundle assignment, the au-
thorisation class must possess the appropriate authorisation.
The authorisation can also include bundles that the authorisa-
tion class can otherwise not assign. If a telephone does not pos-
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sess the authorisation for selective bundle assignment, or if the
selected bundle is in use, the busy tone is heard after dialling
the code. If Automatic outside line is set up for an authorisa-
tion class, users of this authorisation class must press the star
key before selective bundle assignment, then initiate external di-
alling with the code for bundle assignment.

The function is activated by selecting Enabled.
The function is disabled by default.

Then select the bundles for which manual bundle assignment is
to be allowed. You can configure bundles in the
Numbering->Trunk Settings ->Trunk Groups menu.

Number display

If you call a subscriber, your number is displayed to him. The person you're calling thus
sees that you are calling even before picking up the receiver. If you don't want the person
you're calling to see your number before picking up the receiver, you can prevent display of
your number to your called party.

If your called party has set up call forwarding, you won't know at which telephone you've
reached him. In this case, you can display the number to which your called party has for-
warded the call. However, the person you're calling also has the option of preventing dis-
play of this number.

Call number display allows display of the caller's number already at call signaling, even on
analogue telephones. Thus, you know who wishes to speak to you even before you've ac-
cepted the call.

Note

Transmission of analogue CLIP data can be set up separately for every analogue con-
nection. Please refer to the users' guides for your analogue terminals to determine
whether these support the "CLIP" and "CLIP off Hook" performance features.

Not all described performance features are included in the ISDN standard connection.
Please inquire of your network operator the extent to which individual performance fea-
tures must be separately ordered for your ISDN connection.

The menu Advanced Settings consists of the following fields:
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Dial Control

Automatic Route Se-
lection (ARS)

Show Outgoing Num-
ber (CLIP)

Show Connected Num-
ber (COLP)

Additional Info for Ex-
tern Call

Select whether numbers entered in the Call Routing->Outgo-
ing Services->Dial Control menu shall be allowed or denied
also for this authorisation class.

The function is activated by selecting Enabled.

The function is disabled by default.

Select whether the routing rules entered in the Call
Routing->Automatic Route Selection menu shall also be ap-
plied to this authorisation class.

The function is activated by selecting Enabled.

The function is disabled by default.

Select whether the caller number shall be displayed to the
called party.

The function is activated by selecting Enabled.

The function is enabled by default.

Select whether the called party number shall be displayed to the
caller.

If, for example, the called party has set up call forwarding to a
third subscriber, the caller can display the number of the call for-
warding destination using this performance feature.

The function is activated by selecting Enabled.

The function is enabled by default.

Select what should be displayed for an exchange call.

Possible values:
* Trunk and Number Name: The display shows the ex-
change connection and the assigned name alternatively.

* Trunk Name Only: Only the name assigned to the ex-
change connection is displayed.

* Number Name Only (default value): The display shows the
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name assigned to the external number only.

* None: Display is blank.

10.2.2.2 Features

Additional functions are configured in the Numbering->User Settings->Class of
Services->Features menu.

Call pickup

A call is signalled to a co-worker who is presently absent from his work station. You now
have two options to respond to the caller. You could walk over to your colleague's tele-
phone, or transfer your colleague's call to your phone. Assignment is done by the option
Pick-up Group in the menu Features; the group is then assigned to a user. If the values
are identical, a call pickup is possible. Call pickup is not possible for open inquiry.

System telephones can pick up calls via programmed function keys. You can set up line
keys, connection keys and team keys on system telephones.

¢ Line key: An ISDN connection or a VoIP provider is set up under a connection key. The
LED assigned to the line key indicates the connection status. The LED lights up if both B
channels of a connection are in use, or when the maximum number of simultaneous con-
nections over a VoIP provider is reached. If an external call is signalled on another intern-
al telephone, you can pick it up by pressing this line key.

¢ Line key: A system user is set up under a connection key. The LED assigned to the con-
nection key indicates the subscriber status (call, connection,...). If a call is signalled for
this internal subscriber, you can pick it up by pressing this connection key.

e Team key: A team key is a normal line key to which the internal number of a team is as-
signed. The LED assigned to the team key indicates the team status (call, connection,...).
If a call is signalled for this team, you can pick it up by pressing the team key.

Call waiting

As far as possible, you want to accept calls from every customer, even while you're already
on the phone. If another call is signalled to your phone by a call-waiting tone or display noti-
fication, you can decide with which of two customers you wish to speak.

If a currently engaged subscriber is called, she gets automatic call-waiting. Call-waiting is
possible for internal and external calls. The call-waiting connection is signalled to the called
party visually and/or acoustically, depending on the terminal.

The called party can:
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Decline the call-waiting connection and proceed with the current call. The caller is then
signalled "engaged".

* Accept the call-waiting connection and hold the current connection.
* Accept the call-waiting connection after the current connection is ended.

* Ignore the call-waiting connection. Call-waiting automatically ends after 30 seconds and
the caller hears a "busy" signal.

Analogue terminals

The call-waiting option can be individually configured for every subscriber. Allowing call
waiting or not can be set via configuration or via a code number in operations.

Analogue terminals get the system call waiting tone. The number of the call-waiting party
can be shown in the analogue telephone display if it features the corresponding perform-
ance feature (CLIP off Hook). CLIP off Hook is disabled for analogue terminals in the basic
setting, but may be enabled via configuration.

Call waiting can only occur simultaneously in the system for a limited number of analogue
connections. If call waiting is already operating with this maximum number of call-waiting
tones on analogue connections, additional call-waiting callers will get the busy tone.

If you hear the call-waiting tone during a call, you can take that call and transfer the ongo-
ing call An operating procedure allows transfer of the ongoing call and acceptance of the
call waiting. The following conditions apply here:

¢ Every dialled number is accepted by the system.

* After the operation procedure, the subscriber and the call-waiting subscriber are immedi-
ately connected to each other (no acknowledge tones).

¢ Transfer to one's own number is possible, then call waiting.
¢ Internal, external target subscribers as well as teams can be dialled.
¢ A return call occurs in case of invalid or engaged target number.

* If the subscriber is free, a return call is made according to the target subscriber's defined
period.

* With transfer to a team number, there is no return call in case of an engaged or unreach-
able team

* With transfer to a team number only return call after time is supported.
ISDN terminals

Configuration and operation of call waiting occurs as described in the users' guides of the
corresponding terminals. ISDN terminals use their own tones to signal call waiting.
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&1 Note

Call waiting is not possible:

« for conference calls
* for do not disturb (analogue terminals)
» for announcements
e for room monitoring

e for terminals, for which the Data Protection performance feature is set up (e. g. fax,
modem)

* in analogue subscriber's dialling status (the receiver has been picked up, but there is
no connection yet)

« for current call-waiting protection
» for dialling a team number. Then there is no call waiting for analogue team sub-
scribers.

ISDN telephones can also transfer a call waiting to another subscriber via the "Call De-
flection" performance feature. An active connection is ended by replacing the receiver,
for example. The call waiting connection is then signalled and can be accepted, e. g.
by picking up the receiver.

The Numbering->User Settings->Class of Services->Features menu consists of the fol-
lowing fields:

Fields in the Feature Authorization menu.

Field Description

Pick-up Group Enter the number of the group in which calls may be picked up.
Call Waiting Select whether call waiting shall be allowed for this authorisa-
tion class.

The function is activated by selecting A1 1owed.

The function is enabled by default.

Use global rerouting Select whether global redirect shall be allowed for this author-
isation class.

The function is activated by selecting Enabled.

The function is disabled by default.
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Field  [Deseripton |
@ Note

The redirect target must be in a class of service that does
not allow global redirect.

Switch signalling vari- Select whether manual switching of call options shall be allowed
ants manually for this authorisation class.

The function is activated by selecting A1Ilowed.

The function is disabled by default.

Call Through Select whether Call Through shall be allowed for this authorisa-
tion class.

The function is activated by selecting A11owed.

The function is enabled by default.

Simplex operation

The simplex operation function allows you to set up a connection from a system telephone
to another system telephone without this connection having to be actively accepted by the
called system telephone (pick up receiver, switch on loudspeaker/hands-free). As soon as
the system telephone has accepted the simplex operation connection, the connection is set
up. The caller and the called system telephone hear an attention tone at the beginning of
the simplex operation. Duration of the simplex operation is limited to two minutes. If the re-
ceiver of a concerned telephone is picked up during this period, the call is translated into a
normal connection.

System telephones can initiate a simplex operation call via the system telephone menu or a
programmed function key. If the simplex operation is initiated via a function key, notifica-
tions appear in the system telephone display as with a normal connection and the simplex
operation key LED is switched on. The simplex operation can be ended by renewed press-
ing of the function key or by pressing the loudspeaker key. The LED switches off again at
conclusion of the simplex operation.

If a telephone or a system telephone is the destination of a simplex operation call, the
caller's number is indicated in the display. The simplex operation call is signalled over the
loudspeaker with an attention tone. Simplex operation can be terminated with the ESC key.

A function key can also be configured on a system telephone to deny or allow simplex op-
eration calls.
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@ Note

Simplex operation calls are automatically accepted by the called telephone by enabling
the hands-free function, if:

* the telephone is not in use
* simplex operation is allowed and

e the "Do not disturb" function (Call Protection) is disabled.

If a simplex operation connection is not ended by both subscribers, the connection is
automatically ended by the system after ca. 2 minutes.

Message

Do you wish to call your co-workers to a meeting or to a meal? You could call each of them
individually, or simply use the announcement function. With just one call, you reach all the
announcement-enabled telephones without subscribers having to pick up the receiver.

Caution

Although you can be heard with the announcement, you cannot hear any comments
your colleagues or family members make.

The announcement function allows you to set up a connection to another telephone without
this connection having to be actively accepted by the latter (pick up receiver or switch on
loudspeaker/hands-free). As soon as a telephone has accepted the announcement, the
connection is active. The announcer and the called subscriber initially hear a positive ac-
knowledge tone. Announcement duration is unlimited.

Announcements are possible to ISDN and analogue telephones if these support the an-
nouncement performance feature. Please refer to the user's guide for your telephones to
determine whether the performance feature is supported.

Announcements can be allowed or denied to telephones via a code number.

System telephones

Announcement to and from system telephones is possible. System telephones can initiate
an announcement via the system telephone menu or using a programmed function key. If
the announcement is initiated via a function key, notifications appear in your telephone dis-
play as with a normal connection and the announcement key LED is switched on. The an-
nouncement can be ended by renewed pressing of the function key or by pressing the
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loudspeaker key. The LED switches off again at conclusion of the announcement.

If a system telephone is the destination for an announcement, the number of the announcer
appears on the display. The announcement is signalled with a positive acknowledge tone
over the loudspeaker. The announcement can be terminated with the ESC key.

A function key with associated LED can also be set up on a system telephone to deny or
allow announcements.

Individual announcement

You can initiate the announcement in a selective manner by dialling an internal number.
The announcement can be allowed or denied by the destination subscriber via an operating
procedure. The announcement is signalled to the destination subscriber and the announcer
with a positive acknowledge tone.

Team announcement

An announcement can also be made to a team by dialling a team number. The team sub-
scribers hear the announcement simultaneously. The announcement is signalled to the
destination subscribers and the announcers with a positive acknowledge tone. The an-
nouncement to a team is also possible from an inquiry. With a team announcement, it can
take up to four seconds before the connection to the individual team subscribers is estab-
lished. The announcement then proceeds to the team subscribers who have accepted the
announcement within this period.

@ Note

Announcements are automatically accepted by the called telephone by enabling the
loudspeaker function, if:

e the telephone is not in use

¢ the announcement is set up and

¢ the "Do not disturb" function is not active.

MWI (Message Waiting Indication)

You've got new messages in your mailbox, or new e-mails waiting at your Internet service
provider. as you have no prior knowledge, you must constantly check whether you do actu-
ally have new messages. With the MWI performance feature, your system receives the in-
formation about new messages from the corresponding service provider. Now you merely
need query your mailbox or e-mail POB if new messages really are present. You can also
send a MWI from a voicebox connected to the system, or from a system telephone set up
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as a reception telephone.

This information can be displayed or signalled on terminals (analogue terminals, ISDN ter-
minals and system telephones) that support this performance feature. MMW information
from outside is conveyed transparently by the system. When an MMl is present, the bintec
elmeg telephone displays an envelope symbol and a text generated in the telephone, along
with the caller's phone number.

Analogue terminals

* Switching on the MMI can only occur with receiver replaced.

¢ [f there's a message from a voicemail system, there's a short call. Depending on the ter-
minal, a symbol, a text generated in the telephone as well as the caller's telephone num-
ber can be displayed. If MWI information is deleted, there is no signalling.

* For the terminal, CLIP must be set up and enabled in the configuration.

¢ Callback to the voice mail system or reception telephone is possible; the MMI information
is deleted in the process.

ISDN terminals

» Switching on the MWI is possible at all times (also during the call).

* [f there's a message from a voicemail system, there's a short call. Depending on the ter-
minal, a symbol, a text generated in the telephone as well as the caller's telephone num-
ber can be displayed. If MWI information is deleted, there is no signalling.

¢ Callback to the voice mail system or reception telephone is possible; the MMI information
is deleted in the process.
System telephones

» Switching on the MWI is possible at all times (also during the call). The caller's number is
entered in the caller list. Depending on the type of system telephone, e. g. external voice-
mail, Netbox Heute, the name and number of the caller are entered. In addition, the
Caller list LED flashes.

» Callback to the voice mail system or reception telephone is possible; the MMI information
is deleted in the process.

Hotel room telephone

* |f a message from a voicemail system is present, a special dialling tone is heard after the
receiver is picked up.

Reception telephone

* MWI information can be switched on and off from a reception telephone to a room tele-
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phone via a telephone procedure. If MWI information is switched to a room telephone,
the reception telephone number is entered into the caller list and the special dialling tone
is enabled.

Disabling the MWI announcement

* Manual disabling via reception telephone procedure.

» Call from reception telephone to room telephone. The MWI information is automatically
deleted in call status.

» Callback from room telephone to reception telephone deletes the MWI information.

&. Note

This performance feature must be requested for your ISDN connection from the net-

work operator. There, you will also be informed of available services. The information
can only be displayed on the internal ISDN terminal if an external MSN has been as-
signed to the terminal in the configuration.

All MWI data are deleted after a system reset.

Net Direct (keypad)

Some time ago, you purchased the most advanced telephone of the time. Since then,
however, a number of new performance features have appeared on the public network,
which cannot be used by simply pressing a key. You can use the keypad function to em-
ploy your network operator's current ISDN functions by entering a key sequence from your
ISDN or analogue telephone.

The keypad function allows control of service or performance features in your operator's
network by entering character and numerical sequences.

&. Note

You can only use the keypad performance feature if it is supported by your network
operator and has been requested for your ISDN connection. If you have set up an
automatic outside line for an internal subscriber, the keypad functions cannot be dir-
ectly used. First disable the Automatic Outside Line or dial the star key, then the
code for manual outside line (e. g. 0) followed by keypad dialling, beginning with the
star or hash key.

Keypad functions can only operate from terminals that have been assigned an external
multiple subscriber number (MSN) in configuration and possess a keypad authorisa-
tion.
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Your network operator's performance features are always set up for the number (MSN)

sent by your terminal.

The menu Advanced Settings consists of the following fields:

Fields in the Advanced Settings menu.

= ==

Receive System Inter-
com Call

Receive Announce-
ment Calls

Receive MWI Informa-
tion

Net Direct (Keypad)

10.2.2.3 Applications

Select whether simplex operation calls to the system telephone
shall be allowed for this authorisation class.

The function is activated by selecting A11owed.

The function is enabled by default.

Select whether this authorisation class may receive announce-
ments.

The function is activated by selecting A11owed.

The function is enabled by default.

Select whether this authorisation class may receive information
about existing messages (MWI = Message Waiting Indication).

The function is activated by selecting A1 1owed.

The function is enabled by default.

Select whether you wish to use your network operator's current
ISDN functions also from older ISDN or analogue telephones by
entering a key sequence.

The function is activated by selecting A1 1owed.

The function is disabled by default.

Additional applications are configured in the Numbering->User Settings->Class of Ser-
vices->Applications menu.

The menu consists of the following fields:

Fields in the Application Authorization menu.
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System Phonebook
Authorization

Music on Hold

Doorcom Access

TAPI

Save call data records

Select whether this authorisation class may use entries in the
system phone book and, if so, to what extent.

Possible values:

® Yes, according to line access
authorization (default value): System phone book entries
may be used unless located beyond the configured line ac-
cess authorisation.

* Yes, without restrictions: System phone book
entries may be used in unrestricted access.

* No: System phone book entries may not be used.
Select whether and which MoH (Music on Hold) shall be used.

Possible values:

e Ooff (default value): A caller on hold shall hear no music-
on-hold.

e <MoH-Wave file>:A caller on hold should hear the selec-
ted Wave file as music-on-hold.

e MOH Intern 1 (default value for compact systems)
®* MOH Intern 2

® MoH Wave 1 to 8

Select whether this authorisation class may connect to the door
intercom.

The function is activated by selecting A1 1owed.

The function is enabled by default.

Select whether this authorisation class may use the system's
TAPI functionalities.

The function is activated by selecting A1lowed.

The function is enabled by default.

Define whether the connection data of this authorisation class
shall be saved.

The function is activated by selecting Enabled.
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The function is enabled by default.

Transmit charge in- Select whether the transferred charge information shall be
formation transmitted to terminals of this authorisation class.

The function is activated by selecting A1Iowed.

The function is enabled by default.

Relay Contact(s) Ac-

cess Within an authorisation category, you can enable or prohibit the

permission to configure a relay for each contact individually.
The function is activated by selecting A11owed.

The function is disabled by default.

10.2.3 Parallel Ringing

In the Numbering->User Settings->Parallel Ringing you configure whether, in case of in-
coming calls to an internal number, there shall be parallel signalling to another external
number.

10.2.3.1 Edit or New

Choose the ,* icon to edit existing entries. Choose the New button to create other entries.

The Numbering->User Settings->Parallel Ringing->New menu consists of the following
fields:

Fields in the Basic Settings menu.

Field Description

Internal Number Select the internal number for which the parallel call perform-
ance feature is to be set up.

External Number Under New Number enter the external telephone number to
which a call should be signalled in parallel. If a mobile number
and a call number are configured for personal use under Users-
>Basic Settings->External Numbers, these are displayed in
Configured Home Number or Configured Mobile Number
and can be selected.

Parallel Ringing Select whether this parallel call entry is to be enabled.
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The function is activated by selecting Enabled.

The function is disabled by default.

10.3 Groups &Teams

In this menu, you configure your system's teams.

10.3.1 Teams

In the Numbering->Groups &Teams->Teams menu, you configure you system's teams.

Teams are groups of people working together to realise an objective. In practice, this
means that all people within a team can be reached under the same subscriber number for
external and internal calls. In the PABX, each team of telephones/terminals can thus be as-
signed a specific subscriber number to guarantee accessibility to internal and external
calls. Individual structures of companies can be mapped by teams. Thus departments such
as Service, Sales or Development can be called from inside or outside in a selective man-
ner via team numbers. Within a team, the call can, for example, be signalled simultan-
eously to all, or first to one telephone, then also to a second, etc. In one team, answering
machines or voice systems can also be used.

Four team call options are assigned to each team. Switching between call options can oc-
cur manually or via one of the calendars.

Only for compact systems: The Team global is configured by default.

Choose the * icon to edit existing entries. Select the New button to create a new team.

10.3.1.1 General

In the Numbering->Groups &Teams->Teams->General basic conditions in the team are
configured. Among these are the team name and the internal team number.

For internal team calls, a team number and team name can be assigned to the team in the
configuration. If a team number is dialled, the caller sees the team name until a team sub-
scriber accepts the call. The name of the team subscriber is then displayed.

The menu consists of the following fields:

Fields in the Basic Settings menu.
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Description Enter a description for the team.

Internal Number Enter the internal number of the team.

Fields in the Further Settings menu.

Field Description

Switch call signalling Define whether the call option configured for the team shall be
enabled manually over the telephone, or via the calendar. For
this, calendar and switching times must first have been con-
figured. You can create up to four call variants for each team in
the menu Numbering->Groups
&Teams->Teams->New->Variant1-4 .

Possible values:

* No calendar,only manually (default value): Manual
switch is enabled.

* <Calendar>: Select one of the configured calendars.

Active Variant (Day) Select one of the call options to be currently enabled. If a switch
is set up via the calendar, this setting will be switched back
again in a timely manner.

The default value is Signalling Variant 1.

Permit Call Forwarding Define whether call forwarding may occur for the team.
The function is activated by selecting Enabled.

The function is disabled by default.

Call Forwarding to Ex- Define whether there shall be call forwarding within the system

ternal Numbers itself (Through PABX, default value) or via an exchange
(provider, Through Exchange Office). Please note that for call
forwarding within the system two external connections are used.

The menu Advanced Settings consists of the following fields:

Fields in the Timer menu.

Field Description

Team Speed Timer Here, enter the Team Speed Timer following which call for-
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warding after time shall be performed in the team. The default
value is 15 seconds.

Simultaneous after With linear and rotating team calls, there is the option for all
time team subscribers to be simultaneously called after a defined
period.

The default value is 60 seconds.

Wrap-up Timer This setting is only enabled in Signalling Even Distribu-
tion (Longest Free).

For every subscriber who has ended a call, a Post processing
time is configured, during which he receives no more calls.
Calls received by the subscriber on his number rather than via
the team and self-initiated calls are not included in the time cal-
culation.

The default value is 0 seconds; the range 0... 999 seconds.

10.3.1.2 Variant 1-4

In the Numbering->Groups &Teams->Teams->Variant 1 - 4 you configure a team's four
call variants. You can create up to four different call options for each team. For this, assign
either an internal or external number to the call option, and define how an incoming call
should be signalled within the team.

Internal numbers of a team

Under Internal Assighment, select the internal subscribers who are to belong to this team.
If you wish to temporarily exclude a team subscribers from call signalling (e. g. team sub-
scriber is on holiday), you can Logout the subscriber. Team calls are not signalled to
logged out subscribers. Every team subscriber can also control login and logout himself via
a system code.

For internal team calls, a team number and team name can be assigned to the team in the
configuration. If a team number is dialled, the caller sees the team name until a team sub-
scriber accepts the call. The name of the team subscriber is then displayed. A call to a
team can be simultaneous, linear, rotating, setting up or parallel after time. With linear and
rotating team calls, there is the option for all team subscribers to be simultaneously called
after a defined period (1 - 99).

The Numbering->Groups &Teams->Teams->Variant menu consists of the following
fields:
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Assignment

Internal Assignment

External Assignment

Route and Charge As-
signment

You can assign several internal numbers to each team, or an
external number to each. Define whether calls for a team shall
be signalled to internal or external subscribers.

Possible values:

e External: The entered external number is called.

e Internal (default value): The subscribers assigned to the
selected number are called according to the defined sig-
nalling.

Only if Assignment = Tnternal
Select the internal team subscribers.
With Add, you add more internal numbers.

Only for compact systems: The numbers 10, 20, 21, 22 are as-
signed to the Team global.

Only if Assignment = External

Enter the number of the external subscriber.

Only if Assignment = External

Charges for the call and assignment of an external connection
occur via the selected internal subscriber.

Automatic call acceptance in the team

You want a caller to be accepted already at call signalling and not to hear the ringing tone.
That's no problem if you're using automatic call acceptance for team calls. In this case, the
caller is automatically accepted by the system and hears an announcement or system mu-
sic-on-hold. During this time, the call is signalled to the entered team subscribers. If a sub-
scriber takes the call, the connection to the caller is established.

If a team is called, it can be defined in configuration that the call is automatically accepted,
and that the caller hears an announcement or music. The target subscriber(s) are called
during this time. After the receiver is picked up, the announcement or music is turned off
and the subscribers are connected to each other.

Possible settings for automatic call acceptance:
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e Simultaneous: All assigned terminals are called simultaneously. If a terminal is busy,
call waiting can be used.

e Linear: All assigned terminals are called in the sequence of their entry in configuration.
If a terminal is engaged, the next free terminal is called. The call is signalled ca. 15
seconds per subscriber. This period can be set between 1 and 99 seconds (per team) in
the configuration. If subscribers are on the phone or logged out, there is not forwarding
time for these.

* Rotating: This call is a special case of the linear call. After all terminals are called, call
signalling begins again with the first entered terminal. The call is signaled until the caller
replaces the receiver or the call is ended by the exchange (after ca. 2 minutes).

* Adding: The terminals are called in the order of their entry in the subscriber list. Every
terminal that has already been called is called again, until all entered terminals are called.

® Linear,Simultaneous after timeOr Rotating,Simultaneous after time:
Rotating or linear is set for the team call. After defined times have run out, all team sub-
scribers can be called in parallel (simultaneously). Example: A precondition is that the
sum of forwarding times is larger than the time parallel after time. There are 4 sub-
scribers to a team. The forwarding time for each subscriber is 10 seconds, 40 seconds in
total. The time parallel after time is set to 38 seconds. Every subscriber will be called. If
a subscriber logs out of the team or is engaged, forwarding time is only 30 seconds, after
which the parallel after time call is no longer made.

* Even Distribution (Longest Free): Even distribution corresponds to
SignallingRotating and insures that all team subscribers receive the same number of
calls. For every subscriber who has ended a call, a Wrap-up Time (0...999 seconds) is
set up for the team/subscriber, during which she receives no more calls. Calls received
by the subscriber on his number rather than via the team and self-initiated calls are not
included in the even distribution calculation. Even distribution begins with the subscriber
who hasn't received calls for the longest time, on restart with the first subscriber entered
in the subscriber list. A subscriber who has logged out of the team (code number or func-
tion key) is no longer taken into account for the even distribution. After a system power
failure, the existing Even distribution calculation is deleted and the process begins
again. If all team subscribers are in Post processing time, external calls are routed to
the preset redirect destination; internal calls hear the busy tone. If the same time since
the last call is calculated for several team subscribers, the sequence of entries in Internal
Assignement applies.

Fields in the Options menu.
I =
Signalling You can call team subscribers with a broadcast call.

Possible values:

e Simultaneous (defaultvalue)
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Busy on busy

Automatic Call Pick-up
with

® Linear

®* Rotating

®* Adding

® [Linear,Simultaneous after time

® Rotating,Simultaneous after time

® Even Distribution (Longest Free)

Select whether the performance feature "Busy on Busy" is to be
enabled for this call option.

If a team subscriber is currently engaged, you can decide
whether additional calls for this team should be signalled. If
"Busy on Busy" is set for a team, other callers are signalled as
“engaged".

The function is activated by selecting Enabled.

The function is disabled by default.

Select whether an incoming call should be automatically accep-
ted, and the caller hear the desired music-on-hold or announce-
ment. Signalling of the call to the team proceeds. The caller
bears the costs for the existing connection.

The function is activated by selecting Enabled.
The function is disabled by default.
Also select the desired music-on-hold or announcement.

Possible values:

* <File x>
® MOH Intern 1
® MOH Intern 2

® MoH Wave 1 to 8

The menu Advanced Settings consists of the following fields:

Fields in the Rerouting Functions menu.
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Rerouting on no re- Select whether and, if so, to which team an incoming call should
sponse be redirected on no reply.

Possible values:

* None (default value)

® J<Team>

Also enter the time after which the call should be redirected.

Further Rerouting Select whether and, if so, to which redirect option an incoming
call shall be switched.

Possible values:

e off (default value): No other redirect options are used.

* Immediately: The incoming call is immediately rerouted to
the redirect function selected in Immediately.

* On Busy: The incoming call is rerouted to the redirect func-
tion selected in On Busy.

Immediately Only if Further Rerouting = Immediately

Select the redirect function for immediate redirect. Configure re-
direct functions in Applications->Rerouting->Rerouting Func-
tions.

On Busy Only if Further Rerouting = On Busy

Select the redirect function for redirect on engaged. Configure
redirect functions in Applications->Rerouting->Rerouting
Functions.

Busy starting with Only if Further Rerouting = On Busy
Select from which number of subscribers the team is considered
engaged.

10.3.1.3 Log on/ Log off

In the Numbering->Groups &Teams->Teams->Log on / Log off individual team mem-
bers are logged in or out.



The menu consists of the following fields:

Fields in the Basic Settings menu.

Field Description

Numbers Indicates the internal number of assigned team members.

Status Select whether the team member is logged into the team.
The team member is logged in by selecting Logged on.

Only for compact systems: All team members are Logged
on by default..

10.4 Call Distribution

In this menu, you configure internal forwarding of all incoming calls.

10.4.1 Incoming Distribution

In the Numbering->Call Distribution->Incoming Distribution menu, you configure the
assignment of incoming calls to the desired internal numbers..

In Call Assignment, you assign the call numbers entered under External Numbers, e.g. to
the teams or to an internal number.

10.4.1.1 Edit

Choose the ,* icon to edit existing entries.

The Numbering->Call Distribution->Incoming Distribution-> ,* menu consists of the
following fields:

Fields in the Basic Settings menu.

I ==

<Name of Number- Displays the number configured.

Entry>

Trunk Displays the external connection for which call assignment is
configured.

Assignment Select the internal number or the desired function to which in-

be.IP plus
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coming calls shall be assigned via the line selected in Trunk.

Possible values:

* Internal Number (defaultvalue): The internal team num-
ber is selected for assignment to a team.

® Call Through

® Redirect application

® Phone Remote Access

®* ISDN Login

® Mini Call Center

Fields in the Internal Number and Rerouting Settings menu.
Field Description
Internal Number Only for Assignment = Tnternal Number

Select the internal number to which incoming calls shall be as-
signed via the line selected in Trunk.

Rerouting Application Only for Assignment = Rerouting Application

Select the desired redirect application to be assigned to the
number. You can configure redirect applications in the Applica-
tions->Rerouting->Rerouting Applications menu.

Active Variant (Day) Only for redirect application = <configured redirect ap-
plication>

Select the redirect application variant to be currently enabled. If
a variant switch is set up via the calendar, this setting will be
switched back again at the appropriate time.

Possible values:

® Variant 1
® Variant 2
®* Variant 3

4

® Variant

Fields in the Call Through Settings menu.
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Authorization

PIN (6 Digit Numeric)

Internal Number and
Rerouting Settings

Only for Assignment = Call Through

Define the authorisation for which the Call Through function
shall be released.

Possible values:

* Number screening: Dialling release occurs after matching
the entered number with the entry in the system phone book
or with the user's call number entries (Mobile Number and
Home Number).

* Number screening and PIN: Dialling release occurs after
matching the entered number with the entry in the system
phone book or with the user's call number entries (Mobile
Number and Home Number) AND PIN entry.

e pIN: Dialling release occurs after PIN entry.

* Number screening or PIN: Dialling release occurs after
matching the entered number with the entry in the system
phone book or with the user's call number entries (Mobile
Number and Home Number) OR PIN entry.

Only for Authorization = Number screening and PIN, PIN,
Number screening or PIN

The system checks the caller's authorisation for Call Through,
then activates a simulated external dialling tone for the call. Au-
thorisation is granted if the caller has entered the correct 6-digit
PIN.

Select the internal subscriber via which Call Through is to occur.
One of the system's telephone numbers is defined in the config-
uration for Call Through. An external caller using this telephone

number first hears the system's attention tone.
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10.4.2 Misdial Routing

In the menu Numbering->Call Distribution->Misdial Routing for every external connec-
tion, you define the subscriber or the team to which the call shall go in any of the following
cases:

* an incoming call has a wrong or truncated number / extension

* all members of the called team or call center are logged off.

* all members of the called c all center are in post-processing.

Only for compact systems: A predefined entry with the parameters Trunk = ISDN Extern
and Rerouting to Number = 40 (Team global) is displayed.

10.4.2.1 Edit

Choose the ,* icon to edit existing entries.

The Numbering->Call Distribution->Misdial Routing-> ,* menu consists of the following
fields:

Fields in the Basic Settings menu.
N

Trunk Displays the external connection for which redirect for wrong di-
alling is configured.
Select the type of rerouting:

Rerouting to Number
* None: No redirect here, the caller gets a busy tone.

* Global Settings: Redirect occurs as entered in System
Management->Global Settings->System->Rerouting to
Number.

e <Internal number of a user or team>:. The callis
redirected to this user or team.

10.4.3 Caller number distribution

This menu allows you to specify to which internal number an incoming call is distributed to
in dependence from the caller's number. This function can also be used as a blacklist when
incoming calls from specific numbers are distributed neither to an internal number nor to an
announcement. These calls are rejected.
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10.4.3.1 Edit or New

Select the *button in order to edit exiting entries, or select the New button to add further

caller numbers.

The menu Numbering->Call Distribution->Caller number distribution->New consists of
the following fields:

Fields in the menu Basic Settings

Field Description

Caller Number Specify the caller's number whose calls are to be distributed to
a specific internal number. Possible applications are:

e complete numbers (0911987654)
e area codes (0911)
e country codes (001)

* prefixes of special numbers (0137)

Numbers from your own public network have to be specified
with their area code, the local country code is ignored.

&a Note

Any incoming number is matched against the specified
number starting with the first digit and without considering
any possible groups of digits. A single 0, therefore,
matches all calls coming in with a leading 0. This means
that a digit sequence matches the more calls the shorter it
is.

If you select the option anonymous instead of specifying a num-
ber, all calls are filtered that come in without transmitting a caller
number.

Description Enter a description for the number settings you have just made,
e.g., Family or Advertising.

Assignment
here, you specify how your device is to respond to an incoming

call.

Possible choices:



Field Description

* None: The incoming call is not distributed, at all, and is re-
fused.

e Internal Number: The call is distributed to an internal
number. If you choose this option, another card
(Assignment) is displayed that allows you to choose from the
available internal numbers.

* Announcement: The caller is played an announcement. You
can choose from the available announcements in the card As-
signment.

@ Note

If you want to assign more than one internal number to an incoming number, create
multiple entries for the same incoming number.

be.IP plus
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Chapter 11 Terminals

11.1 elmeg System Phones

In this menu, you perform the assignment of configured internal numbers to the terminals
and manage additional functions depending on the type of terminal.

The system telephone end devices (or DECT bases, respectively) are listed alphabetically
in the Description column. Click the column title of any other column to sort entries in as-
cending or descending order.

Connected telephones or DECT bases are automatically recognized and listed in the re-
spective summary; they can, however, also be manually configured before being connec-
ted to the system.

11.1.1 System Phone

A list of system telephones is displayed in the Terminals->elmeg System Phones->Sys-
tem Phone menu; it shows manually configured telephones as well as automatically detec-
ted ones.

The basic configuration is the same for all telephones, but there are differences in the
scope of service and configuration of several features (depending on the telephone type). If
you cannot use a specific feature with the selected telephone, it is not offered for configura-
tion.

Depending on its type, you can connect the system telephone to the internal ISDN, SO,
UPO or Ethernet port. The system telephone offers typical system features in connection
with the PABX system. For example:

¢ Dialling from the system phone book

¢ Announcement and simplex operation with other system telephones on the system

* Function keys for control of system features (enable call options, login/logout in teams,
line keys, connection keys). The status of a feature can be indicated via LED's assigned
to individual function keys.

¢ Access to the system menu of the system. In this menu, advanced functions are offered
by the PABX system.

Choose the * icon to edit existing entries.

As soon as a Description is entered for the system telephone and an entry is selected in
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the Internal Numbers field and copied with OK, the entry for that device is moved to the
upper part of the overview. To continue configuration, click the * symbol again.

Choose the =, icon to copy existing entries. Copying an entry can prove useful if you wish

to create an entry only distinguished by a few parameters from an existing entry. In this
case, you copy the entry and modify the desired parameters.

Select the New button to create a new system telephone entry.

Note

Configuration modifications are transmitted to the system telephones at the earliest 30
seconds after confirming the modification with the Apply button.

11.1.1.1 General

In the Terminals->elmeg System Phones->System Phone->General menu, you perform
basic settings for a system telephone.

Telephone type
Various types of telephones can be configured.

If the system telephones are first configured in the system with type and serial number, the
system detects the system telephone after hook up to the connection. Then the configura-
tion created for this system telephone is transmitted by the system to the system tele-
phone.

Alternatively, you can create a system telephone in your PABX system, select the appropri-
ate telephone type, and assign an MSN. If you connect a telephone with default settings to
your PABX system, the telephone answers with the question for the language and the first
MSN. When you enter the language into the system telephone, and the MSN that you have
configured in the PABX system, the PABX system sends the configuration to the tele-
phone.

If the system telephone is removed, the system detects this and identifies the entry into the
system with a red arrow. If another system telephone of the same type is subsequently
connected, the system detects this and assigns the detected system telephone the corres-
ponding configuration. The system telephone thus receives the same configuration as its
predecessor, despite a different serial number. Only the first MSN must be identically
entered in the system telephone and the system.

The Terminals->elmeg System Phones->System Phone->General menu consists of the
following fields:
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Description

Phone Type

Location

To clearly identify the telephone in the system, enter a descrip-
tion for the telephone.

Displays the type of the connected telephone. If the interface is
configured, the system automatically reads out the type. The
field can then no longer be edited if a telephone is connected.

Possible values:
* ISDN / Upn
e TP

For Phone Type = ISDN / Upn : Displays the system tele-
phone product description, if it is supported by your device.

Possible values:

* CS290

® CS5290-U
® CS400xt
® CS410

® CS410-U
® S530

* 5560

For Phone Type = 1P : Displays system telephone product de-
scription.

Possible values:

® TP-5290
® TP-5290plus

® IP-5400

Only for Phone Type = 1P

Select the location of the telephone. You define location in the
VoIP->Settings->Locations menu. Depending on the setting in
this menu, default behaviour for registration of VolP subscribers
for which no location should be defined is displayed for selec-
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tion.
Possible values:

* Not defined (Unrestricted Registration):No loc-
ation is defined. According to set default behaviour, the sub-
criber is nevertheless registered.

®* Not defined (No Registration): No location is
defined. According to set default behaviour, the subscriber is
not registered.

® Not defined (Registration for Private Net-
works Only): No location is defined. According to set de-
fault behaviour, the subscriber is only registered if located in a
private network.

e <Location>: A defined location is selected. The subscriber
is only registered if at this location.

Interface Only for Phone Type = ISDN / Upn

Displays the interface to which the terminal is connected. If the
interface is configured, the system automatically reads out the
type. The field can then no longer be edited if a telephone is
connected.

Possible values:

® None

® <interface designation>

Serial Number Displays the serial number of the device. If the interface is con-
figured, the system automatically reads out the serial number.
This field cannot be subsequently edited.

Fields in the menu Number Settings
Field Description

Internal Numbers Select the internal number for this terminal You can assign in-
ternal numbers for 10 MSN's. By default, up to 3 MSN's can be
assigned for system telephones Up to 3 MSN's are available for
terminals in the 290 series. Up to five MSN's are available for
terminals in the S5x0 series. Up to 10 MSN's are available for
terminals in the CS400 and 4xx series
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Please note that for proper operation of the telephone, at least
the first MSN must be entered in the system.

Possible values:

* No free Extension Available: All configured internal
numbers are already in use. First configure another user with
additional numbers.

e No number selected: No internal number shall be as-
signed to this MSN.

* <Internal Number>: Select one of the existing numbers of
the configured users.

Key extensions

The T400 key extension (available for CS4xx series telephones and for IP-S400) features
20 keys with LED's usable as function keys on two levels. The LED's are assigned to the
first key level. Two other LEDs are used to display additional information. You can connect
up to 3 key extensions in sequence (cascading) to your telephone. A plug power supply
unit must be used if using more than two key extensions.

The T400 /2 key extension (available for CS4xx series telephones and for IP-S400) fea-
tures 10 keys with LED's usable as function keys on two levels. The LED's are assigned to
the first key level. Two other LEDs are used to display additional information.

The T500 key extension (available for CS530 and S560 telephones) features 30 keys that
can be used as function keys on two levels. To the right of each key, two LED's indicate
which level is active. You can connect up to 3 key extensions in sequence (cascading) to
your telephone. A plug power supply unit is required from the first key extensions.

Fields in the menu Extensions

I

Key Extension Module Displays whether you're operating the system telephone with a
1-3 key extension module.

Possible values (each according to Phone Type):

® Not available
* 7400

* T400/2

* T500
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Fields in the menu Codec Settings
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i Select the codec profile to be used if the connection is over a
Codec Profile VolIP line. Codec profiles are configured in the VolP->Settings-
>Codec Profiles menu.

Fields in the menu Further Settings

Field Description

Emergency Phone The system telephones of your system can be set up as emer-
gency telephones. You can immediately begin dialling extern-
ally, whether any external connections are active or not. If all
external connections are already in use, one of the active calls
is terminated and the connection is used for the emergency call.
If an emergency call is already being made, it is not interrupted.
You can use this performance feature regardless of the per-
formance feature priority for emergency calls.

The function is activated by selecting Enabled.

The function is disabled by default.

11.1.1.2 Settings

In the Terminals->elmeg System Phones->System Phone->Settings you can release
specific performance features and functions for this system telephone.

The Terminals->elmeg System Phones->System Phone->Settings menu consists of the
following fields:

Fields in the menu Basic Settings
B fEstEw
Display Language Select the display language for your telephone.

Possibe values:

® Deutsch
e putch : Not for S530 and S560
®* English

® Ttalian
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Headset Support

Call Waiting

Ep

* Danish: Not for $530 and S560

* Spanish: Not for $530 and S560

* Swedish: Not for S530 and S560

* French: Not for S530 and S560

e portugues: Not for $530 and S560
* Cesko: Not for $530 and S560

e Norwegian: Not for $530 and S560

* Greek: Not for S530 , $560 , CS290 , CS290-U , IP-S290
IP-S290plus

e Icelandic: Not for S530 , S560 , CS400, CS410 , CS410-U
, IP-S400

* Polish: Not for S530 and S560
* Hungarian: Not for $530 and S560

* Russian: Not for S530, S560 , CS290 , CS290-U , IP-S290 ,
IP-S290plus

Not for S530 and $560.

Select whether the headset should automatically accept calls.

Note

If you wish to use a headset, you must configure a headset
key and a key for automatic call acceptance on your PABX
system. On the system telephone, you must select a head-
set type and enable the key for automatic call acceptance.

Select whether another call shall be supported for this tele-
phone through call waiting or a display notification.

The function is activated by selecting Enabled.
The function is disabled by default.

If Call Waiting is enabled, define for which calls you wish to al-
low call waiting.

Possible values:
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Do not Disturb (DND)

® Internal Calls

® External Calls

® Internal and External Calls

Under Call Waiting Signal repeated also decide whether the

call waiting tone or the display notification should only be sig-
nalled once, or repeated for the call duration.

Only for telephones in the CS4xx series, the S530 telephones
and S560 and the IP-S400 telephone.

For the S530 and S560 telephones, you merely configure the
function here. With these telephones, enable Do not Dis-
turb via the function key.

Select whether you wish to use the call protection (do not dis-
turb) performance feature.

With this performance feature, you can enable call signalling to
your terminal.

Select for which number you wish to use the station guarding
performance feature.

Possible values:

e First Number only (CS4xx series only): Call protection
applies only to the first configured MSN.

e Al1 Numbers (CS4xx series only): Call protection applies
to all configured MSN's.

Select whether incoming calls shall be signalled:

e off: Calls are signalled.
* On (CS4xx series only): Calls are not signalled.

* Acknowledgement Tone only (CS4xx series only): An
attention tone is heard once for a call

* Attention tone 1 (only S530 and S560)
* Attention tone 2 (only S530 and S560)
* Attention tone 3 (only S530 and S560)
e Attention tone 4 (only S530 and S560)

e No attention tone (only S530 and S560)
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The menu Advanced Settings consists of the following fields:

Fields in the menu Advanced Settings
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Status LED

Directory Softkey

Conversation Display

Default Signalling dur-

Select whether and, if so, which events should be signalled by
the system telephone status LED.

Possible values:

e Off: The status LED function is not used.

* Caller List: The status LED signals calls and new mes-
sages.

* Messages only: The status LED only signals new mes-
sages (MWI).

* New Message (nur S5x0)
* New Call (nur S5x0)
e Active Call (nur S5x0)

You can use New Message New Call the options, Active
Call and individually, or combine them freely.

Only for telephones in the CS4xx series

Select whether calls shall be made with the softkey entries from
the system phone book ( System) or from the telephone phone
book ( Telephone).

Not for S5x0

Select which information shall be indicated in the system tele-
phone display during a call.

Possible values:

® Number and Charge or Duration
® Number and Charge

®* Number and Duration

®* Number and Time

® Number only

® Date and Time only

Select whether DTMF signals or keypad functions shall be
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ing Calls transmitted into the system in call status. You can use special
functions during a call by entering character and numerical se-
quences. These entries must be made as keypad or MFV se-
quences, depending on the function to be used. You can define
whether MFV or keypad functions are possible in the basic set-
ting during a call.

Possible values:

e DTMF (default value)

* Keypad

Automatic Call Pick-up Select the period after which calls to this system telephone
should be automatically accepted without you having to pick up
the receiver or press the loudspeaker key.

&n Note

Please note that to be able to use this function at least one
telephone key must be assigned to automatic call accept-
ance.

Only for S5x0
You switch on automatic call acceptance with Enabled.

You can configure the corresponding duration in the Terminals-
>elmeg System Phones->System Phone->New->Keys menu.

Only for x290xx = and x4x0xx.
Possible values:

* Immediately
® After 5 seconds

® After 10 seconds

Mute after hands-free  Not for S5x0, CS290, CS290-U

Calling
You can dial the number of a subscriber without picking up the

receiver (e. g. hands-free). Here, you have the choice of wheth-
er the built-in microphone shall be switched on immediately or
only after pressing of the corresponding softkey. If the micro-
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Receiving UUS

Receive System Inter-
com Call

Receive Announce-
ment Calls

phone is turned off during dialling, the corresponding softkey
must be pressed, even if the connection is already active.

The function is activated by selecting Enabled.

The function is disabled by default.

Select whether performance feature UUS (User to User Sig-
nalling) can be used for this telephone. With this performance
feature, you can receive short text messages from other tele-
phones. In this way, you can send written information within the
system, e. g. Meeting at 9:30 AMOr Am on holiday un-
til Monday.

Possible values:
* Off, UUS are blocked:The UUS performance feature is

not used.

* Internal only: Text messages can only be received in-
ternally.

* External only: Text messages can only be received ex-
ternally.

e Internal and External (default value): Text messages
can only be received internally and externally.

Only visible when a Number / Useris selected in the
Terminals->elmeg System Phones->System Phone->Gener-
al menu under Internal Numbers.

Select whether the Receive System Intercom Call function
should be allowed.

The function is disabled by default.

Only visible when a Number / Useris selected in the
Terminals->elmeg System Phones->System Phone->Gener-
al menu under Internal Numbers.

Select whether the Receive Announcement Calls function
should be allowed.

The function is disabled by default.
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11.1.1.3 Keys / T400/T400/2 / T500

The menu Terminals->elmeg System Phones->System Phone->Keys displays the con-
figuration of your system telephone's keys.

Your telephone features several function keys to which you can assign various functions on
two levels The functions that can be programmed on the keys vary from telephone to tele-
phone.

Every function key with automatic LED functions (e. g. connection keys, line keys) can only
be programmed once per system (telephone and key extensions).

Values in the list Keys
I

Key Displays the name of the key.

Label Description Displays the configured key name. This appears on the labelling
page (label strips).

Key Type Displays the key type.
Settings Displays the additional settings with a summary

Print allows you to print out a label sheet for the description field of your system phone or
key extension.

Edit

Choose the * icon to edit existing entries. In the pop-up menu, you configure the func-

tions of your system telephone keys.
You can use the following functions with system telephones:

* MSN Selection Key: You can perform an internal or external call so that your system
telephone transmits a specific number (MSN) to the caller. This number (MSN) has to be
configured on your system telephone. If the LED is active, there is an active connection
via this key.

e Dial Key (Standard): You can store a number on each function key. External num-
bers have to be prefixed by the exchange code 0if no automatic outside linehas
been configured for your Class of Serviceon the telephone.

e Dial Key (DTMF): You can store a DTMF sequence on every function key.

e Dial Key (Keypad sequence): You can store a keypad sequence on every function
key.
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Extension Key (User): You can set up dialling to an internal extension using a line
key. After pressing the corresponding key, hands free is switched on and the internal ex-
tension entered is selected. If a call is signalled on the internal extension you have
entered, you can pick this up by pressing the line key.

Extension Key (Team): You can set up dialling to a team using a line key. After
pressing the corresponding key, hands-free is activated and the entered team is called
according to its enabled call option. If a call is signalled for the entered team, you can
pick it up by pressing this connection key.

Trunk Line: AnISDN connection or a VolP provider is set up under a connection key.
If this key is pressed, automatic hands-free is enabled and the corresponding ISDN con-
nection is assigned. You then hear the external dialling tone. If an external call is sig-
nalled on another internal telephone, you can pick it up by pressing this line key.

System Call (Announcement User): You can set up a connection to another tele-
phone without this connection having to be actively accepted. As soon as the telephone
has accepted the announcement, the connection is established and the announcement
key LED is enabled. The announcement can be ended by renewed pressing of the an-
nouncement key or by pressing the loudspeaker key. The LED switches off again at con-
clusion of the announcement.

System Call (Announcement Team): You can configure an announcement for a
team by setting up a function key. The way this works is the same as that described
above.

Login / Log Out, Team: Ifyou are entered as a subscriber in the call assignments
for one or more teams, you can set up a key so that you can control the call signalling of
your telephone. If you're logged in, team calls are signalled to your telephone. If you are
logged out, no team calls will be signalled.

The call numbers entered in the telephone can be logged in/logged out from a team us-
ing a set function key (MSN-1... MSN-9). Before entering a team number, you must select
the telephone call number index (MSN) that is entered in the corresponding team call as-
signments.

System Call (Announcement enable): You can also selectively deny or allow an-
nouncements using a function key. To use announcements, you must be authorised for
the corresponding authorisation class.

Receive Intercom Calls: You can setup a key is such a way that a connection to
the specified telephone is established without this connection having to be actively ac-
cepted.

System Call (Intercom enable): You can set up a key in such a way that the sim-
plex operation function is allowed or denied. To use simplex operation, the function must
be allowed in the corresponding authorisation class.

Boss Key/ Secretary Key: You can set up a key as a special line key. The Boss
telephone and Secretary telephone properties are saved in both telephones with these
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keys.

Diversion Secretary: You can set up a key in such a way that incoming calls to the
Boss telephone are automatically routed to the Secretary telephone.

Call Forwarding (CFNR): You can set up a key so that delayed call diversion is con-
figured for a specific number (MSN) on your system telephone. Pressing the key when
the phone is not in use turns call forwarding on and off. Call forwarding configuration over
a programmed key is only possible for numbers 1 to 9 (MSN-1...MSN-9) of the phone. In
order to be able to use call forwarding, you need to have set up at least one number.

Call Forwarding (CFU): You can set up a key so that immediate call diversion is
configured for a specific number (MSN) on your system telephone. Pressing the key
when the phone is not in use turns call forwarding on and off. Call forwarding configura-
tion over a programmed key is only possible for numbers 1 to 9 (MSN-1...MSN-9) of the
phone. In order to be able to use call forwarding, you need to have set up at least one
number.

Call Forwarding (CFB): You can set up a key so that call diversion on engaged is
configured for a specific number (MSN) on your system telephone. Pressing the key
when the phone is not in use turns call forwarding on and off. Call forwarding configura-
tion over a programmed key is only possible for numbers 1 to 9 (MSN-1...MSN-9) of the
phone. In order to be able to use call forwarding, you need to have set up at least one
number.

Macro Function: You can configure a key so that by pressing it a saved macro is ex-
ecuted.

The macro function can only be programmed at the phone.

Headset Control (not with the S5x0): If you've connected and configured a headset to
your telephone over a separate headset socket, operation of the headset occurs over a
function key. Press the headset key to initiate or accept calls. If you already have an act-
ive connection over the headset, you can end the call by pressing the headset key.

Automatic Call Pick-up: Your telephone can accept calls automatically without you
having to lift the receiver or press the loudspeaker key. Automatic call acceptance is
switched on or off using the function key assigned. You can configure a separate function
key for each number ("MSN-1"..."MSN-9"), or a function key for all numbers. The period
after which calls are automatically accepted is configured once for all numbers of the
telephone.

Trunk Group Access: Several external ISDN (if supported by you device) or IP con-
nections to bundles can be grouped in the system. With a bundle key, you can save
these connections on a function key. If this key is pressed, automatic hands-free is en-
abled and a free B channel of the corresponding bundle is assigned. You then hear the
external dialling tone.

Connection Key (not with the S5x0): In addition to the softkeys "Connection 1..", func-
tion keys can be configured on the system telephone or the extension for operation while



11 Terminals

bintec elmeg GmbH

brokering. At least two connection keys must be configured.

* Hotel Rooms: You can assign a key in such a way that when pressed, the guest is
checked in or out (first level), or the selected hotel room phone is called (second level).
You must configure this key on the first level, then the connected key on the second level
is automatically assigned and, as the case applies, its content overwritten.

* System Parking (Open Enquiry): The called party is put on hold for enquiry and
dials a code. The telephone is now freed for other operations, e. g. announcements. An-
other party can accept the call, if he lifts the receiver and dials the relevant code of the
held call. The codes assigned by the PABX can also be entered in the function keys of
one or more system telephones. If a call is set to open hold for enquiry by pressing the
function key, this is indicated by flashing LEDs on the function keys for the system tele-
phones set up for this. The call is transferred by pressing the corresponding function key.
This performance feature is only possible if only one call is on hold.

e Agent wrap-up Time: You can configure a key so that when it is pressed, an agent's
post-processing time is switched on or off at a team call centre (first level), or extended
(second level).

e Night Mode: You can configure a key so that by pressing it night operation is switched
on or off.

Note

To manually switch night operation off again, the authorisation class Switch sig-
nalling variants manually must be enabled.

* Parallel Ringing (only S5x0): If a parallel call to another telephone is configured,
both connections will ring when a call comes in. The call is accepted where first picked
up.

e shift (only S5x0): With this key, you can access second level functions.

* Do not Disturb (only S5x0): With this key, you enable or disable the Do not Disturb
function which you have configured under Terminals->elmeg System Phones->System
Phone->Settings.

The menu Terminals->elmeg System Phones->System Phone->Keys-> Edit consists of
the following fields:

Fields in the menu Telephone

Field Description

Enter a name for the key to be used as text for the correspond-
Key name ing key when the ID labels are printed.
Key Type Depending on the model, the telephones feature from 5 to 15
keys on which functions may be assigned over two levels. You



Field Description

can reach the second layer of function keys by pressing the
keys twice. This must be done quickly. With S5x0 devices, you
can alternately use the shi £t function key. With the optional
key extensions, you have access to additional twice-assignable
function keys.

Possible values:

® Dial Key (Standard)

® Dial Key (Standard)

* Dial Key (DTMF)

® Dial Key (Keypad sequence)

®* Extension Key (User)

* Extension Key (Team)

® Trunk Line

® System Call (Announcement User)
¢ System Call (Announcement Team)
* Login / Log Out, Team

® System Call (Announcement enable)
® Receive Intercom Calls

® System Call (Intercom enable)

® Boss Key

® Secretary Key

® Diversion Secretary

® Call Forwarding (CFNR)

® Call Forwarding (CFU)

® Call Forwarding (CFB)

® Macro Function

® Headset Control

® Automatic Call Pick-up

® Trunk Group Access

® Connection Key

® Hotel Room

* System Parking

be.IP plus 187



11 Terminals bintec elmeg GmbH

Fed  oescripton

® Agent wrap-up Time

®* Night Mode

* Shift key (S5x0 only)

® Parallel call (only S5x0)

* Station guarding (quiet) (S5x0 only)

Number Only where Key Type = Dial Key (Standard),Dial Key
(DTMF) and Dial Key (Keypad sequence)

You can save a number, an MFV sequence or a keypad se-
quence on every function key. Enter the call number or the code
for the DTMF/keypad sequence.

Internal Number For Key Type = Extension Key (User)

Select the internal number of a user to be called when this key
is pressed.

Where Key Type = System Call (Announcement User)

Select the internal number of a user on whose telephone an an-
nouncement shall be made.

For Key Type = Login / Log Out, Team

Select the internal number of a team to be logged into or out of
when this key is pressed.

For Key Type = Receive Intercom Calls

Select the internal number of a user with which you wish to con-
duct simplex operations.

For Key Type = Call Forwarding (CFNR),Call For-
warding (CFU),Call Forwarding (CFB)

Select the internal number of a telephone MSN from which the
indicated destination number can be forwarded

For Key Type = Automatic Call Pick-up

Select the internal number of this telephone, on which incoming
calls shall be automatically accepted.

For Key Type = Hotel Room
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Automatic Call Pick-up

Team

Select the internal number of a hotel guest.
For Key Type = Agent wrap-up Time

Select the internal number of a user whose post-processing
time shall be modified at regular intervals when this key is
pressed.

For Key Type = Parallel Ringing

Select the internal number of a user whose phone should also
ring when a call goes in to you.

For Key Type = MSN Selection Key

Select that number of your telephone you intend to use.

For Key Type = Automatic Call Pick-up

Select when a call shall be automatically accepted by the
entered internal subscriber.

Possible values:
* Tmmediately: The call isimmediately and automatically ac-

cepted.

* After 5 seconds: The call is automatically accepted after
5 seconds.

e After 10 seconds: The call is automatically accepted after
10 seconds.

* After 15 seconds (only S5x0): The call is automatically
accepted after 15 seconds.

* After 20 seconds (only S5x0): The call is automatically
accepted after 20 seconds.

e Off (only S5x0): The call is not automatically accepted.
For Key Type = Extension Key (Team)

Select the internal number of a team to be called when this key
is pressed.

Where Key Type = System Call (Announcement Team)

Select the internal number of a team on whose telephone an
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announcement shall be made.
For Key Type = Login / Log Out, Team

Select the internal number of a team to be logged in/out when
this key is pressed.

Trunk Line Only where Key Type = Trunk Line

Select the external connection over which an external call shall
be set up when this key is pressed.

Number of Secretary  Only if Key Type = Boss Key

Phone
Select the internal number of the secretary telephone. The sec-

retary telephone is called when this key is pressed.

Number of Boss Phone Only if Key Type = Secretary Key

Select the internal number of the Boss telephone. The Boss
telephone is called when this key is pressed.

Target Number "On no
reply” Only if Key Type = Call Forwarding (CFNR)
Enter the number to which incoming calls shall be forwarded on

no reply .

Target Number "Imme- Only if Key Type = Call Forwarding (CFU)

diate"
Enter the number to which incoming calls shall be forwarded im-

mediately.

Target Number "On Only if Key Type = Call Forwarding (CFB)

busy"
Enter the number to which incoming calls shall be forwarded on

busy.

Trunk Group Access Only if Key Type = Trunk Group Access

Select the bundle via which an outside call shall be set up.

Waiting Queue Only for Key Type = Open hold

Select the queue in which the current call should be held.
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Transfer key

Select the 1, icon to move configured function keys.

Fields in the menu Key

Field Description

Key name Displays the name of the key.
Key Type Displays the key type.
Settings Displays the additional settings with a summary

Fields in the menu Move to

Fed  oescripton

Phone Select one of the connected telephones.

Module Select Telephone or a key extension.

Key Select the key to which you wish to transfer the configured func-
tion.

11.1.1.4 Device Info

In the Terminals->elmeg System Phones->System Phone->Device Info menu, the sys-
tem data read out of the system telephone are displayed.

Meaning of the list entries

e T

Description Displays the entered description of the telephone.
Phone Type Displays the type of telephone.

Serial Number Displays the serial number of the telephone.

Software Version Displays the current version of the telephone software.

Release Date and Time Displays the date and time of the telephone software version.

Last Device Configura- Displays the date and time of the last telephone configuration.
tion
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Description ____[Meaning

Answering Machine Displays whether an answering machine module is inserted in
the telephone (Yes) or not (No).

Meaning of Key Extensions

Description Meaning

Module 1: Type / Serial Displays the type and serial number of the connected key ex-
Number, Module 2: tension.

Type / Serial Number,

Module 3: Type / Serial

Number
Module 1: Software Displays the current software version of the connected key ex-
Version, Module 2: tension.

Software Version,
Module 3: Software
Version

11.1.2 elmeg IP

The Terminals->elmeg System Phones->elmeg IP menu displays a list of IP telephones.
The upper part of the overview displays the manually configured, the lower part displays
the automatically detected devices. For an automatic discovery we recommend the use of
DHCP. (Activate the option Use this device as DHCPv4 server inthe menu As-
sistants->First steps.)

If you want to assign a static IP address, you must enter your PABX system as provisioning
server (http://<IP address of the provisioning server>/ eg prov). As
soon as a Description for the telephone is entered and saved with OK, the entry for that
device is moved to the upper part of the overview.

Note

Key Extension Modules are not discovered automatically, but must be manually con-
figured using the GUI.

If a configured Key Extension Module is deleted the corresponding function keys are
likewise deleted.

Choose the ,* icon to edit existing entries.
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After a short time, the icons [j=]and ( are displayed for this device.

After clicking the Apply button it takes several seconds until the changes have been trans-
mitted to the respective IP telephone.

Choose the =, symbol in order to copy an existing entry. This can be useful if you intend to

create an entry that differs only in a few parameters from the already existing entry. In this
case, copy the entry and change only the desired paramaters.

Select the [J=] button to go to the elmeg IP telephone user interface administrator page.
This is described in the telephone user guide.

Select the New button to manually set up a new IP end device.

Employ automatic provisioning in order to have your PABX system transmit basic tele-
phony parameters to the IP telephones. When using the assistent First steps activate the
option elmeg IPI1x/DECTfor the field Transmit Provisioning Server for in the Assist-
ants->First steps->Advanced Settings->Add section. Alternatively, you can create a new
entry in the menu Local Services->DHCP Server->DHCP Configuration->New->Ad-
vanced Settings->DHCP Options and set the fields Option = URL (Provisioning
Server) and Value = http://<IP address of the provisioning serv-
er>/eg prov.

To register the handsets you first set the base station to login mode. Then you perform the
registering of the handsets on the handests themselves. To configure the base station in
any more detail, you need to use the DECT system's web configurator.

Select the button ( to trigger an update of the device's provisioning. If the update is suc-
cessful, the updated value displays in the Last seen column within 10 seconds.

Note

If you wish to test whether your base station is correctly configured and accessible, se-
lect the button (> and check whether an updated value is displayed within 10 seconds

in the Last seen column.

11.1.2.1 General

In the menu Terminals->elmeg System Phones->elmeg IP->General, you make the ba-
sic settings for an IP telephone.

The menu consists of the following fields:

Fields in the menu Basic Settings
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Description To clearly identify the telephone in the system, enter a descrip-
tion for the telephone.

Phone Type Displays the type of your IP telephone.
Possible values:

® elmeg IP120
® elmeg IP130
® elmeg IP140
* elmeg IP620
® elmeg IP630
* elmeg IP640

* elmeg IP680

Location Select the location of the telephone. You define locations in the
VoIP->Settings->Locations menu. Depending on the setting in
this menu, default behaviour for registration of VolP subscribers
for which no location should be defined is displayed for selec-
tion.

Possible values:

® Not defined (Unrestricted Registration):No loc-
ation is defined. According to set default behaviour, the sub-
criber is nevertheless registered.

* Not defined (No Registration):No location is
defined. According to set default behaviour, the subscriber is
not registered.

® Not defined (Registration for Private Net-
works Only): No location is defined. According to set de-
fault behaviour, the subscriber is only registered if located in a
private network.

e <Location>: A defined location is selected. The subscriber
is only registered if at this location.

MAC Address Shows the MAC address of the telephone.

IP/MAC Binding Displays the IP address automatically assigned by DHCP.

Here you have the option of permanently assigning the dis-
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played IP address to the device with the displayed MAC ad-
dress.

This option should be activated to enable quick re-login after a
functional fault.

Key extension modules

The key extension module elmeg T100 (available for elmeg IP120, IP130 und IP140) fea-
tures 14 keys with LEDs, which you can configure as function keys. elmeg IP120 can be
expanded by up to two extension modules, elmeg IP 130 and IP140 support up to three
cascaded modules. The operation of a thirs extension mosdule requires the connection of a
power supply.

Fields n the menu Extensions
Fiekd Description

Ext. Module No 1 - 3 Displays if you are operatnig the IP telephone with an key ex-
tension module. Only the number of modules supported by the

(depends on Phone respective phone type is offered for configuration.

Type)
Possible values:

* Not available

¢ Available

The menu Advanced Settings consists of the following fields:

Fields in the menu Further Settings

I o=

Multiple SIP Connec-  Select whether multilinks shall be allowed from this terminals.

tions (Sub-Exchange)
Operation as subsystem: Only in case of connection of a sub-

system to a system Here, with a disabled performance feature,
only a connection via the subscriber SIP registration is possible.
If a second call comes in, it is accepted and the existing call is
held. With an enabled performance feature, several SIP con-
nections are possible over the same login. If the performance
feature is enabled for as system without subsystem, two simul-
taneous calls on the phone are not connected to each other
after the receiver is replaced but released, for example. Here,
the performance feature should not be set.
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The function is activated by selecting Enabled.

The function is disabled by default.

No Hold and Retrieve = The performance features hold a call and retrieve a held call are
not available on certain telephones.

The function is activated by selecting Enabled.

The function is disabled by default.

Fields in the menu Codec Settings

.

Select the Codec profile to be used. Codec profiles are con-

Codec Profile figured in the VoIP->Settings->Codec Profiles menu.

Video Select if calls between IP telephones are to support the trans-
mission of video data. Video transmission can only be negoti-
ated between the participants if both support this feature.

SRTP Select if calls via this SIP provider may be secured with SRTP
(Secure Real-Time Transport Protocol).

11.1.2.2 Numbers

In the menu Terminals->elmeg System Phones->elmeg IP->Numbers you assign an IP
telephone up to twelve internal phone numbers using Add.

The available internal phone numbers are created under Numbering->User
Settings->Users->New.

You can delete assigned numbers from the list with g .

Values in the list Number Settings
Field Description

Connections Nr. Shows the serial number of the connection.
Internal Number Displays the assigned internal number.

Displayed Description Displays the description that will be displayed on the IP tele-
phone's display.

User Displays the user's name.
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11.1.2.3 Keys/T100

The menu Terminals->elmeg System Phones->elmeg IP->Keys displays the configura-
tion of your system telephone's keys.

Note

You can configure the key assigment either through your PABX system or on the tele-
phone itself. We recommend using your PABX system for this, since it overwrites the

telephone configuration.

You can avoid the overwriting for individual keys that have already been configured on
the telephone by choosing Not configured on the PABX system.

Your telephone is equipped with several function keys that allow the assignment of different
functions. The functions available for programming are different across different types of
telephones.

Values in the list Keys
Foa  loeeeipien

Key Displays the name of the key.

Label Description Displays the configured key name. This appears on the labelling
page (label strips).

Key Type Displays the key type.
Settings Displays the additional settings with a summary

Print allows you to print out a label sheet for the description field of your system phone or
key extension.

Edit

Choose the ,* icon to edit existing entries. In the pop-up menu, you configure the func-
tions of your system telephone keys.

You can use the following functions with system telephones:

* Dial Key (Standard): You can store a number on each function key. External num-
bers have to be prefixed by the exchange code 0if no automatic outside 1inehas
been configured for your Class of Service on the telephone.
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Dial Key (DTMF): You can store a DTMF sequence on every function key.

Extension Key (User): You can set up dialling to an internal extension using a line
key. After pressing the corresponding key, hands free is switched on and the internal ex-
tension entered is selected. If a call is signalled on the internal extension you have
entered, you can pick this up by pressing the line key.

MSN Selection Key: Assigns a specific connection (i.e. a specific SIP account) to the
function key. You can use this key to initiate a call via this connection, or you can accept
a call coming in via this connection. The key flashes if a call is received, it is lit if the con-
nection is busy. Select the desired connection. All configured connections are available.
Configure SIP accounts exclusively on your PABX system.

Call Forwarding (enable): Assigns activating or deactivating a call forwarding that
has been configured on the telephone. You can only store a single call forwarding on the
device; it is applied to all calls.

System Parking (Open Enquiry): The called extension enters an enquiry and dials
a code. The telephone is now open for additional operations like e.g.an announcement. A
second subscriber can accept the call by picking up the receiver and dialing the code cor-
responding to the call. The codes are determined by the PABX, but can also be assigned
to the functions keys of one or more system phones. If a call is put into open enquiry by
pressing a function key, this is indicated by the flashing of the respective function key
LED on all system phones with a corresponding configuration. Pressing the function key
accepts the call. This function is only available if a call has been parked.

Login / Log Out, Team: Ifyou are entered as a subscriber in the call assignments
for one or more teams, you can set up a key so that you can control the call signalling of
your telephone. If you're logged in, team calls are signalled to your telephone. If you are
logged out, no team calls will be signalled.

The call numbers entered in the telephone can be logged in/logged out from a team us-
ing a set function key (MSN-1... MSN-9). Before entering a team number, you must select
the telephone call number index (MSN) that is entered in the corresponding team call as-
signments.

Call Forwarding (CFNR): You can set up a key so that delayed call diversion is con-
figured for a specific number (MSN) on your system telephone. Pressing the key when
the phone is not in use turns call forwarding on and off. Call forwarding configuration over
a programmed key is only possible for numbers 1 to 9 (MSN-1...MSN-9) of the phone. In
order to be able to use call forwarding, you need to have set up at least one number.

Call Forwarding (CFU): You can set up a key so that immediate call diversion is
configured for a specific number (MSN) on your system telephone. Pressing the key
when the phone is not in use turns call forwarding on and off. Call forwarding configura-
tion over a programmed key is only possible for numbers 1 to 9 (MSN-1...MSN-9) of the
phone. In order to be able to use call forwarding, you need to have set up at least one
number.

Call Forwarding (CFB): You can set up a key so that call diversion on engaged is
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configured for a specific number (MSN) on your system telephone. Pressing the key
when the phone is not in use turns call forwarding on and off. Call forwarding configura-
tion over a programmed key is only possible for numbers 1 to 9 (MSN-1...MSN-9) of the
phone. In order to be able to use call forwarding, you need to have set up at least one
number.

* Night Mode: You can configure a key so that by pressing it night operation is switched
on or off.

Note

To manually switch night operation off again, the authorisation class Switch sig-
nalling variants manually must be enabled.

* pParallel Ringing (only S5x0): If a parallel call to another telephone is configured,
both connections will ring when a call comes in. The call is accepted where first picked
up.

e XML-Content(only for IP140/130): Assigns an URL to the function key. You can, e.g.,
store customer-specific menus and temporarily show them on the display of your tele-
phone. This function is currently not supported by your PABX system.

* Next call anonymous: For the next call the called party will no see your MSN.

* Menu - Call Forwarding:Assigns the menu item Call Forwarding in the display
menu of your telephone to the function key. You can configure the call forwarding specif-
ics.

* Menu - Resource Directory(only for IP140/130): Assigns the menu item Media-
Pool in the display menu of your telephone to the function key. You can manage images
used as screen saver, caller icons for phone directory entries and ring tones. Moreover,
you can monitor the capacity of the pool.

* Menu - Internet Radio(only for IP140/130): Assigns the menu item Internet Radio
in the display menu of your telephone to the function key. You can tune in to the last se-
lected radio station or select a different one. This option has to be activated in the menu
of the telephone, too.

e Macro (only for IP630): A macro key allows you to define an arbitrary code to be ex-
ecuted when the key is switched on, as well as a code that is executed when the key is
switched off again. This, e.g., allows switching a call forwarding inside the phone without
having to access the PBX. In the switched-on state the key LED is lit, in the switched-off
state it is switched off, too. The keys can be used for the following features:

» User defined: freely configurable
* Night mode: switch between day and night modes
* CFU; CFNR; CFB; CFB/CFNR: Call Forwarding (immediately, delayed, on Busy)

e Team Signalization: log into a team or log out of a team
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&n Note

The status of the macro key is not synchronized with the configuration of the PBX. If a
function is activated through the key which then is disabled again by a timer in the
PBX, the function is inactive even though the key LED is still lit.

Consider using a dedicaed key type - if available - in order to ensure the synchroniza-
tion of PBX and terminal.

e Not configured: The function key is managed by the telephone itself and not by the
PABX system.This options locks the key for the provisioning by your PABX system.

The menu Terminals->elmeg System Phones->elmeg IP->Keys->Edit consists of the
following fields:

Fields in the menu Keys

Field Description

Enter a name for the key to be used as text for the correspond-

Key name ing key when the ID labels are printed.

Key Type Depending on the model, telephones have seven or 14 keys
that can have functions assigned to them. Optional key exten-
sion modules extend the number of available functions keys.

Possible values:

® Dial Key (Standard)

® Dial Key (DTMF)

® Extension Key (User)

® MSN Selection Key

® Call Forwarding (enable)
®* Login / Log Out, Team
® Call Forwarding (CFU)
® Call Forwarding (CFB)
® Call Forwarding (CFENR)
® Parallel Ringing

® Night Mode

® System Parking

® Macro Function
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¢ XML-Content

® Next call anonymous

® Menu - Call Forwarding

® Menu - Resource Directory
® Menu - Internet Radio

® Not configured

Internal MSN Only for Key Type = Dial Key (Standard), Extension
Key (User), MSN Selection Key, Call Forwarding
(enable) oOr System Parking

You can select one of the internal MSNs configured in the menu
Terminals->elmeg System Phones->elmeg IP->Numbers.

Number Only for Key Type = Dial Key (Standard) oOr Dial Key
(DTMF)

You can save a number or a DTMF sequence to any function
kye. Specify the number or the characters for the DTMF se-
quence.

Internal Number For Key Type = Extension Key (User)

Select the internal number of the subscriber that is to be called
when pressing this key.

For Key Type = Log in / Log out Team: Select the intern-
al number of the terminal that is to be logged in to or out of the
team.

For Key Type = Call Forwarding (CFU),Call Forward-
ing (CFB) und Call Forwarding (CFNR): Selectthe in-
ternal number the incoming calls of which are to be forwarded.

For Key Type = Parallel Ringing: Select the internal num-
ber the incoming calls of which are to trigger a parallel ringing.
Parallel ringing is configured in the menu Numbering->User
Settings Parallel Ringing.

Team Only for Key Type = Log in / Log out Team:

Select the calling number of the team, the terminal is to be
looged in to or out of.
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Pick-Up Code

Waiting Queue

Macro Function

On Code

Off Code

URL

Transfer key

Only for Key Type = Extension Key (User)

The code that is required for the busy lamp field to allow you
picking up a call on an IP telephone when the LED is flashing.

The default value is #0.

Only for Key Type = System Parking (Open Enquiry)

Select the waiting queue to which the currect connection is to
be added.

Only for Key Type = Macro Function

The keys can be used for the following features:

* User defined: Freely configurable
* Night mode: Switch between day and night modes

* CFU; CFNR; CFB; CFB/CFNR: Call Forwarding
(immediately, delayed, on Busy)

* Team Signalization: You can log in to a team or log out
of a team.

Only forMacro Function = User defined

Define an arbitrary code to be executed when the key is
switched on.

Only forMacro Function = User defined

Define an arbitrary code to be executed when the key is
switched off.

Only for Key Type = XML-Content

For this function you can store the URL to a server which hosts
the desired information. This function is currently not supported
by your PABX system.

Select the 1, icon to move configured function keys.



Fields in the menu Key

Key name Displays the name of the key.
Key Type Displays the key type.
Settings Displays the additional settings with a summary

Fields in the menu Move to

Phone Select one of the connected telephones.

Module Select Telephone or a key extension.

Key Select the key to which you wish to transfer the configured func-
tion.

11.1.2.4 Settings

In the Terminals->elmeg System Phones->elmeg IP->Settings menu you can reset the
telephone's administrator password.

The menu consists of the following fields:

Fields in the menu System Phone
Field Description

Admin Password Select whether the administrator password should be reset.
The function is activated by selecting Enabled.
The function is disabled by default.

As soon as you select the OK button, the password is reset to
the default setting.

Display Language Select the display language for your telephone.
Possible values:

® Deutsch

® Dutch

be.IP plus



Field Description

® English

® Italian

® Spanish

® French

® Portugues
e Cesko

* Greek

®* Polish

®* Romanian

* Slovak

11.1.3 elmeg DECT

The menu Terminals->elmeg System Phones->elmeg DECT displays the base stations
of the connected DECT single-cell and multi-cell systems.

All base stations that are connected are automatically detected and listed in the lower part
of the overview. For an automatic discovery we recommend the use of DHCP. (Activate the
option Use this device as DHCPv4 server inthe menu Assistants->First steps.)

If you want to assign a static IP address, you must enter your PABX system as provisioning
server (http://<IP address of the provisioning server>/ eg prov).

As soon as a Description for the base station is entered and saved with OK, the entry for
that device is moved to the upper part of the overview.

After a short time, the icons = and C are displayed for this device.
Choose the ,* icon to edit existing entries.

After clicking the Apply button it takes several seconds until the changes have been trans-
mitted to the respective device.

Select the New button to manually set up a new base station.

Select the button [j=] to go to the base station's Web configurator. This is described in the
user guide for the relevant DECT system.

In order to be able to use automatic provisioning, click the ,* icon again and add the re-
spectice numbers.

be.IP plus
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Use automatic provisioning to have your PABX system transfer elementary telephony para-
meters to the DECT system. If you want to use the assistant First Steps to do this, you ac-
tivate the value eimeg 1PI1x/DECT under Assistants->First steps->Advanced Settings-
>Add in the field Transmit Provisioning Server for . Alternatively, you can create a new
entry in the menu Local Services->DHCP Server->DHCP Configuration->New->Ad-
vanced Settings->DHCP Options and set the fields Option = URL (Provisioning
Server) and Value = http://<IP address of the provisioning serv-
er>/eg prov.

To register the handsets you first set the base station to login mode. Then you perform the
registering of the handsets on the handests themselves. To configure the base station in
any more detail, you need to use the DECT system's web configurator.

Select the button (¥ to trigger an update of the device's provisioning. If the update is suc-

cessful, the updated value displays in the Last seen column within 10 seconds.

&n Note

If you wish to test whether your base station is correctly configured and accessible, se-
lect the button (@ and check whether an updated value is displayed within 10 seconds

in the Last seen column.

&n Note

If you wish to change the language currently used with a DECT single-cell system, the
system has to be connected to the provisioning server of the PABX. You require an in-
stalled SD card (if supported by you device). All languages to be deployed need to be
stored on the SD card. Single-cell systems load a required language from the SD card
on demand.

11.1.3.1 General

In the menu Terminals->elmeg System Phones->elmeg DECT->General you make the
basic settings for base stations.

The Terminals->elmeg System Phones->elmeg DECT->General menu consists of the
following fields:

Fields in the menu Basic Settings
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Description To clearly identify the base station in the system, enter a de-
scription for the telephone.

Phone Type Displays the type of base station.

Possible values:

® elmeg DECT150
® elmeg DECT200

® elmeg DECT210

Location Select the location of the base station. You define locations in
the VolP->Settings->Locations menu. Depending on the set-
ting in this menu, default behaviour for registration of VolP sub-
scribers for which no location should be defined is displayed for
selection.

Possible values:

* Not defined (Unrestricted Registration):No loc-
ation is defined. According to set default behaviour, the sub-
criber is nevertheless registered.

® Not defined (No Registration):No location is
defined. According to set default behaviour, the subscriber is
not registered.

®* Not defined (Registration for Private Net-
works Only): No location is defined. According to set de-
fault behaviour, the subscriber is only registered if located in a
private network.

e Location: A defined location is selected. The subscriber is
only registered if at this location.

MAC Address Shows the MAC address of the base station.

IP/MAC Binding Displays the IP address automatically assigned by DHCP.

Here you have the option of permanently assigning the dis-
played IP address to the base station with the displayed MAC
address.

This option should be activated to enable quick re-login after a
functional fault.
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The menu Advanced Settings consists of the following fields:

Fields in the menu Further Settings
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No Hold and Retrieve = The performance features hold a call and retrieve a held call are
not available on certain telephones.

The function is activated by selecting Enabled.

The function is disabled by default.

Fields in the menu Codec Settings

Field Description

Codec Profile Select the Codec profile to be used. Codec profiles are con-
figured in the VolP->Settings->Codec Profiles menu.

11.1.3.2 Numbers

In the menu Terminals->elmeg System Phones->elmeg DECT->Numbers you assign In-
ternal Numbers to the mobile parts. You can select from the numbers that you have cre-
ated for this purpose under Numbering->User Settings->Users.

The system automatically assigns a serial number, the Mobile Number, to each mobile
part so that you can identify the device. You can then use Add to assign a Internal Num-
ber to a mobile part from the list.

You can delete assigned numbers with § .

Values in the list Numbers
Field Description

Mobile Number Displays the serial number of the mobile part. This number is
permanently assigned to the mobile part so that it can be
uniquely identified.

Internal Number Displays the assigned internal number.
Displayed Description Displays the description entered for the internal number. In
standby mode this description is shown on the mobile part's dis-

play.

User Displays the user's name.



11.1.3.3 Settings

In the Terminals->elmeg System Phones->elmeg DECT->Settings menu you can reset
the administrator password for the base station.

The menu consists of the following fields:
Fields in the menu Basic Settings
e e ]
Admin Password Select whether the administrator password should be reset.
The function is activated by selecting Enabled.
The function is disabled by default.

As soon as you select the OK button, the password is reset to
the default setting.

11.2 Other phones

In this menu, you perform assignment of configured internal numbers to the terminals and
set additional functions according to terminal type.

Terminals of the corresponding category (VolP, ISDN, or analog) are sorted alphabetically
in the Description column. Click the column title of any other column to sort entries in as-
cending or descending order.

11.2.1 VolP

In the Terminals->Other phones->VolP menu, you configure the connected VoIP termin-
als. For example, you perform assignment of a configured internal number.

Specific instructions for configuring VolP, see VolP - Configuration example (a smartphone
as an internal VoIP telephone) on page 212.

11.2.1.1 Edit or New

Choose the ,* icon to edit existing entries. Select the New button to add VolP terminals.

The Terminals->Other phones->VolP->New menu consists of the following fields:

Fields in the menu Basic Settings

be.IP plus
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Description Enter a description for the IP telephone.

Location Select the location of the telephone. You define locations in the
VolIP->Settings->Locations menu. Depending on the setting in
this menu, default behaviour for registration of VolP subscribers
for which no location should be defined is displayed for selec-
tion.

Possible values:

®* Not defined (Unrestricted Registration): No loc-
ation is defined. According to set default behaviour, the sub-
criber is nevertheless registered.

e Not defined (No Registration):No location is
defined. According to set default behaviour, the subscriber is
not registered.

® Not defined (Registration for Private Net-
works Only): No location is defined. According to set de-
fault behaviour, the subscriber is only registered if located in a
private network.

* <Location>: A defined location is selected. The subscriber
is only registered if at this location.

Fields in the menu Number Settings

Field Description

Internal Numbers Select the internal number for this terminal You can define sev-
eral internal numbers.

Possible values:

* No free Extension Available: All configured internal
numbers are already in use. First configure another user with
additional numbers.

* <Internal Number>: Select one of the existing numbers of
the configured users.

The menu Advanced Settings consists of the following fields:

Fields in the menu SIP Client Settings



11 Terminals

bintec elmeg GmbH

Fed  oescripton

SIP Client Mode

SIP Client IP Address

Port Number

Transport Protocol

Select whether a dynamic SIP client or a static SIP client is
to be used.

Possible values:

* Dynamic (default value): Your device (e. g. a standard SIP
telephone) runs a SIP registration to tell the system its
(dynamic) IP address.

* Static: The system accepts an incoming call from a
(statically configured) SIP client without this client needing to
have been registered beforehand, if the IP address of the cli-
ent matches the IP address entered under SIP Client IP Ad-
dress. This mode is used by, for example, the Mlicrosoft Of-
fice Communications Server and other unified xommunication
servers.

Only for SIP Client Mode = Static.

Enter the static local IP address of the SIP client.

Only for SIP Client Mode = Static.
Enter the number of the port to be used for connection.

A 5 digit sequence is possible. For example, port 5065 must be
entered for connection to a Microsoft Exchange Communication
Server.

Only for SIP Client Mode = Static.
Select the transport protocol for the connection.

Possible values:

e UDP (default value)
e TCP
* TLS

* Automatic - With this setting, your device supports automat-
ic negotiation of the protocol with your provider's servers. For
this setting to work, this negotiation must also be supported
by the provider.

For example, the TCP protocol must be entered for connection
to a Microsoft Exchange Communication Server.
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Fields in the menu Codec Settings
I =

Codec Profile Select the codec profile to be used if the connection is over a
VolP line. Codec profiles are configured in the VolP->Settings-
>Codec Profiles menu.

Video Select if calls between IP telephones are to support the trans-
mission of video data. Video transmission can only be negoti-
ated between the participants if both support this feature.

SRTP Select if calls via this SIP provider may be secured with SRTP
(Secure Real-Time Transport Protocol).

Fields in the menu Further Settings
N ==

Multiple SIP Connec-  Select whether multilinks shall be allowed from this terminals.

tions (Sub-Exchange)
Operation as subsystem: Only in case of connection of a sub-

system to a system Here, with a disabled performance feature,
only a connection via the subscriber SIP registration is possible.
If a second call comes in, it is accepted and the existing call is
held. With an enabled performance feature, several SIP con-
nections are possible over the same login. If the performance
feature is enabled for as system without subsystem, two simul-
taneous calls on the phone are not connected to each other
after the receiver is replaced but released, for example. Here,
the performance feature should not be set.

The function is activated by selecting Enabled.

The function is disabled by default.

No Hold and Retrieve = The performance features "hold a call" and "retrieve a held call"
are not available on certain telephones.

The function is activated by selecting Enabled.

The function is disabled by default.

T.38 FAX support Select if you want to transmit FAX documents via Voice over IP
using the T.38 standard.

Enabled activates T.38 support.

Per default, the function is disabled.



Field Description

If the function is disabled, FAX documents are transmitted using
G.711.

11.2.2 VoIP - Configuration example (a smartphone as an in-
ternal VoIP telephone)

Requirements

An be.IP

A configured with the Assistents Initial operation SIP connection DeutschlandLAN

A taken with the Assistents in operation WLAN access point

An Smartphone e.g. iPhone 4

Available connection to the WLAN access poin the be.IP

SIP app, Media5-fone, installed on the smartphone

Example scenario

212 be.IP plus
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LAN

Configuration target

g
o

&=

analog, ISDN
or SIP phone

SIP

Integration of a smartphone as an internal VolP phone

Overview of Configuration Steps

Creating a User and integrate Smartphone

Field

Name

Description

Password

Displayed Description

Internal Number

Menu

N
e
Assistants->Telephony->Users->w

N
e
Assistants->Telephony->Users->w

N
e
Assistants->Telephony->Users->w

N

e
Assistants->Telephony->Users->w-
>Add

N

e
Assistants->Telephony->Users->w-
>Add

Value

e.g. User 33

(iPhone)

e.g. iPhone 33

e.g. 1234

e.g. #33 iPhone

e.g. iPhone
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Description

Internal Numbers

Terminals->Other
phones->VolP->New

Terminals->Other
phones->VolP->New

e.g. 33

33 (#33 iPhone)

Configuration of the smartphone app using the example Media5-fone

I T N

Title

User Name

Password

Address

Port

Activating a proxy

SIP Transport

Switch SRTP

Mailbox Number

Write MWI

DTMF Method

Codecs Wi-Fi

New SIP Account -> Manual Set-
tings

New SIP Account -> Manual Set-
tings

New SIP Account -> Manual Set-
tings

New SIP Account -> Manual Set-
tings-> Server

New SIP Account -> Manual Set-
tings-> Server

New SIP Account -> Manual Set-
tings-> Server

New SIP Account -> Manual Set-
tings-> Server

New SIP Account -> Manual Set-
tings-> Server

New SIP Account -> Manual Set-
tings ->Advanced

New SIP Account -> Manual Set-
tings ->Advanced

New SIP Account -> Manual Set-
tings ->Advanced

New SIP Account -> Manual Set-
tings ->Advanced

Configuration of external number

International Prefix /

Country Code

National Prefix / City

Assistants->Telephony->First
steps

Assistants->Telephony->First

e.g. be.IP

e.g. 33

e.g. 1234

€.9.192.168.0.250

5060

Disabled

UDP

Switched off

e.g. 50

Enabled

RTP Input Signal

Band

G.711 pLaw, G.711
aLaw

e.g. 00/ 49

e.g. 0/ 911



Field Menu Value
Code steps
Connection Type SIP Provider

be.IP plus



Field Menu Value
New

Type DeutschlandLAN

be.IP plus



Field Menu Value
New

Description e.g. SIP Connection

be.IP plus



Field Menu Value
New->Next

Single Number (MSN) eg. 111111

be.IP plus



Field Menu Value
New->Next

Description e.g. SIP number 1

be.IP plus



Field Menu Value
New->Next

Connection Type SIP Provider

be.IP plus



Field Menu Value
New

Type DeutschlandLAN

be.IP plus



Field Menu Value
New

Name e.g. SIP Connection

be.IP plus



Field Menu Value
New->Next

Single Number (MSN) e.g. 222222

be.IP plus



Field Menu Value
New->Next

Description e.g. SIP number 2

be.IP plus



Field Menu Value
New->Next

Connection Type SIP Provider

be.IP plus



Field Menu Value
New

Type DeutschlandLAN

be.IP plus



Field Menu Value
New

Name e.g. SIP Connection

be.IP plus



Field Menu Value
New->Next

Single Number (MSN) e.g. 333333

be.IP plus



Field Menu Value
New->Next

Description e.g. SIP number 3

be.IP plus
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New->Next

Signalling of incoming calls
Feld Meni Wert

Assignment Type Assistants->Telephony->Call Dis- Team
tribution-> <111111>

Team Assistants->Telephony->Call Dis- e.g. 40 (Team glob-
tribution-> <111111> al)
Assignment Type Assistants->Telephony->Call Dis- Extension

tribution-> <222222> 7

Assignment Assistants->Telephony->Call Dis- e.g. 20 (Sys Tel 20)
tribution-> <222222> _»

Assignment Type Assistants->Telephony->Call Dis- Extension
tribution-> <333333>

Assignment Assistants->Telephony->Call Dis- e.g. 33 (#33 iPhone)
tribution-> <333333>

Signalling of specific number

Feld Menu Wert

Trunk Numbering->User Settings->Users- SIP Connection
> <User 33> (iPhone) ,*->0Outgoing
Signalisation->Internal
Number-><33>

Outgoing Signalisation Numbering->User Settings->Users- e.g. 333333
> <User 33> (iPhone) ,*->0Outgoing

Signalisation->Internal
Number-><33>

Change registration timer in Media5-fone

Reg. Timer (Sec) More -> Settings -> Configure SIP  e.g. 1200
Accounts -> be.IP -> Server -> Reg.
Timer (Sec)

Configuration of codecs in Media5-fone
Field Menu Value

DTMF Method More -> Settings -> Configure SIP RTP Input Signal



Field Menu Value
Accounts -> be.IP -> Advanced Band

Codec Wi-Fi More -> Settings -> Configure SIP  e.g. G. 711 uLaw,
Accounts -> be.IP -> Advanced G.711 aLaw

11.2.3 ISDN

In the Terminals->Other phones->ISDN menu, you configure the connected ISDN termin-
als. For example, you perform assignment of a configured internal number.

Only for compact systems. Two predefined entries are displayed:

Description Interface Terminal Type Internal Num- License Alloca-
bers tion

ISDN 1 S0 1 Telephone 30 Enabled

ISDN 2 S02 Telephone 35 Enabled

11.2.3.1 Edit or New
Choose the * icon to edit existing entries. Select the New button to add ISDN terminals.
The Terminals->Other phones->ISDN->New menu consists of the following fields:

Fields in the Basic Settings menu

Description Enter a description for the ISDN telephone.
Interface Select the interface to which the ISDN telephone shall be con-
nected.

Fields in the Basic Phone Settings menu

Field Description

Terminal Type Select the terminal type.
Possible values:

* Telephone (defaultvalue)
®* Answering Machine
® Voice Mail

® Emergency Phone

be.IP plus



Field Description

Internal Numbers Select the internal number for this terminal You can define sev-
eral internal numbers.

Possible values:

* No free Extension Available: All configured internal
numbers are already in use. First configure another user with
additional numbers.

* <Internal Number>: Select one of the existing numbers of
the configured users.

11.2.4 analog

In the Terminals->Other phones->Analogue menu, you configure the connected ana-
logue terminals. For example, you perform assignment of a configured internal number.

Only for compact systems: Two predefined entries are displayed:

Description Interface Terminal Type Internal Num- License Alloca-
bers tion

a/b 1 FXS 1 Telephone 10 Enabled

ab 2 FXS 2 Telephone 11 Enabled

a/b 3 FXS 3 Telephone 12 Enabled

ab 4 FXS 4 Multi Function 13 Enabled

Device/Telefax

11.2.4.1 Edit or New

Choose the ,* icon to edit existing entries. Select the New bution to add analog terminals.

Choose the =, icon to copy existing entries. Copying an entry can prove useful if you wish

to create an entry only distinguished by a few parameters from an existing entry. In this
case, you copy the entry and modify the desired parameters.

The Terminals->Other phones->Analogue->Edit menu consists of the following fields:

Fields in the Basic Settings menu

Field Description

Description Enter a description for the analogue telephone.

be.IP plus
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Interface Select the interface to which the telephone shall be connected.

Fields in the Basic Phone Settings menu
N
Terminal Type Select the terminal type.

Possible values:

® Multi Function Device/Telefax
® Telephone

®* Modem

® Answering Machine

® Emergency Phone

Internal Number Select the internal number for this terminal.

Possible values:

* No free Extension Available: The configured internal
number is already in use. First configure another user with ad-
ditional numbers.

* <Internal Number>: Select one of the existing numbers of
the configured users.

Fields in the Phone Settings menu

Field Description

Call Waiting Select whether call waiting shall be allowed for this device.
The function is activated by selecting Enabled.

The function is enabled by default.

Do not Disturb Select whether you wish to use the call protection (do not dis-
turb) performance feature.

With this performance feature, you can enable call signalling to
your terminal. Analogue terminals use system code numbers for
this.

Possible values:
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® Tnternal Calls not signaled
® External Calls not signaled

® No Calls signaled

The menu Advanced Settings consists of the following fields:

Fields in the CLIP Settings menu
Field Description

Show incoming Num-  Select whether the subscriber's number shall be transmitted.
ber (CLIP)
The function is activated by selecting Enabled.

The function is enabled by default.

Show Date and Time  Only for Show incoming Number (CLIP) Enabled

Select whether the time and date should be taken from your
PABX system and displayed on the telephone.

The function is activated by selecting Enabled.

The function is enabled by default.

Show incoming Name Only for Show incoming Number (CLIP) Enabled

(CNIP)
Select whether the caller's number shall be displayed. The

caller's number can be displayed if an entry exists in the system
telephone book.

The function is activated by selecting Enabled.

The function is enabled by default.

Show incoming wait-  Only for Show incoming Number (CLIP) Enabled
ing Number (CLIP off

Hook) Select whether the number of a caller waiting during an existing
call shall be displayed.
The function is activated by selecting Enabled.

The function is enabled by default.

Fields in the Further Settings menu
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Show new Messages  Only for Show incoming Number (CLIP) Enabled

(Mw1)
Select whether new messages shall be signalled on a voice
mail system.
The function is activated by selecting Enabled.
The function is enabled by default.
Transmit Charges Select whether the system shall generate charge pulses for the
Pulses terminal from the ISDN network charge information. For this
purpose, you can define the charge impulse at 12 kHz or 16
kHz.
Possible values:
» off: Charge information from the ISDN network is not trans-
mitted.
® 12 kHz
* 16 kHz
The default value is 16 kHz
FXS Ringing Fre- Call signalling in analogue terminals occurs by configuring a call
quency switching voltage at the called analogue connections. This call

switching voltage is converted into a specific ring tone by the
analogue terminal. In the system, for the analogue connections
you can set a call switching voltage with a frequency of 25

Hz or 50 Hz.

The default value is 50 Hz.

Flash Time for DTMF = When operating analogue terminals with the multifrequency

Dialling code dialling method, you can set the flashtime that the system
detects as maximum flash length. If the terminal flash is longer
than the defined period, "replaced receiver" is detected.

Values from 100 ms to 1000 ms are possible.

The default value is 400 ms.



11.2.5 CAPI

If your device supports CAPI, you configure the connected CAPI terminals in the menu Ter-
minals->Other phones->CAPI. For example, you perform assignment of a configured in-
ternal number.

11.2.5.1 Edit or New
Choose the ,* icon to edit existing entries. Select the New button to add CAPI terminals.
The Terminals->Other phones->CAPI->New menu consists of the following fields:

Fields in the menu Basic Settings
Field Description

Description Enter a description for the CAPI telephone.

Fields in the menu Basic Phone Settings
Field Description

Internal Numbers Use Add to select the internal number for this terminal. You can
define several internal numbers.

Possible values:

* No free Extension Available: All configured internal
numbers are already in use. First configure another user with
additional numbers.

e <Internal Number>: Select one of the existing numbers of
the configured users.

11.3 Overview

11.3.1 Overview

In the Terminals->Overview->0Overview menu, you get an overview of all configured ter-
minals.

Values in the Overview list

be.IP plus



Field Description

Description Displays the terminal description.

Phone Type Displays the telephone type.

Interface / Location For ISDN, system and analogue terminals, displays the inter-

face at which you're connected to the system. The configured
location is displayed for IP terminals.

Internal Numbers Displays the configured internal number.

be.IP plus
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Chapter 12 Call Routing

The functions for external calls and automatic route selections for external calls are defined
in call routing.

12.1 Outgoing Services

In the Call Routing->Outgoing Services menu, you can configure the performance fea-
tures Direct Call, Call Forwarding, Dial Control and Priority Numbers.

12.1.1 Direct Call

In the Call Routing->Outgoing Services->Direct Call menu you configure numbers that
are dialled directly without the subscriber needing to dial a number themselves on the
phone.

You wish to configure a telephone for which a call to a specific number is set up even
without entry of the number (e.g. emergency telephone). You are not at home. However,
there is someone at home who needs to be able to reach you quickly and easily by tele-
phone, if required (e.g. children or grandparents). If you have set up the "Direct Call" func-
tion for one or more telephones, the receiver of the corresponding telephone only needs to
be lifted. After a period without further entries set in configuration, the system automatically
dials the configured direct call number.

If you do not dial within the specified period from picking up the receiver, automatic dialling
is initiated.

The time for Direct Call is set under System Management->Global Settings->Timer->Dir-
ect Call.

&1 Note

In the system, up to 10 direct call destinations with names and telephone numbers can
be set up by the administrator. These destinations should then only be assigned to the
terminals by the user via the user configuration interface. In the configuration, system
direct call, or a direct call specifically configured for the terminal, can then be set by the
user.
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12.1.1.1 Edit or New

Choose the ,* icon to edit existing entries. Select the New button to create new entries.

The Call Routing->Outgoing Services->Direct Call->New menu consists of the following
fields:

Fields in the Basic Settings menu

I o=

Description Enter a description for the entry.

Direct Call Number Enter the number to be automatically dialled if no number is to
be dialled for a certain time after the receiver has been picked
up.

12.1.2 Call Forwarding

In the Call Routing->Outgoing Services->Call Forwarding menu, you configure call for-
warding of external calls for an internal subscriber.

You are temporarily away from your office, but don't want to miss a call. With call forward-
ing to another number, e.g. your mobile, you can receive your calls even when you are not
at your desk. You can forward calls on your number to any call number. It can occur Imme-
diately, On no replyor On Busy. Call forwarding 0n no replyand On Busy can
exist concurrently. If you are not near your telephone, for example, the call is forwarded to
another number (e.g. your mobile phone) after a short period. If you are making a call at
your desk, other caller may receive the busy signal. You can forward these callers e.g. to a
colleague or the secretary by using call forwarding on busy.

Every internal subscriber to the system can forward her calls to another number. Calls can
be forwarded to internal subscriber numbers, internal team numbers or external numbers
When the number to which calls shall be forwarded is entered, the system automatically
checks whether it's an internal or external number.

In a team, call forwarding can be set up for one subscriber in the team. This call continues
to be signalled to the other team subscribers. Call forwarding to an internal or external sub-
scriber is performed in the system.

Call forwarding to an internal number is performed in the system. If an internal call to an ex-
ternal number is to be forwarded, forwarding also occurs in the system. Here, the connec-

tion is on the bundle cleared for the subscriber doing the setup. If call forwarding occurs via
an ISDN connection, one B channels remains in use; in case of forwarding from external to
external, it's both B channels. Two possibilities exist for call forwarding of an external call to
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an external number:

 Call forwarding in the exchange: Call forwarding is conducted at the exchange if only one
subscriber is entered in the call allocation for an external call. For call forwarding in the
exchange, the performance features Call Deflection (point-to-multipoint connection) or
Partial Rerouting (point-to-point connection) must be enabled with the network operator
for the relevant ISDN connections.

* Call forwarding in the system: Call forwarding occurs in the system if the required per-
formance features for call forwarding at the exchange are not available for the relevant
ISDN connections. If several telephones (e. g. a team), some of which have set up call
forwarding, receive an external call, the corresponding call forwarding is performed in the
system. Here, the external connection is set up over a bundle's B channel, cleared for the
subscriber initiating the setup. This B-channel remains assigned for the duration of active
call forwarding.

@ Note

If the system is connected to the external ISDN (if supported by you device), for ex-
ternal-to-external connections, the system systematically attempts to initiate call for-
warding via the exchange For teams, there can be manual definition of whether call
forwarding shall occur via the exchange or the system. If the system possesses no
ISDN connections, or if Call Deflection (point-to-multipoint connection) or Partial
Rerouting (point-to-point connection) has not been ordered from the network operator,
call forwarding occurs solely in the system.

12.1.2.1 Edit or New

Choose the ,* icon to edit existing entries. Select the New button to create new entries.

The Call Routing->Outgoing Services->Call Forwarding->New menu consists of the fol-
lowing fields:

Fields in the Basic Settings menu
Field Description

Internal Number Select the internal number to which the incoming calls shall be
forwarded.

Type of Call Forward-  Select when incoming calls shall be forwarded to the specified
ing internal number.

Possible values:
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* Immediately
® On Busy
* On no reply (defaultvalue)

® On busy / On no reply

Target Number "On no Enter the number to which incoming calls shall be forwarded

reply" after time.
Target Number "On Enter the number to which incoming calls shall be forwarded on
busy" busy.

Target Number "Imme- Enter the number to which incoming calls shall be forwarded im-
diate" mediately.

12.1.3 Dial Control

In the Call Routing->Outgoing Services->Dial Control menu, you block specific num-
bers/partial numbers, or release these .

You wish to prevent dialling of specific numbers in the system, e. g. the numbers of ex-
pensive value-added services. Enter these numbers or partial numbers into the dial ranges
list of blocked numbers. All subscribers subject to dial ranges cannot dial these numbers.
However, if you should need specific numbers from a blocked sector, you can clear these
via the dial ranges list of cleared numbers.

You can block specific numbers or prefixes with the blocked numbers list. You can clear
the blocked numbers or prefixes with the cleared numbers list. If a number entered as a
cleared number is longer than one entered as a blocked number, this number can be di-
alled. When you dial a number, dialling after the blocked digit is terminated and you hear
the busy tone. You can assign each user individually to the dial ranges in the user settings.

Example: Blocked number 01, all external numbers that begin with 01 are blocked.
Cleared number 012345, dialling can proceed. All external numbers that begin with
012345 can be dialled. If two identical numbers (same number sequence and same num-
ber of digits, e. g. 01234 and 01234) are entered in the list of cleared numbers as well as
the list of blocked numbers, dialling of the number is prevented.

&n Note

Subscribers who enjoy full or partial dialling access (no outside line access) are au-
thorised for dialling of cleared numbers via the list of cleared numbers.



12 Call Routing bintec eimeg GmbH

Please ensure that the area code is entered in the configuration, otherwise, the block
can be circumvented in the local network by prefixing the area code.

12.1.3.1 Edit or New

Choose the ,* icon to edit existing entries. Select the New button to create new entries.

The Call Routing->Outgoing Services->Dial Control->New menu consists of the follow-
ing fields:

Fields in the Basic Settings menu.
Foa — loeeeipien

Inhibited number Enter the number that cannot be dialled.

Enabled number Enter the number for which dialling is explicitly permitted.

12.1.4 Priority Numbers

In the Call Routing->Outgoing Services->Priority Numbers menu you configure num-
bers with particular special functions, e. g. emergency functions.

In your system configuration, you can enter numbers that must be accessible in an emer-
gency. If you now dial one of these priority numbers, it is detected by the system and an
ISDN B channel is automatically cleared. If the external ISDN B channels are already in
use, one of the ISDN B channels is freed up and the calling subscribers hear the busy tone.
An ongoing priority call is not interrupted.

12.1.4.1 Edit or New

Choose the * icon to edit existing entries. Select the New button to create new entries.

The Call Routing->Outgoing Services->Priority Numbers->New menu consists of the
following fields:

Fields in the Basic Settings menu.
Field Description

Description Enter a description for the entry.

Priority Number Enter the number which can even be dialled if all B channels
are occupied. In this case, an external B channel is released for



Field Description

this connection and reassigned for the priority call. An ongoing
priority call is not interrupted.

12.1.5 Special Numbers

At a DDI connection, the called number of an outgoing call is automatically converted to the
international E.164 format. This conversion is undesirable for certain numbers. Exceptions
from the conversion can be configured here.

12.1.5.1 Edit or New

Choose the ,* icon to edit existing entries. Select the New button to create new entries.

The Call Routing->Outgoing Services->Special Numbers->New menu consists of the
following fields:

Fields in the Basic Settings menu

Field Description

Description Enter a description for the entry.
Special Number Specify the number that is to be excepted from E.164 conver-
sion.

12.2 Automatic Route Selection

In the Call Routing->Automatic Route Selection menu, you can set up routes for extern-
al calls in addition to configured line occupancy. Here, bundles released for users can be
selectively assigned to ongoing calls according to the dialled number, or new providers
entered along with their network access prefixes. You then specifically define the routing
for individually created zones for every weekday.

12.2.1 General

In the Call Routing->Automatic Route Selection->General menu, you enable the ARS -
Automatic Route Selection - function and select the desired route level.

The menu consists of the following fields:

Fields in the Basic Settings menu.

be.IP plus
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ARS Select whether to enable the ARS performance feature
(Automatic Route Selection).

The function is activated by selecting Enabled.

The function is disabled by default.

Routing Stage Select whether additional routes shall be used if an entered pro-
vider or bundle cannot be accessed.

Possible values:

* 1 (No Fallback): If the entered provider or selected
bundle is (Call Routing->Automatic Route
Selection->Zones &Routing-> Edit/Add -> Mo-Su ->Rout-
ing Stage 1) not available, connection setup is terminated.

e 2: If the entered provider or selected bundle (Call
Routing->Automatic Route Selection->Zones &Routing->
Edit/Add -> Mo-Su ->Routing Stage 1) is not available, there
is an attempt to initiate the connection over the additional
entered routing variant (Call Routing->Automatic Route Se-
lection->Zones &Routing-> Edit/Add -> Mo-Su ->Routing
Stage 2).

* 3 (default value): If neither of the two entered providers or
bundles (Call Routing->Automatic Route Selection->Zones
&Routing-> Edit/Add -> Mo-Su ->Routing Stage 1 and
Routing Stage 2) is available, dialling occurs via the provider
entered as the default for the user (Numbering->Class of
Service->Add->Basic Settings->Trunk Line Selection with
Line Access Number).

12.2.2 Interfaces / Provider

In the Call Routing->Automatic Route Selection->Interfaces / Provider menu, enter the
routes or providers along with their network access profiles.

12.2.2.1 Edit or New

Choose the ,* icon to edit existing entries. Select the New button to create new entries.

The Call Routing->Automatic Route Selection->Interfaces / Provider->New menu con-
sists of the following fields:
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Fields in the Basic Settings menu.
I =

Description Enter a description for the entry.

Routing Mode Select how dialling shall be externally routed.

Possible values:

* Default (default value): The default procedure provides that
when dialling externally, the prefix entered under Call-prefix
is placed first.

* Route: External dialling is set up via the bundle selected in
Route.

Call-prefix Enter the number to be placed as a prefix when making an ex-
ternal call, e.g. to set up a connection via a call-by-call provider.

Route Only if Routing Mode = Route

Select a bundle via which the external call shall proceed.

12.2.3 Zones &Routing

In the menu Call Routing->Automatic Route Selection->Zones &Routing you define the
zones via which dialling shall proceed using specific routes or providers.

Configuration of the routing tables for the defined zones occurs individually for each week-
day. For 2 routing tables, routing level 1 and routing level 2 can be created as fallback.

Choose the _* icon to edit existing entries. Select the New button to create new entries.

12.2.3.1 Trunk Numbers

In the Trunk Numbers area, enter the number or partial number of the zones for which you
wish to configure the routing tables.

Fields in the Basic Settings menu.

Field Description

Description Enter a description for the entry.

Zones Configure the desired external zones which should be dialled
via the desired entered provider/routes.



Field Description

Possible values:

* Number/Partial Number: Enter the number or part of a
number identifying a zone.

e Name: Enter a name for this zone.

12.2.3.2 Mon - Sun

In the Mon - Sun area, select the desired times for each routing level, and the desired
route or provider via which outgoing calls shall be routed from the entered time.

Fields in the <Weekday> menu
R =

Routing Stage 1 Configure the switching times for routing level 1. For this, first
select the Start Time from which routing shall occur over a spe-
cific interface or a specific network provider, and select the latter
under Interface / Provider.

Routing Stage 2 Configure the switching times for routing level 2. For this, first
select the Start Time from which routing shall occur over a spe-
cific interface or a specific network provider, and select the latter
under Interface / Provider.

be.IP plus
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Chapter 13 Applications

Internal telephone performance features of the system are set up under Applications.

13.1 Calendar

In the Applications->Calendar menu, you can decide whether to make new entries or
modifications in the calendar.

Every company has fixed business hours. You can enter these in the system's internal cal-
endar. For example, all calls outside of business hours can be signalled to a exchange or
an answering machine. During this period, your employees can perform other tasks,
without being interrupted by telephone calls. The individual call options of a team are auto-
matically switched through the calendars.

You wish to modify the external calling authorisations after business hours for specific sub-
scribers. In the system configuration, you can set individually for each user whether the au-
thorisation for external calls is automatically switched. The switch occurs according to the
data in the assigned calendar.

You can set up five types of calendars in the system. The "Authorisation Class" and "Night
Operation" calendars are intended for central switching and can only be set up once. The
"Team Signalling", "Intercom Signalling" and "Redirect to internal/external number" calen-
dars can be set up repeatedly. Several different switching times can be selected for each
weekday.

In the configuration, a calendar can be assigned to all performance features for which sev-
eral options can be defined (e.g. teams) Switching between the individual call options then
occurs at the switching times of the assigned calendar.

13.1.1 Calendar

In the menu Applications->Calendar->Calendar you can view, modify or copy a previ-
ously set calendar as well as create new calendars.

Choose the ,* icon to edit existing entries. Select the New button to create new entries.

13.1.1.1 General
In the General area you define the name of the calendar to be created.

The menu Applications->Calendar->Calendar->General consists of the following fields:
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Fields in the menu Basic Settings
I =

Description Enter a description for the calendar.

Application Select the application for which the calendar shall be used.

Please note that this field cannot be edited with pre-existing
entries. If another application is to be configured, you must cre-
ate another entry and delete the existing one.

Possible values:

* Team Signalling (default value): Here, several calendars
can be set up.

e Doorline Signalling: Here, several calendars can be set
up.

* Night Mode: Here, only one calendar can be set up.

* Class of Service: Here, only one calendar can be set up.

® Rerouting for internal/external Number: Here,
several calendars can be set up.

e Voice Mail System: Here, several calendars can be set
up.
e Alarm Input: Here, several calendars can be set up.

13.1.1.2 Mon - Sun / Exception

Mon - Sun
In the Mon - Sun area you set up the switching days and times for this calendar.

The Applications->Calendar->Calendar->Mon - Sun menu consists of the following
fields:

Fields in the <Weekday> menu
e
Switching Points Enter the desired switching times.

For this, under Time, for each weekday select the desired
switching points to which switching shall occur from any diver-
gent active switching option in the desired switching options se-
lected under Action.
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Depending on the application, the following switching options
are available:

* Team Signalling: Call option 1 to call option 4

® Doorcom Signalling: Door Intercom call option 1 and
door intercom call option 2

e Night Mode: Night operation on and night operation off

* Class of Service: Authorisation class by default and au-
thorisation class optional

® Rerouting for internal/external Number: Redirect
option 1 to redirect option 4

* Voice Mail System: Action In the Office and Out of
Office

e Alarm Input: Night operation on and night operation off
Use settings from Only if settings have already been performed for a weekday.
Select from which weekday the settings should be imported.

If you require specific settings for this day, select the option In-
dividual.

Exception
In the Exception area, select whether holidays shall be taken into account and, if so, how.

The menu Applications->Calendar->Calendar->Exception consists of the following
fields:

Fields in the Settings holidays menu

Field Description

Consider public holi-  Select whether appointments entered in the Applications->Cal-
days endar->Public Holiday menu shall also be considered in this
calendar.

The function is activated by selecting Enabled.

The function is disabled by default.

Use settings from Only if Consider public holidays is enabled.
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Select from which weekday the settings for holidays should be
imported. Configure weekdays in menu Applications->Calen-
dar->Calendar-> Mon - Sun

If you require specific settings for holidays, select the option
Individual.

Switching Points Only for Use settings from = Tndividual
Enter the desired switching times.

For this, under Time, select the desired switching points to
which switching shall occur from any divergent active switching
option in the desired switching options selected under Action.

Depending on the application, the following switching options
are available:

* Team Signalling: Call option 1 to call option 4

* Doorcom Signalling: Door Intercom call option 1 and
door intercom call option 2

* Night Mode: Night operation on and night operation off

* Class of Service: Authorisation class by default and au-
thorisation class optional

® Rerouting for internal/external Number: Redirect
option 1 to redirect option 4

® Voice Mail System: Action ITn the Office and Out of
Office

e Alarm Input: Night operation on and night operation off

13.1.2 Public Holiday

In the Applications->Calendar->Public Holiday menu, you can enter holidays or any spe-
cial days for which divergent settings should be made via the calendar. The holiday entries
are sorted by date!

13.1.2.1 Edit or New

Choose the ,* icon to edit existing entries. Select the New button to create new entries.



The menu Applications->Calendar->Public Holiday->New consists of the following
fields:

Fields in the Basic Settings menu.

Field Description

Description Enter a description for a holiday.

Date (DD - MM) Enter the date with day and month in two-digit form. Incorrect
entries, e. g. 31.02 are accepted and saved but not executed by
the system.

13.2 Rerouting

In the Applications->Rerouting menu, you configure how incoming calls should be
handled by default in the system.

13.2.1 Rerouting Functions

In the Applications->Rerouting->Rerouting Functions menu you can set up various re-
direct options for Tmmediately, On Busy, On No Reply Or On Busy and On No
Reply. You then assign these redirect options to the external connections in the Number-
ing->Call Distribution->Incoming Distribution menu.

13.2.1.1 Edit or New

Choose the ,* icon to edit existing entries. Select the New button to create new redirect
options.

The Applications->Rerouting->Rerouting Functions->New menu consists of the follow-
ing fields:

Fields in the Basic Settings menu.

Field Description

Description Enter a description for the redirect function.
Type of Rerouting Select the desired exchange function.
Function

Possible values:

* Immediately (default value)

® On Busy

be.IP plus
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® On No Reply

® On Busy and On No Reply

Fields in the On Busy Settings menu.
Foa oeseipien

Size of Queue Only for Type of Rerouting Function = 0n Busy or On Busy
and On No Reply

In this field, you can configure the maximum number of sub-
scribers on hold. The queue may include up to 10 subscribers.
Additional callers get a "busy" tone.

Possible values are 0 (no queue) to 10. The default value is 0.

Take Waiting Calls Only for Type of Rerouting Function = 0n Busy or On Busy
with and On No Reply

Define what callers on hold shall hear (internal or configured
music-on-hold, announcement).

Possible values:

® MoH Wave 1 t0 MoH Wave 8
* MoH internal 1 (defaultvalue)
®* MOH internal 2

* Off

Max waiting time in the Only for Type of Rerouting Function = 0n Busy or On Busy
queue and On No Reply

Define maximum time a caller can remain on hold. After expira-
tion of this time, the caller shall be transferred to the defined re-
direct destination. Leave Endless for an unlimited queue
(corresponds to value 0). Disable Endless, to enter the desired
value.

Fields in the On No Reply Settings menu.
Field Description

Time for Rerouting on Define maximum time a caller can remain on hold if she cannot
No Reply reach the destination number. After expiration of this time, the
caller shall be transferred to the defined redirect destination.
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The default value is 30 seconds.

Fields in the Further Settings menu.
I =

Announcement Select whether the incoming call shall be redirected to an an-
nouncement.

Possible values:
e off (default value): The incoming call is not redirected to an

announcement.

® MoH Wave 1 10 MoH Wave 8

Target Number Select the internal number to which the incoming call shall be
redirected.

Possible values:
e No Number (Disconnect): The callis terminated, the con-

nection ended.

e <Extension number>:|f a destination number is entered,
the call is forwarded.

Transfer with The caller hears the defined announcement or music while her
call is being transferred.

Possible values:

® Ring tone

®* MoH Wave 1 to MoH Wave 8
® MOH internal 1

® MOH internal 2

® <Wave file>

Announcement before query

You have set up a general information call number which customers with various problems
or requests ring up. Naturally, no single employee or team can provide information in every
subject areas. So the caller would need to be transferred to the individual departments. If
you knew beforehand which requests (subject area) a caller had, you could immediately
transfer him to the competent department. Thus, your callers don't have to be initially ac-
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cepted and transferred by an exchange. Every caller decides for him/herself with which em-
ployee he/she wishes to be connected.

With the performance feature Auto Attendant with DISA calls are automatically accepted
by the system. The caller then hears an announcement with information about which
entries are possible during or after the announcement. Once the entry is made, the an-
nouncement ends and the caller is transferred to an internal subscriber or team. If the caller
provides a false or no entry, he/she is transferred to the defined redirect destination
(internal subscriber or team). While being transferred, the caller hears a ring tone or the
system's music-on-hold.

Note

DISA - Direct Inward System Access Once a call is received by the system, the caller
is automatically transferred after a code number is entered. This code is assigned to
an internal number in the system. Entry of a number or code must occur during the an-
nouncement. Once the announcement (Wave file) ends, no more entries are accepted.
There follows redirect to a defined redirect destination. The performance feature Auto
Attendant with DISA is an integral part of the system and can accept up to 28 calls
simultaneously.

Fields in the Announcement/Auto Attendant Settings menu.
I =

Call Switching Select how incoming calls are to be transferred.
Possible values:

* Announcement without DISA (default value): The con-
figured announcement is played. There follows either transfer
to the configured internal number, or the connection is inter-
rupted and the caller hears the busy tone.

® DISA, dial internal numbers: The calleris prompted
to enter an internal number. The call is forwarded to the num-
ber.

* DISA, dial code numbers: The caller is prompted to
enter a code number from 0 to 9. The desired internal num-
bers are assigned to the codes. The caller is then transferred
to the configured internal number.

Number of playbacks Select how many times the announcement shall be continuously
repeated. At conclusion, the caller hears the busy tone.



Field Description

Auto Attendant with Only if Call Switching = DISA, dial code numbers

DISA
For ever desired DISA code number, select the desired internal

number to which the caller shall be transferred.

13.2.2 Rerouting Applications

In the Applications->Rerouting->Rerouting Applications menu, you can configure when
which redirect option is to be enabled. You can switch the various options either via calen-
dar or manually.

Choose the * icon to edit existing entries. Select the New button to create new redirect

applications.

13.2.2.1 General
In the General area, you perform basic settings for a redirect application.

The Applications->Rerouting->Rerouting Applications->New menu consists of the fol-
lowing fields:

Fields in the Basic Settings menu.

I ==

Description Enter a description for the redirect application.
Type of Rerouting Ap- Select the destination to which an incoming call shall be redirec-
plication ted.

Possible values:

* Trunk Number (defaultvalue)
®* Extension

® Global

Switch call signalling  Select how to switch between options

Possible values:

® No calendar,only manually

® <Calendar>

be.IP plus
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13.2.2.2 Variant 1 - 4
In the Variant area, you configure the redirect options. You can define up to 4 options.

The menu Applications->Rerouting->Rerouting Applications->Variant consists of the
following fields:

Fields in the Basic Settings menu.
Foa  loeseipien

Assignment Choose the redirect function to which you wish to assign the se-
lected option.

13.3 Voice Applications

In the Applications->Voice Applications menu, you configure you system's wave files.

A professional greeting, especially on the telephone, constitutes a company's visiting card.
Voice applications make this possible for every business. Indeed, while being transferred,
the caller receives information that's individually tailored, e. g. according to department, or
is simply entertained with pleasant music-on-hold.

You wish to employ special music as music-on-hold, or specific announcements for your
clients. You can load your self-produced Wave files to the system.

User-specific voice and music files can be saved in the system. Storage space for 2 MoH
melodies is available in the system basic settings. The available storage space can be ex-
tended with an SD card (if supported by you device). The length of the language and music
files that can be saved is based upon the SD card used. Voice and music data is saved in
Wave format.

The following voice applications can be defined in the system:

¢ Announcement before query

¢ Announcement without query/Infobox
e Wake-up call

¢ Music on hold

You can find additional information on function, configuration and operation in the descrip-
tion of the individual performance features.

Basic settings of voice applications
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The voice applications can be assigned to individual performance features in two different
ways.

Every user employing a voice application with this connection always hears the corres-
ponding voice announcement or music from the start. A newly-arrived user hears the voice
announcement or music from the start. The number of users who can simultaneously use
such a voice application is limited to 28.

Please note that externally played music or voice application music are free of third-party
copyrights (GEMA free). Files in other formats must be converted into the company-specific
Wave format before being saved in the system.

Note

Please note that Wave files must be available in the following format:
* Bit rate: 128 kbps

» Sampling size: 16 bits

e Channels 1 (mono)

e Sampling rate: 8 kHz

* Audio format: PCM

13.3.1 Wave Files

In the Applications->Voice Applications->Wave Files menu, you can configure your an-
nouncement/melody files and volume. You also have the option to play back voicemail
messages or download these to your PC. To save a message, click on the g icon. The

download dialog then opens. To listen to a message, click on the p. icon.

13.3.1.1 Edit

Choose the _* icon to edit existing entries. Select g to change the entry.

MoH internal 1 and MoH internal 2 are files specified in the system and can thus
not be deleted.

The Applications->Voice Applications->Wave Files->Edit menu consists of the following
fields:

Fields in the Basic Settings menu.
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Description Enter a description for the Wave file.

Select file Click Browse... and select the Wave file to be loaded into the
system through the Explorer window.

Volume Select the volume at which the Wave file shall be played by de-
fault. Select 0 to play the file at a predefined default volume.
You can gradually diminish the volume using the negative val-
ues, and increase it with the positive ones.

Possible values:

. -5
° -4
s -3
. -2
o -1

e (0 (default value)
* +1
* 12

* +3

13.4 System Phonebook

In the Applications->System Phonebook menu, you can enter and administer numbers in
the system phone book.

The employees in your company must phone many customers. This is where the system
phone book comes in. You need not enter the customer's number but can extract the name
via the system telephone display, and dial. Customer names and telephone numbers can
be centrally administered by an employee. If a customer whose number has been entered
in the phone book calls, his/her name appears in the system telephone display. The system
features an integrated phone book in which you can save phone book entries of up to
24-digits (numbers) and up to 20-character names (text).

When creating a telephone book entry, a Speed Dial Number code is assigned to each
entry. Authorised telephones can initiate speed dial from the phone book via these speed
dial numbers.
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System telephones

System telephones can dial from the system phone book via a special menu. To search for
a telephone entry, enter the first letters (max. 8) of the desired name and confirm the entry.
The system always provides 8 phone book entries, which you can view successively. Se-
lect the desired entry and confirm with OK. You must now begin to dial within 5 seconds.
The system telephone redialling list displays the name of the dialled subscriber instead of
her number. If a system telephone receives a call whose number and name are saved in
the system phone book, the caller's name is indicated in the system telephone display.

Note

The user's other numbers (Mobile Number and Home Number) are only displayed in
the system telephone phone book menu. They are not displayed in the System
Phonebook menu of the user interface. Entries in the system telephone phone book
menu with the (M) mark refer to an entered Mobile Number of a user; those with the
(H) mark to Home Number.

Note

Your PABX system supports LDAP (Lightweight Directory Access Protocol) for provid-
ing the entries of the system phonebook to other devices. Name, Number as well as
mobile and private numbers can be transferred this way.

13.4.1 Entries

In the Applications->System Phonebook->Entries menu, all configured telephone book
entries are displayed with the corresponding speeddial index. The entries in the Descrip-
tion column are sorted alphabetically. Click the column title of any column to sort entries in
ascending or descending order.

13.4.1.1 Edit or New

Choose the * icon to edit existing entries. Select the New button to create new entries.

The menu Applications->System Phonebook->Entries->New consists of the following
fields:

Fields in the Phonebook Entry menu.
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Description Enter a description for the entry. Subsequent sorting in the
phone book follows the initial letters of the entry.

Phone Number Enter the telephone number (internal or external).

Speed Dial Number Enter a speed dial code. If a speed dial code is entered, count-
ing is automatic; i.e. speed dial is automatically assigned.

Numbers from 0 to 999 are possible.

Call Through Select whether the telephone number for the Call Through
function has been activated. If a telephone number is approved
for this, and the caller uses this number for the Call Through
functions, the caller's authorisation to use the function is
checked against the phonebook record.

The function is activated by selecting Enabled.

The function is disabled by default.

13.4.2 Import/ Export

You can import and export phone book data in the Applications->System
Phonebook->Import / Export menu. You can import data exported from Microsoft Out-
look, for example. The phone book data stored in your device is exported to a text file.

The menu consists of the following fields:

Fields in the Basic Settings menu.
e

Action Select the desired action.

Possible values:

e Export (default value): You can export the names saved in
Applications->System Phonebook->Entries into a text file
(specifying phone number, speed dial, call through).

* Import: You can import a text file in the following format: The
file imported must consist of individual rows in the following
format: name, phone number, speed dial, call through (1 = en-
abled, 2 = disabled).
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Example:

Name,Phone Number,Speeddial Number,Call Through
Hans,123456,1,1

Klaus,234567,2,2

Max,345678,3,1

Separator Only for Action = Import and Default File Format not enabled
Enter the separator type in the import file.
Possible values:

e Comma (default value)
® Semicolon
® Space

® Tabulator

Select file Only for Action = Import select the file to be imported.

You also have the option to import a CSV file.

Example of a CSV file which can be imported

"Title", "First Mame","Last Mame", "office wumber", "Home Number"
UmMrt, "Thomas", "kKirk", "+44 (1233 111121", "+44 (1230 222222"
"Mrs", "Emma’, "watson', "+44 (1237 3333337, "+44 (123) 444444°

If the data record consists of more than one column, you have the option to generate two
address book entries from the data record for the import (e.g. one for business and one
private entry.) To do this, specify the data to be used as the name and phone number in an
additional import step. If you want to generate only one phonebook entry, select the blank
option in all selection fields for the second record Phonebook Import.

Fields in the Phonebook Import menu.
Field Description

Phone Number Select which data is to be used from a data record as the
phonenumber.

Name Select which columns are to be used from a data record as the
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name. You have the option to use two elements here (e.g. fore-
name and surname). The middle input field can be used to
place a character string between the two elements here. The
default separator used is a comma.

Speed dial is automatically assigned. By default, call through is disabled.

13.4.3 General

In the menu Applications->System Phonebook->General you define the user name and
password for system phone book administration. In the phone book area, the administrator
can view and modify the phone book, as well as import and export data.

The menu consists of the following fields:

Fields in the Basic Settings menu.
Field Description

Web Access Username Enter a user name for the system telephone book administrator.
Web Access Password Enter a password for the system telephone book administrator.

Delete Phonebook If you wish to remove the existing system phone book with all of
its entries, enable the option Delete. You will then be asked for
confirmation Do you really want to delete all entries of the
phonebook?. Confirm your entry by clicking OK.

The option Delete is disabled by default.

13.5 Call Data Records

In the Applications->Call Data Records menu, you configure the recording of incoming
and outgoing calls.

The capture of call data records provides an overview of the telephone usage in your com-
pany.

All external calls can be saved in the device in the form of call data records. These data re-
cords contain important information about the individual calls.

You must enable recording of connection data in the Numbering->User Settings->Class
of Services->Applications menu. The function is not activated in the ex works state.



13.5.1 Outgoing

The Applications->Call Data Records->0Outgoing menu contains information that permits
the monitoring of outgoing activities.

The menu consists of the following fields:

Fields in the Outgoing menu.

Field Description

Date Displays the connection date.

Time Displays the time at call start.

Duration Displays the duration of the connection.

User Displays the user who called.

Int. No. Displays the user's internal number.

Called Name Displays the name that called.

Called Number Displays the dialled number.

Project Code Displays the call project number, if any.

Interface Displays the interface over which the external connection was
routed.

Costs Displays the connection charge, but only if the provider trans-

mits the corresponding data.

13.5.2 Incoming

The Applications->Call Data Records->Incoming menu contains information that permits
the monitoring of incoming activities.

The menu consists of the following fields:

Fields in the Incoming menu.

be.IP plus



13 Applications bintec elmeg GmbH

Fed  oescripton

Date Displays the connection date.

Time Displays the time at call start.

Duration Displays the duration of the connection.

User Displays the user who was called.

Int. No. Displays the user's internal number.

Caller Name Displays the name of the caller.

External Number Displays the caller's number.

Project Code Displays the call project number, if any.

Interface Displays the interface over which the connection from outside
was routed.

13.5.3 General

In the Applications->Call Data Records->General menu, you can define how connection
data are saved in the system.

The menu consists of the following fields:

Fields in the Basic Settings menu.

Field Description

Web Access Username Enter a user name for the call data administrator.
Web Access Password Enter a password for the call data administrator.

Save outgoing calls Select which outgoing connections should be saved.

Possible values:

* None (default value)
* All

® With Project Code only
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Save incoming calls Select which incoming connections should be saved.

Possible values:

* None (default value)
e All

® With Project Code only

Privacy Number Trun-  Select whether to save the number in abbreviated form.

cation
If, for data privacy reasons, the number is to be only partially

displayed, you can select the number of positions not to be dis-
played here. For Outgoing Calls and for Incoming Calls you
can separately enter the number of hidden digits. The hiding of
digits occurs from right to left.

Possible values:

* No (default value)
e All
e 1 to9

Transfer call data re- For modular PABX systems only

cords via Serial 2
Select whether to export call data records over the serial inter-

face (Serial 2) after each call which enables you to connect an
external charge metering software solution (hotel application).

The function is activated by selecting Enabled.

The function is disabled by default.

Fields in the Actions menu.

Field Description

Export call data re- If you wish to save the current connection data record in an ex-
cords ternal file, click Export and save the file under the desired stor-
age location and file name.

Delete call data re- If you wish to delete the current connection data record from the
cords system storage, click Delete.



13.6 Call List

The menu Applications->Call List lists details of incoming and outgoing calls. Which kind
of calls and how many of them are included can be spcified in the submenu General.

13.6.1 Incoming

The Applications->Call List->Incoming menu contains information that permits the monit-
oring of incoming activities.

The menu consists of the following fields:

Fields in the Incoming menu

I ==

Date Displays the connection date.

Time Displays the time at call start.

Type Displays the type of the connection.

User Displays the user who was called.

Int. No. Displays the user's internal number.

Caller Number Displays the caller's number.

Trunk Number Displays the port number.

Interface Displays the interface over which the connection from outside
was routed.

Delete You can use the Select all and Deselect all buttons for all the

devices displayed.

13.6.2 Outgoing

The Applications->Call List->Outgoing menu contains information that permits the monit-
oring of outgoing activities.

The menu consists of the following fields:

be.IP plus
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Date Displays the connection date.

Time Displays the time at call start.

Type Displays the type of the connection.

User Displays the user who was called.

Int. No. Displays the user's internal number.

Called Number Displays the caller's number.

Trunk Number Displays the port number.

Interface Displays the interface over which the connection from outside
was routed.

Delete You can use the Select all and Deselect all buttons for all the

devices displayed.

13.6.3 General

In the Applications->Call List->General menu, you can define how the connection data is
saved in the system.

The menu consists of the following fields:

Fields in the Basic Settings menu

= ==

Record calls
Select which kind of calls are to be included.

Possible values:

® None
* Tncoming only (default value)
* All

Record connected Select if accepted calls are to be included, too. This can signific-
calls antly increase the number of included calls and decrease the
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amount of time the list can cover until the maximum number of
calls is reached and the first calls are deleted from the list.

Max Call List entries Specify the maximum amount of system calls that are included

for System Calls in the list. The maximum number is 1000. System calls include,
e.g., call transfers to extern, calls being accepted by an an-
nouncement, team calls that are not accepted by a single user.

Max Call List entries Specify the maximum amount of user calls (calls initated of ac-
per User cepted by a configured user) that are included in the list. The
maximum number is 200.

13.7 Mini Call Center

The mini call centre is an integrated call centre solution for up to 16 agents. It provides the
ideal solution for small groups with high dynamic telecommunication volumes (e. g insides
sales, support, order acceptance/processing, customer service). Here, a specific solution
with its own administrator has been integrated. The mini call centre is characterised by:

¢ Flexible allocation of agents and lines

* Dynamic adaptation according to call volume

 Call allocation with off-time for the agent

 Statistical data for agents and lines.

13.71 Status

In the Applications->Mini Call Center->Status menu, you can view the current status of
lines and logged-in agents in a block, along with the subscribers assigned to lines.

The menu consists of the following fields:

Values in the Status list

Field Description

View View allows you to select which call centre to display.
Line Displays the mini call centre line.
Agents assigned Displays the number of agents assigned to this line.

Agents logged on Displays the number of agents logged-in on this line.
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Agents in Wrap-up Displays the number of agents in post-processing time.
Active Calls Displays the number of active connections.
Waiting Calls Displays the number of waiting incoming calls.

Answered of Calls Today Displays the current number of accepted calls for this day.

Lost Calls Today Displays the current number of missed calls for this day.

13.72 Lines

In the Applications->Mini Call Center->Lines menu, lines are assigned to external and
internal numbers, and the name of the call centre to which the line belongs is displayed.

Choose the ,* icon to edit existing entries. Select the New button to create new entries.

13.72.1 General
In the General area, you perform basic settings for a line.

The menu Applications->Mini Call Center->Lines->General consists of the following
fields:

Fields in the Basic Settings menu.

Field Description

Description Enter a description for the line.

External Number Select a number configured as mini call centre for the external
connection of this call centre line.

Internal Number Enter the desired internal number for this line.

Call Center Description Select New and enter a name for the new mini call centre.

Or select the name of a mini call centre which has already been
generated.

Fields in the Further Settings menu.



13 Applications bintec elmeg GmbH

Fed  oescripton

Switch call signalling  Select whether the call options for this line shall be switched
over a configured calendar and, if so, over which.

Possible values:
® No calendar,only manually

® <Calendar>

Active Variant Select which call option shall be enabled by default after config-
uration for this line.

The menu Advanced Settings consists of the following fields:

Fields in the Advanced Settings menu.
N =

Team Speed Timer Enter the time after which call forwarding to the next free agent
assigned to this line shall occur.

13.7.2.2 Variant1 -4

In the area Variant, you set up call options for the mini call centre.

The menu Applications->Mini Call Center->Lines->Variant consists of the following
fields:

Fields in the Settings menu.

Fed  oescripton

Automatic Call Pick-up Select whether an incoming call shall be automatically accepted
with and, if so, with which announcement or melody.

The function is activated by selecting Enabled.
The function is disabled by default.

Select the Wave file to be used for the call acceptance. All pre-
set and additionally-loaded Wave files in the system can be se-
lected.

Fields in the Rerouting Functions menu.
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Rerouting on no re- Select whether and, if so, with which option an incoming call
sponse shall be redirected after the entered time.

Possible values:

* None: There shall be no redirect on no-reply.

* <Team>: The incoming call is forwarded to the selected team
after the time specified in Time until rerouting:.

Further Rerouting Select additional redirect functions. You must first configure
these in Applications->Rerouting->Rerouting Functions.
Then, the following values may be selected:
» orf: No additional redirect functions.

* Immediately: Immediately transfers the call according to a
configured redirect function .

* On Busy: Transfers the call according to a configured redir-
ect function on engaged.

Rerouting Function Only for Further Rerouting = Tmmediately or Further
Rerouting = On Busy

Select a configured redirect option for immediate redirect, or on
busy.

Busy when Only for Further Rerouting = 0n Busy
Select from how many busy agents the lines shall be con-
sidered busy.

13.7.2.3 Log on/ Log off

In the Log on / Log off area, select which of the assigned agents shall be logged into the
line.

The menu Applications->Mini Call Center->Lines->Log on / Log off consists of the fol-
lowing fields:

Fields in the Log on/Log off menu.
T

Numbers Displays the internal number and description of the assigned
agent.
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Status Select whether the agent is logged into the line.

The agent is logged in by selecting Logged on.

13.7.3 Agents

In the Applications->Mini Call Center->Agents menu, lines are assigned to agents. An
agent can operate one or more mini call centre lines.

13.7.3.1 Edit or New

Choose the ,* icon to edit existing entries. Select the New button to create new entries.

The menu Applications->Mini Call Center->Agents->New consists of the following fields:
Fields in the Basic Settings menu.

I o=

User Select the configured user who shall serve as a call centre
agent. You configure required users in the Numbering->User
Settings->User menu.

The following users are already created:

® User to User 4 analog phones

DECT

1

® User 5 and User 6 Sys Tel
* User 7
8

* User and User 9 ISDN

Internal Number Select the user's internal number to be used for the call centre.

Fields in the Assigned Lines menu.
Field Description

Select lines Select the lines for which the agent shall be responsible. The
name of the corresponding call centre is displayed again when
lines are selected in order to improve the overview.

Under Assign select whether the entry should be enabled.

Fields in the Wrap-up Settings menu.
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Wrap-up Time Enter the time available to this agent for post-processing after
concluding a call. No further call can be assigned to this agent
during this period. The agent has the option of temporarily ex-
tending the period with a telephone procedure.

13.74 General

In the Applications->Mini Call Center->General menu, you can set up an HTML web in-
terface access for the mini call centre manager. The latter can then monitor the status of
lines and agents, and modify the settings for lines and agents.

The menu consists of the following fields:

Fields in the Basic Settings menu.
Field Description

Web Access Username Enter a user name for the mini call centre administrator. When a
user logs into the user interface under this name, he/she has
access to the user interface with selected parameters for admin-
istration of the call centre.

Web Access Password Enter a password for the mini call centre administrator.

13.8 Doorcom Units

You can connect a door intercom as an intercom adapter to an analogue connection of
your system.

If a door intercom adapter is connected to your system, you can speak with a visitor at the
door from every authorised telephone. You can assign particular telephones to each ring
button. These phones then ring if the ring button is pressed. On analogue telephones, the
signal on the telephone matches the intercom call. In place of the internal telephones, an
external telephone can also be configured as the call destination for the ring button. Your
door intercom can have up to 4 ring buttons. The door opener can be pressed during an in-
tercom call. It is not possible activate the door opener if an intercom call is not taking place.
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&1 Note

All functions of the door intercom (intercom adapter) are controlled via the code num-
bers indicated in the intercom user's manual. The system does not support the inter-
com with specific codes.

13.8.1 Doorcom Units

In the Applications->Doorcom Units->Doorcom Units menu, select the internal ana-
logue connection (FXS) to which an intercom adapter shall be connected. Then dial the in-
ternal number for the connection, and optionally the codes for call acceptance.

13.8.1.1 Edit or New

Choose the _* icon to edit existing entries. Select the New button to create new entries.

If you intend to add Doorcom Units, you may first have to free an interface in the menu
Terminals->Other phones->Analogue, i.e. delete one of the preconfigured entries with
the g button.

The menu Applications->Doorcom Units->Doorcom Units->New consists of the follow-
ing fields:

Fields in the Basic Settings menu.

Field Description

Interface Select the interface to which an intercom adapter shall be con-
nected. All free FXS interfaces are available.

Internal Number Select the configured internal number to be assigned to the in-
tercom adapter. The number is created in the
Numbering->User Settings->User menu.

Code for Doorcom Call Pressing a bell button on the intercom sets off a call in the sys-

Acceptance tem. To establish a connection between a called subscriber and
the intercom adapter, that subscriber must pick up the receiver
and dial the code number for call acceptance. Enter this code
for call acceptance. If a subscriber accepts a call from the inter-
com adapter, the PABX automatically dials the code number re-
quired to set up the connection. The subscriber need not make
any more entries.
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13.8.2 Doorcom Signalling

In the Applications->Doorcom Units->Doorcom Signalling you configure the signalling
variant for call acceptance via a intercom adapter. Two intercom call options are available.

The code number for the bell button is the number the intercom adapter dials into the sys-
tem when the bell button is pressed. You can perform an internal call allocation for each
bell button. Please note that guidelines for connecting the intercom adapter depend on the
respective manufacturer. For this, read the operating instructions provided by the manufac-
turer of the intercom adapter.

13.8.2.1 General
In the General area you set up the basic features of intercom signalling.

The menu Applications->Doorcom Units->Doorcom Signalling->General consists of
the following fields:

Fields in the Basic Settings menu.

Fed  oescripton

Description Select one of the configured intercom settings previously cre-
ated in the Applications->Doorcom Units->Doorcom Units
menu.

Bell ID Enter an unambiguous four-digit code for the bell. Pressing a

bell button on the intercom adapter initiates a call to the termin-
als entered in the assigned intercom call option.

Bell Name Enter a name for the bell.

Switch signalling Select whether the intercom call options for this bell shall be
switched over a configured calendar and, if so, over which. For
every ring, you can create up to two intercom call variants in the
Applications->Doorcom Units->Doorcom
Signalling->New->Variant menu.

Possible values:

® No calendar,only manually

® <Calendar>

Active Doorcom Vari-  Select which intercom call option shall be enabled by default for
ant this bell after configuration.
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The menu Advanced Settings consists of the following fields:

Fields in the Advanced Settings menu.

Fed  oescripton

Call Signalisation Enter the time in seconds for which the door intercom call shall

Timer be signalled. The default value is 40 seconds.

Team Speed Timer Here, enter the Team Speed Timer following which call for-
warding after time shall be performed. The default value is 15
seconds.

Simultaneous after It is possible for all numbers assigned to this door intercom sig-

time nalling to be called simultaneously after a specified time.

The default value is 60 seconds.

13.8.2.2 Doorcom Signalling Variant 1 and 2

In the Doorcom Signalling Variant area, you configure both intercom call options for this
signalling profile.

The Applications->Doorcom Units->Doorcom Signalling->Intercom call variant con-
sists of the following fields:

Fields in the Basic Settings menu.

.

Assignment Select where pressing of the bell button shall be signalled.

Possible values:

* Internal: Signalling occurs on an internal number.

* External: Signalling occurs to an external number.

Internal Assignment Select the internal numbers on which pressing of the door bell
shall be signalled. With Add you add an internal number.

External Assignment  Enter the external telephone number to which pressing the door
bell shall be signalled.

Signalling You can call the internal number with a broadcast call.

Possible values:
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Simultaneous (default value): All assigned terminals are
called simultaneously. If a telephone is busy, call waiting can
be used.

Linear: All assigned terminals are called in the sequence of
their entry in configuration. If a terminal is engaged, the next
free terminal is called. The call is signalled ca. 15 seconds per
subscriber. The period can be set between 1 and 99 seconds
(per bell) in the configuration. If subscribers are on the phone
or logged out, there is not forwarding time for these.

Rotating: This call is a special case of the linear call. After
all terminals are called, call signalling begins again with the
first entered terminal. The call is signalled until the caller re-
places the receiver or the call is ended by the intercom ad-
apter (after ca. 2 minutes).

Adding: The terminals are called in the sequence of their
entry in the configuration subscriber list. Every terminal that
has already been called is called again, until all entered ter-
minals are called. In the configuration, you can define when
each next terminal is called.

Linear, simultaneous after time: You have set lin-
ear for the door intercom call. After the defined time has run
out, you can also set in the configuration that all team sub-
scribers are then called in parallel (simultaneously).

Rotating, simultaneous after time: You have set
rotating for the door intercom call. After the defined time has
run out, you can also set in the configuration that all intercom
subscribers are then called in parallel (simultaneously).

13.9 Alarm Calls

The PABX systems' FXS interface can be configured as an alarm input. E. g. an alarm but-
ton can be connected to one of these interfaces. When the button is pressed, an alarm call
is triggered to either up to eight internal numbers or one of two external numbers. Provided
your device is equipped with switch contacts, one of them can be activated during an alarm
call. The function can, optionally, be switched on using a calendar or you can switch
between the two possible signalling variants.
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&1 Note

If you intend to add Alarm input, you may first have to free an interface in the menu
Terminals->Other phones->Analogue, i.e. delete one of the preconfigured entries
with the g button.

13.9.1 Alarm Calls

Choose the _* icon to edit existing entries. Select the New button to create new alarm
calls.

13.9.1.1 General

In the General area you set up the alarm calls' basic features.

The Applications+Alarm Calls+Alarm Calls->General menu consists of the following
fields:

Fields in the menu Basic Settings
I =

Status Enable or disable the alarm calls function.
The function is enabled with Enabled.

The function is enabled by default.

Description Enter a unique name for the alarm.

Interface Select the interface to be used for alarm.

Internal Number Select an internal number to be used for the alarm.

Switch signalling Specify how the alarm that has been set up is to be switched
on.

Possible values:

®* No calendar,only manually: Manual switch is enabled.

e <calendar entry>: Select one of the calendar entries that
has been configured for the alarm.

Active Variant Select the call options that are to be enabled. You can configure
the options as soon as you have confirmed the entry in the
General tab with OK.
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The menu Advanced Settings consists of the following fields:

Fields in the menu Advanced Settings
I =

Alarm Signalling Peri- Enter the length of time for which an alarm is to be signalled, in
od seconds.

The default value is 30 seconds.

Repeat after Specify the time between the alarm repeats, in seconds.
A value of between 1 and 600 seconds is possible.
The default value is 10 seconds.

Call repeats are not possible via an FXO interface (if an FXO in-
terface is available).

Number of repeats Specify the number of repeats if the alarm is not taken.
A value of between 1 and 10 repeats is possible.
The default value is 2.
Call repeats are not possible via an FXO interface (if an FXO in-
terface is available).
External Connection Specify the maximum duration of an external call once it has
Timer been accepted (in seconds).

A value of between 1 and 600 seconds is possible.

The default value is 60 seconds.

Info Message (UUS1)  Optionally, a message (max. 32 characters) can be sent to
ISDN terminals.

Relay Contact
Only applicable if your device is equipped with a relais!

If a relay is to be switched on during the alarm: Select the relay
that is to be used. Configuration of the Relay is done in the
menu Physical Interfaces->Relay.

Wave-File Select whether and which saved WAV file is to be played when
the alarm call is taken.

Possible values:
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e Off (default value): A caller on hold shall hear no music-
on-hold.

e <WAV file>: The subscriber called will hear the selected
WAV file.

Number of playbacks Select how many times in a row the announcement is to be
played.

Possible values:

® Endlessly (default value)

e 1to 10

13.9.1.2 Variant 1 and 2

You can configure two versions of the alarm call. One version will normally use the option
to call internal extensions, while the other will use the option to call external subscribers.

Fields in the menu Basic Settings
Foa  oeeeipien

Assignment You can assign up to eight internal numbers or two external
numbers to each alarm. Define whether an alarm's calls are to
be signalled to the internal or external subscribers.

Possible values:

e External: The external number that was entered is called.
Alternatively, two external numbers can be called for an
alarm.

e Internal (default value): The subscribers assigned to the
selected numbers are called based on the signalling defined.
For one alarm, eight internal subscribers can be called simul-
taneously.

First External Number Only for Assignment = ExternalEnter the first number of the
external subscriber.

Second External Num- Only for Assignment = ExternalEnter the second number of
ber the external subscriber.

Internal Assignment Only for Assignment = InternalSelect the internal sub-
scribers.
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Use Add to add more internal numbers.

13.10 Voice Mail System

The voicemail system is an intelligent answering machine for those who use your PABX.
An individual voicemail box can be configured for each extension. All subscribers can heatr,
save or delete their messages from any telephone using a personal PIN code.

Subscribers can have themselves informed of incoming e-mails. Recorded messages can
be automatically transferred to any e-mail address.

General settings of the voicemail system are performed on your PABX. Operation of the in-
dividual voicemail boxes occurs via telephone.

Every subscriber can use her individual voicemail box by transferring calls to her voicemail
box.

Note

If you wish to use a voicemail box, you'll need an installed SD card (if supportted by
you device). You may need load the required folder structure with the announcement
texts on the SD card. Choose in the Maintenance->Software &Configuration menu
the option Import Voice Mail Wave Files.

Caution

Do not remove the SD card during any read or write access to avoid losing data or
damaging the card. Watch the relevant LED on the top of the device: it will flicker dur-
ing any read or write access.

13.10.1 Voice Mail Boxes

In the Applications->Voice Mail System ->Voice Mail Boxes menu, a list of the individual
voicemail boxes for specific subscribers is displayed.

Only for compact systems.

Two predefined voicemail boxes are displayed:
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Internal Number User License Allocation
10 User 1 analog phone Enabled
20 User 5 Sys Tel Enabled

Values in the list Voice Mail Boxes

Field Description

Internal Number Displays the number of the individual subscriber for which the
voicemail box is configured.

User Displays the name of the individual subscriber for which the
voicemail box is configured.

Language Displays the language of the announcement text on the voice-
mail box. Default means that the centrally-set language,
defined for the entire voicemail system in the
Applications->Voice Mail System ->General menu, is used.

Notification Indicates whether the subscriber is informed of missed calls.

Active Variant Indicates the current status of the voicemail box ( In the 0f-
fice Or OQut of Office).

License Allocation Indicates whether a licence is currently assigned to a voicemail
box.

&n Note

The number of configured voicemail boxes may exceed the
number of existing licences. However, you must make sure
that the number of currently used voicemail boxes is
covered by the number of licences.

13.10.1.1 Edit or New

Choose the * icon to edit existing entries. Select the New button to create new entries.

The menu Applications->Voice Mail System ->Voice Mail Boxes ->New consists of the
following fields:

Fields in the menu Basic Settings
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Internal Number Select the internal number of the subscriber for which you wish
to set up a voicemail box. You may choose among the numbers
configured in the Numbering->User Settings->User menu.

Voice Mail Language  Select the desired language for the voicemail box announce-
ments.

Possible values:

* Deutsch: The voicemail box uses German texts.
* Dutch: The voicemail box uses Dutch texts.

* English: The voicemail boxe uses English texts.
* Ttalian: The voicemail box uses ltalian texts.

* Spanish: The voicemail box uses Spanish texts.

* French: The voicemail box uses French texts.
* Portugues: The voicemail box uses Portugues texts.

e Derfault (default value): The voicemail box uses the lan-
guage centrally defined for the entire voicemail system in the
Applications->Voice Mail System ->General menu.

&n Note

You'll only require a setting that departs from Default if
you wish to operate voicemail boxes with various lan-
guages within your voicemail system.

E-Mail Address (from  Here is displayed the user e-mail address to which a notification

User Settings) shall be sent if a message has been left on the voicemail box.
The e-mail address in saved in the Numbering->User
Settings->User->Basic Settings menu.

E-Mail Notification Once a message has been left on the voicemail box, the sub-
scriber can be notified.

Possible values:

* None (default value): The subscriber is not notified.

* E-Mail: The subscriber is informed of a present message via
e-mail.
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* E-Mail with Attachment: Once a caller has left a mes-
sage, the subscriber receives an e-mail with a recording of the
message in the attachment.

* User defined: If the administrator activates the User
defined function, the e-mail alert settings can be changed
by the user in the User Access. If the administrator sets a dif-
ferent value, a block is placed on changes from the user.

& Note

Once a subscriber has received notification of a new mes-
sage in an e-mail, the Status of the notification is changed
according to the settings in the User Access. You can con-
figure the status behaviour in the User Access->Voice
Mail System->Settings menu under E-Mail forwarding
behavior.

Max Recording Time Enter the maximum recording time per message. The possible
values are 5 to 300 seconds, the default value is 180 seconds.

Calendar for status When the subscriber is out, the voicemail box can be switched
"Out of Office" over a calendar.

If a calendar is to be used, it needs to be configured with the
setting Application = Voice Mail Systeminthe menu Ap-
plications->Calendar.

Possible values:

®* No calendar,only manually (default value): The sub-
scriber can manually switch the voicemail box on and off.

* <Calendar>: Using the selected calendar, the voicemail box
can be switched on or off at the times defined there.

Fields in the menu User Settings
Field Description

Status of Mail Box Define in which mode the mailbox shall be used when starting
Owner the voicemail system.

Possible values:

* In the Office (default value): Select this setting if the sub-
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scriber is in the office when the voicemail system is started.

* Out of Office: Select this setting if the subscriber is out of
office when the voicemail system is started.

Check PIN Select whether the currently configured voicemail box should be
protected with a PIN.

The function is enabled with Enabled.
The function is disabled by default.

You can change the PIN for the personal voice box in the Num-
bering->User Settings->Users->Authorizations under PIN
for Phone Access.

Mode for status "In the The voicemail box can be operated with two different settings
Office" during office hours.

Possible values:

e Announcement and Record (default value): A caller hears
an announcement and can leave a message.

e Announcement only: A caller hears an announcement, but
cannot leave a message.

Mode for status "Out  The voicemail box can be operated with two different settings
of Office" outside of office hours.

Possible values:

* Announcement only (default value): A caller hears an an-
nouncement, but cannot leave a message.

e Announcement and Record: A caller hears an announce-
ment and can leave a message.

Select the ,* icon to set up your own voice announcements for the selected voice mail box
in addition to the settings above.

The Applications->Voice Mail System ->Voice Mail Boxes-> ,* menu consists of the fol-
lowing fields:

Fields in the menu Voice Announcement
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In the Office You can upload your own announcement for the In the Office
state. Use the WAV file format for this annoncement.

Click New Message to upload the file. The window Annouce-
ment Options opens.

If an announcement has been stored, use the p. icon to play

the announcement, the | icon to delete it.

Out of Office You can upload your own announcement for the Out of Office
state. Use the WAV file format for this annoncement.

Click New Message to upload the file. The window Annouce-
ment Options opens.

If an announcement has been stored, use the ). icon to play
the announcement, the g icon to delete it.

Fields in the menu Annoucement Options

Feld Beschreibung

Action Displays Update announcement .

Source Location For Action = Update annoncement

Select the WAV file to be used for the announcement and click
Start to upload.

13.10.2 Status

In the Applications->Voice Mail System ->Status menu, the status of the individual voice-
mail boxes for specific subscribers is indicated. You can see how many calls have gone in-
to which voicemail box, and how many "old" calls are already present.

Values in the System Messages list

Fed  oescripton

Internal Number Displays the number of the individual subscriber for which the
voicemail box is configured.

User Displays the name of the individual subscriber for which the
voicemail box is configured.
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New Calls Displays the calls which have not yet been listened to by the
subscriber.
Old Calls Displays the calls which have already been listened to or stored

by the subscriber.

&n Note

By default, the system can record a maximum of 59 calls per voicemail box. You can-
not change this value in the GUI.

13.10.3 General

In this menu, you can configure the general settings for your voicemail system.
The menu Applications->Voice Mail System ->General consists of the following fields:

Fields in the menu Basic Settings
Field Description

Voice Mail System Select whether to activate your voicemail system.
The function is enabled with Enabled.

The function is enabled by default.

Description Only for Voice Mail System enabled.

Enter a description for your voicemail system. This description
is displayed on the telephone when a call goes in to the voice
mail system.

The default value is Voice Mail.

Internal Number Only for Voice Mail System enabled.

Enter the internal number under which to access your voicemail
system.

The default value is 50.

Language Select the language for the entire voicemail system.
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Possible values:

e Deutsch (default value)

® Dutch

® English

® Ttalian

® Spanish

® French

® Portugues

Diverging from the language set here, a language can be indi-

vidually set for each voice mail box in the Applications+Voice
Mail System->Voice Mail Boxes->New menu.

Fields in the menu Mail Settings
e =

SMTP Server Enter the address (IP address or valid DNS name) of the e-mail
server to be used for sending the e-mails.

Return Address Enter any address to be used as sender when sending e-mails.
This address merely serves to identify e-mails in the inbox.

SMTP User Name Enter the user name for the SMTP server.

SMTP Password Enter the password for the SNMP server user.

The menu Advanced Settings consists of the following fields:
Fields in the menu Advanced Settings

I

Lifetime Voicemail messages are deleted after an adjustable period of
time.

Possible values are 10 to 60 days. The default value is 60.

Non-standard SMTP Enter the port to be used for sending e-mails.

Server Port
The default value is 25.
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Chapter 14 LAN

In this menu, you configure the addresses in your LAN and can structure your local network
using VLANSs.

14.1 IP Configuration

In this menu, you can edit the IP configuration of the LAN and Ethernet interfaces of your
device.

14.1.1 Interfaces

The existing IP interfaces are listed in the LAN->IP Configuration->Interfaces menu. You
can edit the IP configuration of the interfaces or create virtual interfaces for special applica-
tions. Here is a list of all of the interfaces (logical Ethernet interfaces and others created in
the subsystems) configured in the System Management->Interface Mode / Bridge
Groups->Interfaces menu.

Use the ,* to edit the settings of an existing interface (bridge groups, Ethernet interfaces in
routing mode).

You can use the New button to create virtual interfaces. However, this is only needed in
special applications (e.g. BRRP).

Depending on the option selected, different fields and options are available. All the config-
uration options are listed below.

Change the status of the interface by clicking the A orthe « button in the Action column.

Press the ¢_ button to display the details of an existing interface.

Note
For IPv4 note that:

If your device has obtained an |IP address dynamically from a DHCP server operated
in your network for the basic configuration, the default IP address is deleted automatic-
ally and your device will no longer function over this address.

However, if you have set up a connection to the device over the default IP address or
have assigned an IP address with the Dime Manager in the basic configuration, you



14 LAN

bintec elmeg GmbH

will only be able to access your device over this IP address. The device will no longer
obtain an IP configuration dynamically over DHCP.

Example of subnets

If your device is connected to a LAN that consists of two subnets, you should enter a
second IP Address / Netmask.

The first subnet has two hosts with the IP addresses 192.168.42.1 and 192.168.42.2, for
example, and the second subnet has two hosts with the IP addresses 192.168.46.1 and
192.168.46.2. To be able to exchange data packets with the first subnet, your device uses
the IP address 192.168.42.3, for example, and 192.168.46.3 for the second subnet. The
netmasks for both subnets must also be indicated.

Here is an example for an IPv6 address:

2001:0db8:85a3:08d3:1319:8a2¢:0370:7347
- by Uy |\ _J/

—
General prefix Subnet Host address
- D __,
—
Link prefix

Your device can act either as router or as device at one interface. In general, it acts as
router at the LAN interfaces, and as host at the WAN and PPP interfaces.

If your device acts as router, its own IPv6 addresses can be created as follows: a Link Pre-
fix can be derived from a General Prefix or you can manually specify a static value. One
host address can be created through Auto eui-64, for additional host addresses you can
specify static values.

If your device acts a router, it commonly distributes the configured link prefix to the hosts
through Router Advertisements. A DHCP server may distribute additional information to the
hosts, e,g., the address of a timer server. A client can create its own host address either
through Stateless Address Autoconfiguration (SLAAC) or have this address assigned by a
DHCP server.

In order to make use of the router mode described above, use the following settings in the
menu LAN->IP Configuration->Interfaces->New: IPv6 Mode = Router, Transmit
Router Advertisement = Enabled, DHCP Server Enabled and IPv6 Addresses = Add.

If your device acts as host, it has a Link Prefix assigned by another router through Router
Advertisements. The host address is then automatically derived through SLAAC. Additional
information like, e.g., the General Prefix of the provider or the address of a time server can
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be received through DHCP. Use the following settings in the menu LAN->IP
Configuration->Interfaces->New: IPv6 Mode = C1ient, Accept Router Advertisement
= Enabled and DHCP Client = Enabled.

14.1.1.1 Edit or New

Choose the ,* icon to edit existing entries. Choose the New button to create virtual inter-

faces.

The LAN->IP Configuration->Interfaces->/New menu consists of the following fields:

Fields in the Basic Parameters menu.

I o=

Based on Ethernet In-
terface

Interface Mode

VLAN ID

MAC Address

This field is only displayed if you are editing a virtual routing in-
terface.

Select the Ethernet interface for which the virtual interface is to
be configured.

Only for physical interfaces in routing mode and for virtual inter-
faces.

Select the configuration mode of the interface.
Possible values:

* Untagged (default value): The interface is not assigned for
a specific purpose.

* Tagged (VLAN): This option only applies for routing inter-
faces.

You use this option to assign the interface to a VLAN. This is
done using the VLAN ID, which is displayed in this mode and
can be configured. The definition of a MAC address in MAC

Address is optional in this mode.

Only for Interface Mode = Tagged (VLAN)

This option only applies for routing interfaces. Assign the inter-
face to a VLAN by entering the VLAN ID of the relevant VLAN.

Possible values are 1 (default value) to 4094.

Enter the MAC address associated with the interface. For virtual
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interfaces, you can use the MAC address of the physical inter-
face under which the virtual interface was created by activating
Use built-in, but VLAN IDs must be different. You can also al-
locate a virtual MAC address. The first 6 characters of the MAC
are preset (but can be changed).

If Use built-in is active, the predefined MAC address of the al-
located physical interface is used.

Use built-in is activated by default.

Fields in the Basic IPv4 Parameters menu.
Field Description

Security Policy Select the security settings to be used with the interface.
Possible values:

e Trusted: All IP packets are allowed through except for
those which are explicitly prohibited..

e Untrusted: Only those packets are transmitted that can be
attributed to a connection that has been initiated from a trus-
ted zone.

You can configure exceptions for the selected setting in the
Firewall on page 520 menu.

Address Mode Select how an IP address is assigned to the interface.
Possible values:

e Static (default value): The interface is assigned a static IP
address in IP Address / Netmask.

* DHCP: An IP address is assigned to the interface dynamically
via DHCP.

DHCP Metric It is possible to assign a metric for gateway route received by an
interface via DHCP. This may be necessary when configuring
backup connections to ensure a clean switch to the backup and
back again.

The default value is 1. In case of a backup solution, this option
should be set to a higher value so the backup route does not re-
ceive a too high priority.
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IP Address / Netmask Only for Address Mode = Static

With Add, add a new address entry, enter the IP Address and
the corresponding Netmask of the virtual interface.

Fields in the Basic IPv6 Parameters menu.

Field Description

Select whether this interface should use Internet Protocol ver-

IPvé sion 6 (IPv6) for data transmission.
The function is activated by selecting Enabled .
The function is disabled by default.

Security Policy Only for IPv6 = Enabled

Select the security settings to be used with the interface.

Possible values:

* Trusted (default value): All IP packets are allowed through
except for those which are explicitly prohibited.

We recommend you use this setting if you want to use IPv6
on your LAN.

* Untrusted: Only those packets are transmitted that can be
attributed to a connection that has been initiated from a trus-
ted zone.

We recommend you use this setting if you want to use IPv6
outside of your LAN.

You can configure exceptions for the selected setting in the

Firewall on page 520 menu.

IPv6 Mode Only for IPv6 = Enabled

Select whether the interface is to be operated in host or in
router mode. Depending on your selection different parameters
are presented for you to configure.

Possible values:

®* Router (Transmit Router Advertisement) (default
value): Select whether Router Advertisements are to be sent
via the interface.

14 LAN
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DHCP Server

IPv6 Addresses

Accept Router Advert-
isement

Using Router Advertisements the list of prefixes is propagated
and the router propagates itself as the standard gateway.

The function is activated by selecting Enabled.

The function is enabled by default.
* Host: The interface is operated in host mode.

Only for IPv6 = Enabled and IPvé Mode = Router
(Transmit Router Advertisement)

Specify if your device is to act as DHCP server, i.e., if it is to
transmit DHCP options in order to distribute information about
the DNS servers to the clients.

Enable this option if hosts are to create IPv6 addresses through
SLAAC.

The function is activated by selecting Enabled.

The function is enabled by default.

Only for IPv6 = Enabled
You can assign IPv6 Addresses to the selected interface..
Add allows you to create one or more address entries.

A new windows opens that allows you to specify an IPv6 ad-
dress consisting of a Link Prefix and a host identifier.

If your device operates in host mode (IPv6 Mode = Host, Ac-
cept Router Advertisement £Enabled and DHCP Client = En-
abled), its IPv6 addresses are determined through SLAAC.
You need not configure an IPv6 address manually, but you can
enter addtional addresses if desired.

If your device is operating in router mode (IPv6 Mode = Router
(Transmit Router Advertisement),and DHCP Server =
Enabled), you need to configure its IPv6 addresses here.

Only for IPv6 = Enabled and IPv6 Mode = Host

Select if Router Advertisements are to be received on the selec-
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ted interface. Router Advertisements are used, e.g., to create
the prefix list.

The function is activated by selecting Enabled .

The function is enabled by default.

DHCP Client
Only for IPv6 = Aktiviert and IPv6 Mode = Host

Select if your device is to act as DHCP client, i.e., if it is to re-
ceive DHCP options in order to obtain information about the
DNS servers.

The function is activated by selecting Enabled .

The function is enabled by default.

Use Add to create more entries.

Fields in the Basic Parameters menu.

I

Advertise
Only for IPvé Mode = Router (Transmit Router Ad-

vertisement)

Here you can determine if the prefix being defined in the current
window is propagated per Router Advertisement over the selec-
ted interface.

The function is activated by selecting Enabled.

The function is enabled by default.

Fields in the Link Prefix menu.

Field Description

Setup Mode
Select in which way the Link Prefix is to be determined.

Possible values:
* From General Prefix (default value): The Link Prefix is
derived from a General Prefix.

e Static: You can enter the link prefix.

General Prefix
Only for Setup Mode = From General Prefix

14 LAN
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Select the General Prefix the Link Prefix is to be derived from.
You can choose from the General Prefixes available under Net-
work->IPv6 General Prefixes->General Prefix Configuration -

>New.

Auto Subnet Configur-

ation Only if Setup Mode = From General Prefixand ifa Gener-
al Prefix has been selected.
Select if the subnet is to be created automatically. Automatic
subnet creation will use ID 0 for the first subnet, ID 1 for the
second, etc.
Possible values for the sub net ID are: 0- 255.
The subnet ID describes the fourth of the four 16 bit fields of a
Link Prefix. Upon subnet creation the decimal ID value is con-
verted to a hexadecimal one.
The function is activated by selecting Enabled.
The function is enabled by default.
If the function is disabled, you can define a subnet by entering a
Subnet ID.

Subnet ID
Only if Auto Subnet Configuration is not active.
Enter a Subnet ID in order to define a subnet. The subnet ID de-
scribes the fourth of the four 16 bit fields of a Link Prefix.
Possible values are 0 - 255.
Upon subnet creation the decimal ID value is converted to a
hexadecimal one.

Link Prefix

Only for Setup Mode = Static

You can specify the Link Prefix of an IPv6 address. This prefix
must end with : :. Its predetermined length is 64.

Fields in the Host Address menu.

= ==

Generation Mode
Determine if the Host Identifier of the IPv6 address is to be

automatically derived from the MAC address through EUI-64.
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The function is activated by selecting Enabled .
The function is enabled by default.

EUI-64 triggers the following process:

* The hexadecimal 48 bit MAC address is split into 2 x 24 bit.
* FFFE is inserted into the created gap in order to obtain 64 bit.

¢ The hexadecimal notation of the 64 bit is converted to a bin-
ary notation.

¢ Bit no. 7 of the first 8 bit field is set to 1.

Static Addresses
Independently of the automatic creation described under Gen-

eration Mode, you can manually specify the Host Identifier of
one or more IPv6 addresses with Add. lts predefined length is
64. Start any entry with : - .

The fields in the Advanced menu are part if the prefix information sent inside of Router Ad-
vertisements if Advertise is enabled. The menu Advanced consists of the following fields:

Fields in the Advanced IPv6 Settings menu

Fed  oescriptn

On Link Flag Select whether the On-Link Flag (L-Flag) should be set. This al-
lows the host to enter the prefix from the prefix list.

The function is activated by selecting True .

The function is enabled by default.

Autonomous Flag Select whether the Autonomous Address Configuration Flag
(A-Flag) should be set. This allows the host to use the prefix
and the 64 bit interface ID, to derive its address.

The function is activated by selecting True .

The function is enabled by default.

Preferred Lifetime
Enter a time period in seconds. During this time, addresses de-

rived from the prefix through SLAAC are preferred.

The default value is 604800 seconds.

Valid Lifetime
Enter a time period in seconds, for which the prefix is valid.
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The default value is 2592000 seconds.

&a Note

The value for the valid lifetime should be lower than the one
configured for the option Router Lifetime under Advanced
IPv6 Settings.

The menu Advanced Settings consists of the following fields:

Fields in the Advanced IPv4 Settings menu.

= ==

DHCP MAC Address Only for Address Mode = DHCP

If Use built-in is activated (default setting), the hardware MAC
address of the Ethernet interface is used. In the case of physical
interfaces, the current MAC address is entered by default.

If you disable Use built-in, you enter an MAC address for the
virtual interface, e.g. 00:e1:19:06:bf:03.

Some providers use hardware-independent MAC addresses to
allocate their clients IP addresses dynamically. If your provider
has assigned you a MAC address, enter this here.

DHCP Hostname Only for Address Mode = DHCP

Enter the host name requested by the provider. The maximum
length of the entry is 45 characters.

DHCP Broadcast Flag
Only for Address Mode = DHCP

Choose whether or not the BROADCAST bit is set in the DHCP
requests for your device. Some DHCP servers that assign IP
addresses by UNICAST do not respond to DHCP requests with
the set BROADCAST bit. In this case, it is necessary to send
DHCP requests in which this bit is not set. In this case, disable
this option.

The function is activated by selecting Enabled.

The function is enabled by default.
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Create Default Route
Only for Address Mode = DHCP

Select, whether a default route is to be defined for this interface.
The function is activated by selecting Enabled.

The function is enabled by default.

Proxy ARP Select whether your device is to respond to ARP requests from
its own LAN on behalf of defined remote terminals.

The function is activated by selecting Enabled.

The function is disabled by default.

TCP-MSS Clamping Select whether your device is to apply MSS Clamping. To pre-
vent IP packets fragmenting, the MSS (Maximum Segment
Size) is automatically decreased by the device to the value set
here.

The function is activated by selecting Enabled.

The function is disabled by default. Once enabled, the default
value 1350 is entered in the input field.

Fields in the Advanced IPv6 Settings menu
N ==

Router Lifetime Only for IPv6 = Enabled, IPv6 Mode = Router (Transmit
Router Advertisement) and Transmit Router Advertise-
ment = Enabled

Enter a time period in seconds. The router remains in the de-
fault router list throughout this interval.

The default value is 600 seconds. The maximum value is
65520 seconds. A value of 0 means that the router is not a
default router, and will not be entered in the default router list.

& Note

The value for the Router Lifetime should be higher than
the shortest valid lifetime for a link prefix configured for this
interface under Basic IPv6 Parameters.

14 LAN
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Router Preference

DHCP Mode

DNS Propagation

Only for IPv6 = Enabled, IPv6 Mode = Router (Transmit

Router Advertisement) and Transmit Router Advertise-
ment = Enabled

Select your router's preference for choice of default router. This
is useful for cases where a node receives advertisements from

multiple routers, or for back-up scenarios.

Possible values:

® High
* Medium (default value)

* Low

Only for IPv6 = Enabled, IPv6 Mode = Router (Transmit
Router Advertisement) and Transmit Router Advertise-
ment = Enabled

Select the information to be forwarded to the DHCP client.

Note

To achieve this, your router must not be set up as a DHCP
server.

By selecting Other - DNS Servers, SIP
Servers (default value) no address- related information, such
as i.e. DNS, VoIP, etc., is passed through.

Enable this option if hosts inside of the network are to automat-
ically create their IP addresses through SLAAC. In this case, the
router sends only data via DHCP that are not address-related.

By selecting Managed - IPvé Address Management
hosts receive IPv6 addresses as well as not address-related in-
formation through DHCP.

Only for IPv6 Mode = Router (Transmit Router Ad-
vertisement) and Transmit Router Advertisement £n-
abled

Select if an in which way DNS server addresses are to be
propagated in Router Advertisements. A maximum of two DNS
server addresses is propagated.
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Possible values:

e off: No DNS server address propagation

e Self: The device sends its own IP adderss as DSN server
address. If the device has multiple addresses, they are used
in the following order:

¢ Global addresses
e ULA (Unique Local Addresses)
¢ Link local addresses

* Other: Statically configured as well as dynamically learned
DNS server entries are propagated according to their priority.
If there are no entries, no address is propagated.

14.2 VLAN

By implementing VLAN segmentation in accordance with 802.1Q, you can configure
VLANSs on your device. The wireless ports of an access point, in particular, are able to re-
move the VLAN tag of a frame sent to the clients and to tag received frames with a pre-
defined VLAN ID. This functionality makes an access point nothing less than a VLAN-
compliant switch with the enhancement of grouping clients into VLAN groups. In general,
VLAN segmenting can be configured with all interfaces.

VLAN for Bridging and VLAN for Routing

In the LAN->VLAN menu, VLANSs (virtual LANs) are configured with interfaces that operate
in Bridging mode. Using the VLAN menu, you can make all the settings needed for this and
query their status.

f Caution

For interfaces that operate in Routing mode, you only assign a VLAN ID to the inter-
face. You define this via the parameters Interface Mode = Tagged (VLAN) and field
VLAN ID in menu LAN->IP Configuration->Interfaces->New.
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14.2.1 VLANs

In this menu, you can display all the VLANSs already configured, edit your settings and cre-
ate new VLANSs. By default, the Management VLAN with VLAN Identifier = 1 is available,
to which all interfaces are assigned.

14.2.1.1 Edit or New

Choose the ,* icon to edit existing entries. Select the New button in order to create new
VLANS.

The LAN->VLAN->VLANs->New menu consists of the following fields:

Fields in the Configure VLAN menu.

I o=

VLAN Identifier Enter the number that identifies the VLAN. In the ,* menu, you
can no longer change this value.

Possible values are 1 (default value) to 4094.

VLAN Name Enter a unique name for the VLAN. A character string of up to
32 characters is possible.

The predefined VLAN name is Management.

VLAN Members Select the ports that are to belong to this VLAN. You can use
the Add button to add members.

For each entry, also select whether the frames to be transmitted
from this port are to be transmitted Tagged (i.e. with VLAN in-
formation) or Untagged (i.e. without VLAN information).

14.2.2 Port Configuration
In this menu, you can define and view the rules for receiving frames at the VLAN ports.
The LAN->VLANSs->Port Configuration menu consists of the following fields:

Fields in the Port Configuration menu.

Field Description

Interface Shows the port for which you define the PVID and processing
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Field Description
rules.

PVID Assign the selected port the required PVID (Port VLAN Identifi-
er).

If a packet without a VLAN tag reaches this port, it is assigned
this PVID.

Drop untagged frames |f this option is enabled, untagged frames are discarded. If the
option is disabled, untagged frames are tagged with the PVID
defined in this menu.

Drop non-members If this option is enabled, all tagged frames that are tagged with a
VLAN ID to which the selected port does not belong are dis-
carded.

14.2.3 Administration

In this menu, you make general settings for a VLAN. The options must be configured sep-
arately for each bridge group.

The LAN->VLANs->Administrationmenu consists of the following fields:

Fields in the Bridge Group br<ID> VLAN Options menu

Field Description

Enable VLAN Enable or disable the specified bridge group for VLAN.
The function is enabled with Enabled.

The function is not activated by default.
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Chapter 15 Wireless LAN

In the case of wireless LAN or Wireless LAN (WLAN = Wireless Local Area Network), this
relates to the creation of a network using wireless technology.

Network functions

Like a wired network, a WLAN offers all the main network functions. Access to servers,
files, printers, and the e-mail system is just as reliable as company-wide Internet access.
Because the devices do not require any cables, the great advantage of WLAN is that there
are no building-related restrictions (i.e. the device location does not depend on the position
and number of connections).

Currently applicable standard: IEEE 802.11. Information on the modi contained in the
standard and the correspondingly supported transmission speeds are, e.g., avilable at Wiki-
pedia.

15.1 WLAN

In the Wireless LAN->WLAN menu, you can configure all WLAN modules of your device.
Depending on the model, one or two WLAN modules, WLAN 1 and, where applicable,
WLAN 2, are available.

15.1.1 Radio Settings

In the Wireless LAN->WLAN->Radio Settings menu, an overview of the configuration op-
tions for the WLAN module is displayed.

15.1.1.1 Radio Settings-> »*

In this menu, you change the settings for the wireless module.

Note

The WiFi features offered by our products may differ between product series. If a spe-
cific option is not offered for configuration, your device does not support it. In cases of
doubt, refer to your product data sheet.
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Select the ,* icon to edit the configuration.

The Wireless LAN->WLAN->Radio Settings-> ,* menu consists of the following fields:

Fields in the menu Wireless Settings

Field Description

Operation Mode

Operation Band

Usage Area

Define the mode in which the wireless module of your device is
to operate.

Possible values:

e Off (default value): The wireless module is not active.

® Access-Point / Bridge Link Master: Your device is
used as an access point or bridge link master in your network.

e Access-Point: Your device serves as an Access Point in
your network.

e Access Client: Your device serves as an Access Client in
your network.

e Bridge Link Client: Your device is used as a wireless
bridge link in your network.

Select the operation band and, where applicable, the usage
area of the wireless module.

For Operation Mode = Access-Point / Bridge Link
Master Oor Bridge Link Client

Possible values:

* 2.4 GHz In/Outdoor (default value): Your device is oper-
ated at 2.4 GHz inside or outside buildings.

* 5 GHz Indoor: Your device runs in 5 GHz inside buildings.

® 5 GHz Ooutdoor: Your device runs in 5 GHz outside build-
ings.

* 5 GHz In/Outdoor: Your device is run with 5 GHz inside or
outside buildings.

Only for Operation Mode = Access Client and Operation
Band=2.4 and 5 GHzor 5 GHz

Possible values:

e Tndoor-Outdoor (default value)
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® Tndoor

® OQutdoor

Channel The number of channels you can select depends on the country
setting. Please consult the data sheet for your device.

Access Point Mode / Bridge Mode:

Configuring the network name (SSID) in Access Point mode
means that wireless networks can be logically separated from
each other, but they can still physically interfere with each other
if they are operating on the same or closely adjacent wireless
channels. So if you are operating two or more radio networks
close to each other, it is advisable to allocate the networks to
different channels. Each of these should be spaced at least four
channels apart, as a network also partially occupies the adja-
cent channels.

In the case of manual channel selection, please make sure first
that the clients actually support these channels.

Possible values:
e For Operation Band = 2. 4 GHz In/Outdoor

Possible values are 1 to 13 and Auto (default value).
Auto is not possible in bridge mode.

* For Operation Band = 5 GHz Indoor

Possible values are 36, 40, 44, 48 and Auto (standard
value)

e For Operation Band = 5 GHz In/Outdoorand 5 GHz
Outdoor

Only the Auto option is possible here.
Access Client Mode:

In the Access Client Mode no channel you can select. The used
channel is shown.

Selected Channel Displays the channel used.

Used Secondary Chan- Not for Operation Mode = Access-Point / Bridge Link
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Master
nel
Displays the second channel used.
Transmit Power Select the maximum value for the radiated antenna power. The

actually radiated antenna power may be lower than the maxim-
um value set, depending on the data rate transmitted. The max-
imum value for Transmit Power is country-dependent.

Possible values:

* Max. (default value): The maximum antenna power is used.
* 5 dBm

® 8 dBm

® 11 dBm

* 14 dBm

® 16 dBm

® 17 dBm

Fields in the menu Performance Settings
Field Description

Wireless Mode Select the wireless technology that the access point is to use.

Only for Operation Mode = Access Point / Bridge Link
Master and Operation Band = 2. 4 GHz In/Outdoor or for
Operation Mode = Access Client and Operation Band =
2.4 GHz

Possible values:

* 802.11g: The device operates only in accordance with
802.11g. 802.11b clients have no access.

* 802.11b: Your device operates only in accordance with
802.11b and forces all clients to adapt to it.

* 802.11 mixed (b/g): Your device adapts to the client
technology and operates according to either 802.11b or
802.11g.

* 802.11 mixed long (b/g): Your device adapts to the cli-
ent technology and operates according to either 802.11b or
802.11g. Only a data rate of 1 and 2 mbps needs to be sup-
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Bandwidth

ported by all clients (basic rates). This mode is also needed
for Centrino clients if connection problems occur.

* 802.11 mixed short (b/g): Your device adapts to the
client technology and operates according to either 802.11b or
802.11g. The following applies for mixed-short: The data rates
5.5 and 11 mbps must be supported by all clients (basic
rates).

* 802.11b/g/n: Your device operates according to either
802.11b, 802.11g or 802.11n.

* 802.11g/n: Your device operates according to either
802.11g or 802.11n.

* 802.11n: Your device operates only according to 802.11n.
For Operation Mode = Access-Point / Bridge Link
Master and Bridge Link Client and Operation Band = 5
GHz Indoor, 5 GHz Outdoor, 5 GHz In/Outdoor and for

Operation Mode = Access Client and Operation Band =
5.8 GHz

Possible values:

* 802.11a: The device operates only in accordance with
802.11a.
* 802.11n: Your device operates only according to 802.11n.

* 802.11a/n: Your device operates according to either
802.11a or 802.11n.

* 802.11ac/a/n: Your device operates according to
802.11ac, 802.11a or 802.11n.

* 802.11ac/n: Your device operates according to either
802.11ac or 802.11n.

For Operation Mode = Access-Point / Bridge Link
Master or Bridge Link Client

Not for Operation Band = 2.4 GHz In/Outdoor
Select how many channels are to be used.
Possible values:

e 20 MHz (default value): One channel with 20 MHz bandwidth
is used.
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e 40 MHz: Two channels each with 20 MHz bandwidth are
used. In the case one channel acts as a control channels and
the other as an expansion channel.

e 80 MHz:In 802.11 ac mode, a bandwidth of 80 MHz is addi-
tionally available.

Number of Spatial Not for Wireless Mode = §02.11a

Streams
Select how many traffic flows are to be used in parallel.

Possible values:

» 2: Two traffic flows are used.
* 1: One traffic flow is used.

Airtime fairness This function is not available for all devices.
The Airtime fairness function ensures that the access point's
send resources are distributed intelligently to the connected cli-
ents. This means that a powerful client (e. g. an 802.11n client)
cannot achieve only a poor flow level, because a less powerful

client (e. g. an 802.11a client) is treated in the same way when
apportioning.

The function is enabled with Enabled.
The function is disabled by default.

This function is only applied to unprioritized frames of the WMM
Class "Background".

The menu Advanced Settings consists of the following fields:

Fields in the Advanced Settings menu for operating mode = Access Point / Bridge

Link Master
Field Description
Channel Plan Only for Operation Mode = Access-Point / Bridge Link

Master and Channel = Auto
Select the desired channel plan.

The channel plan makes a preselection when a channel is se-
lected. This ensures that no channels overlap, i.e. a distance of
four channels is maintained between the channels used. This is



15 Wireless LAN

bintec elmeg GmbH

Fed  oescripton

Selected Channels

RTS Threshold

Short Guard Interval

Fragmentation
Threshold

useful if more access points are used with overlapping radio
cells.

Possible values:

e A11: All channels can be selected.

* Auto: Depending on the region, operation band, wireless
mode and bandwidth, the channels that have a distance of 4
channels are provided.

e User defined: Select the desired channels.

Only for Channel Plan = User defined
The currently selected channels are displayed here.

With Add you can add channels. If all available channels are
displayed, you cannot add any more entries.

You can delete entries with the | icon.

Here, you select how the RTS/CTS mechanism is to be
switched on/off.

If you choose User-defined, you can specify in the input field
the data packet length threshold in bytes (1 - 2346) as of which
the RTS/CTS mechanism is to be used. This makes sense if
several clients that are not in each other's wireless range are
run in one access point. The mechanism can also be switched
on/off independently of the data packet length by selecting the
value Always onor Always off(default value).

Enable this function to reduce the guard interval (= time
between transmission of two data symbols) from 800 ns to 400
ns.

Enter the maximum size as of which the data packets are to be
fragmented (i.e. split into smaller units). Low values are recom-
mended for this field in areas with poor reception and in the
event of radio interference.

Possible values are 256 to 2346.

The default value is 2346 bytes.
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Max. Link Distance If a bridge link is intended to function across a long distance and
there are problems with data transfer, choosing a specific value
for this option that matches the distance between the devices
may lead to improved performance.

If Bridge Link Client is selected for Operation Mode, the following parameters are
additionally available under Advanced Settings:

Fields in the menu Advanced Settings for Access Client Mode.

Fed  oescripton

Scan channels Choose the channels which the WLAN client automatically
scans for available wireless networks.

Possible values:

e A1] (default value): All channels are scanned.
* Auto: The channel is automatically selected.

e User defined: The desired channels can therefore be
defined.

User Defined Channel Only for Scan channels = User defined

Plan
Define the channels which the WLAN client automatically scans
for available wireless networks.

Roaming Profile Select the roaming profile. The options available include typical

roaming functions.

Possible values:

e Fast Roaming: The WLAN client searches for available
wireless networks as soon as the radio signal of the existing
radio connection becomes unsuitable for higher data rates.

* Normal Roaming (default value): Standard roaming.

e Slow Roaming: The WLAN client searches for available
wireless networks as soon as the radio signal of the existing
radio connection becomes weaker.

* No Roaming: The WLAN client searches for available wire-
less networks if it is no longer connected to a wireless net-
work.

* Custom Roaming: Specify the individual roaming paramet-
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Scan Threshold

Scan Interval

Min. Period Active
Scan

Max. Period Active
Scan

Min. Period Passive
Scan

Max. Period Passive
Scan

Max. Scan Duration

ers.

Indicates the value in dBm above which the system scans for
available wireless networks in the background.

The value can only be modified for Roaming Profile = Custom
Roaming. The default value is -70 dBm.
Indicates the interval in milliseconds after which the system

scans for available wireless networks.

The value can only be modified for Roaming Profile = Custom
Roaming. The default value is 5000 ms.

Displays the minimum active scanning time for a frequency in
milliseconds.

The value can only be modified for Roaming Profile = Custom
Roaming. The default value is 10 ms.

Displays the maximum active scanning time for a frequency in
milliseconds.

The value can only be modified for Roaming Profile = Custom
Roaming. The default value is 40 ms.

Displays the minimum passive scanning time for a frequency in
milliseconds.

The value can only be modified for Roaming Profile = Custom
Roaming. The default value is 20 ms.

Displays the maximum passive scanning time for a frequency in
milliseconds.

The value can only be modified for Roaming Profile = Custom
Roaming. The default value is 120 ms.

Displays the maximum scanning duration for a frequency in mil-
liseconds.

The value can only be modified for Roaming Profile = Custom
Roaming. The default value is 50000 ms.
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15.1.2 Wireless Networks (VSS)

If you are operating your device in Access Point Mode (Wireless LAN->WLAN->Radio
Settings-> ,* ->Operation Mode = Access-Point / Bridge Link Master),inthe

menu Wireless LAN->WLAN->Wireless Networks (VSS)-> ,* / New you can edit the

wireless networks required or set new ones up.

Note

The preset wireless network default has the following security settings in the ex works
state:

* Security Mode = wPA-PSK
e WPA Mode = WPA and WPA 2
* WPA Cipher as well as WPA2 Cipher = AES and TKIP

* The Preshared Key is filled with an internal system value, which you must change
during configuration.

Setting network names

In contrast to a LAN set up over Ethernet, a wireless LAN does not have any cables for set-
ting up a permanent connection between the server and clients. Access violations or faults
may therefore occur with directly adjacent radio networks. To prevent this, every radio net-
work has a parameter that uniquely identifies the network and is comparable with a domain
name. Only clients with a network configuration that matches that of your device can com-
municate in this WLAN. The corresponding parameter is called the network name. In the
network environment, it is sometimes also referred to as the SSID.

Protection of wireless networks

As data can be transmitted over the air in the WLAN, this data can in theory be intercepted
and read by any attacker with the appropriate resources. Particular attention must therefore
be paid to protecting the wireless connection.

There are three security modes, WEP, WPA-PSK and WPA Enterprise. WPA Enterprise of-
fers the highest level of security, but this security mode is only really suitable for compan-
ies, because it requires a central authentication server. Private users should choose WEP
or preferably WPA-PSK with higher security as their security mode.

WEP
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802.11 defines the security standard WEP (Wired Equivalent Privacy = encryption of data
with 40 bit (Security Mode = wEP 40) or 104 bit (Security Mode = wEP 104). However,
this widely used WEP has proven susceptible to failure. However, a higher degree of se-
curity can only be achieved through hardware-based encryption which required additional
configuration (for example 3DES or AES). This permits even sensitive data from being
transferred via a radio path without fear of it being stolen.

IEEE 802.11i

Standard IEEE 802.11i for wireless systems contains basic security specifications for wire-
less networks, in particular with regard to encryption. It replaces the insecure WEP (Wired
Equivalent Privacy) with WPA (Wi-Fi Protected Access). It also includes the use of the ad-
vanced encryption standard (AES) to encrypt data.

WPA

WPA (Wi-Fi Protected Access) offers additional privacy by means of dynamic keys based
on the Temporal Key Integrity Protocol (TKIP), and offers PSK (preshared keys) or Extens-
ible Authentication Protocol (EAP) via 802.1x (e.g. RADIUS) for user authentication.

Authentication using EAP is usually used in large wireless LAN installations, as an authen-
tication instance in the form of a server (e.g. a RADIUS server) is used in these cases. PSK
(preshared keys) are usually used in smaller networks, such as those seen in SoHo (Small
office, Home office). Therefore, all the wireless LAN subscribers must know the PSK, be-
cause it is used to generate the session key.

WPA 2

The enhancement of WPA is WPA 2. In WPA 2, the 802.11i standard is not only imple-
mented for the first time in full, but another encryption algorithm AES (Advanced Encryption
Standard) is also used.

WPA3

With WPAS, existing security methods are again enhanced. Simultaneous Authentication of
Equals is used for key exchange, largely eliminating brute force or dictionary attacks on the
WLAN. Furthermore, WPAS requires the support of Protected Management Frames. Man-
agement frames are used to control WLAN connections and, before the introduction of
WPAGS, offered a possible point of attack by injecting management frames into the WLAN
network. With the help of Protected Management Frames, these attacks can also be largely
eliminated. Finally, WPA3 only allows the encryption algorithm AES, which is considered
secure.
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Access control

You can control which clients can access your wireless LAN via your device by creating an

Access Control List (Access Control or MAC-Filter). In the Access Control List, you enter
the MAC addresses of the clients that may access your wireless LAN. All other clients have
no access.

Security measures

To protect the data transferred over the WLAN, the following configuration steps should be
carried out in the Wireless LAN->WLAN->Wireless Networks (VSS)->New menu, where
necessary:

¢ Change the access passwords for your device.

* Change the default SSID, Network Name (SSID) = default, of your access point. Set
Visible = Enabled. This will exclude all WLAN clients that attempt to establish a connec-
tion with the general value for Network Name (SSID) Any and do not know the SSID set-
tings.

¢ Use the available encryption methods. To do this, select Security Mode = wEpP 40, WEP
104, WPA-PSK or WPA Enterprise and enter the relevant key in the access point un-
der WEP Key 1 - 4 or Preshared Key and in the WLAN clients.

* The WEP key should be changed regularly. To do this, change the Transmit Key. Select
the longer 104 Bit WEP key.

* For transmission of information with very high security relevance, configure Security
Mode = wPA Enterprise with WPA Mode = wpA 2. This method contains hardware-
based encryption and RADIUS authentication of the client. In special cases, combination
with IPSec is possible.

* Restrict WLAN access to permitted clients. Enter the MAC addresses of the wireless net-
work cards for these clients in the Allowed Addresses list in the MAC-Filter menu (see
Fields in the menu MAC-Filter on page 320).

A list of all WLAN networks is displayed in the Wireless LAN->WLAN->Wireless Net-
works (VSS) menu.

15.1.2.1 Edit or New

Choose the ,*icon to edit existing entries. Choose the New button to configure additional
wireless networks.

The Wireless LAN->WLAN->Wireless Networks (VSS)-> _* ->New menu consists of the

following fields:

Fields in the menu Service Set Parameters
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Network Name (SSID) Enter the name of the wireless network (SSID).
Enter an ASCII string with a maximum of 32 characters.

Also select whether the Network Name (SSID) is to be trans-
mitted.

The network name is displayed by selecting Visible.

It is visible by default.

Intra-cell Repeating Select whether communication between the WLAN clients is to
be permitted within a radio cell.

The function is activated by selecting Enabled.
The function is enabled by default.

Users of the guest WLAN should normally have access to the
Internet but no access to the company's intranet. To prevent
this, the option must be disabled.

U-APSD Select whether the Unscheduled Automatic Power Save Deliv-
ery (U-APSD) mode is to be enabled.

The function is activated by selecting Enabled.

The function is enabled by default.

Fields in the menu Security Settings
N =

Security Mode Select the Security Mode (encryption and authentication) for
the wireless network.

Possible values:

* Tnactive (default value): Neither encryption nor authentica-
tion

*» WEP 40: WEP 40 bits

e WEP 104: WEP 104 bits

e wPA-PSK: WPA Preshared Key

* WPA Enterprise: 802.11x
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Transmit Key

WEP Key 1-4

WPA Mode

WPA Cipher

WPA2 Cipher

Only for Security Mode = WEP 40 or WEP 104

Select one of the keys configured in WEP Key <1 - 4> as a de-
fault key.

The default value is key 1.

Only for Security Mode = WEP 40, WEP 104
Enter the WEP key.

Enter a character string with the right number of characters for
the selected WEP mode. For WwEP 40 you need a character
string with 5 characters, for wEp 104 with 13 characters.

Only for Security Mode = wPA-PSK and WPA Enterprise

Select whether you want to use WPA (with TKIP encryption) or
WPA 2 (with AES encryption), or both.

Possible values:

e WPA and wPA 2 (default value): WPA and WPA 2 can be
applied.
e wpA: Only WPA is applied.

e wPA 2: Only WPA 2 is applied.

Only for Security Mode = wPA-PSK and wPA
Enterprise and for WPA Mode = wPA and WPA and WPA 2

Select the type of encryption with which to apply WPA.

Possible values:

e AES: AES is used.
e TKIP: TKIP is used.

* AES and TKIP (default value): AES or TKIP is used.

Only for Security Mode = wPA-PSK and wPA
Enterprise and for WPA Mode = wPA 2 and WPA and WPA
2

Select the type of encryption with which to apply WPA 2.
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Possible values:

e AES: AES is used.

* AES and TKIP (default value): AES or TKIP is used.

Preshared Key Only for Security Mode = wPA-PSK
Enter the WPA password.

Enter an ASCII string with 8 - 63 characters.

@ Note

Change the default Preshared Key! If the key has not been
changed, your device will not be protected against unau-
thorized access!

EAP Preauthentifica-  Only for Security Mode = WPA Enterprise

ton Select whether the EAP preauthentification function is to be ac-
tivated. This function tells your device that WLAN clients, which
are already connected to another access point, can first carry
out 802.1x authentication as soon as they are within range.
Such WLAN clients can then simply connect over the existing
network connection with your device.

The function is activated by selecting Enabled.

The function is enabled by default.

Fields in the menu Client load balancing

Fed  oescripton

Max. number of clients
- hard limit Enter the maximum number of clients that can be connected to

this wireless network (SSID)

The maximum number of clients that can register with a wire-
less module depends on the specifications of the respective
WLAN module. This maximum is distributed across all wireless
networks configured for this radio module. No more new wire-
less networks can be created and a warning message will ap-
pear if the maximum number of clients is reached.
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Max. number of clients
- soft limit

Client Band select

Possible values are whole numbers between 1 and 254.

The default value is 32.

Not all devices support this function.

To avoid a radio module being fully utilized, you can set a "soft"
restriction on the number of connected clients. If this number is
reached, new connection queries are initially rejected. If the cli-
ent cannot find another wireless network and, therefore, repeats
its query, the connection is accepted. Queries are only definit-
ively rejected when the Max. number of clients - hard limit is
reached.

The value of the Max. number of clients - soft limit must be
the same as or less than that of the Max. number of clients -
hard limit.

The default value is 28.

You can disable this function if you set Max. number of clients
- soft limit and Max. number of clients - hard limit to identical
values.

Not all devices support this function.

This function requires a dual radio setup where the same wire-
less network is configured on both radio modules, but in differ-
ent frequency bands.

The Client Band select option enables clients to be moved
from the frequency band originally selected to a less busy one,
providing the client supports this. To achieve a changeover, the
connection attempt of a client is initially refused so that the cli-
ent repeats the attempt in a different frequency band.

Possible values:

* Disabled - optimized for fast roaming(default
value): The function is not used for this VSS. This is useful if
clients are to switch between different radio cells with as little
delay as possible, e. g. with Voice over WLAN.

* 2,4 GHz band preferred: Preference is given to accept-
ing clients in the 2.4 GHz band.
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* 5 GHz band preferred: Preference is given to accepting
clients in the 5 GHz band.

Fields in the menu MAC-Filter
Field Description

Access Control Select whether only certain clients are to be permitted for this
wireless network.

The function is activated by selecting Enabled.

The function is disabled by default.

Allowed Addresses Use Add to make entries and enter the MAC addresses (MAC
Address) of the clients to be permitted.

Fields in the menu Bandwidth limitation for each WLAN client

Field Description

Rx Shaping Select a bandwidth limitation in the receive direction.

Possible values are

* No limit (default value)

* 0,25 Mbit/s, 0,5 Mbit/s,1 Mbit/supto 10 Mbit/s
in single Mbit/s steps, 15 Mbit/s, 20 Mbit/s, 30 Mbit/s,
40 Mbit/sand 50 Mbit/s.

Tx Shaping Select a bandwidth limitation in the transmit direction.
Possible values are

* No limit (default value)

® 0,25 Mbit/s, 0,5 Mbit/s, 1 Mbit/supto 10 Mbit/s
in single Mbit/s steps, 15 Mbit/s, 20 Mbit/s, 30 Mbit/s,
40 Mbit/sand 50 Mbit/s.

Fields in the menu Advanced Settings
Field Description

Beacon Period Enter the time in milliseconds between the sending of two
beacons.

This value is transmitted in Beacon and Probe Response
Frames.
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Possible values are 1 to 65535.

The default value is 100 ms.

DTIM Period Enter the interval for the Delivery Traffic Indication Message
(DTIM).

The DTIM field is a data field in transmitted beacons that in-
forms clients about the window to the next broadcast or multic-
ast transmission. If clients operate in power save mode, they
come alive at the right time and receive the data.

Possible values are 1 to 255.

The default value is 2.

IGMP Snooping IGMP snooping reduces the data traffic and thus the network
load, as Multicast packets from the LAN are not forwarded. Only
those Multicast packets will be forwarded that are requested by
the respective clients. When you enable IGMP snooping, IGMP
snooping, therefore, provides the framework in which Multicast
is applied.

The function is activated by selecting Enabled.

The function is disabled by default.

Fields in the menu Data rate trimming

Field Description

5 GHz band rate profile
Data Rate Trimming allows you to optimize the performance of

your WLAN. You can block low transfer rates and enforce the
use of higher rates. Clients slowing down other clients through
the use of low transfer rates are disconnected from the access
point.

Select the rate profile to be applied:
e A1l (Min. 1 MBit/s) - All clients that can supporta 1

Mbps transfer rate can log in to the access point.

e A1l (Min. 6 MBit/s) - All clients supporting a transfer
rate of 6 MBit/s are allowed to connect to the access point.

e From 12 MBit/s - see above, for clients with a minimum
supported rate of 12 Mbit/s
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e From 24 MBit/s - see above, for clients with a minimum
supported rate of 24 Mbit/s.

Fields in the menu Low RSSI threshold management

Field Description

RSSI threshold
The option RSSI threshold allows you to define a threshold for

the expected strength of a client signal. If the signal strength of
a client falls below this value for longer than determined by the
Grace time, the client is disconnected from the access
point. This forces the client to connect to a different access
point offering the best possible signal strength.

Specify the lower RSSI threshold in dBm. A client falling below
this value for longer than allowed by the grace time is discon-
nected.

The default value is =110 dBm.

Grace time
Specify the time (in seconds) during which the signal strength of

a client may fall below the RSSI threshold without the client be-
ing disconnected.

The default value is 5 seconds.

15.1.3 Bridge Links

@ Note

Note that the Bridge Link function of this device series is incompatible with older
Bridge Link or WDS implementations.

Bridge Links allow you to create a dedicated connection between WLAN devices. A radio
module operating as a slave exclusively connects to the bridge link master and does not
establish or accept any other WLAN connections. A bridge link usually serves to reliably
connect two networks via a WLAN connection.

15.1.3.1 Edit or New

Select the ,* symbol in order to edit an existing entry. Select the New button in order to
create a new bridge link.
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The menu Wireless LAN->WLAN->Bridge Links-> ,* ->New contains the following
fields:

Fields in the Basic Parameters menu
T

Bridge Link Name (ID) Depending on whether you operate the radio module as Ac-
cess-Point / Bridge Link Master or as Bridge Link Client you
create bridge links in master or slave mode.

If the radio module is operated in Access-Point / Bridge Link
Master mode, you can create bridge links in master as well as
in slave mode; if it is operated in Bridge Link Client mode, only
the slave mode is available.

Enter a name for the bridge link. This name also serves as the
ID other devices use to connect to this bridge link.

In Bridge Link Client mode, the bridge link is automatically set
to slave mode. Enter the ID of the bridge link the device is to
connect to.

Preshared Key Enter a password for this bridge link. In master mode, this is the
password other devices use to connect to this bridge link. In
slave mode, it is the password of that bridge link the device is to
connect to.

Role
Here, you determine the role your device is to assume.

Possible values:

Master: In master mode, clients connect to your device as
slaves. In addition to the bridge link, your device can also as-
sume the role of an access point for WLAN clients.

Slave: In slave mode, your device connects to one of the con-
figured bridge links.

15.2 Administration

The Wireless LAN->Administration menu contains basic settings for operating your gate-
way as an access point (AP).



15.2.1 Basic Settings

The Wireless LAN->Administration->Basic Settings menu consists of the following
fields:

Fields in the WLAN Administration menu.

Field Description

Regulatory Domain You cannot make any settings here - the access point is inten-
ded for operation within the ETSI area.

Region Select the country in which the access point is to be run.

Possible values are all the countries configured on the device's
wireless module.

The range of channels available for selection (Channel in the
Wireless LAN->WLAN->Radio Settings menu) changes de-
pending on the country setting.

The default value is Germany.

be.IP plus
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Chapter 16 Wireless LAN Controller

By using the wireless LAN controller, you can set up and manage a WLAN infrastructure
with multiple access points (APs). The WLAN controller has a Wizard which assists you in
the configuration of your access points. The system uses the CAPWAP protocol (Control
and Provisioning of Wireless Access Points Protocol) for any communication between con-
troller and access points.

In smaller WLAN infrastructures with up to six APs, one of the AP's assumes the master
function and manages the other AP's as well as itself. In larger WLAN networks a gateway,
e.g. such as a bintec R1202, assumes the master function and manages the AP's.

Provided the controller has "located" all of the APs in its system, each of these shall re-
ceive a new passport and configuration in succession, i.e. they are managed via the WLAN
controller and can no longer be amended "externally”.

With the WLAN controller you can

¢ automatically detect individual access points (APs) and connect to a WLAN network
* Load the system software into the APs
* Load the configuration into the APs

* Monitor and manage APs

Please refer to your gateway's data sheet to find out the number of APs that you can man-
age with your gateway's wireless LAN controller and details of the licenses required.

16.1 Wizard

The Wizard menu offers step-by-step instructions for the set up of a WLAN infrastructure.
The Wizard guides you through the configuration.

Note

We highly recommended that you use the Wizard when initially configuring your WLAN
infrastructure.

16.1.1 Wireless LAN Controller Wizard

Here you can configure all of the various settings that you require for the actual wireless
LAN controller.



16 Wireless LAN Controller bintec elmeg GmbH

16.1.1.1 Basic Settings

The wireless LAN controller uses the following settings:
Regulatory domain

Select the regulation area here. The selection here determines the countries that you can
select for the option Region. The default value is ETST (European Telecommunications
Standards Institute).

Region
Select the country in which the wireless controller is to be operated.

Please note: The range of channels that can be used varies depending on the country set-
ting.

Interface
Select the interface to be used for the wireless controller.
DHCP Server

Select whether an external DHCP server shall assign IP addresses to the APs or if you
wish to assign fixed IP addresses yourself. Alternatively, you can use your device as a DH-
CP server. For this internal DHCP server, CAPWAP option 138 is active in order to allow
communication between the controller and access points.

If you use static IP addresses in your network, you must enter these to all APs manually.
The IP addresses of the wireless LAN controller must be entered for each AP in the Sys-
tem Management->Global Settings->System menu in the Manual WLAN Controller IP
Address field.

Please note: Make sure that option 138 is active when using an external DHCP server.

If you wish to use a bintec elmeg Gateway for example as a DHCP server, click on the GUI
menu for this device under Local Services->DHCP Server->DHCP Configuration->New-
>Advanced Settings in the DHCP Options field on the Add button. Select as Option

CAPWAP Controller and in the Value field enter the IP address of the WLAN controller.

IP Address Range

If the IP addresses are to be assigned internally, you must enter the start and end IP ad-
dress of the desired range.

Please note: If you click on Next, a warning appears which informs you that continuing will
overwrite the wireless LAN controller configuration. By clicking on OK you signal that you
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agree with this and wish to continue with the configuration.

16.1.1.2 Radio Profile

Select which frequency band your WLAN controller shall use.

Ifthe 2.4 GHz Radio Profile is setthen the 2.4 GHz frequency band is used.
Ifthe 5 GHz Radio Profile is setthen the 5 GHz frequency band is used.

If the corresponding device contains two wireless modules, you can Use two independent
radio profiles. This assigns 2.4 GHz Radio Profile tomodule 1and 5 GHz Radio
Profile to module 2.

The function is activated by selecting Enabled.

The function is disabled by default.

16.1.1.3 Wireless Network

All of the configured wireless networks (VSS) are displayed in the list. At least one wireless
network (VSS) is set up. This entry cannot be deleted.

Click on _* to edit an existing entry.
You can also delete entries using the g icon.

With Add, you can create new entries. You can create up to eight wireless networks (VSS)
for a wireless module.

Note

If you wish to use the default wireless network that is set up, you must at least change
the Preshared Key parameters. Otherwise you will be prompted.

16.1.1.3.1 Change or add wireless networks
Click on _*to edit an existing entry.

With Add, you can create new entries.

The following parameters are available
Network Name (SSID)

Enter the name of the wireless network (SSID).
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Enter an ASCII string with a maximum of 32 characters.

Also select whether the Network Name (SSID) Visible is to be transmitted.
IGMP Snooping

IGMP snooping reduces the data traffic and thus the network load.

The function is activated by selecting Enabled.

Security Mode

Select the security mode (encryption and authentication) for the wireless network.
Please note: wPA Enterprise means 802.11x.

WPA Mode

Select for Security Mode = wPA-PSK or WPA Enterprise, whether you wish to use
WPA, WPA 2, WPAS3 or a combination.

Preshared Key
Enter the WPA password for Security Mode = /7PA-PSK.

Enter an ASCII string with 8 - 63 characters.

f Important
Change the default Preshared Key! If the key has not been changed, your device will
not be protected against unauthorized access!

Radius Server

When using WPA Enterprise, you can control access to a wireless network via a RADI-
US server.

With Add, you can create new entries.
Enter the IP address and the password of the desired RADIUS server.
EAP Preauthentification

For Security Mode = wPA Enterprise, select whether the EAP preauthentification func-
tion is to be Enabled. This function tells your device that WLAN clients, which are already
connected to another access point, can first carry out 802.1x authentication as soon as
they are within range. Such WLAN clients can then simply connect over the existing net-
work connection with your device.
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VLAN
Select whether the VLAN segmentation is to be used for this wireless network.

If you wish to use VLAN segmentation, enter a value between 2 and 4094 in the input
field in order to identify the VLAN. (VLAN ID 1 is not possible!).

Note

Before you continue, please ensure that all access points that the WLAN controller
shall manage are correctly wired and switched on.

16.1.1.4 Start automatic installation

You will see a list of all detected access points.

If you wish to change the settings of a detected AP, click on * in the corresponding entry.

You will see the settings for all selected access points. You can change these settings.
The following parameters are available in the Access Point Settings menu:
Location

Displays the stated locality of the AP. You can enter another locality.

Assigned Wireless Network (VSS)

Displays the wireless networks that are currently assigned.

The following parameters are available in the wireless module 1 menu:

(The parts wireless module 1 and wireless module 2 are displayed if the AP has two wire-
less modules.)

Operation Mode
Select the mode in which the wireless module is to be operated.

Possible values:

e On (default value): The wireless module is used as an access point in your network.

e off: The wireless module is not active.

Active Radio Profile
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Displays the wireless module profile that is currently selected. You can select another wire-
less module profile from the list if more than one wireless module profile is being set up.

Channel
Displays the channel that is assigned. You can select an alternative channel.

The number of channels you can select depends on the country setting. Please consult the
data sheet for your device.

Note

Configuring the network name (SSID) in Access Point mode means that wireless net-
works can be logically separated from each other, but they can still physically interfere
with each other if they are operating on the same or closely adjacent wireless chan-
nels. So if you are operating two or more radio networks close to each other, it is ad-
visable to allocate the networks to different channels. Each of these should be spaced
at least four channels apart, as a network also partially occupies the adjacent chan-
nels.

In the case of manual channel selection, please make sure first that the APs actually sup-
port these channels.

Transmit Power

Displays the transmission power in dBm. You can select another transmission power.
With OK you apply the settings.

Select the access points that your WLAN controller shall manage. In the Manage column,
click on the desired entries or click on Select all in order to select all entries. Click the

Deselect all button to disable all entries and to then select individual entries if required
(e.g. for large lists).

Click on Start in order to install the WLAN and automatically assign the frequencies.

Note

If there are not enough licenses available, the message "The maximum number of ac-
cess points that can be supported has been exceeded". Please check your licenses. If
this message is displayed then you should obtain additional licenses if appropriate.

During the installation of the WLAN and the allocation of frequencies, on the messages dis-
played you will see how far the installation has progressed. The display is continuously up-
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dated.

Provided that non-overlapping wireless channels are located for all access points, the con-
figuration that is set in the Wizard is transferred to the access points.

When the installation is complete, you will see a list of the Managed access points.

Under Configure the Alert Service for WLAN surveillance, click Start to monitor your
managed APs. You are taken to the External Reporting->Alert Service->Alert Recipient
menu with the default setting Event = Managed AP offline. You can specify that you
wish to be notified by e-mail if the Managed AP offline eventoccurs.

Click under New Neighbor scan on Start, to rescan adjacent AP's. You will receive a
warning that the wireless modules of the access points must also be disabled for a certain
period of time. When you start the process with OK, a progress bar is displayed. The loc-
ated AP display is updated every ten seconds.

16.1.2 Wireless LAN Controller VLAN Configuration

In order to separate WLANs (VSS) from each other, you can activate the VLAN function
and assign a VLAN ID during the configuration of a VSS. For the separation from other in-
terfaces to work properly, you need to create a virtual interface with its own IP configura-
tion, and, if applicable, a corresponding DHCP pool which provides IP addresses to clients
connecting to this VLAN. You can make this settings - as usual - in the menus LAN->IP
Configuration and Local Services->DHCP Server, correspondingly; or you make use of
the menu offered here. All settings you make here are automatically transferred to the other
menus, as well.

You are shown an overview of VLANSs that have already been created with their VLAN IDs
and their corresponding IP and DHCP configuration. In order to edit an entry, select the

icon in the respective line. To create a new entry, select New. A new entry can only be cre-
ated for a VSS with a VLAN ID that does not yet have a VLAN configuration.

16.1.2.1 Edit or Neu

Select the ,* symbol in order to edit an existing entry. Select the New button in order to
create additional VLANs.

The menu Wireless LAN Controller->Wizard->Wireless LAN Controller VLAN Config-
uration->New consists of the following fields:

Fields in the menu VSS VLAN Network Configuration
N

VLAN ID Select an existing VLAN from the pull down menu. Only those
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IP Address/Netmask

DHCP Server

IP Address Range

IDs without a configuration are offered.

Specify the IP configuration of the new interface. Make sure that
the address has not been used before.

In order to provide clients connecting to this VLAN with an IP
configuration, you can either use an external DHCP server, or
you can use the integrated one of your device.

Possible values:

* External or static: Select this option if you are already
operating a DHCP server in you network, tor if clients con-
necting to this VLAN have a static IP configuration. Make sure
that an external DHCP server can be reached from the VLAN.

* Internal: Select this option if you intend to use your device
as DHCP server for this VLAN.

Only for DHCP Server = Internal

Specify the first and the last IP address which your device is to
distribute inside the VLAN. Make sure that the address range
corresponds to the IP address of the interface for this VLAN,
and that it does not