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1 Introduction

The be.SDx solutionallows you to deploy, manage and monitor
customer data networks using the cloud. With be.SDx,you first lay
outthex i p mf ! d v tnfuaptrudtuse! (ihcluding subsidiaries) and
then connect devices on-site. If you want to change something after
the initial configuration of the devices has been completed,
transmitting a new configuration to all locations, or only those
selected, is a couple of clicks away.

The be.SDxmulti-client system ensures that those logged into the
system can view and (when necessary) change any relevant data
The following roles are provided:

The Administrator can perform all actions allowed by the system. In
addition, by way of example, Users can be set up to look after certain
customers and manage and modify their data (where necessary).
Furthermore, read only access can be granted. This makes viewing
and monitoring certain data records possible but bans any
modifications .
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2 Logging on to the be.SDxplatform

1. Click on the link you received by email
(https://portal.besdx.com ). The be.SDx Login window opens in
your standard browser.

2. Enteryour e-mail address and password. Click on Login.

Forgot your password?

The Home page opens.

If you have already entered your password during a previous login
but have forgotten it, you can reset it by clicking on Forgot your
password? You will need to enter your e-mail address and click on
Reset Password.

Logging on to the be.SDx platform


https://portal.besdx.com/

3 Start page

Note:

All be.SDxfeatures are described below. However,not all functions
are accessible to all users for editing (making and saving changes)
since access is permission-dependent If you lack permissions to
carry out your daily work, please contact yoursystem administrator.

On the start page,the My customers summary table shows all
customers managed by the current user. You can search for a
specific customer , edit an entry, or Add a new customer.

Home Users

Q Add new customer

Name Matifications Last connection

asfasdfa ® No natif

bintec-elmeg GmbH @ No natif

ClienteAlberto @ No natifications 2 days ago

When you log in for the first time, the list is empty. If customers have
already been created, you can seethe last connection established for
each customer and whether any naotifications have been created.

Click on the icon to return to the My Customers homepage
from other pages.
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3.1 Adding a new customer

When creating a new customer, awizard guides you through the
most important settings. After successfully running the wizard, you
can adapt the configuratonu p! zpvs! dvtupnfs!lt!tqgfdj

This wizard will guide you through the creation and basic configuration of a new customer. You can
adjust the configuration in Advance Settings after wizard completion.

Please enter the name of your new customer.

Please set a password for customer device deployment.

Add applications for your new customer and prioritize them. If you enable VPN for one of the
applications, we automatically create a VPN Network for you.

Type Name Traffic Priority VPN

Any Low

Add new application

Cancel Next: Configure Locations

When creating a new customer, you need to:

1 enter a name to identify them.

1 setapassword so that the so-called Installer User can
authenticate devices when they are integrated into the
network.

91 add applications to define services that can be accessed on
the network and prioritize traffic .

1 configure one or more network Locations.
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1 define the type of Internet connection available at the
locations.

1 add Devices for network access.

1 set WLAN parameters

1 if necessary, modify the IP address configuration for such
locations.

1 specify the number of devices with static and dynamic IP
addresses for each location.

Add next location lets you create additional locations. You can copy
the settings made for previous locations or manually configure the
new location.

When setting up a location, you can enable theDeny Local Breakout
option. This forces the location! tnterdet traffic to access the
Internet via the VPN connection to the main office rather than
directly via the local access (see Edit Location).

Finish configuration completes wizard configuration and stores the
settings in the cloud. The global status page of the newly created
customer is displayed (the Global Network tab above the menu bar).
You can switch the view to a specific location and, if necessary,
adjust the configuration .

Once youhave made all changes, the devices can be connected and
put into operation at the various locations (see On-site installation ).
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3.2 Setting up a customer network

Click on a customer from the My customers summary section found
on the start page.

3.2.1 Locations

You can add additional locations for your customer at any time using
the Add New Location option:

beSD
| Main  mai oFrice /7
Status Applicatior  \1-in A oFFice v
Branch_1

Branch_2

Home offices >

Add new location

3.2.1.1 Location Type Home Office

To enable employees to access the customer's company network
from a stationary home off ice, you can selectHome Office in the
wizard when selecting the location type. The wizard then creates a
simplified configuration that can be imported into the device on site.
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Manual on-site setup as described in Manually setting up Internet
access is also possible.

New Location X

Please enter a name for this location. Type

Company location
© Home office

Internet

Please specify all Internet lines for this location.

Add

Devices
Please add all network devices that will be used in this location.

Add

WLAN

Enable WLAN

LAN

Select the interoffice network that the location needs to access.

Select... v

Note:
The setup of the access for a mobile employee (Mobile Office) is done
in the menuInternet > Remote Access of the main office.

When setting up a home office, the following restrictions apply due
to the simplified configuration:
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1  When setting up the home office for the first time, only the
SDx1020 series devices without a DSL modem are available.
Internet access must be provided via an upstream gateway
or via an LTEconnection. You can later add access points or
additional Internet access, e.g. an LTE connection for
backup.

1 Inthe home office, only one wireless network is supported.

3.2.1.2 Edit Location

When you select an existing location for editing, the menus you can
access from the status page display only the settings and devices
that are relevant for that location.

When editing the basic data of a location using the pencil icon, the
Deny Local Breakout option is of particular interest:

Edit Location X

Name

Branch_1 ‘ This is the main office. @

Deny local breakout @

(oo | I

With this option, you can force the mp d b utjafficdol atcess the
Internet via the VPN connection to the main office rather than
directly via the local access. This does not apply to data traffic from

a private network set up at the location: This traffic which is, e.g.,
generated by a guest network still does not reach the company VPN,
but is routed locally to the Internet. Voice data sent to a Cloud PBX is
also excluded.
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In the applications overview of the location, the difference is
indicated by the VPN icon: without a ban on local breakout, only few
applications are using the VPN connection:

Type

Corporate

Corporate

Saas

Saas

SaaS

Name Traffic Priority VPN
\Webserver Normal O]
Backup Low )

Office365 Microsoft365 Common and Office Online Normal
Atlassian Normal

Office365 Skype for Business Online and Microso... Real-time

After activating the option, however, all company data traffic is
routed through the VPN:

Type

Corporate

Corporate

Saas

Saas

Saas

Name Traffic Priority VPN
Webserver Normal ©
Backup Low @
Office365 Microsoft365 Common and Office Online Normal @
Atlassian Normal ©
Office365 Skype for Business Online and Microso... Real-time @

@
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3.2.2 Status

If you have successfully completed the initial configuration of a new
customer, the status page of this customer is displayed.
Global network =@

Status Applications Notifications Devices Customer admin

Locations Network traffic Device status VPN status No natifications.

Undeployed Unprovisioned (- .;\
NS

Download/Send configurations Installer user @ Device deployment mode @

1© Download configurations Username: bintecelmeggmbh © Automatic authorization

Send configurations | ‘ Authorization through email

| Alllocations v | | Change deployment mode

Change installer password

Select a dataset, location and timespan to analyze the network.

| Bandwidth | Traffic v | | Select location (1) v | | Last hour v

Note:

If a configuration has already been transferred to the deviceson-site,
awarning message may appear at the top of the page to inform that
the configuration needs to be updatedafter changes have been
committed. If you click on Apply Configuration, the configuration is
applied to all devices (regardless of the location). You can perform
this transfer immediately, or you can set a specific timefor it.
Depending on the type of configuration change, the affected devices
may perform a restart and are therefore unavailable for a short time.

On the status page, you can see the Network status of the selected
customer. You can verify that all devices have beendeployed and
provisioned at all locations. The VPN status is displayed, and you
can see if there are anynoatifications . Clicking on a notification takes
you to the Notific ations menu, or to the Network Analyzer below.
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The latter will apply a set of filter s to give you a better understanding
of the notification itself.

Under Deployment, all details for device deployment at the
respective locations are defined. You can use the Download
configuration or Send configuration options to download the
configuration of one or all devices as a file, or send it to an e-mail
address. Configuration files can be loaded into a device on-site
(meaning no additional settings are necessary).

On site, it is also possible to put a device into operation by manually
setting up the Internet connection by means of a wizard and then
integrating it into the platform using the login data of the so -called
"installer user". The device synchronizes its settings with those
stored on the platform, and the on-site installation is complete.

Under Network Analy zer, you can scan the whole customer network
(or a subnetwork thereof) from various perspectives and within a
specific period. Results aredisplayed in a graphic overview.

Under Global Network, found at the top of the page, you can either
select an existing location or add new locations. The menus
displayed vary depending on whether the Global Network tab
(instead of a specific location) has been selected.

beSD

| Main ma orrice v

Status Applicatior  \1-in - WAIN oFFice v

Home offices >

Add new location
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When selecting a location, the LAN, WLAN, and Internet menus
appear.

| MAD  mam orice /s

Status Applications LAN WLAN Natifications Devices Internet

Location Network traffic Device status VPN status No notifications
Undeployed Unprovisioned @)
Download/Send configurations Installer user @ Device deployment mode @
wnload configurations Username: matthiasclient © Automatic authorization

h email

| | Authorization thro

S —
Select a dataset, location and timespan to analyze the network
Bandwidth | Traffc " ‘ ‘ . | | Last hour .

3.2.3 Applications

In the Applications menu, you assign a priority for the data traffic
created by the services available across the network with the help of
predefined categories.

| MAD  mam orrice 7

Status  Applications  LAN  WLAN  Notifications  Devices Internet
Q Add new application
Type Name Traffic Priority VPN
Corporate SAP Hioh @
Saas Office365 Exchange Online Normal

You can configure an application for the entire network ( All
locations), for a single location, or for multiple locations.
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Note:

An application that is configured for a specific location overwrites an
identical application that was assigned to that location by the dI|
LocationsL3etting.

Data traffic is configured using three types of application:

1 Voice (voice data),i.e. PBX or Cloud

1 Corporate (company-internal data traffic) , e.g. SAP

1 SaaS(Software as a Senice), e.g. Office365 Exchange
Online.

Traffic priority determines which applications are given priority, i.e.
how the available bandwidth is distributed. For voice applications ,
priority is automatically set to realtime so that, for example, there
are no delays when making voice calls.

In the Applications menu, you canedit existing entries, search for
entries, and add new ones.

3.2.3.1 Add anew application
| MAD  mamosrice 7

Status Applications LAN WLAN Notifications Devices Internet
© Applications
Application type Application name Traffic Priority VPN

Corporate ~ ele v ©

P @ Ports (TcP) @ Ports (UDP)

To configure a new application, you must:

91 select an Application type , namely Voice (voice data),
Corporate (company-internal data traffic ) or SaaS(Software
as a Service).

91 for Application type = Corporate,enter the name of the
application, e.g. Intranet.
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1 for Application type = SaaS, select the application from the
drop-down menu, e.g.Office365 Exchange Online

91 for the application types Corporate or SaaS, select the
Traffic priority , e.g.Normal.

1 enter the IP address or Hostname of the server in the
network on which the application is hosted if selecting
Application type = Corporate.

1 specify the Ports for data traffic over TCPand UDP.

1 leave All Locations at its default setting if you want the
service to be available throughout the global network or
select the Locations where you want the service to be
available.

The system determines for which services traffic is route d through a
VPN. Forexample, a VPN isautomatically used when selecting the
Voice Application type and PBXService type (data traffic of a
telephone system) or the Corporate Application type (internal data
traffic within the company).

The LAN menu is displayed when a location is selected in the drop-
down menu above the menu bar (if Global Network is selected, the
menu is not displayed). Here, you can edit existing entries, search for
entries, and add a new network.

{ MAD  mamiosrice rd

Status Applications LAN WLAN Natifications Devices nternet

Networks

Q Add new network
Name 1P address Netmask DHCP range Fixed range DNS server VLAN ID A v
Macronet 19 1 )55255.2.. 19, n 19 R y
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3.2.4.1 Add new network

Status

Networks

| MAD s orice 74

Applications LAN WLAN Notifications Devices Internet

(© Networks

@ Visibility Name

O Private

ffice network

1P address

sddressing

Netmask DNS server VLAN

255.255.255.0 v

Fixed IP range

=N -

To configure a new network, you must:

1

decide whether you want to create a Private or an Interoffice
network .

An interoffice network is routed between locations via IPSec
while a private network is only available at the respective
location.

assign a name and an IP address to the network.

select or set up a VLAN; VLANS divide your network into
individual logical subnets, if necessary.

define address ranges for Static and Dynamic IP address
assignment in your network.

Note:

Thesetwo address ranges must not overlap.

Newly created networks must be assigned a port to become
active.

activate DHCP options and set the parameters for a DHCP
relay agent, if necessary.
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3.2.4.2 Configuring Ports

A list of configured port groups is displayed in the LAN > Ports
menu.

[ MAD wanorrc: @ o/

Status Applications LAN WLAN Natifications Devices Internet
Ports
=1k [ o
On/Off Ports PoE Associated networks VLANS
> @ (RU) (R (RA R vacronst ,

By clicking on the (=] icon, or the arrow at the left of the entry, ports
are individually displayed in a list:

CnCe—
On/off Port Label PoE Assodiated networks VLANS
« - Macronet ’
< () et i’
< i ’
e R Macronet Vi
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In the Configure Ports menu, you can select ports and assign them
to a network individually or in groups.

| MAD  mamorsice s

Status  Applications ~ LAN  WLAN  Notifications  Devices Internet

© Ports

Device

MAD_ROUTER., +

Ports B Configured M Selected
Selected ports
Select... v

Label

Associated networks @ Optians

Macronet (Untagged) () ~ Use 8021 for LAN authentication

@ Server address: #

1 The Label is used to label a port.
Note:
Only one untagged network can be assigned to a port.

1 Under Associated networks you can define to which of the
existing networks ports are going to be assigned to.

1 If you enable Use 802.1xfor LAN authentication, you canedit
the Server address.

Edit server address X

Server address Username Password

‘ ‘ o~ @teldat.com ‘ ‘ ........... ‘
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Enter the address of the authentication server and the access data
for this port or group of ports here.

3.2.4.3 Addnew VLAN
Existing VLANS are displayed in the LAN > VLANmenu.
| MAD  wamaseice 7

Status Applications LAN WLAN Notifications Devices Internet

VLAN

VLAN ID Description
3 MAD WIFI rs
VLANSs divide your network into logical groups.
[ MAD  mam orrice e
Status Applications LAN WLAN Notifications Devices Internet
VLAN
VLAN ID Description
5 MAD WIF| '

To create a new VLAN, you must

9 assign a VLAN ID.
1 enter a Description .
91 select a Tag color for a better overview.

Note:
Each VLAN must be assigned to exactly one network.

3.2.4.4 Routing

When setting up the main office , you can create static routes in the
Routing menu so that devices or services in a remote network that is
not directly connected to the be.SDx router can be made accessible.
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The menu first displays a list of already created routes:

| Main  mam orrice Va
Status Applications LAN WLAN Notifications Devices Internet

Ports Routing

Add new route

Name Network Mask Gateway Actions v

Use the Add new route button to create new routes:

Edit route X
Name Network Mask Gateway
Server ‘ ‘ 17216.98.0 ‘ ‘ 255.255.255.0 ‘ ’ 192.168.0.2 }

To create a route, you must

1 give the route or the connected network a name.

enter the IP address at which the network can be reached.
specify the netmask of the target network.

specify the IP address of the gateway through which the
target network can be reached.

Note that this gateway must perform Network Address
Translation between the destination and source networks.

=a =4 =4

In a second step, you create an entry in the Applications menu which
specifies the IP address of the service or server in the remote
network and provides corresponding QoS functions for connections
to this network.
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Note

To give an IPSec client access to a network accessible via routing, this
network must be addedto the IPSec client setupin the Internet >
Remote Accessmenu. You may need to make the IPSegrofile
available to the employeeonce again.

3.2.5 WLAN

The WLAN menu sets up and edits a wireless network. It is displayed
when a location is selected in the menu bar (if Global Network is
selected, the menu is not displayed).

3.2.5.1 Wireless networks
Select the location for which you want to set up a WLAN. Go to the
WLAN > Wireless Networks menu.

Wireless networks that already exist are displayed in the summary.
You can edit the existing entries and add new ones.

| Zweigl s
Status Applications LAN WLAN Notifications Devices Internet
Wireless networks
Add new network
SsID Description Security mode WPA mode Network

Firma Corporate_WLAN_Network WPA PSK WPA2 Macronet Vs
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Click on the Add New Network button.

Status

| Zweigl s

Applications LAN WLAN Notifications Devices Internet

Wireless networks

(© Networks
Network name (SSID)  Description (Optional) Network
Macronet v ﬂ
o
Mode
None v

Mac Control

Mhitelist Mode

The following options to add a new network are available:

General Information

1

1

il

Options

|l

il

il

The Network name (SSID) of the wireless network. This is
visible to WLAN clients.

A Description for this SSID - this only serves internal
administration purposes and is hidden from other devices.
You can select one of the networks created in the LAN
menu. If you create a VLAN configuration there, you can
separate WLAN traffic from other network traffic.

Hidden network: This option ensures that this network is not
open to WLAN clients for selection.

Intra-cell repeating: This option allows clients connected to
this SSIDto exchange data with each other.

Guest Network Here you can define this wireless network as
a separate guest network. To do this, you must create a
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separate network for this purpose in the LAN menu and
assign it to the wireless network using the Network option.

Security

1 The following mechanisms can be selected as Mode to
secure WLAN data traffic
o None
0 WPAPSK
o0 WPA Enterprise
1 WHPA can beapplied in different versions, available as WPA

modes:
o WPA
o WPA2

o WPA/WPA2
1 The WPAcipher / WPA2 cipher option specifies the
encryption you want to use for WPA:

o TKIP
o AES
o TKIP/AES.

The use of TKIP is not recommended as this encryption
method must be considered insecure and is only available
for compatibility reasons.

1 WPA password: You must set a password! Otherwise, data
transfer within this SSID takes place without encryption.

1  When using WPA Eterprise, access to the wireless network
is controlled via a RADIUS server. Enter théP address and
Password of the RADIUS server(only for WPA Enterprisg.

MAC control
1 Whitelist mode - Entries in the white list are not blocked.

Note:
If you activate the whitelist mode, but the list is empty, access to the
network is impossible.
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Activate the Whitelist Mode option. Click on Edit MAC Filter List to
add a MAC address.

MAC filter list: Whitelist X
MAC Address Description
00-12-34-56-ac-cd ‘ ‘ MAC-Adress Add

o Enter the MAC address and description of the client
you want to grant access to.
o Click on Save.

Client management

Max clients (soft, hard) @) Band Steering )

Deactivated
0 5GHz preferred

Enable SNR Management

Threshold (dBm) Grace time (seconds)

[o]

(i}

2.4GHz band 5GHz band

|AH(M\n.1MB\th) ~ ‘ ‘ All(Min. 6MBit/s) v

Concel “

1 Inthe Max. Clients (soft/hard limit) fields, enter the number
of clients that can connect to this wireless network. The Soft
limit specifies the number of clients whose login attempts
are initially prevented. If a client repeats its request, it is still
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admitted . As soon as the Hard limit is reached, no more
clients are allowed.

1 UnderBand Steering, you can move clients from the band
originally selected to one that is less busy. You can disable
the function or select one of the two frequency bands
available (2.4 GHzor 5 GH2). Clients will then be moved to
this band, where possible.

Traffic management

In this section, you set up the distribution of the available bandwidth
in this WLAN:

1 Activate SNR Management to specify the Threshold and

Grace time parameters.

Since clients with bad connections may slow the wireless

network down for all clients, you can use the Threshold

(dbm) parameter to define a threshold value forb ! d mj f ou! t
signal level:

o Specify the lower RSSI threshold in dBm. If this value
is undershot for longer than the specified grace time,
the access point stops the communication with the
affected client.

o Enter the timeout in seconds during which the data
transfer rate may fall below the RSSI threshold
without the client being excluded from
communication s.

1 The Data Rate Trimming option allows you to enhance
WLAN performance as needed. You can block low data
transfer rates to enforce the use of higher rates. Similarly, to
what happens when an RSSI Threshold is applied, this may
help increase the network! t ! p \wdrferiamae.

0 2.4GHz band (All (min. 1Mbit/s), min. 6Mbit/s, min.
12Mbit/s, min. 24Mbit/s)

0 5GHz band: (All (Min. 6Mbit/s), 12Mbit/s, Min.
24Mbit/s)
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Note:
If you use Data rate trimming, older clients may not be able to connect
to the network because they may notsupport the selected data rates.
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A summary of all radio profiles created is displayed in the WLAN >
Radio profiles menu. You can edit the existing entries and add a new
radio profile.

Click on the New radio profile button.
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