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Chapter 1 Services - DHCP

1.1 Introduction

The configuration of Dynamic Host Configuration Protocol (DHCP) is described in the fol-
lowing chapters.

You can use your device as a DHCP server, DHCP client or DHCP relay agent.

Configuration in this scenario is carried out using the GUI (Graphical User Interface).

Host
Dynamic IP Address

e

@
bintec RS232bw
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| DHCP server v

Host
Dynamic IP Address

Fig. 1: Example scenario as a DHCP server
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Fig. 2: Example scenario as a DHCP client

Workshops (Excerpt)



Host
Dynamic IP Address

bintec RS232bw

ETH
192.168.1.1/24

Port1
192.168.0.1

| DHCP relay server ¢ |

Dynamic |IP Address

(DHCP server /)
192.168.1.2/24

Fig. 3: Example scenario as a DHCP relay server

Requirements

The following are required for the configuration:

* Boot image from version 7.10.1

* An optional DHCP server

1.2 Configuration

1.2.1 Configuring as a DHCP server

If you wish to assign an IP address to the client computers in the network dynamically
through your gateway, you must configure it as a DHCP server. To activate your device as
a DHCP server, you must first define IP address pools from which the IP addresses are
distributed to the requesting clients.

For this, go to the following menu:
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(1) Goto Local Services -> DHCP Server -> DHCP Pool -> New.

Save configur ation
Assistanis
System Management
Physical Interfaces
LAN
Wireless LAN
Networking
Routing Protocols
Multicast
WAN
VPN
Firewall

VolP

R B

Local Services
DHS
HTTPS
DynDHS Client
DHCP Server
‘Web Filter

Biasic Parametsrs
IP Pool Name
Interface

IF Address Range

Poal Usage

Gateway

Lease Time

DHCP Cptions

DHCP Pool IP/MAC Binding DHCP Relay Settings

E—

enl-0 ~

[r9z.188.02 -[19z168.0.00
Local v
Advanced Settings:

Use router as gateway ¥

120 Minutes

Option  Value
Add

oK Cancel

Fig. 4: Local Services -> DHCP Server -> DHCP Pool -> New

Relevant fields in menu DHCP Pool

Interface

IP Address Range

Pool Usage

Here you select the interface via which the IP addresses are to
be distributed by DHCP.

Enter the first and last IP addresses to be assigned by DHCP.

Specify whether the IP pool is used for DHCP requests in the
same subnet or for DHCP requests that have been forwarded to
your device from another subnet. In this case it is possible to
define IP addresses from another network.

Additional configuration parameters can be found under Advanced Settings:

Relevant fields in the menu Advanced Settings

Gateway

Lease Time

Here you can specify whether the gateway is to be used as a
default gateway or can enter a gateway IP address if the gate-
way is not to be used as a default gateway.

The length of time in minutes that the client can keep the IP ad-
dress.

Proceed as follows to configure your gateway as a DHCP server:

(1) Select your LAN interface for Interface, e.g. en1-0.

(2) Enter the first and last IP addresses from your LAN under IP Range, e.g.
192.168.0.2and 192.168.0.10.



(3) InPool Use, select Local.

(4) Under Gateway select Use gateway as router.

(5) Leave the Lease Time setto 120.

(6) Confirm with OK.

The GUI offers a facility for checking whether or not IP addresses are assigned to clients

from the DHCP pool and if so which addresses are involved. To check who has received
an IP address, select the following menu options:

(1) Goto Local Services -> DHCP Server -> IP/MAC Binding.

DHCF Pool IP/MAC Binding DHCP Relay Settings

Wiew |20 per page Filter in |N0ne ‘VI egual ‘VI

P Address Description MAC Address Remaining Lease Time Static Binding
192.168.0.3 BigBoss 00:a0:f3:09:67:67 [ Enabled [T
Page: 1, tems: 1-1

C Mew ) (. oK 0 cancel )

~ DynDHS Client
DHCP Server

Fig. 5: Local Services -> DHCP Server ->IP/MAC Binding

Here you obtain all the important information concerning the issue of IP addresses from the
DHCP pool.

The gateway assigns an IP address to the client as the DHCP server and not only sends
the IP address of the gateway to the client, but also the IP address of the DNS server.

Use the following menu item to determine which IP address the gateway sends to the client
as the DNS server address:

(1) Go to Local Services -> DNS -> Global Settings -> Advanced Settings.
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Save configuration Global Settings Static Hosts  Domain Forwarding  Cache | Statistics
Assistants -
System Management -
Physical Interfaces hd Basic Paramsters
LAN T Domain Name I
Wireless LAN =7

DMS Server Configuration @Dwmnic O static
Networking b
" Primary 0.0.00
Routing Protocol: A .
LU LAl L WINS Server I

Multicast - Secondary [0.0.00
WAN =
VPN - Advanced Settings
Fi ] =

L Positive Cache HlEnabled
VolP =

MNegative Cache [“IEnabled

Local Services -

DHS Cache Size 100 Entries

HTTPS

DynDiIS Client Mayxirnum TTL for Positive Cache Entries a6400 Seconds

DHCP Server Masirnurm TTL for Megative Cache Entries 86400 Seconds

Web Filter

CAPI Server Fallback interface to get DNS server Automatic ¥

Scheduling

Surveillance Az DHCP Server ONone @ own IP Address O Global DNS Setting

T IP address to use for DNSMWINS server assignment

As IPCF Server OMNone O ownIP Address @ Global DNS Setting

UPRP
HotSpot Gateway
oK Cancel

Maintenance -

Fig. 6: Local Services -> DNS -> Global Settings -> Advanced Settings

Relevant fields in the Advanced Settings menu

Selection Meaning

IP Address to use for Select the most suitable method for your network environment
DNS/WINS Server As-  from the following options:
signment: . )
* None: The gateway issues no DNS server |P addresses with
As DHCP Server this setting.
* Own IP address: The gateway assigns its own IP address
as DNS.

* Global DNS Setting: The gateway assigns the IP ad-
dresses as DNS, which you have configured or assigned dy-
namically in the Local Services -> DNS -> Global Settings
menu.

You can normally keep the Own IP Address setting for As DHCP Server.

1.2.2 Configuration as DHCP Client

The gateway has the possibility of obtaining its own IP address dynamically from a DHCP
server at an Ethernet interface.

Go to the following menu to configure your Ethernet interface to DHCP client mode:
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(1) Goto LAN -> IP Configuration -> Interfaces -> <en1-4> ->@|.

Sawve configuration Interfaces
Assistants
System Management

Physical Interfaces Basic Parameters

r BB

LAN Address Mode O static @ DHCP
IP Configuration
P Aol MNetmask
vLAH 1P Address / Metmask = ==
Wireless LAN =
Networking - Interface Mode @Untauge(l OTngge(I {VLAN)
Routting Protocols .l MAC Address 00:a0-f9:23:93 4 [“luse built-in
Multicast -
WAN - Advanced Settings
VPN =
DHCF MAC Address [Fuse buik-in
Firewall -
VoIP - DHCF Hastname
Local Services - DHCP Broadeast Flag Enabled
Maintenance ™ Provy ARP Clenabled
Edernal Reporing T TCP-MSS Clamping Cenabled
Monitoring -
oK Cancel

Fig. 7: LAN -> IP Configuration -> Interfaces -><en1-4> ->@|

Relevant fields in the Interfaces menu

Address mode Select DHCP to obtain an IP address as client via the interface.

Additional configuration parameters can be found under Advanced Settings.

Relevant fields in the menu Advanced Settings

Field 7 Meaning

DHCP MAC Address If you expect an IP address from a certain DHCP server, you
can enter its MAC address here.

Proceed as follows to configure the gateway as a DHCP client:
(1) Set Address Mode to DHCP.
(2) Confirm with OK.

Now you should receive all the important configuration parameters like IP address, gate-
way and DNS from your DHCP server.

1.2.3 Configuring a DHCP relay server

If the gateway for the local network does not distribute any IP addresses to the clients by
DHCBP, it can still forward the DHCP requests on behalf of the local network to a remote
DHCP server.



The DHCP server then assigns the gateway an IP address from its pool, which in turn
sends this to the client in the local network. The settings for a DHCP relay server can be
modified in the following submenu:

(1) Go to Local Services -> DHCP Server -> DHCP Relay Settings.

DHCP Pool IP/MAC Binding DHCP Relay Settings

Basic Parameters

Primary DHCP Server 19216812
Secondary DHCP Server 0.0.0.0

( oK ) ( Cancel )

Fig. 8: Local Services -> DHCP Server -> DHCP Relay Settings

Relevant fields in the DHCP Relay Settings menu
Field Meaning

Primary DHCP Server  Enter the IP address of the first server.

Secondary DHCP Serv- Enter the IP address of the second server, if one exists.
er

Proceed as follows to configure the gateway as a DHCP relay agent:
(1) Enter the server IP address, e.g. 192.168.1. 2, for the Primary DHCP Server.
(2) Confirm with OK.
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1.3 Overview of configuration steps

DHCP Server

Interface Local Services -> DHCP Server -> e.g. en1-0
DHCP Pool -> New
IP Address Range Local Services -> DHCP Server -> e.g. 192.168.0.2 and
DHCP Pool -> New 192.168.0.10
Pool Usage Local Services -> DHCP Server -> Local
DHCP Pool -> New
Gateway Local Services -> DHCP Server -> Use Router as
DHCP Pool -> New -> Advanced Gateway
Settings
Lease Time Local Services -> DHCP Server -> e.g. 120
DHCP Pool -> New -> Advanced
Settings
IP Address to use for Local Services -> DNS -> Global e.g. Own IP address

DNS/WINS Server As-  Settings -> Advanced Settings
signment: As DHCP

Server

DHCP Client

Field Menu Value
Address mode LAN -> IP Configuration -> Inter- DHCP

faces -> <en1-4> ->
DHCP MAC Address LAN -> IP Configuration -> Inter- MAC address for a spe-
(optional) faces -> <en1-4> -> -> Advanced cific DHCP server
Configurations

DHCP Relay Server 7 7
Field Menu Value

Primary DHCP Server  Local Services -> DHCP Server -> e.g. 192.168.1.2
DHCP Relay Settings

Secondary DHCP Serv- Local Services -> DHCP Server ->  if one exists
er (optional) DHCP Relay Settings



Chapter 2 Services - DynDNS

2.1 Introduction

The following chapters describe the configuration of DynDNS.

You create an entry for the DynDNS provider no-1P and configure your DynDNS name
bintec.no-ip.com. You then create NAT enables in order to administrate the gateway
over the Internet using http.

Configuration in this scenario is carried out using the GUI (Graphical User Interface).

@

bintec RS232bw
) (e
) EEED

Internet

PC
192.168.0.3/24

Fig. 9: Example scenario DynDNS

Requirements

The following are required for the configuration:

» Basic configuration of the gateway
* Boot image from version 7.10.1

» Configuration requires a working Internet access

Successful registration with the DynDNS provider www.no-ip.com
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2.2 Configuration

Only the following menu is used for configuring DynDNS:
(1) Go to Local Services -> DynDNS Client.

2.2.1 New Provider

If you would like to use a DynDNS provider not yet included in the list under the menu op-
tion Local Services -> DynDNS Client -> DynDNS Provider, you must add this via the
following menu:

(1) Go to Local Services -> DynDNS Client -> DynDNS Provider -> New.

DynDNS Update || DynDNS Provider

Basic Parameters

Provider Mame Im—\F’i
Server [aynupdate noip.com
Update Path [ricpdate
Fort lﬂﬂi
Protocol

Update Interval 300 Seconds

C OK [ cancel )

| I I I I |
Tz
ELS
2 =
=
w:.n
=]
2
=

Fig. 10: Local Services -> DynDNS Client -> DynDNS Provider -> New

Relevant fields in the DynDNS Provider menu

Field Meaning

Provider Name Give the provider a name.

Server Enter the IP address or domain names of the update server.
Update Path The path to the registration script.

Port Enter the port via which the client receives the update.
Protocol The protocol used by the DynDNS provider.

Proceed as follows:

(1) Enter a Provider Name, e.g. no-IP.
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2) Enter dynupdate.no-ip.com for Server.

—

3) Enter /nic/update under Update Path.

—

4) Leave the Port set to 80.

—

5) Select DynDNS for Protocol.
6) Confirm with OK.

—

2.2.2 Configuring DynDNS

Create an entry in the gateway for your registered DynDNS name. For this, go to the fol-
lowing menu:

(1) Go to Local Services -> DynDNS Client -> DynDNS Update -> New.

*_Save configuration || DynDNS Update | DynDNS Provider
_ Host Mame Ibintec.no-ip.com
WmessLAN emet 8
RoumgProeols feme@emeice
s powser
L R e—— ¥lEnabled
e - Advanced Setings
4 0K O (_ cancel )

DHS

HTTPS
~ DynDHS Client
% DHCP Server

Fig. 11: Local Services -> DynDNS Client -> DynDNS Update -> New

Relevant fields in the DynDNS Update menu

Field Meaning

Hostname Enter the complete host name you have registered.
Interface Select the internet interface.

User Name Enter your user name.

Password Enter your password.

Provider Select your DynDNS provider.

Enable update Activate or deactivate the entry.

Proceed as follows:

(1) Enter Host Name, e.g. bintec.no-ip.com.
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2) Select Interface, e.g. Internet.

3) Enter User Name, e.g. name@email. de.

(
(
(4) Under Password enter secret for example.
(5) The Provider is no-1P.

(

6) Activate Enable Update.
(7) Confirm with OK.

2.2.3 NAT entries for administration with the GUI

You should be able to administrate your gateway using HTTP over the Internet. Go to the
following menu to configure the corresponding NAT enable:

(1) Go to Networking -> NAT -> NAT Configuration -> New.

Save configuration NAT Interfaces NAT Configuration
Assistamts =
System Management b
Physical iterfaces -3 Basic Parameters
LAN . Description
Wireless LAN ~7

Interface WAN_INTERNET

Networking -

Boutes Type of traffic incoming (Destination NAT)

uatT Specity original traffic

Load Balancing Service hitp 3

oS

Access Rules Source IP AddressiMetmask Ay v
Gouting Brotocals T Original Destination P AddressiMNetmask | Any b
Miliczsl d Replacsment Values
WAN -

Mew Destination IP Address/Metmask Host ¥ |0.0.00
VPN b
e oo
— - Mew Destination Part Original
VolP A
oK Cancel

Local Services

Fig. 12: Networking -> NAT -> NAT Configuration -> New

Relevant fields in the Portforwarding menu

Interface This is the connection that the NAT enable should receive.
Service This is the service you reach from outside the gateway.

Source IP Address/Net-  Enter the external IP address of the gateway here.
mask

New Destination Port The IP address to which you wish to be forwarded when you
reach the gateway.

Proceed as follows to configure the NAT enable:

(1) Setthe Interface to wAN INTERNET for example.
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(2) Configure the Service to http.
(8) Under Source IP Address/Netmask select Any.

(4) Leave other settings unchanged and confirm your entries with OK.

2.3 Result

You have entered the DynDNS provider no-IP and your registered a DynDNS name in the
gateway. The bintec gateway can now also be administrated over the Internet.

2.4 Checking the connection

Go to the following menu to check that the current IP address is successfully registered
with the DynDNS provider:

(1) Goto Local Services -> DynDNS Client.
The Status field of this menu must be set to up-to-date.

If you wish to administrate the bintec gateway over the Internet, enter the following in the
Browser on a remote computer:

e.g. bintec.no-ip.com

You should then receive the login of the GUI for the bintec gateway.

2.5 Overview of configuration steps

Creating new providers

Field Menu Value
Provider Name Local Services -> DynDNS Client -> e.g. no-IP
DynDNS Providers -> New
Server Local Services -> DynDNS Client -> dynup-
DynDNS Providers -> New date.no-ip.com
Update Path Local Services -> DynDNS Client -> /nic/update

DynDNS Providers -> New

Port Local Services -> DynDNS Client -> 80
DynDNS Providers -> New

Protocol Local Services -> DynDNS Client -> DynDNS
DynDNS Providers -> New

Configuring DynDNS
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Hostname Local Services -> DynDNS Client -> e.g.
DynDNS Update -> New bintec.no-ip.com

Interface Local Services -> DynDNS Client -> e.g. Internet
DynDNS Update -> New

User Name Local Services -> DynDNS Client -> e.g. name@email.de
DynDNS Update -> New

Password Local Services -> DynDNS Client -> e.g. secret

DynDNS Update -> New

Provider Local Services -> DynDNS Client -> no-1P
DynDNS Update -> New

Enable update Local Services -> DynDNS Client -> Aktiviert
DynDNS Update -> New

NAT entries

Field [Menu [Value

Interface Networking -> NAT -> NAT Config- e.g. WAN INTERNET
uration -> New

Service Networking -> NAT -> NAT Config- http

uration -> New

Source IP Address/Net- Networking -> NAT -> NAT Config- Any
mask uration -> New



Chapter 3 Services - Time-controlled Tasks

3.1 Introduction

The following chapters describe the configuration of time-controlled tasks.

* You want to reboot your gateway automatically overnight.
e The WLAN interface is to be suspended at the weekend.

* In addition, the configuration is to be backed up automatically once a month on a TFTP
server.

Configuration in this scenario is carried out using the GUI (Graphical User Interface).

Internet

192.168.0.3/24

Fig. 13: Sample scenario time-controlled tasks

Requirements

The following are required for the configuration:

* Basic configuration of the gateway.

¢ Boot image from version 7.8.2
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bintec elmeg GmbH 3 Services - Time-controlled Tasks

3.2 Configuration

Only the following menu is used for configuring time-controlled tasks:

(1) Goto Local Services -> Scheduling -> Time Schedule.

3.2.1 Daily reboot

Go to the following menu to configure the gateway so that the router executes a certain ac-
tion at a certain time:

(1) Goto Local Services -> Scheduling -> Time Schedule-> New.

Save configuration Time Schedule Options

System Management -
Physical Interfaces -
LAN d Basic Parameters
Mialessian e Description IRBhDDl
Routing = "
Action
WAN - -
Select action Fiehoot device v
VPN -
Select time interval
Firewall -
Vol Condition Type Condition Seftings
-
= O vyeskday
Local Services - ® Peri
Ohs Time Condition Perinds Dl >
ODanyMDmh auly
DynDNS Chient
DHCP Server
Web Filter
Start Time Hour|00 MinlneIDD
CAPI Server
Scheduling
Surveillance oK Cancel

ISDH Theft Protection
Funkwerk Discovery
UPnP

Fig. 14: Local Services -> Scheduling-> Time Schedule-> New

Relevant fields in the Time Schedule menu

Field Meaning

Description Give the entry a name.

Select action Select the action you want the gateway to execute.
Condition Type Select the frequency with which the action is to be executed.
Condition Settings Select the day on which the action is to be executed.

Start Time Specify the time at which the action is to be executed.

Proceed as follows:

(1) Under Description enter Reboot.



(2) Under Select Action select Reboot Device.
(3) Select the Condition Type Periods.

(4) Inthe Condition Settings field select Daily.

(5) Enter the time under Start Time: Hour 00 Minute 00.
(6) Confirm with OK.

Tims sehesui | [NRRRREN

Scheduling Options

Sehedule Interval | |5 sec
C oK 0 cancel )

| DynDNS Client
DHCP Server

CAPI Server
~ Scheduling

Surveillance

Fig. 15: Local Services -> Scheduling-> Options

3.2.2 Suspending the WLAN interface

Generate another entry to disable the WLAN interface on Saturday and Sunday.

Go to the following menu for this:

(1) Go to Local Services -> Scheduling -> Time Schedule-> New.
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Save configuration Time Schedule Options
System Management -
Physical Interfaces -
LAN hd Basic Parameters
Mglesz LN — Description Wireless LAMN
Routing -
Action
WAN - -
Select action Deactivate WLAN -
VPN -
Firewall - Selact intarface Funkwerk-achrss1-0) ¥
VolP - Select time interval
Local Senvices - Condition Type Condition Settings
DHS O Weekday
DynDHIS Client Tirme Condition @ Perinds
DHCP Server © Day of Manth Saturdey - Sunday ¥
Web Filter
CAPI Server
Echeduling Start Time Hour|00 MinlrteIDD
Surveillance
ISDH Theft Protection Stop Time Hour|23 MimneIEQ
Funkwerk Discovery

UPnP oK Cancel
Fig. 16: Local Services -> Scheduling-> Time Schedule-> New

Relevant fields in the Time Schedule menu

Field Meaning

Description Give the entry a name.

Select action Select the action you want the gateway to execute.

Select interface Select the interface you wish to enable or suspend.
Condition Type Select the frequency with which the action is to be executed.
Condition Settings Select the day on which the action is to be executed.

Start Time Specify the time at which the action is to be executed.

Stop Time Specify the time at which the action is to be terminated.

Proceed as follows:

1) Under Description enter wireless LAN.

2) Under Select Action select beactivate WLAN.
3

~

Under Select Interface choose Funkwerk-ec (vss1-0) for example.

(

(

(

(4) Select the Condition Type Periods.

(5) Inthe Condition Settings field, select Saturday Sunday.

(6) Enter the time under Start Time: Hour 00 Minute 00.

(7) Enter the time under Stop Time as follows: Hour 23 Minute 59.
(

8) Confirm with OK.
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3.2.3 Monthly configuration backup
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You want to backup your configuration on the first day of every month on a TFTP server.

Go to the following menu for this:

(1) Go to Local Services -> Scheduling -> Time Schedule-> New.

Save configur ation
System Management -
Physical Interfaces -

LAN ht Basic Parameters
Wireless LAN = Descriptian
Routing kA

Action
WAN ol

Select action
VPH ol
Firewall - TFTP Server
VolP T TFTF File Mame

Local Services il
DHS

Select time interval

DynDNS Chient

DHCP Server

Web Filter Time Condition
CAPI Server

Scheduling

Surveillance

ISDH Theft Protection Start Time

Funkwerk Discovery

\Ee Stop Time

Maintenance -

External Reporting -

Time Schedule Options

IConflguratlon

Trigger configuration backup v

|1 92.168.0.2
IrZSEbW.Cfg

Condition Type Condition Seftings

Owigekday
O Periads
@® Day of Manth

Hour|00 MinlneIDD
Hour|00 MinlrteIDE

OK Cancel

Fig. 17: Local Services -> Scheduling-> Time Schedule-> New

Relevant fields in the Time Schedule menu

Field Meaning

Description Give the entry a name.

Select action Select the action you want the gateway to execute.

TFTP Server Enter the IP address of the TFTP server.

TFTP File Name Enter the name of the configuration on the server.

Condition Type Select the frequency with which the action is to be executed.
Condition Settings Select the day on which the action is to be executed.

Start Time Specify the time at which the action is to be executed.

Stop Time Specify the time at which the action is to be terminated.

Proceed as follows:

(1) Under Description enter Configuration.



(2) Under Select Action select Trigger Configuration Backup.
(3) Enter the IP address in the TFTP Server field, e.g. 192.168.0.2.
(4) Enter a name under TFTP File Name, e.g. r232bw. cfg.

(5) Select the Condition Type Day of Month.

(6) Inthe Condition Settings field select 1.

(7) Enter the time under Start Time: Hour 00 Minute 00.

(8) Enter the time under Stop Time: Hour 00 Minute 05.

(9) Confirm with OK.

@ Note

A monthly configuration backup requires an appropriately configured TFTP server.

Checking the TFTP server

The TFTP server is used to transfer files between gateway and computer, e.g. for configur-
ation management. Make sure that the TFTP server is operating properly by opening DIME
Tools (included in the BRICKware, which you can install from the bintec Companion CD).
Start the TFTP server by pressing the key combination CTRL + T in DIME Tools.

Fortie, press L

Fig. 18: DIME Tools - TFTP Server

To assign the TFTP server a directory, e.g. for saving files, you can enter your chosen path
under Configuration -> TFTP Server.
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3 Services - Time-controlled Tasks

3.3 Overview of configuration steps

Daily reboot

bintec elmeg GmbH

Description

Select action

Condition Type

Condition Settings

Start Time

Schedule Interval

Local Services -> Scheduling ->
Time Schedule -> New

Local Services -> Scheduling ->
Time Schedule -> New

Local Services -> Scheduling ->
Time Schedule -> New

Local Services -> Scheduling ->
Time Schedule -> New

Local Services -> Scheduling->
Time Schedule-> New

e.g. Reboot

Reboot device

Periods

Daily

Hour 00 Minute 00

Local Services -> Scheduling-> Op- 5 sec

tions

Suspending the WLAN interface

Field

Description

Select action

Select interface

Condition Type

Condition Settings

Start Time

Stop Time

Menu

Local Services -> Scheduling ->
Time Schedule -> New

Local Services -> Scheduling->
Time Schedule -> New

Local Services -> Scheduling->
Time Schedule -> New

Local Services -> Scheduling->
Time Schedule -> New

Local Services -> Scheduling->
Time Schedule -> New

Local Services -> Scheduling->
Time Schedule -> New

Local Services -> Scheduling->
Time Schedule -> New

Value

e.g. Wireless LAN

Deactivate WLAN

Funkwerk-ec

(vss1-0)

Periods

Saturday Sunday

Hour 00 Minute 00

Hour 23 Minute 59

Monthly configuration backup

Description Local Services -> Scheduling-> e.g. Configuration



bintec elmeg GmbH

3 Services - Time-controlled Tasks

Select action

TFTP Server

TFTP File Name

Condition Type

Condition Settings

Start Time

Stop Time

Time Schedule -> New

Local Services -> Scheduling->
Time Schedule -> New

Local Services -> Scheduling->
Time Schedule -> New

Local Services -> Scheduling->
Time Schedule -> New

Local Services -> Scheduling->
Time Schedule -> New

Local Services -> Scheduling->
Time Schedule -> New

Local Services -> Scheduling->
Time Schedule -> New

Local Services -> Scheduling->
Time Schedule -> New

Trigger configura-

tion backup

eg. 192.168.0.2

e.g. r232bw.cfg

Day of Month

eg. 1

Hour 00 Minute 00

Hour 00 Minute 05



Chapter 4 Services - Prioritisation of a VPN
IPSec connection ahead of other Internet traffic

4.1 Introduction

A bintec R3002 gateway is located in the head office of a company. This gateway is con-
nected to the Internet via an Internet access with a fixed WAN IP address. The Internet ac-
cess is used for the VPN IPSec connection of a company branch as well as other Internet
services. If the entire bandwidth of the Internet connection is used, then the company
branch should have a higher priority than the rest of the traffic and therefore continue to be
usable.

In this workshop a bintec R3002 (head office gateway) and a bintec RS120 (branch gate-
way) shall be shown as examples for setting up the Internet connection and configuring the
VPN IPSec connection. Then the prioritisation of the VPN IPSec connection is set for the
company head office gateway.

The GUI (Graphical User Interface) is used for configuration.

RS120
ADSL modem 192.168.1.1/24

R3002
192.168.0.1/24 WAN IP: 212.212.2121

LAN Head office

Fig. 19: Example scenario

Requirements

* A bintec R3002 gateway (head office)
A bintec RS120 gateway (branch)

* A boot image of version 7.9.5 or later

* Both gateways require an independent connection to the Internet
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¢ Head office Internet access with static WAN IP address

¢ Dime Managersoftware

4.2 Configuration

4.2.1 Configuration of gateway in head office (bintec R3002)

For the initial configuration the bintec R3002 gateway can be reached via the Dime Man-
ager. The LAN IP address of the gateway is changed via the shortcut menu. After you have
changed the IP address, the web interface of the bintec R3002 can be reached.

.» Dime Manager

Discover Mzintenance Services

Seftings  About

Q% & Ul

Discover ; e
device devices Interval (min)1 resuits
Devices Files

@ [ All Devices _ - . B IP-Configuration A
vice Name C Address Action Address Mode Static IP address
3002 1 n .40.E9.91.EE.EE 7.9 Row B Rat Gateway 0.0.00
1P Settings 1P Address 192.168.0.1
Subnet Mask 255.255.255.0
. E Misc
I P s ett in gs Device Mame r3002
File boss.bin V.7.9Rev. 5 (Beta 3)
Flle RMY-ADSLLMY  6.2.12
Device Name: 13002 File RMY-ADSLp.rny  B.2.7
- — sesenses File text_ger.ez V.7.9Rev. 5 (Beta 3)
P Flle webpages.ez  V.7.9Rev.5(Betad)
Firmware V¥.7.9Rev. 5 (Beta 3) IP"
Show passwords in clear text O MAC Addross 00-ADF9.21 EE EE
IP configuration Praduct R3002
Serial Humber RNZBBAOOI500027
P Address 19216801 B
P Address Mode: Static IP address 4 Anibiguous [P Address |No
Subret Mask: 255,265, 255.0 Discovered 10:44:38 AM
Gatevsa 0000 1P configurstion possib| HTTPS & MULTICAST
Login Success
Password Unsecure Password.
| Save configuration permanently ] Ping Success
State oK 3
[ o J[@ueiv J[ comcel | Address Mode

Fig. 20: Dime Manager

4.2.2 Configuration of Internet access via the GUI Assistant
Configuration of an Internet access has to be done GUI via an Assistant.

The gateway Internet connection can be set up in a few steps via the Assistant. For this, go
to the following menu:

(1) Go to Assistants -> Internet Access-> Internet Connections -> New.

(2) Select the Connector Type e.g. Internal ASDL Modem.




(3) Click on Next to configure a new Internet connection.

Enter the required data for the connection.
Internet Connections

Internet Access ISP Data for Internal
VPN Description IADSL ADSLISHDSL Modem
~ vePPBX

Select your Internet Service Provider (ISP) from the list:
For Internet access you must set up a

Internet

Service [ Germany - T-Horme Ic ] r:‘gv;\ectmn to your Intemet Senvice Provider

Provider (ISF) ) .

Enter the authertication data for your Iternet account: Follow your provider's instructions!
Description:

User Name |0000111lll#OOOl@thnlinE.dE Enter a description for the Intemet connection.

Passward |... You can select one of the predefined ISPs or

define a custom Internet connection. Different
settings are required depending on the choice
Always active E"ahled you make far the ISP or the user-defined
connection protocol

Internet Service Provider:

Select your ISP or define a customized
provider by choosing User - defined via the
required connection protocel PPPoE (PPP
over Ethernet), PPPoA (PPP over ATM),
ETHoA (Ethernet over ATM) ar IPoA (IP over
ATM)

Select the connection mode:

When establishing an Internet connection, you

are normally prompted for authentication by

the ISP. A user name and a password are

normally used for authentication. You can =
) ion . Lt et

ar B

€ oK ) ( Cancel )

Fig. 21: Assistants -> Internet Access -> Internet Connections -> Next

Proceed as follows to configure a new Internet connection:

(1) Under Description enter e.g. ADSL .

(2) For the Internet Service Provider select e.g9. Germany-T-Home .

(3) Under User Name enter the access data you received from your provider.
(4) Enter the Password you received from your provider.

(5) So that the static WAN IP address of the head office VPN gateway can always be
reached by the branch gateway, the option Always active must be set.

(6) Press OK to confirm your entries.

4.2.3 Configuration of the VPN IPSec access of the first
branch via the GUI Assistant

The VPN IPSec setup can also be configured with the Assistant in the same manner as
when setting up the Internet access. For this, go to the following menu:

(1) Go to Assistants -> VPN -> VPN Connections -> New.
(2) For VPN Scenario select the TPSec-LAN-LAN Connection.

(3) Click on Next to set up a new VPN connection.
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Enter the required data for the connection.

 Save configuration )

VPN Connections

Selected scenario

(2]
IPSec LAN-to-LAN Connection

Enter the required data for the IPSec -
LAN-to-LAN connection scenario.
IPSec Scenario

A reminder of the selected scenario.

IPSec Scenario LAN-to-LAN Connection

Connection Details

Description |ﬁ|\E|E1

As you can configure several VPN
conngections, you must define a description to
be able to identify the VPN connection easily
Iﬁlialel Description:

Enter a name for the connection

Local IPSet ID |212‘212.212.1

Remote IPSec 1D

Preshared Key I........

Define this connection as defaultroute. [ gpabled

The IPSec partners have to mutually identify
and authenticate in order to establish an
IPSec connection.

The identity of the IPSec partner is proven by
a unique 1D (similar to user name). To
establish an IPSec connection each IPSec
gateway must be able to identify the ID of the
other gateway. Therefore both 1Ds' must be
configured on both IPSec gateways. The ID
can be any name. In practice it is usually a

Local IP Address

Erter IP seftings:

IPSec Peer Address Il

IP Address of Remote MNetwork |192‘168.l.0 name which clearly explains the connecting
location.
Subnet Mask |255‘255.255.0 Local IPSec ID:

Enter the ID of your own IPSec gateway

al B

[

( 0K ) ( Cancel )

Fig. 22: Assistants -> VPN -> VPN Connections -> Next

Proceed as follows to configure a new VPN connection:

(1)
)

@)

(4)
(%)

(6)

(7)

(8)

Under Description enter e.g. subsidiaryl .

Under Local IPSec ID enter the static WAN IP address of the head office gateway,
eg.212.212.212.1.

Under Remote IPSec ID enter the local IPSec ID of the branch gateway, e.g. £i-
lialel.

For the authentification enter Preshared Key , e.g. supersecretgeheimkey.

Under Local IP Address enter the IP address of the bintec R3002, e.g.
192.168.0.1.

The VPN tunnel is always set up from the branch to the head office. As a result no
IPSec Peer Address is set on the bintec R3002.

Under IP Address of Remote Network enter the network address of the branch, e.g.
192.168.1.0andthe Netmask 255.255.255. 0.

Press OK to confirm your entries.

After confirming the entry the VPN connection can be seen in the list.



_Save configuration |

'Vmw l——ﬂzo" - — 1 VPN Connections

VolP PEX Type  Description Mode ' Status Action | | This configuration section guides you through
IPSec filialet  LAN-to-LAN o all of the settings required to set up LAN-LAN
Connection or single client connections as a Virtual

Page: 1, tems: 1-1 1 Private Netwark (VPN)

N : Note: The TCP/IP settings of the PCs must be
changed in both networks (standard gateway,
DMS server, any static routes that are required
etc.), so that the PCs (Semwver, Printer etc.) in
your local network can be addressed from the
remote network

The list displays all configured VPN
connections indicating the Type of the
connection (IPSec or PPTP), a Description,
the Mede (Single Client Dialin or LAN-to-LAN)
and the current status.

You can change the status by clicking L% or
¥

To add a VPN connection, press New and
follow the instructions. After completing a
connection configuration, you are returned to
the list so that you can start setting up further
connections

To edit an existing entry, click [ for the
respective list item

With [l you can delste entries
apac L) |

O new

Fig. 23: Assistant-> VPN -> VPN Connections

To connect additional locations or VPN remote terminals, the Assistant can be run again.

4.2.4 Configuration of gateway in head office (bintec RS120)

The IP configuration of the branch gateway (bintec RS120) can be carried out again with
the Dime Manager . The bintec RS120 is located in the network with the aid of the Dime
Manager . Then the LAN IP address can be set via the shortcut menu. After you have
changed the IP address, the web interface GUI of the bintec RS120 can be reached.
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Dime Manager

Discover Maintenance Services

S

Discover  Add Show "
device  devices Interval (min) 1 results
Devices Files

# [ZF Al Devices

| MAC Address

@ |RS120 w120 14 0

IP-Settings

o

Device Mame:

IP Settings

rs120

Curnient Password sosasses

New Password:

Show passwords in clear text: O

IF configuration

IP Address 19216811
IP Address Mode: Static |P address ~
Subnet Mask: 255.295.2595.0
Gateway: 0000
|l Save configuration permanently (il
[ ok J[@veily ][ Cencel |

| Product | Devwice Mame | IP Address

B IP-Configuration )
Address Mode Static IP address
Gateway 0.0.0.0
IP Address 192.168.0.254
Subnet Mask 255.255.255.0

= Misc
Cievice Mame rs120

File boss.bin ¥.7.9 Rev. 5 (Beta 3)
File sshd_host_rsa_k 0.0

File sshd_host_rsa_k 0.0 A
File text_ger ez ¥.7.9Rev. 5 (Beta 3) i

File webpages.ez ¥.7.9Rev. 5 (Beta 3)

Firmware ¥.7.9 Rev. 5§ (Beta 3)
Mac Address 00-AD-F9-23-90-3C
Product R5120
Serial Mumber SR1AAADDI400007

| B States
Ambiguous IP Addres| No
Discorvered 10:26:10 AM
IP canfiguration poss| HTTPS & MULTICAST |
Login Success
Password Unsecure Password.
Ding Success

Address Mode

Fig. 24: Dime Manager

4.2.5 Configuration of Internet access via the GUI Assistant

The GUI Assistant makes it easy to configure the Internet access for the bintec RS120 as
well. For the bintec RS120 the Internet access is done via an ADSL modem. For this, go to

the following menu:

(1) Go to Assistants -> Internet Access-> Internet Connections -> New.

(2) Under Connector Type select e.g. External xDSL Modem .

(3) Click on Next to configure a new Internet connection.

Enter the required data for the connection.
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VolP PEX

Internet Connections

Description IADSL

Select the physical Ethernet port the external modem is connected tor

Physical Ethemet Port ETHS‘ o)

(=]
ISP Data for External xDSL
Modem

For Internet access you must set up a
connection to your Internet Service Provider

(ISP).
Select your Internet Service Provider (ISP} from the fist Follow your provider's instructions!
Internet Service Provider [Germany - T-Home Description

Enter a description for the Internet connection
Enter the authertication cata for your Internet account:

Ussr Name [111111111222222#0001@t-online.de | Please check that the xDSL modem is
correctly connected to one of the available

Ethernet interfaces!

Physical Ethernet Port

Select the port to which the xDSL modem is

connected

Password |....

Select the connection mode;
Always active Enahled

You can select one of the predefined ISPs or
define a custom Internet connection. Different
settings are required depending on the choice
you make for the ISP,

Internet Service Provider.

Select your ISP or define a customized
provider by choosing User -defined

Some ISPs require a VLAN ID
V/IAN:

ai 2]

Al

( OK ) € Cancel )

Fig. 25: Assistants -> Internet Access -> Internet Connections -> Next

Proceed as follows to configure a new Internet connection:

(1) Under Description enter e.g. ADSL .

(2) Under Physical Ethernet Port select ETH5 .

(3) For the Internet Service Provider select e.g. Germany-T-Home .

(4) Under User Name enter the access data you received from your provider.
(5) Enter the Password you received from your provider.

(6) Inthe Always active field, specify whether or not the Internet connection should al-
ways be on. Only activate this option if you have Internet access with a flatrate.

(7) Press OK to confirm your entries.

4.2.6 Configuration of the VPN IPSec tunnel on the branch
gateway

The GUI Assistant makes the VPN configuration on the branch gateway easier as well. For
this, go to the following menu:

(1) Go to Assistants -> VPN -> VPN Connections -> New.

(2) For VPN Scenario select the 7PSec-LAN-LAN Connection.

(3) Click on Next to set up a new VPN connection.

Enter the required data for the connection.

Workshops (Excerpt)



VPN Connections

Internet Access 5

RO IPSec LAN-to-LAN Connection
VolP PBX IPSec Scenario LAN-to-LAN Connection Enter the required data for the IPSec -

Connection Details LAN-to-LAN connection scenario

IPSec Scenario
Description |Zentrale A reminder of the selected scenario
li As you can configure several VPN
Local IPSec ID [fiiale1 . ¢

connections, you must define a description to
be able to identify the VPN connection easily
Remote IPSet ID [212.212.212.1 Description

Enter a name for the connection

Preshared Key I..'. The IPSec partners have to mutually identify
and authenticate in order to establish an
Local IP Address 182.168.1.1 ¢ IPSec connection
The identity of the IPSec partner is proven by
Define this connection as default route. ] Epabled a unique ID (similar to user name). To
Enter P settings: establish an IPSec connection each IPSec
I gateway must be able to identify the ID of the
212.212.212.1 other gateway. Therefore both 1Ds’ must be
IPSec Peer Add
SEFESTACHESS configured on both IPSec gateways. The ID
can be any name. In practice it is usually a
IP Address of Remote Network |192.168.0.0| name which clearly explains the connecting
location.
Suhbnet Mask |255.255.255‘O Local IPSec ID:

Enter the ID of your own IPSec gateway

al 2]

al

( OK ) Cancel )

Fig. 26: Assistants -> VPN -> VPN Connections -> Next

Proceed as follows to configure a new VPN connection:

(1)
)

@)

(4)
(%)

(6)

7)

(8)

Under Description enter e.g. Head Office.

The Local IPSec ID enter the ID of you branch gateway appropriately to the Remote
IPSec ID of the head office gateway, e.g. branchl.

Under Remote IPSec ID enter the local IPSec ID of the remote gateway, e.g.
212.212.212.1.

For the authentification enter Preshared Key , e.g. supersecretgeheimkey.

Under Local IP Address enter the IP address of the bintec RS120 , e.g.
192.168.1.1.

For the IPSec Peer Address the WAN IP address of the bintec R3002 must be
provided, e.qg. 212.212.212.1.

Under IP Address of Remote Network enter the network address of the branch, e.g.
192.168.1.0andthe Netmask 255.255.255. 0.

Press OK to confirm your entries.

Due to the dynamic IP address of the bintec RS120 the VPN IPSec tunnel can only be set
up in one direction (i.e. branch -> head office). The tunnel must always be active so that the
connection of both locations can be used. For this, go to the following menu:

M

Go to VPN -> IPSec -> IPSec Peers ->@| -> Advanced Settings.
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_l Phase-1 Profiles | Phase-2 Profiles | XAUTH Profiles |

||gm|

Peer Parameters

Administrative Status ®up O pown
Description |Zentra|e

Peer Address [z12.212.212.1
- [IPv4 Address

[212.212.2121

Preshared Key I........
Interface Routes
IP Address Assignment Static |C
Default Route [ Enabled
Local IP Address [192.168.1.1
Remote IP Address Netmask
P [192168.0.0 |255.255.255.0
Add

Advanced Settings

Advanced IPSec Options

Phase-1 Profile

Phase-2 Profile

[wz_ike_1 &l
B

I”‘ Multi-Proposal

HAUTH Profile

Select one ¢

Number of Admitted Connections @ one user ' Multiple Users

Start Mode ' on Demand @ Aiways up

Advanced IP Optiors

Back Route Verify CEnabled

Proxy ARP ©mactive JUp or Dormant O up only

( QK ) ( Cancel )

Fig. 27: VPN -> IPSec -> IPSec Peers ->@ -> Advanced Settings

Proceed as follows to configure the VPN IPSec tunnel:
(1) Set Start Mode to Always active.

(2) Leave all other settings unchanged and confirm your entries with OK.

4.3 Testing the VPN connection

At the current configuration stage, the Internet access is set up on both gateways and the
VPN tunnel to the location coupling can already be used. The VPN tunnel can be tested
with the ping test between both gateways.
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4.4 Prioritisation of the VPN tunnel on the branch
gateway ahead of other Internet traffic

The bintec R3002 Internet access (head office) is also used for other Internet services
alongside the VPN tunnel. The site networking should have a higher priority than other In-
ternet traffic. As a result the required protocols for the VPN connection (IKE, ESP, NAT
Traversal) are prioritised. QoS (Quality of Service) is configured here.

4.4.1 Creation of QoS filters

At the start of the QoS configuration, filters are defined that will identify traffic that needs to
be prioritised. QoS filters must be created for the prioritisation of VPN IPSec connections.
For this, go to the following menu:

(1) Go to Routing -> QoS -> QoS Filter -> New.

Qos Filter | QoS Classification QoS Interfaces/Policies

Basic Parameters

Description I\KE

Pratocol udp <

D 1P Addr [o.c00 [o.0.00

D ) PortRangs Specify port z [500 to]-1
Source IP Address/MNetmask |0.0‘O‘O IO‘0.0‘O
Source PortRange Specify port < |500 tul—l
DSCPITOS filter (Layer 3) Ignore <

COS filter (802.1p/Layer 2) IO—

( OK ) ( Cancel )

Fig. 28: Routing -> QoS -> QoS Filter ->New

Proceed as follows in order to configure QoS filters:
(1) For Description enter the description of the filter, e.g. IKE.
(2) Select the Protocol udp.

(3) For Destination Port/Range select Specify port and enter the destination port
number, e.g. 500.

(4) Under Source Port/Range select Specify port and enter the source port number,
e.g. 500.

(5) Leave you DSCP/TOS filter (Leyer 3) to Tgnore.

(6) Press OK to confirm your entries.
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Following that, create additional QoS filters for the ESP and NAT Traversal protocols by us-
ing the following tables.

Description Protocol Destination port/ Source port/range
range

IKE udp 500 500

ESP esp - -

NAT-T_1 udp 4500 -

NAT-T_2 udp - 4500

The complete configuration looks like this:

 Save configuration QoS Filter | QoS Classification | QoS Interfaces/Policies

QoS Filter

Index Description Source Destination TOSDSCP
1 IKE 0.0.0.0:500 0.0.0.0:500 0 2
2 ESP 0000 0000 1] i -
3 NAT-T_1 0000 0.0.0.0:4500 1]
4 NAT-T_2 0.0.0.0:4500 0000 1]
T — O New )
| B —

Fig. 29: Routing -> QoS -> QoS Filter

4.4.2 Assignment of QoS filter to QoS class or high priority
class

In the next configuration step the created filters are assigned to the high priority class. For
this, go to the following menu:

(1) Go to Routing -> QoS -> QoS Classification -> New.
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QoS Filter QoS Classification QoS Interfaces/Policies

Basic Parameters

Class map
Description IVPN*‘F’SEC
Filter IKE IC
Multicast irection Outgoing
q“sk High Priority Class
Interface
Interfaces ADSL ‘:) ]

€ OK ) € Cancel )

Fig. 30: Routing -> QoS -> QoS Classification -> New

Proceed as follows in order to create a new class map:
(1) For Description enter a description for the class map, e.g. VPN-IPSec.

(2) Select Filter from what you have configured in the Routing -> QoS -> QoS Filter
menu, e.g. IKE.

(3) Under Direction select outgoing.

(4) Enable the High Priority Class. The data packets are then allocated to the class with
the highest priority.

(5) Select the Interface via which the prioritised data is to be sent, e.g. ADSL. .
(6) Confirm with OK.
For each QoS Filter the QoS class assignment (High Priority Class) must be done separ-

ately. When assigning the remaining QoS filters (ESP, NAT-T_1 and NAT-T_2) the class
map is set to the newly created VPN-IPSec entry. For this, go to the following menu:

(1) Go to Routing -> QoS -> QoS Classification -> New.

QoS Filter | QoS Classification QoS Interfaces/Policies

Basic Parameters

Filter ESP B
Direction
. LomdBalneing High Priority Class

Multicast
QoS
BRRP

( OK ) ( Cancel )

Fig. 31: Routing -> QoS -> QoS Classification -> New

Proceed as follows to assign additional QoS filter to the class map:
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(1) Select the Class map (e.g. VPN-IPSec) which the QoS filter should be asigned.
(2) Select the next Filter , e.g. ESP.

(3) For Direction select outgoing.

(4) Enable the High Priority Class.

(5) Press OK to confirm your entries.
Assign all generated QoS filters to the new class map VPN-IPSec .

Results:

_Save configuration QoS Filter QoS Classification QoS Interfaces/Policies

QoS Classification

Description Assigned Interface Fiter Assigned Class ID Direction
VPN-IPSec {ﬂDSL
ke HP [outgoing
|EsP WP |outgaing
NAT-T_1 WP |Outgaing
|NATT 2 |HP Outgoing
O New

Fig. 32: Routing -> QoS -> QoS Classification

4.4.3 Enabling QoS on the WAN interface

In the last QoS configuration step, prioritisation is enabled on the WAN interface. For this,
go to the following menu:

(1) Go to Routing -> QoS -> QoS Interfaces/Policies -> New.

 save configuration | QoS Filter | QoS Classification | QoS Interfaces/Policies

Basic Parameters

Interface ADSL ‘C
Friorisation algorithm [ Priority Queus.z.ing |c l
Traffic shaping [ Enabled
Protocol Header Size below Layer 3 l PPP over Ethernet |C ]
[ Description Type Class D Priortty Bandwicth for Traffic Shaping
Queuss/Policies :‘I-.hgr_\ P”,“m":' U ﬂ ﬁﬂ @

( OK ) ( Cancel )

Fig. 33: Routing -> QoS -> QoS Interfaces/Policies -> New

Proceed as follows to enable prioritisation on the WAN interface:
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(1) Select the Interface for which the QoS is to be configured, the example here being
ADSL.

(2) For Prioritisation algorithm select Priority Queueing.

(3) Under the option Protocol Header Size below Layer 3 select PPP over Ethernet

(4) The QoS queues that are used (high priority and default) are automatically created.

(5) Press OK to confirm your entries.

For high priority traffic and non-prioritised traffic, queues are created for each prioritisation.
The status of these queues are displayed in the Monitoring -> QoS menu. As soon as the
bandwidth of the Internet connection for scheduled VPN data and other Internet data be-

comes insufficient, the non-prioritised data is deferred and preference is given to VPN data.

(1) Go to Monitoring -> QoS.

Qos

QoS
Interface QoS Queue Send Dropped Queued
ADSL
High Priority 12344 0 0
unpriorized 12611 11506 18

Internal Log

IPSec

e

Fig. 34: Monitoring -> QoS

This concludes the configuration. In order to save the configuration in a bootable manner,
leave GUI via Save configuration and confirm your selection with OK.

4.5 Overview of Configuration Steps

Configuration of gateway in head office (bintec R3002)
Field Menu Value

IP address Dime Manager -> IP Settings e.g.192.168.0.1
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Configuration of Internet access (head office)

Connector Type Assistant -> Internet Access -> New Internal ADSL Mo-
dem

Description Assistant -> Internet Access -> Next ADSL

Internet Service Pro- Assistant -> Internet Access -> Next e.g. Germany - T-

vider Home

User Name Assistant -> Internet Access -> Next e.g.

0000111111#0001@t-
online.de

Password Assistant -> Internet Access -> Next e.g. supersecretge-
heimkey
Always Active Assistant -> Internet Access -> Next Enabled

Configuration of VPN IPSec access (head office)

Connector Type Assistant -> VPN -> New IPSec - LAN-to-LAN
connection

Description Assistant -> VPN -> Next branchl

Local IPSec ID Assistant -> VPN -> Next eg.212.212.212.1

Remote IPSec ID
Preshared Key

Local IP Address

IP Address of Re-
mote Network

Netmask

Configuration of gateway in branch (bintec RS120)

Field

IP address

Assistant -> VPN -> Next
Assistant -> VPN -> Next

Assistant -> VPN -> Next
Assistant -> VPN -> Next

Assistant -> VPN -> Next

Menu

Dime Manager -> IP Settings

Configuration of Internet access (branch)

Connector Type

Description

Assistant -> Internet Access -> New

Assistant -> Internet Access -> Next

e.g. branchl

€.g. supersecretge—
heimkey

192.168.0.1
192.168.1.0

255,255,255, 0

Value

e.g.192.168.1.1

External xDSL Mo-
dem

ADSL
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Physical Ethernet Assistant -> Internet Access -> Next e.g. ETH5

bintec elmeg GmbH

Port

Internet Service Pro- Assistant -> Internet Access -> Next  e.g. Germany - T-
vider Home

User Name Assistant -> Internet Access -> Next e.g.

Password

Always Active

Assistant -> Internet Access -> Next

Assistant -> Internet Access -> Next

Configuration of VPN IPSec access (branch)

Field

Connector Type

Description

Local IPSec ID
Remote IPSec ID
Preshared Key

Local IP Address
IPSec Peer Address

IP Address of Re-
mote Network

Netmask

Menu

Assistant -> VPN -> New

Assistant -> VPN -> Next
Assistant -> VPN -> Next
Assistant -> VPN -> Next
Assistant -> VPN -> Next

Assistant -> VPN -> Next
Assistant -> VPN -> Next
Assistant -> VPN -> Next

Assistant -> VPN -> Next

Prioritisation of VPN tunnel

Field

Start mode

Menu

VPN -> IPSec -> IPSec Peers -> ->

Advanced Settings

Creation of QoS filters

Description
Protocol

Destination port/
range

Routing -> QoS -> QoS Filter -> New
Routing -> QoS -> QoS Filter -> New
Routing -> QoS -> QoS Filter -> New

111111111222222#00
0l@t-online.de

€.J. supersecretge-
heimkey

Enabled

Value

IPSec - LAN-to-LAN

connection

Head Office

€.9. branchl
eg.212.212.212.1

€.0. supersecretge-
heimkey

192.168.1.1
212.212.212.1
192.168.0.0

255,255,255, 0

Value

Always Active

IKE
udp
500
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Source Port/Range
DSCP/TOS
Description
Protocol
Description
Protocol

Destination port/
range

Description
Protocol

Source Port/Range

Routing -> QoS -> QoS Filter -> New
Routing -> QoS -> QoS Filter -> New
Routing -> QoS -> QoS Filter -> New
Routing -> QoS -> QoS Filter -> New
Routing -> QoS -> QoS Filter -> New
Routing -> QoS -> QoS Filter -> New
Routing -> QoS -> QoS Filter -> New

Routing -> QoS -> QoS Filter -> New
Routing -> QoS -> QoS Filter -> New
Routing -> QoS -> QoS Filter -> New

Assignment of QoS filters to QoS classes

Field

Description

Filter

Direction

High priority class

Interface

Class plan

Filter

Direction

High priority class

Class plan

Filter

Menu

Routing -> QoS -> QoS Classification -
> New

Routing -> QoS -> QoS Classification -
> New

Routing -> QoS -> QoS Classification -
> New

Routing -> QoS -> QoS Classification -
> New

Routing -> QoS -> QoS Classification -
> New

Routing -> QoS -> QoS Classification -
> New

Routing -> QoS -> QoS Classification -
> New

Routing -> QoS -> QoS Classification -
> New

Routing -> QoS -> QoS Classification -
> New

Routing -> QoS -> QoS Classification -
> New

Routing -> QoS -> QoS Classification -
> New

500
Ignore
ESP
esp
NAT-T 1
udp
4500

NAT-T 2
udp
4500

Value

VPN-IPSec

e.g. IKE

Outgoing

Enabled

ADSL

VPN-IPSec

e.g. ESP

Outgoing

Enabled

VPN-IPSec

e.g. NAT-T 1
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Direction Routing -> QoS -> QoS Classification - Outgoing
> New

High priority class  Routing -> QoS -> QoS Classification - Enabled
> New

Class plan Routing -> QoS -> QoS Classification - VPN-IPSec
> New

Filter Routing -> QoS -> QoS Classification - e.g. NAT-T 2
> New

Direction Routing -> QoS -> QoS Classification - Outgoing
> New

High priority class ~ Routing -> QoS -> QoS Classification - Enabled
> New

Enabling QoS on the WAN interface 7
Field Menu Value

Interface Routing -> QoS -> QoS Interfaces/ ADSL
Policies -> New

Priority algorithm Routing -> QoS -> QoS Interfaces/ Priority Queueing
Policies -> New

Size of the protocol Routing -> QoS -> QoS Interfaces/ PPP over Ethernet
header below layer 3 Policies -> New
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Chapter 5 Services - Automatic Router Backup
(Redundancy) with BRRP for an Internet / VPN
gateway

5.1 Introduction

In this workshop the configuration of BRRP (Bintec Router Redundancy Protocol) using two
bintec RT1202 is described. Two Ethernet interfaces (a LAN and WAN interface respect-
ively) are used on both gateways. If the master gateway or the connection to the backup
gateway fails, e.g. due to a hardware fault, the backup gateway takes over the functionality
of the master gateway. The backup gateway remains in hot standby mode as long as the
master gateway is active. How the gateways behave in the event of a failure can be

defined with a configurable set of rules.

If BRRP is used, virtual IP and MAC addresses must be configured so that these IP and
MAC addresses can be passed to the backup gateway if a failure occurs. The first step is
to define the physical Ethernet interfaces, the BRRP advertisement interfaces and the IP
address via which the master and backup gateways can communicate with each other. The
gateways are configured via this interface/IP address. Then a virtual interface and virtual
route is created for the LAN and WAN sides. This virtual interface and its IP address are
both used for traffic.

The GUI (Graphical User Interface) is used for configuration.

Virtual router 1 Virtual router 2
RT1202 e
LAN I ein: 10.10.10.1/24 — = — prerrree
- Virtual interface Virtual interface —
{_j 192.168.0.254 212.212.2121 Eﬁ
% Switch Switch
eth1:10.10.10.2/24

eth5:10.10.11.2
RT1202

Fig. 35: Example scenario



Requirements

* Two bintec gateways with BRRP functionality (e.g. bintec RT1202).
* An Internet access that is made via Ethernet and a border router/gateway
* A switch to connect the Ethernet interface Eth1 (to both gateways) with the local network

¢ A switch to connect the Ethernet interface Eth5 (to both gateways) with the border router/
gateway of the ISP

5.2 Configuration

5.2.1 Configuration of the Advertisement and Management IP
address

After both networks have been connected with the local network via a switch, they can be
located by using the Dime Manager . In this state, both gateways use the default IP ad-
dress 192.168.0.254.

(1) Go to Dime Manager -> IP Settings.
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*1) Dime Manager (===
- e
Q% 4, H=E2XR
Di Add  Show S Save Lna_d .Md
iscover )
device cevices Imerval (mink 1 | rociis devices
Devices Files
(| Devices m | - x
Sloctin O - =E
Q@@ ¥ AV S o4 AINRS Ll
=10 All Devices B 1P-C = ~
=23 Unknown Product Device Name 1P Address MAC Address Action Address Mode Static IP address
Eﬁgm Gateway 0.0.0.0
Rl
@ |RT1202  |mi202 192.168.0.254 00-AD-F3-21-EF-EE il
1P Address 192.168.0.254
B Misc
- . Company Name Unknown
( 1P Sett|ngs Device Name rt1202
Fileboss.bin V.7.9 Rev. 5 (Beta 4)
File text_ger.ez V.7.9 Rev. 1 (Beta 2) -
Device Name: 1202 File webpages.ez V.7.9 Rev. 5 (Beta 4)
P — R Firmware V.79 Rev. 5 (Beta 4)
— Lacation Unknown
e Fsris MAC Address 00-A0-F9-0B-CF-71
Show passwords in clear text Monitoring Yes
Ping Device Yes
P
SRS Product RT1202
IP Address: 10.10.101 Serial Number HA1020004300000
|P Address Mode Shatic IP address - B States
s 255,255 255.0 Ambiguous IPAddress ~ Ves L
T — Discovered 12:04:26 PM
Gatevay: IP configuration possible  MULTICAST
Login Failed
T — Password Unsecure Password.  ~
Address Mode
[ ok ] [@veity ][ Cancel |
4 m L3
< — ]

Fig. 36: Dime Manager -> IP Settings

The Advertisement and Management IP address of both gateways can be changed via the
shortcut menu of the Dime Manager. In this workshop the address 10.10.10.1/24 shall be
assigned to one network and the address 10.10.10.2/24 shall be assigned to the other net-
work. Following successful configuration, these interfaces are used for the configuration ac-
cess and for the exchange of BRRP status messages.
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Discaver Maintenance Services Settings About
Q4. H=n
il i s Lol Add
S evice  doviens Interval ("'i")'El . results devices
Devices Files I
Devices (RNA) -x
, =) A
Guain_Of ;i gqa = ud AVIEe 4 IdIX B4 8t 3
=-{L] All Devices B IP-C i 7
52 Unknown Product  Device Name  IP Address MAC Address  Action Pl StaticIPaddress [
£+ Route Gateway 0.0.0.0
SRITS R e 1010102 0D-ADFS-21 EFEE | Datasetvia MULTI oo
IP Address 10.10.10.1
Subnet Mask 255.255.255.0
B Misc
Company Name unknown
Device Name rt1202
Fileboss.bin V.7.9 Rev. 5 (Beta 4)
File text_ger.ez V.7.9 Rev. 1 (Beta 2) |=
File webpages.ez V.7.9 Rev. 5 (Beta 4)
Firmware V.7.9 Rev. 5 (Beta 4) 1
Location Unknown
MAC Address 00-A0-F9-0B-CF-71
Monitaring Yes
Ping Device Yes
Product RT1202
Serial Number HA1020004300000
B States L
Ambiguous TP Address No
Data set via MULTICAST Success
Discovered 12:28:19 PM
IPconfiguration possible  HTTPS & MULTICAST
Login Success -
Address Mode
" i P m L+

Fig. 37: Dime Manager

Then both gateways can be reached via GUI and the Advertisement IP addresses of the

WAN interface Eth5 can be set.

In the next step the WAN Advertisement IP address is assigned to the gateway along with

the netmask.
(1) Goto LAN -> IP Configuration -> Interfaces ->@|.

Interfaces
Basic Parameters
Address Mode ® static ODHCP
:
IP fuddress | Netmask |IEACARS! |[255.255.255.262 I'ﬁﬂ
Add

Interface Mode

MAC Address

@ uitagged O Tagged (VLAN)

00:2013:21 efee “use buik-in

Advanced Settings

( OK ) ( Cancel )

Fig. 38: LAN -> IP Configuration -> Interfaces ->@|
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Proceed as follows in order to configure the ETHS5 interface of the first gateway.

(1) Under IP Address/Netmask enter the WAN Advertisement IP address 10.10.11.1
along with the netmask 255.255.255.252.

(2) Press OK to confirm your entries.

At the same time the address 10.10.11. 2 along with the netmask 255.255.255.252is
configured on the ETH5 port of the second gateway.

Results:

(1) Goto LAN -> IP Configuration -> Interfaces.

(Save commauation pe—

Interface IP Address. Netmask Address Mode Status. Action

ent-0 10.10.10.2 255.255.255.0 Static [+] ]3] 2]
ent-4 10.10.11.2 255.255.255.252 Static (+] [#]3] 2

Fig. 39: LAN -> IP Configuration -> Interfaces ->

Both gateways exchange status messages via this interface whereby the BRRP status
(master/slave) is set.

5.2.2 Configuration of the virtual router

For access to the local network (LAN) as well as for access to the Internet (WAN) a re-
spective virtual router is created. In order to create the virtual router of the master gateway,
go to the following menu:

(1) Go to Routing -> BRRP -> Virtual Router -> New.
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_save configuration Virtual Routers | VR Synchronisation | Options

BRRP Advertisement Interface

Ethetnet Interface El

I P Address Netmask ‘
1010101 255.255.255.0

BRRP Monitored Interface

Virtual Router Interface New Virtual Interface based on en1-0
IP Address Metmask

wirtual Router IP Address IW 92.168.0.254 IZES 255.265.0 ‘

Vittual Router ID El

Wirtual Router Priarity 254w

Advanced Settings
( oK ) (__ cancel )

Fig. 40: Routing -> BRRP -> Virtual Router -> New

Proceed as follows for access to the local network (LAN):
(1) Under Ethernet Interface select en1-0 so that its IP address is created.

(2) For Router IP Address enter the IP address and the netmask that you wish to use in
the local network as the actual gateway IP address, e.g. 192.168.0.254 and
255.255.255.0.

(3) Under Virtual Router ID select the ID of the first virtual route, e.g. 1. This ID identifies
the virtual routerin the LAN and is part of every BRRP advertisement packet that is
sent by the current master.

(4) Under Virtual Router Priority set the priority of the gateway that will take over the
master role to 254 .

(5) Press OK to confirm your entries.

To configure the virtual router to the Internet (WAN) go to the following menu:

(1) Go to Routing -> BRRP -> Virtual Router -> New.
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_Save configuration __)

Load Balancing

Multicast
005
BRRP

BRRP Advertisement Interface

Ethemet Interface

IP Address

BRRP Monitored Irterface

Wirtual Router Interface

Virtual Router IP Address

Wirual Router ID

Yirual Router Priority

Virtual Routers VR Synchronisation ' Options

en1-4

IP Address Netmask
10.10.11.1 255.255.255 252
ent-0-1

IP Address Metmask
[orz212:2121 255 255,255 248
2 ™

254 v

Advanced Settings

C oK 0 (__ cancel

Fig. 41: Routing -> BRRP -> Virtual Router -> New

Proceed as follows for access to the Internet (WAN):

(1) Under Router IP Address enter the IP address and netmask, e.g. 212.212.212.1
and 255.255.255.248.

(2) Select the Virtual Router ID , e.g. 2.

(3) Under Virtual Router Priority select 254 . By selecting priority 254, this gateway

shall take over the master role following the successful configuration.

(4) Press OK to confirm your entries.

The configuration steps used to create the virtual router of the backup gateway are identic-
al to those used for the configuration of the master gateway, with the exception of Virtual
Router Priority. On the second bintec RT1202 (backup gateway), the value 100 is con-
figured on both virtual routers.

5.2.3 Enabling of BRRP configuration

After creating the virtual routers on both bintec RT1202 gateways, the BRRP function is
then enabled. For this, go to the following menu:

(1) Go to Routing -> BRRP -> Options.
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Load Balancing
Mutticast
0o

Fig. 42: Routing -> BRRP -> Options

Proceed as follows:

| virtual Routers | VR Synchronisation |-

Basic Parameters

Enable BRRFP

“Enabled

( OK ) ( Cancel )

(1) Enable the Enable BRRP function.
(2) Confirm with OK.

The gateway with the higher priority is now in master status, and the gateway with the
lower priority is now in backup status. You will see the configuration of the master gateway

in the following menu:
(1) Go to Routing -> BRRP -> Virtual Routers.

_l VR Synchronisation | Options |

Load Balancing

Mutticast

oS
ERRP

Virtual Rowuters
R ID Wirtual Router Advertizement interface IP Address Status Action
1 ent-0-1 ent-0 10.10.10.1 master [#]8]
2 ent-4-1 ent-4 10.10.11.1 master [#]8]

Fig. 43: Routing -> BRRP -> Virtual Routers

The following messages can be seen in the syslog:
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19:47:54 NOTICE/BRRP:

bintec elmeg GmbH

started PID 67 (comwpiled Aug 16 2010 17:21:34)

19:47:54 INFO/BRRP: create_wvr(vr # 1/slot 0)

19:47:54 NOTICE/ERRF:
19:47:54 INFO/BRRP: create vr(vr #
19:47:54 NOTICE/ERRF:
19:47:54 INFO/BRRFP: Config VE_ID 1:
19:47:54 INFO/ERRP:
19:47:54 INFO/EBRRP:
19:47:54 INFO/ERRP:

Advertisements:
Virtual Eouter:
IP_O:

wvr # 1 - now

wr # 2 - now

in init state
z2/slot 1)
in init state
Prio 54 Pre-empt mode 'true'
ife 1000 IF 10.10.10.1 master down 10007
ifc 1004 - 1 IP address(es) assigned
192.168.0.0

19:47:54 NOTICE/ERREP: wr # 1 - started on enl-0-1 ip 192.165.0.0 mwac 00005e000101

19:47:54 NOTICE/ERREP:
19:47:54 INFO/ERRP:
19:47:54 INFO/ERRP:
19:47:54 INFO/ERRP:
19:47:54 INFO/ERRP:
19:47:54 NOTICE/ERRP: wr
19:47:54 NOTICE/ERRP: wvr
19:47:55 INFO/EREP:
19:47:55 INFO/EREP:
19:47:55 INFO/EREP:
19:47:55 NOTICE/ERRP: wr
19:47:55 INFO/ERRP:
19:47:55 INFO/ERRP:
19:47:55 INFO/ERRP:
19:47:55 INFO/ERRP:
19:47:55 NOTICE/ERRP: wr
19:47:55 INFO/ERREP:

Virtual Fouter:

vr # 1 - now
Config VR_ID 2Z:
Advertisements:

in backup state

Prio 254 Pre—empt mode 'true’

ifc 1400 IP 10.10.11.1 master_down 10007
ife 1404 - 1 IP address(es) assigned

IP_0: 212.212.212.0

vr #
vr #
vr #

vr #
vr #
vr #
vr #

L A T L -
=

vr #

Z - started on enl-4-1 ip 212.212.21Z.0 mac 00005=000102
Z2 - now in backup state

- pre-empt master state

- timeout in state BACKUP
- acguire master state

- now in master state

- router-ifc enl-0-1 up

- pre-empt master sState

- timeout in state EBACKUP
- acguire master state

Z - nov in waster state

- router-ifc enl-4-1 up

5.2.4 Synchronisation of the virtual routers

Up until the current configuration stage, two virtual routers were created respectively on
each of the bintec RT1202 (access to the local network and access to the Internet). The
status of both routers must be synchronised per gateway. The following configuration step
shall ensure that virtual router 1 always has the same status as virtual router 2. This step
must be configured identically on both bintec RT1202 . For this, go to the following menu:

(1) Go to Routing -> BRRP -> VR Synchronisation -> New.

Save configur ation
Assistants
System Management
Physical Interfaces
LAN
Routing

Routes

HAT

RIP

Load Balancing

Multicast

QoS

BRRP
WAN

Basic Parameters

Monitoring ¥R /Inter face
Manitoring Mode

Virtual Router ID
Synchronisation VR f Interiace
Synchronisation Mode

irual Router ID

Virtual Routers VR Synchronisation Options

oK Cancel

Fig. 45: Routing -> BRRP -> VR Synchronisation -> New

Proceed as follows in order to synchronise the routers:
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(1) Under Monitoring VR/Interface select the Virtual Router ID 1.

(2) Under Monitoring VR/Interface select the Virtual Router ID 2 .

(3) Confirm with OK.

Following that, synchronise the second router by selecting Routing -> BRRP -> VR Syn-
chronisation -> New.

(1) Under Monitoring VR/Interface select the Virtual Router ID 2.

(2) Under Monitoring VR/Interface select the Virtual Router ID 1 .

(3) Confirm with OK.

Results:

Save configuration Virtual Routers VR Synchronisation Options
Assistants

System Management

Physical Interfaces Moritoring YR Moritoring Interface Synchronisation YR Synchronisation Interface Action

r B B BB

LAN 1 ent-0-1 2 ent-4-1 Sync
a ent-4-1 1 ent-0-1 Syne

Routing
Routes
HAT
RIP
Load Balancing
Multicast
oS
BRRP

Fig. 46: Routing -> BRRP -> VR Synchronisation -> New

This concludes the configuration. To perform a bootable backup of the configuration, exit
the GUI with Save configuration and confirm with OK.

5.3 Overview of Configuration Steps

Configuration of the Advertisement and Management IP address

IP address Dime Manager -> IP Settings e.g. 10.10.10.1
IP address Dime Manager -> IP Settings eg. 10.10.10.2

IP configuration
Field Menu Value

IP Address/Netmask LAN -> IP Configuration -> Interfaces - e.g. 10.10.11.1/
> 255.255.255.252

IP Address/Netmask LAN -> IP Configuration -> Interfaces - e.g. 10.10.11.2/
> 255.255.255.252
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Configuration of the virtual router

Ethernet interface Routing -> BRRP -> Virtual Router -> e.g. en1-0
New

Router IP Address  Routing -> BRRP -> Virtual Router -> e.g. 192.168.0.254/

New 255.255.255.0
Virtual router ID Routing -> BRRP -> Virtual Router -> e.g. 1
New

Virtual router priority Routing -> BRRP -> Virtual Router -> 254
New

Ethernet interface Routing -> BRRP -> Virtual Router -> e.g. en1-4
New

Router IP Address  Routing -> BRRP -> Virtual Router -> e.g. 212.212.212.11/

New 255.255.255.248
Virtual router ID Routing -> BRRP -> Virtual Router -> e.g. 2
New

Virtual router priority Routing -> BRRP -> Virtual Router -> 254
New

Ethernet interface Routing -> BRRP -> Virtual Router -> e.g. en1-0
New

Router IP Address  Routing -> BRRP -> Virtual Router -> e.g. 192.168.0.254/

New 255.255.255.0
Virtual router ID Routing -> BRRP -> Virtual Router -> e.g. 1
New

Virtual router priority Routing -> BRRP -> Virtual Router -> 100
New

Ethernet interface Routing -> BRRP -> Virtual Router -> e.g. en1-4
New

Router IP Address  Routing -> BRRP -> Virtual Router -> e.g. 212.212.212.11/

New 255.255.255.248
Virtual router ID Routing -> BRRP -> Virtual Router -> e.g. 2
New

Virtual router priority Routing -> BRRP -> Virtual Router -> 100
New

Enable BRRP configyration 7
Field Menu Value

Enable BRRP Routing -> BRRP -> Options Enabled



Synchronisation of the virtual routers

Field

Menu

Value

Monitoring mode

Virtual router ID

Synchronisation
mode

Virtual router ID

Monitoring mode

Virtual router ID

Synchronisation
mode

Virtual router ID

Routing -> BRRP -> VR Synchronisa-
tion -> New

Routing -> BRRP -> VR Synchronisa-
tion -> New

Routing -> BRRP -> VR Synchronisa-
tion -> New

Routing -> BRRP -> VR Synchronisa-
tion -> New

1

2

2

1
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Chapter 6 Services - Remote Maintenance for
a bintec RS232bu+ UMTS Gateways Using
GSM/GPRS Dial-In

6.1 Introduction

This chapter will use the example of a bintec RS232bu+ gateway to show a remote main-
tenance option using GSM/GPRS dial-in. The bintec RS232bu+ gateway establishes an
Internet connection using the internal UMTS (HSPA+) modem. To enable the dial-in for re-
mote maintenance purposes (without using the Internet), you need to switch the integrated
UMTS (HSPA+) modem from the UMTS service to the GSM/GPRS network. This UMTS
fallback function is initiated by a remote phone call. After the integrated UMTS (HSPA+)
modem has been logged into the GSM/GPRS network, a connection to the remote main-
tenance service from a different bintec ISDN gateway can be established using the ISDN
login service. Alternatively, an ISDN remote access connection (PPP dial-in) can be estab-
lished to the bintec RS232bu+. When the remote maintenance connection is ended, the
bintec RS232bu+ gateway can log back into the UMTS network and establish the Internet
connection.

The GUI is(Graphical User Interface) used to do the configuration.

ISDN-Gateway
e.g. bintec R3002

bintec RS232bu+

[53s:]
) e

Fig. 47: Example scenario

Requirements

¢ A UMTS gateway in the bintec RS series (e. g. bintec RS232bu+)

* For this gateway, a mobile phone tariff that enables voice and data connections needs to
be used
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For the UMTS gateway in the bintec RS series, a 7.10.1 or later firmware version should
be used.

* For the integrated modem of the UMTS gateway in the bintec RS series, the current mo-
dem firmware must be used (link to Release Notes)

A telephone/mobile phone to remotely initiate the UMTS fallback

A bintec ISDN gateway e. g. bintec R3002 to start the remote maintenance connection
by ISDN login

* An ISDN line with V.110 support to start the remote maintenance connection

6.2 Configuration

Configure the UMTS Internet connection

The GUI has an Assistant to configure the Internet connection.

With the Assistant, the bintec RS232bu+'s UMTS Internet connection can be set up in just
a few steps. To do this, go to the following menu:

(1) Go to Assistants -> Internet Access-> Internet Connections -> New.

(2) For Connection Type, select UMTS.

(3) Click on Next to configure a new Internet connection.

(4) Enter the required data for the connection.
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Internet Connections

Description |T—Mnb|\e -UMTS Keine Hilfe verfigbar.
- Mo help available.
SRRSIUNTS Imsriace Copyright® 2007-2010 Furkwerk Enterprise
Select your Internet Service Provider (ISP from the list Communications GmbH
Cauntry
Intermet Service Provider
Please erter the LMTS Provider data
UMTS PIN sesssene
Select the connection made:
Rhways active [enabled

C oK ) cancel )

Fig. 48: Assistants -> Internet Access -> Internet Connections -> Next

Proceed as follows to configure a new UMTS Internet connection:

(1) Under Description enter e.g. T-Mobile - UMTS.

(2) For GPRS/UMTS Interface, select Slot 6 Unit 0 UMTS.

(3) For Internet Service Provider, select T-Mobile - UMTS.

(4) Enter the UMTS PIN that your provider has given you, e. g. 0000.

(5) Press OK to confirm your entries.

Configure the UMTS fallback number and the service for incom-
ing data connections (ISDN login)

The bintec RS232bu+ gateway only accepts incoming connections (ISDN login or PPP
dial-in connections) in the GSM/GPRS network. Using the UMTS fallback function, the
gateway can be forced to switch from the UMTS network to the GSM/GPRS network. To do
this, a number needs to be created from which the UMTS fallback will be initiated. To do
this, go to the following menu:

(1) Go to Physical Interfaces -> UMTS/HSDPA -> UMTS/HSDPA/HSUPA ->@|.
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[ save configuration___ UMTS/HSDPA/HSUPA

Basic Settings

el
Modem Status Active
Actual Metwork UMTS
Metwork Guality S T[] ] -69 dBm
Preferred Network Type
Incoming Service Type O pisabled & 1SDN Login O PPP Dialin O 1PSec
SIM Card Uses PIN sesunane
Fallback Mumber IW
APM (Access Point Name) W

( oK ) ( Cancel )

Fig. 49: Physical Interfaces -> UMTS/HSDPA -> UMTS/HSDPA/HSUPA ->@|

Proceed as follows to configure the UMTS fallback number:

(1) For Incoming Service Type, select ISDN Login. Alternatively, the pPpP Dialin op-
tion can be used to enable an IP connection.

(2) For Fallback Number, enter the telephone number from which the UMTS fallback call
is to be initiated, e. g. +4991196731550.

(3) Confirm with OK.

6.3 Test the UMTS fallback with an incoming voice
connection

The default behaviour is that the bintec RS232bu+ gateway establishes an Internet con-
nection via the UMTS network. By means of a voice call (fallback number), the gateway
logs into the GSM/GPRS network and enables incoming data connections.

Debug messages for the UMTS fallback:
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rseiibu+ti> debug all &
10:49:56 INFO/MODEM: ushTTYOD: FLMN Telekom.de(Home) LAC 44BZ CID QO00ZAAL3 AcT UNTS

10:49:59 DEBUG/MODEM: ushTTVO0: switch state P1 -> RO

10:49:59 DEBUG/USE: ushTTY¥0D: serial state notification - ring ind.

10:49:59 INFO/MODEM: ushTTVO: Woice call from '+49391196731550' - activate GSM Fallback

10:49:59 DEBUG/PPP: T-Mobile - UMTS: event: "ifAdminitatus_down event”,status: "initial / dormant"” [dormant) -3

finterface down' (down)

10:49:59 DEBUG/MODEM: ushTTY0: Configured Access Mode 'UMTS-Pref'

10:49:53 INFO/MODEM: ushTTY0: Select PLMN 26201 ==> 26Z01/UMTS ==> GSM

10:49:59 DEBUG/MODEM: ushTTY0: Actual AcM 'GPRE-Only'

10:50:00 INFO/MODEM: ushTTYD: Registered 26201 (Telekom.de) (AcT = UMTS)

10:50:00 INFO/MODEM: ushTTYO: Registered 26201 (Telekom.de) (AcT = UNTS)

10:50:00 INFO/MODEM: ushTTYD: Registered 26201 (Telekom.de) (AcT = UNTS)

10:50:00 INFO/MODEM: ushTTYOD: FLMN Telekom.de(Home) LAC 44BZ CID QO00ZAAL3 AcT UNTS

10:50:00 DEBUG/PPP: T-Mobile - UMTS: event: "ifidmin3tatus_up event”,status: "interface down" (down) -> Minitial /

dormant” (dormant)
10:50:01 DEBUG/MODEM: ushTTV3: Temperature: 52

10:50:05 INFO/MODEM: ushTTYD: Registered 26201 (Telekom.de) (AcT = UMTS)
10:50:05 INFO/MODEM: ushTTYO: PLMN Telekom.de(Home) LAC 44BZ CID QO00ZAAL3 AcT UNTS
10:50:05 DEBUG/MODEM: ushbTTY0: Network - Registration in progress

10:50:06 INFO/MODEM: ushTTY0D: Registered 26201 (Telekom.des) (AcT = UNMTS)
10:50:06 INFO/MODEM: ushTTY0: Registered 26201 (Telekom.de] (AcT = UMTS)

10:50:08 DEBUG/MODEM: ushTTYO: Network - Registration in progress

10:50:08 DEBUG/MODEM: ushTTY0: Network - Receiwve Signal Lewel -79 dB

10:50:08 INFO/MODEM: ushTTYD: Registered 26201 (Telekom.de) (AcT = UNTS)

10:50:08 INFO/MODEM: ushTTYOD: Registered 26201 (Telekom.de) (AcT = UNTS)

10:50:09 INFO/MODEM: ushTTY0: Registered 26201 (T-Mobile D} (AcT = G3M)

10:50:08 INFO/MODEM: ushTTYO: PLMN T-Mobile D(Home) LAC 4427 CID 0O0001EAL? AcT GSM

6.4 Dial-in by ISDN login from a different bintec ISDN
gateway

After the UMTS fallback has been done and the bintec RS232bu+ gateway is registered in
the GSM/GPRS network, incoming data connections can be made. To do this, an ISDN
data connection must be initiated on the caller's side, using the V.110 protocol. In this
chapter, an ISDN login connection to bintec RS232bu+ remote maintenance will be estab-
lished from a different bintec ISDN router. After logging in, the familiar console commands
such as the Setup tool can be used for remote maintenance.



r300Z:> isdnlogin 017133155981 w110 5600
Teying. ..

Establishing E-channel...

Connected to 01713315951

Connected to R3232bu+, rsZiiZbu+,
from ISDN telephonnumber +4921196730 Service modem (9800 bps)

Welcome to RIZ3Zku+ wersion V.7.10 Rewv. 1 IPSec from 2011/05/02 00:00:00
systemname 1z rs23Zbu+, location

Login: admin
Paszsword:

Password not changed. Call "secup®™ for quick configuration.

rsZicbu+:> setup

Debug messages during the incoming ISDN login connection:

rsiiibu+:> debug all &

10:50:41 DEBUG/USE: ushTTYO: serial state notification - ring ind.

10:50:41 DEBUG/MODEM: ushTT¥0: switch state P1 -> RO

10:50:41 INFO/MODEM: ushTTYO: Data call from '+4991196730' - data mode state incoming
10:50:41 DEBUG/MODEM: ushTTYO: Modem incomming call from <+4931196730>

10:50:41 DEBUG/PFP: dialin from <+4991196730> to local number <6001> (1/2)

10:50:41 INFO/ISDN: isdnlogind: accept call from <+4991196730:

10:50:41 DEBUG/MODEM: ushTTY0: switch state R1 -> 40

10:50:41 DEBUG/MODEM: ushTTY¥0: attach to channel 1 - incoming

10:50:43 INFO/MODEM: usbhbTTYO0: Accept call from '+4991196730' == [CONMECT S600)
10:50:43 DEBUG/MODEM: uskhTTY¥0: switch state D1 -»> D1

10:50:43 DEBUG/UIE: ushTTYO: get DCD on (ch 3)

10:50:55 INFO/ACCT: LOGIN as admin from ISDNLOGIN +4991196730 at Mon Auwg 1 10:50:55 2011
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6.5 Overview of Configuration Steps

Configure the UMTS Internet connection
I
Connector Type Assistant -> Internet Access -> New UMTS

Description Assistant -> Internet Access -> Next T-Mobile - UMTS

GPRS/UMTS Inter-  Assistant -> Internet Access -> Next Slot 6 Unit 0 UMTS
face

Internet Service Pro- Assistant -> Internet Access -> Next €.g. T-Mobile - UMTS
vider

UMTS PIN Assistant -> Internet Access -> Next e.g. 0000

Configure the UMTS fallback number 7
Field Menu Value

Incoming Service Physical Interfaces -> UMTS/HSDPA -> ISDN Login
Type UMTS/HSDPA/HSUPA ->@

Fallback Number Physical Interfaces -> UMTS/HSDPA -> e. g. +4991196731550
UMTS/HSDPA/HSUPA ->@
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