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Chapter 1 IP - Network Address Translation
(NAT)

1.1 Introduction

The configuration of Network Address Translation (NAT) is described in the chapters be-
low.

Network Address Translation (NAT) is a function on your device for defined conversion of
source and destination addresses of IP packets. If NAT is activated, IP connections are still
only allowed by default in one direction, outgoing (forward) (= protective function). Excep-
tions can be configured in the NAT Configuration menu.

You have a permanent 2-Mbps connection to the Internet with 8 IP addresses. Your Ether-
net interface ETH is connected to the access router. This has the IP address
62.10.10.1/29, whereas the remaining IPs from 62.10.10.210 62.10.10. 6 are
entered on Ethernet interface ETH.

You configure NAT enables for accessing your gateway over HTTP. You also want to ac-
cess your terminal server and the corporate web server over the Internet.

Configuration in this scenario is carried out using the GUI (Graphical User Interface).

Terminal server
192.168.0.2/24

Company Connect

R232bw
p———— 62.10.10.1/20 e o nternet
Port . — T
192.168.0.1/24 Access router

A

Web server
192.168.0.3/24

Fig. 1: Example scenario NAT

Requirements
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The following are required for the configuration:

* Basic configuration of the gateway
* A boot image of version 7.10.1

* A working Internet access. For example, Company Connect with 8 IP addresses.

1.2 Configuration

1.2.1 Enable NAT

A list of all NAT interfaces is displayed in the NAT interface menu.

Go to the following menu to enable NAT for your interface:
(1) Go to Network -> NAT -> NAT Interfaces.

NAT Interfaces NAT Configuration

View lzn—per page Fiter in | None v|equal v

Intstace: WAT active Silert Dery FRTR Passthraugh Parttorwsrdings
BRIDGE_BRO 0 0 0 0

LAN_ENS-D O 0
LAM_ETHOASD-0 [ r 0 n
WLAN_VES1-0 0 0 0 0

Fage: 1,fems: 1-4

( oK ) ( Cancel )

Fig. 2: Network -> NAT -> NAT Interfaces

Proceed as follows:

(1) Select NAT active for the LAN EN5-0 interface. This is how the NAT feature is en-
abled for the interface.

(2) Select Silent Deny for the LAN EN5-0 interface. If this function is enabled, no ICMP
packets are answered.

(3) Confirm with OK.

1.2.2 Configuring NAT enables

NAT enable for the GUI

It should be possible to administer your gateway using HTTP over the Internet with the per-
manent IP address 62.10.10. 2. For security reasons use external port 8080, for ex-
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ample, instead of port 80.

Go to the following menu to configure NAT entries.
(1) Go to Network -> NAT -> NAT Configuration -> New.

NAT Interfaces = NAT Configuration

Basic Parameters

Description GUI
Interface LaMN_EMS-0 L
Type of traffic incoming (Destination NAT) ¥
Specity original traffic
d Balanci

oad slancmg, Senice User-defined v

0S

ccess Rules Protocol TCP N
Source IP Address/MNetmask Host B |521U1U.2
Source Po/Range Specify port ~ |8080 Iul
Original Destination IP AddressiMNetmask
Qriginal Destination PorRange -All- b Iul

Replacemert Valies

Mew Destination IP Addressitletmask Host B |U.U.U.U

Mews Destination Port Original O [so

C oK O cancel )

Fig. 3: Network -> NAT -> NAT Configuration -> New

Proceed as follows:

M
@)
@)
(4)
(%)
(6)

7)

8)
9)

Enter a Description for the NAT configuration, e. g. GUI.

Select the Interface for your NAT enable, e. g. LAN EN5-0.

For the Type of traffic, select incoming (destination NAT).
Leave the Service setto User Defined.

Set Protocol to TCP.

Under Source IP Address/Netmask enter the gateway's external IP address, e. g.
62.10.10.2.

Set the Source Port/Range to Specify Port and enter 8080, for example, in the
first input field.

Under New Destination Port disable Original and enter 80 in the input field.

Leave the remaining settings unchanged and confirm them with OK.

NAT enable for Web Server

The internal Web server should be reached under the IP address 62.10.10. 3. External
default port 80 is used as the Web server serves as a Web host for public websites.

M

Go to Network -> NAT -> NAT Configuration -> New.
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Load Balancing
oS
~ Access Rules

NAT Interfaces = NAT Configuration

Basic Parameters

Description W
Interface
Specify original traffic

Serice http =
Source IP AddressiMNetmask Host > |521U1U.3

Original Destination IP AddressiMNetmask

Replacement Valies

MNew Destination IP AddressiNetmask Host = IWBE.WESDS

Mew Destination Part Original

C oK 0 cancel )

Fig. 4: Network -> NAT -> NAT Configuration -> New

Proceed as follows to configure the enable:

(1) Enter a Description for the NAT configuration, e. g. webserver.

(2) Setthe Interface to LAN EN5-0.

(3) Forthe Type of traffic , select incoming (destination NAT).

(4) Configure the Service to http.

(5) Under Source IP Address/Netmask enter the internal web server's IP address, e. g.

62.10.10.3.

(6) Under New Destination IP Address/Netmask enter the internal IP address, for ex-
ample 192.168.0. 3.

(7) Leave the remaining settings unchanged and confirm them with OK.

NAT Enable for Terminal Server

The internal terminal server should be reached under the IP address 62.10.10. 4. When
port 3389 is open attackers can easily identify that you are using a terminal server. As a
result, use a different port for external access using a remote desktop, for example port

5000.

(1) Go to Network -> NAT -> NAT Configuration -> New.
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~ Load Balancing
0o
Access Rules

NAT Interfaces = NAT Configuration

Basic Parameters

Terminal-Server
LAN_ERS-0 &
incoming (Destination NAT) %

User-defined B

TCP h

Host  ~| [6210.10.4

Source PoriRange Al v tnl

Original Destination IP Address/Netmask

Original Destination PoryRange Al

Description
Interface

Type oftraffic
Specify original traffic

Senice

Protocol

Source IP Address/Netmask

<

Iul

Replacement Values

Host v [1821680.2
OriginaID 3389

€ oK ) ( Cancel )

MNew Destination IP Address/Metmask

Mew Destination Port

Fig. 5: Network -> NAT -> NAT Configuration -> New

Proceed as follows to configure the enable:

M
@)
@)
(4)
(%)
(6)

7)
(8)

9)

Enter a Description for the NAT configuration, e. g. Terminal-Server.
Set the Interface to LAN EN5-0.

For the Type of traffic, select incoming (destination NAT).

Leave the Service setto User-defined.

Set Protocol to TCP.

Under Source IP Address/Netmask enter the internal terminal server's IP address, e.
g.62.10.10.4.

Set the Port to Specify Port and enter 5000, for example, in the first input field.

Under New Destination IP Address/Netmask enter the internal IP address, for ex-
ample 192.168.0. 2.

For New Destination Port disable Original and enter 3389 in the input field.

(10) Leave the remaining settings unchanged and confirm them with OK.

1.3 Result

You have configured a NAT enable so that you can access the gateway with HTTP over
the Internet. You also allow access to your internal Web server and the terminal server
over the Internet.
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1 IP - Network Address Translation (NAT) bintec elmeg GmbH

1.4 Checking the connection

To check the settings, activate debug mode in the shell with the command debug alls.
Call up the browser on an external computer on the Internet and enter the IP address of the
gateway, e.g. http://62.10.10.2:8080.

The following message must appear if you are from the IP address 8§0.65.48.135:

12:14:20 DEBUG/IMET: MNAT: new incoming session on ifc 5000
prot & 127.0,0.1:807 62.10,10,2:8080 &1t;- 80.65.458.135:1024

1.5 Overview of Configuration Steps

Enable NAT

Field Menu Value

NAT active Network -> NAT -> NAT Interfaces Enabled for LAN_EN5-0
Silent Deny Network -> NAT -> NAT Interfaces Enabled for LAN_EN5-0

Configuring NAT enables

Field Menu Value
Description Network -> NAT -> NAT Configura- e.g. GUI
tion -> New
Interface Network -> NAT -> NAT Configura- LAN EN5-0
tion -> New
Type of traffic Network -> NAT -> NAT Configura- incoming
tion -> New (Destination NAT)
Service Network -> NAT -> NAT Configura- User-defined
tion -> New
Protocol Network -> NAT -> NAT Configura- TCP
tion -> New
Source IP Address/Net- Network -> NAT -> NAT Configura- e.g. 62.10.10.2
mask tion -> New
Source Port/Range Network -> NAT -> NAT Configura- Specify Port
tion -> New
with 8080

New Destination Port Network -> NAT -> NAT Configura- 80
tion -> New
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Web server
I T
Description Network -> NAT -> NAT Configura- e. g. Webserver

tion -> New
Interface Network -> NAT -> NAT Configura- LAN EN5-0

tion -> New
Type of traffic Network -> NAT -> NAT Configura- incoming

tion -> New (Destination NAT)
Service Network -> NAT -> NAT Configura- http

tion -> New

Source IP Address/Net- Network -> NAT -> NAT Configura- e.g. 62.10.10.3

mask tion -> New
New Destination IP Ad- Network -> NAT -> NAT Configura-
dress/Netmask tion -> New .9 192.168.0.3

Terminal Server
Field Menu Value

Description Network -> NAT -> NAT Configura- e.g. Terminal-Serv-
tion -> New er
Interface Network -> NAT -> NAT Configura- LAN EN5-0
tion -> New
Type of traffic Network -> NAT -> NAT Configura- incoming
tion -> New (Destination NAT)
Service Network -> NAT -> NAT Configura- User-defined
tion -> New
Protocol Network -> NAT -> NAT Configura- TCP
tion -> New

Source IP Address/Net- Network -> NAT -> NAT Configura- e.g. 62.10.10.4

mask tion -> New
Port Network -> NAT -> NAT Configura- Specify Port e.Qg.
tion -> New 5000

New destination IP Ad-  Network -> NAT -> NAT Configura- e.g. 192.168.0.2
dress/Netmask tion -> New

New Destination Port Network -> NAT -> NAT Configura- 3389
tion -> New



Chapter 2 IP - Configuring a bintec router be-
hind a provider router

2.1 Introduction

The configuration of a DMZ (Demilitarized Zone) with a bintec RS232bw is described in
the following chapters.

Configuration is performed with the GUI (Graphical User Interface).

All FTP and HTTP/HTTPS requests from the Internet are to be forwarded to an FTP or
Web server in the DMZ. The gateway has a leased Internet line with static public IP ad-
dress, which is connected over the ETH port.

Internet

Portd 213.746.138/29  213.7.46.136/29
192.168.200.2/24 Provider Router

Port3
192.168.200.2/24

(g
gy

LAN
192.168.100.0/24

HTTP/HTTPS server FTP server
192.168.200.201/24 192.168.200.202/24

DMZ
192.168.200.0/24

Fig. 6: Example scenario DMZ

Requirements

The following are required for the configuration:

¢ A bintec RS232bw gateway

¢ A boot image of version 9.1.5

* Internet access with static public IP address
* An FTP and web server in the DMZ

* Your LAN is connected to port 1 or 2 (interface en1-0) for the gateway.
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* Your DMZ is connected to port 3 or 4 (interface en1-1) for the gateway.

* The leased Internet line is connected to port ETH ( en5-0).

2.2 Configuration of the port

The DMZ is set up by dividing the four switch ports of the bintec RS232bw into two inter-
faces.

* Port 1 and 2 are assigned to the interface en1-0.

* Port 3 and 4 are assigned to the interface en1-1.

Go to the following menu to assign the ports to the interfaces:

(1) Go to Physical Interfaces -> Ethernet Ports-> Port Configuration.

Port Configuration

Automatic Refresh rterval [300 Seconds (__ Apply )

Ethernet Ports

Switch Configuration
JSDfLForls SwitchPort  Ethernet Interface Selection Configured Speed / Mode Current Speed / Mode Flow Control

~ ADSL Modem ; ;

o= edem 1 | Full Autonegotiation v 100 mbps {Full Duplex Disabled |~
2 ‘Fu”AulDﬂEgUhﬁliDﬂ _V‘ Down Disahled v
3 ‘FullAutDnegohaﬂDn _V\ Down Disahled +
4 ‘FullAutDnegohaﬂDn _V\ Down Disahled

Port Configuration

Intertace Configured Speed / Made Currert Speed { Mode
ens-0 [ Full Autonegotiation v Dawn

( oK ) ( Cancel )

Fig. 7: Physical Interfaces -> Ethernet Ports-> Port Configuration

Proceed as follows to assign the ports to interfaces:

(1) Under Ethernet Interface Selection select en1-0 for the Switch Ports 1 and 2 from
the dropdown menu.

(2) Select en1-1 for the Switch Ports 3 and 4.
(3) Confirm with OK.

In the IP Configuration menu, you can assign IP addresses to the ports.

(1) Goto LAN -> IP Configuration -> Interfaces -> <en1-0> @
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Interfaces

Basic Parameters

Address Mode @ static O DHCP

IP Configuration

IP Address | Netmask [182 168 1001 255 285 255.0 i
Interface Mode @Umagged OTagged {VLAN)

MAC Address 00:a0:f3:09:55:b6 [“luse buitt-in

Advanced Settings
( oK ) (__ cancel )

Fig. 8: LAN -> IP Configuration -> Interfaces -> <en1-0> ->@|.

Proceed as follows:

(1)
)

@)

(4)

Leave Address Mode set to Static. The interface is assigned a static IP address.

In IP Address / Net Mask enter the IP address and the subnet mask, here
192.168.100.1and 255.255.255.0.

Leave Interface Mode set to Untagged. The interface is not assigned for a specific
purpose.

Confirm with OK.

Since your device can no longer be accessed by administration at the previous IP address,
but only at the new IP address 192.168.100. 1, you must reconnect to the GUI. To do
this, enter the new IP address 192.168.100. 1 in the address bar of your browser and log
in again.

Proceed as follows for interface eni1-1:

(1)

(5)
(6)

For en1-1 go to LAN -> IP Configuration -> Interfaces -> <en1-1>.
Click the @ icon.

Leave Address Mode setto static.

In IP Address / Net Mask enter the IP address and the subnet mask, here
192.168.200.2and 255.255.255.0.

Leave Interface Mode set to Untagged.
Confirm with OK.

If no IP address is entered, click Add for the IP address / Netmask. An input field appears
for the IP address where you can assign the IP address and subnet mask.
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2.3 Configuring Internet access

The gateway has a leased Internet line via the provider's router. Consequently, you must
define the static public IP address for the gateway and configure a default route over the
provider's router.

Configure the static public IP address for the interface en5-0 in the same way as configur-
ing the ports in the previous section:

(1) For en5-0go to LAN -> IP Configuration -> Interfaces -> <en5-0>.

(2) Click the @ icon.

(3) Leave Address Mode setto static.

(4) InIP Address / Net Mask enter the IP address and the subnet mask, here
213.7.46.137and 255.255.255.248.

(5) Leave Interface Mode set to Untagged.
(6) Confirm with OK.

Set up a default route over the provider's router.

(1) Go to Network -> Routes ->IPv4 Route Configuration-> New .

IPv4 Route Configuration 1Pv4 Routing Table Options

Basic Parameters

Route Type |DefauItRnute wia Interface v

Interface
Route Class @ standard O Extended
Route Parameters

Local IP Address 213.7.46.138

Metric =

€ OK ) ( Cancel )

Fig. 9: Network -> Routes-> IPv4 Route Configuration -> New

Proceed as follows:

(1) For Route Type select Default Route via Interface. Default Route is used if
no other suitable route is available.

(2) Select the Interface that is to be used for this route, e. 9. LAN EN5-0.

(3) Under Gateway enter the IP address of the Internet gateway, in this example
213.7.46.138.

(4) For Metric, select the route's priority, e. g.
1. The lower the value, the higher the priority of the route.
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(5) Press OK to confirm your entries.

2.4 Configuration of DMZ

2.4.1 Enabling NAT on the DMZ interface

NAT must be enabled on the interface used to provide the Internet connection.

Go to the following menu to enable NAT for the DMZ interface:
(1) Go to Network -> NAT -> NAT Interfaces.

NAT Interfaces NAT Configuration

View IZD—per page Fiter in | None v|equal v

Intstacs NAT actives Silert Dery FPTF Passthroudh Portiorwardings
LAN_EN1-0 O O [} 0

LAN_EN1-1 O O [ 0
LAM_EME-0 | 0
LAN_ETHOAS0-D 0 0 [ 0
WLAN_VES1-0 O O [ 0

Page: 1,ems 1-5

€ OK ) € Cancel )

Fig. 10: Network -> NAT ->NAT Interfaces

Proceed as follows:

(1) Select NAT Active for the LAN EN5-0 interface. This is how the NAT feature is en-
abled for the interface.

(2) Select Silent Deny for the LAN EN5-0 interface. If this function is enabled, there is no
feedback for dropped packets to the sender.

(3) Confirm with OK.

2.4.2 Configuring portforwarding

As NAT as been enabled on the interface for the Internet connection, it is no longer pos-
sible to access internal computers from the Internet. External users must be authorised to
access the FTP server over FTP and the Web server over HTTP or HTTPS. Consequently,
you must set up portforwarding for these services.

Go to the following menu to forward the required ports to the FTP or Web server:
(1) Go to Network -> NAT -> NAT Configuration-> New.
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NAT Interfaces NAT Configuration

Basic Parameters

Description FTP
Interface LAN_EMN5-0 A
Routes Type of traffic incoming (Destination NAT)
HAT Specify original traffic
"~ Load Balancing X
Service fn v
QoS
Access Rules Source IP Address/MNetmask Any ~

Original Destination IP Address/Metmask | Host v |2137.46.137

Replacement Values

Mew Destination IP AddressiNetmask | Huost v |1 82168200202

Mew Destination Part Original

( oK ) ( Cancel )
Fig. 11: Network -> NAT ->NAT Configuration -> New

Proceed as follows to set up portforwarding for FTP:

(1) Enter a Description for the NAT configuration, e. g. FTP.

(2) SetInterface to LAN EN5-0.

(3) For the Data Traffic Type, select incoming (destination NAT).
(4) For Service, select rtp.

(5) Under Original Destination IP Address/Netmask, enter the static public IP address
of the gateway, here 213.7.46.137.

(6) Under New Destination IP Address/Netmask enter the FTP server's IP address, for
example 192.168.200.202.

(7) Confirm with OK.

Proceed as follows to set up portforwarding for HTTP:

(1) Go to Routing -> NAT-> NAT Configuration -> New.

(2) Enter a Description for the NAT configuration, e. g. HTTP.

(3) SetInterface to LAN EN5-0.

(4) For the Data Traffic Type, select incoming (destination NAT).
(5) For Service, select http.

(6) Under Original Destination IP Address/Netmask, enter the static public IP address
of the gateway, here 213.7.46.137.

(7) Under New Destination IP Address/Netmask enter the HTTP server's IP address,
for example 192.168.200.201.

(8) Confirm with OK.

Proceed as follows to set up portforwarding for HTTPS:
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2 IP - Configuring a bintec router behind a provider router bintec elmeg GmbH

1) Go to Routing -> NAT-> NAT Configuration -> New.
2) Enter a Description for the NAT configuration, e. g. HTTPS.
3) Set Interface to LAN EN5-0.

(
(
(
(4) For the Data Traffic Type, select incoming (destination NAT).
(5) For Service, select http (SSL).

(

6) Under Original Destination IP Address/Netmask, enter the static public IP address
of the gateway, here 213.7.46.137.

(7) Under New Destination IP Address/Netmask enter the HTTPS server's IP address,
for example 192.168.200.201.

(8) Confirm with OK.

2.5 Checking the configuration

2.5.1 Checking portforwarding

The list of configured portforwarding should appear as follows:

(1) Remain in the Network-> NAT -> NAT Configuration menu.

Save configuration NAT Interfaces = NAT Configuration
Assistants -
System Management -
ivsicallperfaces T Deser.  Dir. ServicelProt Sre.PMaskcPort  Dest, IPMaskcPort m:x g;;‘féﬁmzz:;: '+
LAN -
ethoa50-0
MirglcsaLAn T FTP |incoming R (TCP) 0.00.0/ 23746137 (0192.166.200,202/ ]
Networking - 0000 - 255 285 285 265 71 285 265 265 265
Routes HTTP  Incoming  hits (TGF) 0.0.0.0/ 213.7.461370 (03192.168.200.201/ F]
dar nnnn- 255 285 285 26580 255 265 265 265
Load Balancing HTTPS  Incoming  hitp (561 (TGP ooy 23746137 (01192 168 200 201/
= 0.0.0.0:- 255,265,265, 265:443 2565,265.265.255
Access Rules
New

Drop In

Fig. 12: Network -> NAT ->NAT Configuration

This list is used as a basis to forward all FTP requests on the public IP address of your
gateway to your FTP server. HTTP and HTTPS requests are forwarded to your Web server
accordingly. All other requests are rejected by the gateway.

Click Save Configuration and confirm with OK to save the configuration as the startup
configuration.
2.5.2 Checking the functionality

Functionality can only be checked from the shell. To do this, enter the debug all com-
mand and confirm with Return.
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r23zbwi&gt; debug all

01:36:27 DEBUG/INET: MAT: new incoming session on ifc 5000 prot
152,168, 200,201 :80,/213.7.46,137:80 &lt;- 62.137.56.89:1050
01:36:27 DEBUG/INET: MAT: new fncoming session on ifc 5000 prot
152,168,200, 201 :80,/213.7.46.137:80 &Tt;- 62.137.56.8%:1051
01:36:27 DEBUG/IMET: MAT: new fncoming session on ifc 5000 prot
152,168, 200, 2001 180,213, 7.46.137:80 &Jt;- 62.1537.56.8%:1052
01:36:33 DEBUG/IMET: MAT: new incoming session on ifc 5000 prot
192,168,200, 202:21/215.7.46,137:21 &1t;- 84.135.23.18%:1053

an o v O

As the debug extract shows, the HTTP requests (port 80) have been forwarded from IP ad-
dress 62.137.56.89 to IP address 192.168.200.201. An FTP request (port 21) has also
been forwarded from IP address 84.135.23.189 to IP address 192.168.200.202.

2.6 Overview of Configuration Steps

Configuration of the port

Ethernet Interface Se- Physical Interfaces -> Ethernet Switch Port 1 and 2 to
lection Ports-> Port Configuration enl-0

Ethernet Interface Se- Physical Interfaces -> Ethernet Switch Port 3 and 4 to
lection Ports-> Port Configuration enl-1

IP Address / Netmask LAN -> IP Configuration-> Inter- 192.168.100.1 and
faces -> <en1-0> -> 255.255.255.0

IP Address / Netmask LAN -> IP Configuration-> Inter- 192.168.200.2 and
faces -> <en1-1> -> 255.255.255.0

Configuring Internet access

Field Menu Value

IP / Netmask LAN -> IP Configuration ->Inter- 213.7.46.137and
faces -> <en5-0> -> 255.255.255.248

Route Type Network -> Routes-> IPv4 Route Default Route via In-
Configuration-> New terface

Interface Network -> Routes-> IPv4 Route LAN EN5-0

Configuration-> New

Gateway Network -> Routes-> IPv4 Route 213.7.46.138
Configuration-> New

NAT
Field Menu Value

NAT active Network -> NAT ->NAT Interfaces Enabled for LAN_EN5-0
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Silent Deny Network -> NAT ->NAT Interfaces

Portforwarding

Field Menu

Description Network -> NAT -> NAT Configur-
ation -> New

Interface Network -> NAT -> NAT Configur-
ation -> New

Data Traffic Type Network -> NAT -> NAT Configur-
ation -> New

Service Network -> NAT -> NAT Configur-

ation -> New

Original Destination ~ Network -> NAT -> NAT Configur-
IP Address / Netmask ation -> New

New destination IP Network -> NAT -> NAT Configur-

address/netmask ation -> New

Description Network -> NAT -> NAT Configur-
ation -> New

Interface Network -> NAT -> NAT Configur-
ation -> New

Data Traffic Type Network -> NAT -> NAT Configur-
ation -> New

Service Network -> NAT -> NAT Configur-

ation -> New

Network -> NAT -> NAT Configur-
ation -> New

Network -> NAT -> NAT Configur-

Original Destination
IP Address / Netmask

New destination IP

address/netmask ation -> New

Description Network -> NAT -> NAT Configur-
ation -> New

Interface Network -> NAT -> NAT Configur-
ation -> New

Data Traffic Type Network -> NAT -> NAT Configur-
ation -> New

Service Network -> NAT -> NAT Configur-

ation -> New

Original Destination ~ Network -> NAT -> NAT Configur-

Enabled for LAN_EN5-0

Value

e.g. FTP

LAN EN5-0

incoming (destination NAT)

ftp

e.Q.213.7.46.137

€.0.192.168.200.202

e.g. HTTP

LAN EN5-0

incoming (destination NAT)

http

€.g.213.7.46.137

e.g.192.168.200.201

e.g. HTTPS

LAN EN5-0

incoming (destination NAT)

http (SSL)

e.g.213.7.46.137



Field Menu Value

IP Address / Netmask ation -> New

New destination IP Network -> NAT -> NAT Configur- e.g. 192.168.200.201
address/netmask ation -> New
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Chapter 3 IP -IPTV on xDSL (ADSL /VDSL) T-
Home Entertainment connection

3.1 Introduction

This solution shows how to configure a bintec router on one of the latest generation of xD-
SL T-Home Entertainment connections. On ADSL and new generation VDSL T-Home con-
nections, the Internet data and IPTV multicast data are transmitted via separate VLAN in-

terfaces.

The table below shows the main technical information for configuring the two accesses:

Internet data access
VLAN ID

Network protocol

IP assignment done via
Routing

NAT

IPTV Multicast data access
VLAN ID

IP assignment done via

IGMP Proxy

Routing

NAT

7

PPPoE

IPCP (Internet Protocol Control Protocol)
Default route must be configured

Active (Network Address Translation)

8

DHCP (Dynamic Host Configuration Pro-
tocol)

Active (Internet Group Management Pro-
tocol)

Required routes are learned via DHCP (no
other configuration required)

Not mandatory, enabled in the example for
security reasons (Network Address Transla-
tion)

A VDSL connection is used in this example. The ADSL/VDSL modem is connected to the
physical Ethernet port ETHS5. If you have a device with an integrated DSL modem, you can

also use the internal modem, of course.
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@ Note

Please note that this configuration can only work if the attached modem or internal mo-
dem behaves as a pure modem (this is a given with internal modems in bintec
devices). If you only want to put a router that may have also been supplied in a state
where it will function like a modem, problems can arise.

The GUI (Graphical User Interface) is used for configuration here.

L

L A A R R R R NN RN R R R RN R R R R RN R R R R R R R R R R R R R R R R N R R R AR RN R R R RN R R R R R R R R RN R R NN ]
s bintec RS120 2
. eni-4
* 192.168.0.0/24 8 vian? VD"““‘
. ent-a-1
. .....................m..........
- -
- -
- -
L

*192.168.2.0124

e

Streamingserver
from Provider

Fig. 13: Example scenario

Requirements

Provider specific:

¢ T-Home ADSL/VDSL connection of the latest generation with T-Home Entertainment
pack

¢ Media Box (T-Home X301T) or similar device (usually supplied by the provider)

bintec elmeg specific:

* In this example, a bintec RS120 with software version 7.9.4 Patch 5 was used.

* The configuration is the same as for other bintec router types. The list below shows the
minimum requirement for the software versions that are to be used here:
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TR200: 7.9.1 Patch 5

RS12x: 7.9.1 Patch 5
RS23x: 7.9.1 Patch 5
R120x: 79.1 Patch 5
R300x: 7.9.1 Patch 5

R400x: 7.9.1 Patch 5

¢ The configuration is done using the GUI Web configuration tool.

3.2 Configuration

3.2.1 Configuring the bintec RS120

For configuration, open an Internet browser and start a web (HTTP) connection to the
bintec RS120 router. Unless otherwise configured, use the standard IP address
192.168.0.254. Once the HTTP connection has been established, log in using the fol-
lowing access data.

User admin Password funkwerk (default password unless otherwise configured).

Configuring VDSL Internet access

The GUI comes with a wizard for configuring VDSL Internet access. To do this, go to the
following menu:

(1) Go to Assistants -> Internet Access-> Internet Connections -> New.
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Select Internet connection type:

Connection Typ:

Connection Type | |Ex|ema\ xDSL Modem j‘ Intemet access can be provided either by this

device directly, by a connected modem or by
connecting to a third party gateway that
provides Internet access

Choose how Internet access is provided in
your network.

Mote: The options that are available depends
on the hardware specification of your device
Connection Type:

Internal ADSL/SHDSL Modem: The
connection is established via the integrated
ADSLEHDEL modem.

External xDSL Modem: The connection is
established via an external xDSL modem,
External Gateway/Cable Modem: The
connection iz established via an external
gateway or a cable modern.

MTS : The connection is established via a

UMTS modemn
£ 2|

ES

K3

( MNext ) ( cancel

Fig. 14: Assistants -> Internet Access -> Internet Connections -> New

Proceed as follows:
(1) For Connection Type, select External xDSL Modem.

(2) Click on Next to configure a new Internet connection.

Enter the required data for the Internet connection.




Internet Connections

)
o \ |' prm— ISP Data for External xDSL
escription nernet-Uaten
i Modem
Select the physical Ethernet port the external madem is connected to:

For Internet access you must set up a
Physical Ethernet Port ETHE ~ connection ta your Intermet Service Pravider
Select your Internet Service Provider (ISP} from the list (5P}
Follow your provider's instructions! =
Internet Service Provider |Germany-T—Home-VDSL ‘V,| Descripti
Enter the authentication data for your Internet account Enter a description for the Internet connection
User Name IZE?SZE43E47TS7E1B#Dﬂm@kmhr Flease check that the xDSL mader is
correctly connected to one of the available
Pagsword |uuu
Ethernet interfaces!
Select the connection mode: Physical Ethernet Port bl
Always active ¥ Enabled Select the part to which the xDSL modem is
connected

You can select one of the predefined ISPs or
define a custom Internet connection. Different
settings are required depending on the choice
you make for the ISP,

Internet Service Provider:

Select your ISP or define a customized
provider by choosing User-defined

Some I5Ps require a YLAN D

C oK O cancel

Fig. 15: Assistants -> Internet Access -> Internet Connections -> Next

Proceed as follows to configure a new Internet connection:
(1) Under Description, enter a name for the Internet connection, e. g. Internet Data.

(2) Under Physical Ethernet Port select the physical Ethernet port to which the xDSL
modem is connected, in this case ETHS5.

(3) Under Internet Service Provider select the profile Germany - T-Home - VDSL for
our VDSL connection.

(4) Under User Name enter the access data you received from your provider.
(5) Enter the Password you received from your provider.

(6) Inthe Always active field, specify whether or not the Internet connection should al-
ways be on. Only activate this option if you have Internet access with a flatrate.

(7) Press OK to confirm your entries.

3.2.2 Configuring the IPTV Multicast data access

To configure the virtual LAN interfaces for the Multicast access, go to the following menu:

(1) Goto LAN -> IP Configuration -> Interfaces -> New.




Interfaces

Basic Parameters

Based on Ethemet Interface enl-4 e

| Address Mode O static ©pHep
[P aceress Metmersk
IP Address [ Netmask :)
Interface Mode O manual @vLAN
MAC Address 00:a0:f4 “luse buitt-in
YLAN ID 3
Advanced Settings
DHCP MAC Address Huse buitt-in
DHCP Hostname
DHCP Broadcast Flag TiEnabled
Praiy ARP ClEenabled
TCP-MSS Clamping Clenabled

€ oK ) ( Cancel )

Fig. 16: LAN->IP Configuration ->Interfaces-> New

Proceed as follows:

(1) Under Based on Ethernet Interface, select the logical Ethernet interface that has
been assigned to the physical Ethernet port used above. For Ethernet port ETH5, this
is the en1-4 interface (on this, see the explanation below).

(2) Setthe Address Mode to DHCP. An IP address is assigned to the interface dynamic-
ally via DHCP.

(3) Set the Interface Mode to vZAN. You use this option to assign the interface to a
VLAN.

(4) Inthe VLAN-ID input field, enter the VLAN ID 8 which is to be used.

(5) Click Advanced Settings.

(6) Disable the DHCP Broadcast Flag option.

(7) Leave the remaining settings unchanged and confirm your entries with OK.

Explaining the assigning of physical Ethernet ports and logical Ethernet in-
terfaces

The assignment between the physical Ethernet port and the logical Ethernet interface can
be flexibly configured in the routers with an integrated switch. Ex works, the following as-
signment usually applies:

Physical Ethernet Port Logical Ethermet Interface
ETH1 to ETH4 eni-0
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Physical Ethernet Port
ETH5

For detailed information on the assigned that has been configured in your case, go to the
Physical Interfaces menu. For the bintec RS120 router that is used in the workshop, it

looks like this ex works:

Logical Ethermet Interface
eni-4

(1) Go to Physical Interfaces ->Ethernet Ports->Port Configuration.

_Save configuration )

Port Configuration

Automatic Refresh Interval |60
Ethernet Ports

Sweitch Part Ethernet Interface Selection

Seconds [ Apply )

Switch Configur ation

Configured Speed / Made Current Speed / Mode

1 enl-0 v Full Autonegotiation v 100 mbps J Full Duplex
2 enl-0 lVJ Full Autonegotiation ‘VJ Down
3 enl-0 p{, Full Autonegotiation ‘v; Down
4 enl-0 pg’ Full Autonegotiation ‘VJ Down
5 erl-4 v Full Autonegotiation ~ Down
C oK 0 cancel )

Fig. 17: Physical Interfaces->Ethernet Ports->Port Configuration

Configuring the IGMP (Internet Group Management Protocol) proxy

Now you will configure the IGMP proxy required to receive the IPTV Multicast data.
(1) Go to Routing -> Multicast -> IGMP-> New .

Proxy Interface

Forwarding IGMP Options
IGMP Settings
Interface LAN_EN1-D v
Query Interval 1250 Seconds
Maximum Response Time |1u— Seconds
Robustness 2w
Last Member Query Interval l1— Seconds
IGMP State Limit ID— Messages per Second
Mode C Host @ Routing

Advanced Settings
1GMP Proxy “lEnabled

LEASED FN1-4-1

) C

( oK Cancel

Fig. 18: Routing -> Multicast -> IGMP -> New

Proceed as follows to configure the IGMP proxy.
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(1) Under Interface, select the logical Ethernet interface which the Media Box or client
PCs are connected to. In our example, they are Ethernet ports ETH1 to ETH4. Based
on the above assignment, the logical Ethernet interface LAN ENI-0 needs to be se-
lected.

(2) Select Routing for Mode.

(3) Click Advanced Settings.

(4) Enable the IGMP Proxy option.

(5) As the proxy interface, select the generated VLAN interface LEASED ENI1-4-1.
(6) Leave the remaining settings unchanged and confirm your entries with OK.

The completed configuration looks as follows (the entry for the IGMP proxy interface (
enl-4-1) is generated automatically):

_Save configuration Forwarding IGMP  Options

Automatic Refresh Interval |60 Seconds | Apply 1

Intertace Current IGMP Version IGMP
ant- 0 & Enabled &
em-4-1 0 &l Enabled =)

C New ) C oK 0 ( cancel )

Fig. 19: Routing -> Multicast -> IGMP

Activating the Multicast Routing function

The routing of IP Multicast packets to the bintec router is disabled by default. In the follow-
ing configuration step, you enable the Multicast routing function on the router. To do this,
go to the following menu:

(1) Go to Routing ->Multicast ->Options.

Forwarding IGMP Options

Basic Settings

IGMP Status Oup Opown © Auta
Mode [O] Compatibility Mode Oversion 3 only
Mazimurn Groups k4
E LoadBalancing | Maximum Sources 4
cast IGMP State Limit 0 Messages per Second

( oK ) ( Cancel )

Fig. 20: Routing -> Multicast -> Options
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Proceed as follows:
(1) Setthe IGMP status to Active or Auto.
(2) Confirm your entry with OK.

Enabling NAT on the IGMP proxy interface

For security reasons, and to ensure that video on-demand services work, the NAT function
needs to be disabled.

(1) Go to Routing -> NAT -> NAT Interfaces.

[ r——

|View 20 per page Filter in ‘Ntme @ equal @
—

Interface MAT active Silent Deny PPTP Passthrough Portforwardings
LAN_EN1-0

LAN_EN1-4
LEASED_EM1-4-1

= WAN_INTERNET-DATEN
Load

i i i
i i i ]

o
1}
o
o

Hlx OO

Multicast Page: 1 kems: 1 -4

( OK ) ( Cancel )

Fig. 21: Routing -> NAT -> NAT Interfaces
Proceed as follows:

(1) Under NAT Active, enable the LEASED ENI-4-1 interface.
(2) Confirm with OK.

3.2.3 Configuring a DHCP IP address pool on the LAN interface

The T-Home Media Box requires the IP address settings to be assigned dynamically via
DHCP. For this purpose, a DHCP IP address pool needs to be configured on the LAN inter-
face. In our case, this is the en1-0 interface.
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If there is no DHCP server in your local network, proceed as follows:
(1) Go to Local Services -> DHCP Server -> DHCP Pool -> New.

-l IPMAC Binding | DHCP Relay Settings

Basic Parameters

Interface ‘ent-0 ]

IP Address Range [19z.168.0.100 -[19z16a.0.150
Poal Usage @

Advanced Settings:
( oK ) cancel )

DynDHS Client
DHCP Server

Fig. 22: Local Services -> DHCP Server -> DHCP Pool -> New

Proceed as follows to set up an IP address pool:
(1) Under Interface, select the logical interface en1-0.

(2) Enter an IP address range. In our example, an IP address range from
192.168.0.10010 192.168.0.150 is configured.

(3) Press OK to confirm your entries.

3.2.4 Making a bootable backup of the configuration

This concludes the configuration. If the devices are connected correctly, the Internet data
connection and the reception of IPTV data should work correctly. To create a bootable
backup of the configuration, exit the GUI with Save configuration and confirm with OK.
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3 IP - IPTV on xDSL (ADSL / VDSL) T-Home Entertain-

ment connection

3.3 Overview of Configuration Steps

Select the connection type

Interface Assistants -> Internet Access-> Inter- External xDSL Mo-
net Connections dem

Setting up an internet connection

Description Assistants -> Internet Access-> Inter- e.g. Internet Data
net Connections ->Next

Physical Ethernet Assistants -> Internet Access-> Inter- ETH5
Port net Connections ->Next

Internet Service Pro- Assistants -> Internet Access-> Inter- e. g. Germany-

vider net Connections ->Next T-Home-VDSL
User Name Assistants -> Internet Access-> Inter- e. g.
net Connections ->Next 1234567894#0001@t-0
nline.de
Password Assistants -> Internet Access-> Inter- e. g. secret

net Connections ->Next

Always Active Assistants -> Internet Access-> Inter- Enabled
net Connections ->Next

Configuring the VLAN interface

Based on Ethernet  LAN -> IP Configuration-> Interfaces -> en1-4
Interface New

Address mode LAN -> IP Configuration-> Interfaces -> DHCP
New

Interface Mode LAN -> IP Configuration-> Interfaces -> VLAN
New

VLAN ID LAN -> IP Configuration-> Interfaces -> 8
New

DHCP Broadcast LAN -> IP Configuration-> Interfaces -> Disabled
flag New

Configure IGMP proxy
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connection
I T
Interface Routing -> Multicast-> IGMP -> New LAN _ENI-0
Mode Routing -> Multicast-> IGMP -> New Routing
IGMP Proxy Routing -> Multicast-> IGMP -> New Enabled
Proxy Interface Routing -> Multicast-> IGMP -> New LEASED EN1-4-1

Enable Multicast routing function

IGMP Status Routing -> Multicast-> Options Active Or Auto

Activating NAT 7 7
Field Menu Value

Interface Routing -> NAT ->NAT Interfaces NAT active Enabled
LEASED_EN1-4-1

Configuring the DHCP IP address pool

Field Menu [Value

Interface Local Services -> DHCP Server-> DH- enl1-0
CP Pool -> New

IP Address Range  Local Services -> DHCP Server->DH- e.g. 192.168.0.100 -
CP Pool -> New 192.168.0.150

Pool Usage Local Services -> DHCP Server-> DH- ILocal

CP Pool -> New



Chapter 4 IP - OSPF Routing Protocol over
IPSec Connection

4.1 Introduction

This solution shows the star-shaped linking of three locations by IPSec connections in
which the OSPF routing protocol is used to transmit the IP network areas configured in the
branch locations. Using a routing protocol is particularly beneficial in the case of more com-
plex network structures (more IP network areas), because changes in the network structure
are automatically propagated to all the routers involved in the network via the routing pro-
tocol.

The GUI is used to do the configuration.

Location A Location B
@ m bintec RT3002 bintec RT3002 @

192.168.1.254/24 | l
172.16.1.254/24 -
172.16.2.254/24

172.16.3.254/24 m

JEF-E)

| I | I 192.166.0.254/24
- - 172.16.10.254/24
172.16.11.254/24

172.16.12.254/24

Internet
Head office

£
o

bintec R3502 EE

192.168.10.254/24 E'I!EB -d:H:EL

Fig. 23: Example scenario

In our example, more than one network is used at Locations A and B. With statically con-
figured routing the result of this would be that all the networks of all the locations in all the
VPN gateways would need to be configured. This is not the case if a routing protocol is
used. In such a case, the only configuring required is that of a VPN tunnel which enables
the communication to the head office gateway.

Specifically, when doing the VPN configuration, the administrator only needs to tend, in
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each case, to the first network in the LAN interface for the relevant VPN gateway. The rout-
ing protocol takes care of the rest. In this example, the routing protocol propagates all the
networks for Locations A and B to the head office gateway. Which means that all the loca-
tions can communicate with one another. If a LAN IP address is modified, or if a new net-
work is added to one of the gateways, the routing information is automatically forwarded to
the other gateways. The VPN gateways support the use of routing protocols, including in
connection with IPSec connections.

Requirements

* A bintec VPN gateway from the Rxxx2- or RTxxx2 series at each location
¢ All the gateways require an independent connection to the Internet

* Atleast one IP address or a DynDNS account to make the head office gateway access-
ible

4.2 Configuration

4.2.1 Configure the gateway at head office

Configure the Internet access at the head office gateway

The Internet access at the head office gateway can be configured using the Assistant. In
this workshop, an Internet access with a static IP address is used at the head office loca-
tion.

(1) Go to Assistants -> Internet Access-> Internet Connections -> New.
(2) For Connection Type, select Tnternal ADSL Modem.

(3) Click on Next to configure a new Internet connection.
(

4) Enter the required data for the connection.



VolIP PEX in LAN

First steps
Internet Access

VPH

Internet Connections

Al
DAl ISP Data for Internal

Descripton | VDSLIADSLISHDSL Madem

Select your Internet Service Provider (ISP from the list:

For Internet access you must set up a

Type |L“5‘5"’d9f”"Ed via PPP over Ethemst (PPPoE) V‘ connection to your Intemet Sewice Provider
Enter the authertication data for your Internet account [15P).
Follow your provider's instructions! L)
User Mame |Ieste-|p@pmwder.de Description
Enter a description for the Internet connection.
Password Iu---u--
Select the connection mode: ‘fou can select one of the predefined I1SPs or
Abways aclive define a custom Intemst connection. Different
¥ Enabled settings are required depending on the choice
Please erter the ATM settings defined by the Internet Service Provider (ISP, you make for the ISP or the userdefined
connection protocol
\(G:L“)a‘ Path Idenifier 1 Internet Service Provider:
Select your ISP or define a customized
Vitual Channel 32 provider by choosing User-defined via the
|dentifier (YT required connection protocol PPPoE (PPP
over Ethernet), PPPoA (PPP aver ATM),
ADSL Mode O Annex A @ Annex B ETHoA (Ethernet aver ATM) or IPoA (IP aver
ATM)

When establishing an Internet connection,

you are normally prompted for authentication

by the ISP. A user name and a password are
normally used for authentication. You can v

( oK ) Cancel )

Fig. 24: Assistants -> Internet Access -> Internet Connections -> Next

Proceed as follows to configure an Internet access:

(1
)
@)

(4)
(5)
(6)
@)

Under Description enter e. g. ADSL .
For Type, select User-defined via PPP over Ethernet (PPPoE).

As the User , enter the name which your provider has given you, e. g. feste-
ip@provider.de.

Enter the Password that your provider has given you, e. g. test12345.
Enable the Always active option.
For ADSL Mode, select Annex B for applications in Europe (provider-dependent).

Press OK to confirm your entries.

Configure the VPN IPSec connections at the head office gateway

In our example, the VPN tunnels are always set up from the branch gateways to the head
office gateway. For this reason, there is no need to configure the IPSec peer address at the
head office gateway. In this workshop, the VPN IPSec tunnels for Location A and Location
B will be configured using the Assistant.

(1)
)
@)
(4)

Go to Assistants -> VPN -> VPN Connections -> New.
For VPN Scenario select 1PSec-LAN-LAN Connection.
Click on Next to configure a new Internet connection.

Enter the required data for the connection.
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VPN Connections

L]
Selacted scenario IPSec LA_N't“'LAN
IPSec Scenario LAN-to-LAN Connection (SR
Connection Details Enter the required data for the IPSec -
LAN-to-LAM connection scenario
Description W IPSec Scenario: 9
Local IPSec ID zentrale@bintec-elmeg.com A reminder:of,the selscied:scanafio
Remote IFSec 1D 13002_0@bintec-elmeg.com As you can configure several VPN
connections, you must define a description to
Preshared Key CIITTITTT] be able to identify the VPN connection easily. —
Description:
Local IF Address 192.16610.254 = Enter a name far the connection
Define this connection as defaultroute. [ Epabled .
The IPSec partners have to mutually identify
Btz [P e= g and authenticate in order to establish an
IPSec Peer Address I— ‘pSE_E connection .
The identity of the IPSec partner is proven by
IP Address of Remate Metwark 192 168.0.0 a unigue D (similar to user name). To
establish an IPSec connection each IPSec
Metmask 265 255,055 01 gateway must be able to identify the 1D of the
other gateway. Therefore both 'IDs' must be
configured on bath IPSec gateways. The D
can be any name. In practice it is usually a
narme which clearly explaing the connecting
location
Local IPSec ID ~

L OK O cancel )

Fig. 25: Assistants -> VPN -> VPN Connections -> Next

To add the VPN connection to Location A, proceed as follows:
(1) For Description, enter a description of the peer which identifies it, e. 9. Location A.

(2) For Local IPsec ID, enter the IPSec ID of the head office gateway, e. g. zent-
rale@bintec-elmeg. com.

(3) For Remote IPSec ID, enter the IPSec ID of the gateway at Location A, e. g.
rt3002-0@bintec-elmeg. com.

&. Note

This ID must be unique.

(4) Inthe Preshared Key field, enter a password for the encrypted connection (e. g.
testl12345.

(5) The Local IP address specifies the IP address of the IPSec interface, e. g.
192.168.10.254.

(6) For IPSec Peer Address, nothing needs to be entered because the VPN tunnel is al-
ways set up from the branch gateway to the head office gateway.
For IP Address of Remote Network, the network address of one of the IP networks
used at Location A must be configured, e. g. 192.168. 0. 0 and the net mask
255.255.255.0.

(7) Confirm with OK.
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Now add the VPN connection to Location B.

(1) Goto Assistants -> VPN -> VPN Connections -> New.

(2) For VPN Scenario select 1PSec-LAN-LAN Connection.

(3) Click on Next to configure a new Internet connection.

(4) Enter the required data for the connection.

First steps
Internet Access

VPH

VolP PBX in LAN

Selected scenario
IPSec Scenario

Connection Details
Description
Local IPSec 1D
Remote IPSec ID
Preshared Key
Local [P Address

Define this connection as default route
Enter [P settings:

IPSec Peer Address
IP Address of Remote Netwaork

Netmask

VPN Connections

LAN-to-LAN Connection

Standort-B
[zentrale@nbintec-elmeg com
ssssssses

Clenabled

182 168.1.0
255.266.256.0

( oK ) Cancel )

Fig. 26: Assistants -> VPN -> VPN Connections -> Next

To add the VPN connection to Location B, proceed as follows:

IPSec LAN-to-LAN
Connection

Enter the required data for the IPSec -
LAN-to-LAN connection scenario

IPSec Scenario
A reminder of the selected scenario

Asg you can configure several WP

connections, you must define a description to

be able to identify the VPN connection easily. —
Description:

Enter a name for the connection

The IPSec partners have to mutually identify
and authenticate in arder to establish an
IPSec connection

The identity of the IPSec partner is proven by
a unigue 1D (similar to user name). To
establish an IPSec connection each IPSec
gatewsay must be able to identify the ID of the
other gateway. Therefore both ‘103" must be
configured on both IPSec gateways. The ID
can be any name. In practice it is usually a
narme which clearly explaing the connecting
Incation

Local IPSec ID: ~

(1) For Description, enter a description of the peer which identifies it, e. g. Location B.

(2) For Local IPSec ID, enter the IPSec ID of the head office gateway, e. g. zent-
rale@bintec-elmeg. com.

(3) For Remote IPSec ID, enter the IPSec ID of the gateway at Location B, e. g.
rt3002-1@bintec-elmeg. com.

Note

This ID must be unique.

(4) Inthe Preshared Key field, enter a password for the encrypted connection (e. g.

test12345.

(5) The Local IP address specifies the IP address of the IPSec interface, e. g.
192.168.10.254.
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(6) For IPSec Peer Address, nothing needs to be entered because the VPN tunnel is al-
ways set up from the branch gateway to the head office gateway.
For IP Address of Remote Network, the network address of one of the IP networks
used at Location B must be configured, e. g. 192.168. 1. 0 and the net mask
255.255.255.0.

(7) Confirm with OK.
In the next step, the OSPF routing protocol is enabled. This propagates the routing entries
via the VPN IPSec tunnel at the locations.

(1) Go to Routing Protocols -> OSPF -> Global Settings.

Areas Interfaces Global Settings

Global OSPF Settings
OSFF Status Enabled
Generate default route for the AS Cenabled

Propagate routes bound on discardirefuse interface . [] Enabled

C oK O cancel

Fig. 27: Routing Protocols -> OSPF -> Global Settings.

Proceed as follows:
(1) Enable the OSPF Status option.
(2) Confirm with OK.

You specify which interface IP routing information is propagated on in the Interfaces menu.

(1) Go to Routing Protocols -> OSPF -> Interfaces -> <Location A/Location B> @

Areas Interfaces Global Settings

OSPF Interface Configuration

Adrmin Status

Area D

Metric Determination
Metric (direct routes) |m—

Authentication Type
Exportindirect static routes [Jenabled

Demand Circuit Options [ Enabled

( oK ) ( Cancel )

Fig. 28: Routing Protocols -> OSPF -> Interfaces -> <Location A/Location B> @

Proceed as follows:
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(1) Set the OSPF Admin Status for the VPN IPSec interfaces to Active in order to
propagate routing information on these interfaces. For all the other interfaces, the de-
fault value Passive is used to provide their routing information to the two VPN IPSec
interfaces.

(2) Confirm with OK.

The complete configuration looks like this:

Areas Interfaces Global Settings

View |20 per page Fitter in | Nane v | equal ,VI

Inter face Area ID IP Address Admin Status Status Metric

enl-0 0.0.0.0 100.0.182 Passive Dawn 1 @
enl-4 0.0.0.0 0.0.00 Passive Dawn 10 @
ethoas0-0 0.0.0.0 0.0.00 Passive Dawn 10 @
ADSL 0.0.0.0 0.0.00 Passive Down 1562 @
Standort-A 0.0.0.0 192.168.10.254 Active Point-to-point 10 2
Standort-B 0.0.0.0 192.168.10.254 Active Point-to-point 10 2

Fage: 1,tems: 1-6

Fig. 29: Routing Protocols -> OSPF -> Interfaces .

4.2.2 Configure the gateway at Location A

Configure the Internet access at the Location A gateway

The Internet access at the Location A gateway can be configured using the Assistant.
(1) Go to Assistants -> Internet Access-> Internet Connections -> New.

(2) For Connection Type, select Internal ADSL Modem.

(3) Click on Next to configure a new Internet connection.

(4) Enter the required data for the connection.

Workshops (Excerpt)



VolP PBX in LAN

Internet Connections

Al
o e ISP Data for Internal

Description | VDSLIADSLISHDSL Modem

Select your Internet Service Provider (ISP) from the list:

For Internet access you must set up a =

Type ‘ Userdefined via PPP over Ethemet (PPFoE) "‘ connection 1o your Internet Service Provider
Ertter the authertication data far your Internet accourt: [13P].

Faollow your provider's instructions! L |
User Name IfESlE’Ip@pI’DVIdEI’dE Description

Ernter a description for the Internet connection
Pagsword |n-nn-
Select the connection mode: “You can select one of the predefined 1SPs or
Always active FlEnabled define a custom Internet connection. Different

settings are required depending on the choice
Please enter the ATM settings defined by the Internet Service Provider (ISP you make for the ISP or the user-defined

i connection protocal.
Vitual Path Identifier ! Internet Service Provider:

Pl
i Select your I3P or define a customized
‘irtual Channel 37 provider by choosing User-defined via the
Identifier (/CI) reguired connection protocol PPPoE (PPP
over Ethernet), PPPoA (PPP over ATM),
ADSL Mode O annex A ® Annex B ETHoA (Ethernet aver ATW) or IPoA (IP over
ATH)

When establishing an Intemet connection,

you are normally prompted for authentication

by the ISP A user name and a password are
normally used for authentication. You can >

C oK ) ([ cancel )

Fig. 30: Assistants -> Internet Access -> Internet Connections -> Next

Proceed as follows to configure an Internet access:

M
@)
©)

(4)
(5)
(6)
7)

Under Description enter e. 9. ADSL .
For Type, select User-defined via PPP over Ethernet (PPPOE).

As the User , enter the name which your provider has given you, e. g. feste-
ip@provider.de.

Enter the Password that your provider has given you, e. g. test12345.
Enable the Always active option.
For ADSL Mode, select Annex B for applications in Europe (provider-dependent).

Press OK to confirm your entries.

Configure the VPN IPSec connection at the Location A gateway

In our example, the VPN tunnels are always set up from the branch gateway to the head
office gateway. The VPN IPSec configuration is configured using the assistant.

M
@)
©)
(4)
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Go to Assistants -> VPN -> VPN Connections -> New.
For IPSec Scenario select TPSec-LAN-LAN Connection.
Click on Next to configure a new Internet connection.

Enter the required data for the connection.



VPN Connections

% First steps B
Internet Access =1
i Selected scenario ICI;’SeI: L?N-to-LAN
T YT — onnection

VolP PBX in LAH IPSec Scenatio LAN-to-L AN Connection

Connection Details Enter the required data for the IPSec -

LAN-to-LAN connection scenario.
Description Zentrale IPSec Scenario
Local IPSec ID M3002_0@&bintec-elmeg.com L R L
Remaote IPSec ID zentrale@bintec-elmeg com As you can configure several WPN

connections, you must define a description ta

Freshared Key ssssssss be able to identify the WPN connection easily. —

Description

i Al 192.168.0254 v Enter a name far the connection.

Defing this connection as defaultroute| ] Enabled

The IPSec partners have to mutually identify
ity P seiles? and authenticate in order to establish an

IPSec Peer Address 62.63.64.65 IPSec connection

The identity of the IPSec partner is proven by

IP Address of Remote Network 192.168.10.0 a unigue ID (similar to user name). To
establish an IPSec connection each IPSec

Metrmask 255 255 255.0 gateway must be able to identify the D of the
other gateway. Therefore both '1Ds' must be

configured on both IPSec gateways. The 1D
can be any name. In practice it is usually a
narme which clearly explains the connecting
location

Local IPSec ID: ~|

( oK A Cancel )

Fig. 31: Assistants -> VPN -> VPN Connections -> Next

To add the VPN connection to the head office gateway, proceed as follows:

(1) For Description, enter a description of the peer which identifies it, e. 9. Head Of-
fice.

(2) For Local IPSec ID, enter the IPSec ID of the Location A gateway, e. g.
rt3002 0O@bintec-elmeg.com.

(3) For Remote IPSec ID, enter the IPSec ID of the head office gateway, e. g. zent-
rale@bintec-elmeg. com.

@ Note

This ID must be unique.

(4) Inthe Preshared Key field, enter a password for the encrypted connection (e. g.
testl12345.

(5) The Local IP address specifies the IP address of the IPSec interface, e. g.
192.168.0.254.

(6) For IPSec Peer Address, the IP address or the DNS name that will be used to access
the head office gateway must be entered. In our example, we shall use the head office
gateway's static WAN IP address, e. g. 62.63.64.65.

(7) For IP Address of Remote Network, the network address of one of the IP networks
used at head office must be configured, e. g. 192.168.10. 0 and the net mask
255.255.255.0.

ps (Excerpt)



(8) Confirm with OK.

In the next step, the OSPF routing protocol is enabled. This propagates the routing entries
via the VPN IPSec tunnel at the locations.

(1) Go to Routing Protocols -> OSPF -> Global Settings.

Areas Interfaces Global Settings

Global OSPF Seftings
OSFF Status Enabled
Generate default route for the AS Cenabled

Prapagate routes bound on discardirefuse interface . [ Enabled

( oK ) ( Cancel )
Fig. 32: Routing Protocols -> OSPF -> Global Settings.

Proceed as follows:
(1) Enable the OSPF Status option.
(2) Confirm with OK.

You specify which interface IP routing information is propagated on in the Interfaces menu.

(1) Go to Routing Protocols -> OSPF -> Interfaces -><head office> @

Areas Interfaces Global Settings

OSPF Interface Configuration

Adrmin Status

Area D

Metric Determination
Metric (direct routes) |m—

Authentication Type
Exportindirect static routes CJenabled

Demand Circuit Options [l Enabled

C oK 0 cancel )

Fig. 33: Routing Protocols -> OSPF -> Interfaces -> <head office> @

Proceed as follows:

(1) Set the OSPF Admin Status for the two newly configured VPN IPSec interfaces to
Active in order to propagate routing information on these interfaces. For all the other
interfaces, the default value Passive is used to provide their routing information to
the two VPN IPSec interfaces.

(2) Confirm with OK.
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The complete configuration looks like this:

__Save configmation_ Areas Interfaces Global Settings
Wiew lED—per page Fiter in | None | equal leI
Intertace Ares D IP Address Adimin Status Status Metric
ent-0 0.0.0.0 1582168 0.254 Passive Down 1 E
ent-4 0.0.0.0 0.0.00 Passive Down 10 2
ADSL 0.0.0.0 0.0.00 Passive Down 1862 2
Zentrale 0.0.0.0 192.168.0.254 Active Puointto-paint 10 @
ethoas0-0 0.0.0.0 oooo Passive Down 10 @
Page: 1, ftems: 1-5

Fig. 34: Routing Protocols -> OSPF -> Interfaces .

4.2.3 Configure the gateway at Location B

Configure the Internet access at the Location B gateway

The Internet access at the Location B gateway can be configured using the Assistant.
(1) Go to Assistants -> Internet Access-> Internet Connections -> New.

(2) For Connection Type, select Tnternal ADSL Modem.

(3) Click on Next to configure a new Internet connection.

(4) Enter the required data for the connection.
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Internet Connections

" 5]
S ‘ Foa ISP Data for Internal
P escrition J VDSLIADSLISHDSL Modem
VolP PBX in LAN Select your Internet Sarvice Provider (15P) from the list

For Internet access you must set up a =

Type ‘ User-defined via PPP over Ethamst (PPPoE) v| connection to your Intemet Service Provider
Erteer the authertication data for your Internst accourt (5P}

Follow your provider's instructions! |
User Mame |feste-lp@prowder.de Description

Enter a description far the Internet connection
Pagsword Innnu
Select the connection made: You can select one of the predefined ISP or
Aways active FlEnabled define a custom Internet connection. Different

settings are required depending on the choice
Please ertar the AT settings defined by the Internet Service Provider (ISP you make for the ISP or the uger-defined

i connection protocal
vitual Path Identifier ! Internet Service Provider.

)
S Select your ISP or define a customized
‘irtual Channel 37 provider by choosing User-defined via the
Identifier (V1) required connection protocol PPPoE (FFP
over Ethemet), PPPoA (PPP over ATM),
ADSL Mode O Annex A @ Annex B ETHoA (Ethernet aver ATMW) or IPoA (IF over
ATM)

When establishing an Internet connection,

you are normally prompted for authentication

by the ISP. A user name and a password are
normally used for authentication. You can >l

C oK O cancel

Fig. 35: Assistants -> Internet Access -> Internet Connections -> Next

Proceed as follows to configure an Internet access:

(1
)
©)

(4)
(%)
(6)
7)

Under Description enter e. g. ADSL .
For Type, select User-defined via PPP over Ethernet (PPPOE).

As the User , enter the name which your provider has given you, e. g. feste-
ip@provider.de.

Enter the Password that your provider has given you, e. g. test12345.
Enable the Always active option.
For ADSL Mode, select Annex B for applications in Europe (provider-dependent).

Press OK to confirm your entries.

Configure the VPN IPSec connection at the Location B gateway

In our example, the VPN tunnels are always set up from the branch gateway to the head
office gateway. The VPN IPSec configuration is configured using the assistant.

(1
)
©)
(4)

Go to Assistants -> VPN -> VPN Connections -> New.
For IPSec Scenario select 1PSec-LAN-LAN Connection.
Click on Next to configure a new Internet connection.

Enter the required data for the connection.
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First steps
Internet Access

VPH

VolIP PEX in LAN

Selected scenario
IPSec Scenario

Connection Details

Description

Local IPSec ID

Remote IPSec ID

Preshared Key

Local IP Address

Dedfine this connection as default route
Enter IP settings:

IPSec Peer Address

IP Address of Remote MNetwork

Metmask

VPN Connections

LAN-to-LAN Connection

Zentrale
CLTTTITT

Cenavlea

62.63.64.65
1592168100
255256 2550

€ oK ) ( Cancel )

Fig. 36: Assistants -> VPN -> VPN Connections -> Next

=
IPSec LAN-to-LAN
Connection

Enter the required data for the IPSec -
LAN-to-LAN connection scenario

IPSec Scenario
A reminder of the selected scenario

As you can configure several WPN

connections, you must define a description to

be able to identify the YPN connection easily,. —
Description:

Enter a name for the connectian,

The IPSec partners have to mutually identify
and authenticate in order to establish an
IPSec connection,

The identity of the IPSec partner is proven by
a unigue 1D (similar to user name). To
establish an IPSec connection each IPSec
gateway must be able to identify the 1D of the
other gateway. Therefore both 1Ds' must be
configured on hoth IPSec gateways. The 1D
can be any name. In practice it is usually a
name which clearly explains the connecting
lncatian

Local IPSecID: >

To add the VPN connection to the head office gateway, proceed as follows:

(1) For Description, enter a description of the peer which identifies it, e. 9. Head of-

fice.

(2) For Local IPSec ID, enter the IPSec ID of the Location B gateway, e. g.
rt3002_1@bintec-elmeg.com.

(3) For Remote IPSec ID, enter the IPSec ID of the head office gateway, e. g. zent-
rale@bintec-elmeg. com.

Note

This ID must be unique.

(4) Inthe Preshared Key field, enter a password for the encrypted connection (e. g.

test12345.

(5) The Local IP address specifies the IP address of the IPSec interface, e. g.
192.168.1.254.

(6) For IPSec Peer Address, the IP address or the DNS name that will be used to access
the head office gateway must be entered. In our example, we shall use the head office
gateway's static WAN IP address, e. g. 62.63.64.65.

(7) For IP Address of Remote Network, the network address of one of the IP networks
used at head office must be configured, e. 9. 192.168.10. 0 and the net mask
255.255.255.0.
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(8) Confirm with OK.

In the next step, the OSPF routing protocol is enabled. This propagates the routing entries
via the VPN IPSec tunnel at the locations.

(1) Go to Routing Protocols -> OSPF -> Global Settings.

Areas Interfaces Global Settings

Global OSPF Seftings
OSFF Status Enabled
Generate default route for the AS Cenabled

Prapagate routes bound on discardirefuse interface . [ Enabled

( oK ) ( Cancel )
Fig. 37: Routing Protocols -> OSPF -> Global Settings.

Proceed as follows:
(1) Enable the OSPF Status option.
(2) Confirm with OK.

You specify which interface IP routing information is propagated on in the Interfaces menu.

(1) Go to Routing Protocols -> OSPF -> Interfaces -><head office> @

Areas Interfaces Global Settings

OSPF Interface Configuration

Admin Status

AreaID

Metric Determination
Metric (direct routes) |1D—

Authentication Type

Export indirect static routes CJEnabled

Demand Circuit Options [“lEnabled

€ OK ) € Cancel )

Fig. 38: Routing Protocols -> OSPF -> Interfaces -> <head office> @

Proceed as follows:

(1) Setthe OSPF Admin Status for the VPN IPSec interfaces to Active in order to
propagate routing information on these interfaces. For all the other interfaces, the de-
fault value Passive is used to provide their routing information to the two VPN IPSec
interfaces.

(2) Confirm with OK.
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The complete configuration looks like this:

Areas Interfaces Global Settings

View |20 per page Fiter in | None ~ | equal VI

Interface ArealD IF Address Admin Status Status Metric
ent-0 0.0.0.0 192.168.1.254 Passive Down 1
ent-4 0.0.0.0 0.0.00 Passive Down 10
ADSL 0.0.0.0 0.0.00 Pagsive Down 1862

Zentrale 0.0.0.0 192.168.1.254 Active Puointto-paint 10
ethoas0-0 0.0.0.0 0oo0o Passive Down 10
Page: 1,ltems: 1-5

]| ) ) )

Fig. 39: Routing Protocols -> OSPF -> Interfaces .

4.3 OSPF monitoring

With the VPN IPSec configuration, the head office network (192.168.10.0/24) has been
connected to the two Locations A and B (192.168.0.0/24 and 192.168.1.0/24). As shown in
the example scenario, other IP networks, (e. g. 172.16.1.0/24 or 172.16.10.0/24 and oth-
ers) are used at the two branch locations. To enable communication between Location A
and Location B, and to make all the other networks accessible from every location, the
gateways share all the routing information by means of the OSPF routing protocol. Using
the VPN IPSec tunnel, this routing information is sent encrypted and updated periodically.

The Protocol column indicates whether the routing entry was configured manually or
whether a routing entry was generated using the OSPF routing protocol.

(1) Go to Network -> Routes ->IP Routes.
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v [F6 o 1 o M il o
=
2:::::"" = Netmask Gateway Interface Metric m""d Type Protocal
10.1.1.254 255.255.255.255 | 10.1.1.4 WAN_ADSL 0 ] Direct Other
10.1.1.254 255.255.255.255 |192.168.1.254 | IPSEC_IPSEC_1 % | - Indirect OSPF
172.16.1.0 255.255.255.0  192.168.1.254  IPSEC_IPSEC 1 11 ] Indirect OSPF
172.16.2.0 255.255.255.0  192.168.1.254  IPSEC_IPSEC_1 11 ™ Indirect OSPF
172.16.3.0 255.255.255.0  192.168.1.254  IPSEC_IPSEC_1 1 ] Indirect OSPF
172.16.10.0 255.255.255.0  192.168.0.254  IPSEC_IPSEC_0 11 ] Indirect OSPF
172.16.11.0 255.255.255.0  192.168.0.254 | IPSEC_IPSEC 0 1 ] Indirect OSPF
172.16.12.0 255.255.255.0 | 192.168.0.254 | IPSEC_IPSEC_0 11 ) Indirect OSPF
102.166.0.0 255.255.255.0  192.168.10.254 | IPSEC_IPSEC 0 1 ] Direct Local
192.168.0.0 255.255.255.0  192.168.0.254 | IPSEC_IPSEC_0 11 a2 Indirect OSPF
102.166.1.0 255.255.255.0  192.168.10.254  IPSEC_IPSEC 1 1 ] Direct Local
192.168.1.0 255.255.255.0  192.168.1.254  IPSEC_IPSEC_1 11 ] Indirect OSPF
102.166.10.0 255.255.255.0  192.168.10.254 | LAN_EN1-0 0 ™ Direct Local
192.168.10.0 255.255.255.0  192.168.1.254  IPSEC_IPSEC_1 20 |@ Indirect OSPF
192.166.10.0 255.255.255.0  192.168.0.254 | IPSEC_IPSEC_0 0 |- Indirect OSPF
0.0.0.0 0.0.0.0 0.0.0.0 WAN_ADSL 1 a Indirect Local
Page: 1, tems: 1-16

Fig. 40: Network -> Routes ->IP Routes

The OSPF status information can be viewed with the GUI.
(1) Go to Monitoring -> OSPF -> Status.




Admin Status

e
State

0.0.0.0 Disabled Valid
0.0.0.0 Disabled Valid
0.0.0.0 Disabled Valid
Disabled Valid
0.0.0.0 Disabled Valid
0.0.0.0 Enabled Valid
Enabled Valid
Page: 1, ltems: 1-7
OSPF Neighbors
——————————————
view[20 " perpase (None | v|equal ||
Neighbor _ Rowerd interace State
192.166.0.254 192.168.0.254 IPSec_0 Complete
192.168.1.254 192.168.1.254 IPSec_1 Complete

Page: 1, ltems: 1-9

\OSPF Link Stats Database

view (20 per page

Area Type Link State 1D Router ID ‘Sequence Age
0.0.0.0 Router Link 192.168.10.254 192.168.10.254 1660

0.0.0.0 Router Link 192.168.0.254 192.168.0.254 821

0.0.0.0 Router Link 192.168.1.254 192.168.1.254 1681

Page: 1, ltems: 1-12

Fig. 41: Monitoring -> OSPF -> Status

The OSPF status information can be viewed using a console command.
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bintec elmeg GmbH

4 IP - OSPF Routing Protocol over IPSec Connection

Datei Bearbeiten Ansicht Terminal Hilfe

Welcome to R3502 wversion V.7.10 Rev. 1 (Patch 3) IPSec from 2011/08/26 09:00:00
systemname is r35602, location

Login: admin
Password:

Password not changed. Call "setup" for quick configuration.

r3sez2:> ospfmon db
Area 0.0.0.8

Router Link Age 861 Options ©x22 LsId 192.168.0.254

RtrId 192.168.0.254 Seq 8x8000001f Checksum ©x917d Len 168
options 8x@ links 7
Point to Point id 192.168.10.254 data 192.168.0.254 metric 10

Stub Network
Stub Network
Stub Network
Stub Network
Stub Network
Stub Network

id
id
id
id
id
id

192.168.10.0 data 255.255.255.0 metric 10
16.1.1.254 data 255.255.255.255 metric 164
172.16.12.0 data 255.255.255.0 metric 1
172.16.11.0 data 255.255.255.0 metric 1
172.16.18.0 data 255.255.255.0 metric 1
192.168.8.0 data 255.255.255.0 metric 1

Router Link Age 1721 Options ©x22 LsId 192.168.1.254

RtrId 192.168.1.254 Seq 0x8800802a Checksum ©xe583 Len 188
options 8x@ links 7
Point to Point id 192.168.10.254 data 192.168.1.254 metric 10

Stub Network
Stub Network
Stub Network
Stub Network
Stub Network
Stub Network

id
id
id
id
id
id

192.168.10.8 data 255.255.255.8 metric 18
10.1.1.254 data 255.255.255.255 metric 86
172.16.3.0 data 255.255.255.8 metric 1
172.16.2.0 data 255.255.255.8 metric 1
172.16.1.0 data 255.255.255.8 metric 1
192.168.1.0 data 255.255.255.0 metric 1

Router Link Age 1780 Options 8x22 LsId 192.168.10.254

RtrId 192.168.10.254 Seq 0x8000008b Checksum 8xadShbf Len 96
options 8x@ links &
Point to Point id 192.168.0.254 data 192.168.10.254 metric 18
Stub Network id 192.168.0.0 data 255.255.255.0 metric 10
Point to Point id 192.168.1.254 data 192.168.10.254 metric 10
Stub Network id 192.168.1.0 data 255.255.255.0 metric 10
Stub Network id 10.1.1.254 data 255.255.255.255 metric 92
Stub Network id 192.168.10.8 data 255.255.255.0 metric 1

Fig. 42: Status information




4 1P - OSPF Routing Protocol over IPSec Connection bintec elmeg GmbH

4.4 Overview of Configuration Steps

Configure the gateway at head office

Connector Type

Description

Type

User Name

Password

Always Active

ADSL Mode

VPN scenario

Description

Local IPSec ID

Remote IPSec ID

Preshared key
Local IP Address
IP Address of Re-

mote Network

Netmask

Assistants -> Internet Access -> Inter-
net Connections -> New

Assistants -> Internet Access -> Inter-
net Connections -> Next

Assistants -> Internet Access -> Inter-
net Connections -> Next

Assistants -> Internet Access -> Inter-
net Connections -> Next

Assistants -> Internet Access -> Inter-
net Connections -> Next

Assistants -> Internet Access -> Inter-
net Connections -> Next

Assistants -> Internet Access -> Inter-
net Connections -> Next

Assistants -> VPN -> VPN Connections
-> New

Assistants -> VPN -> VPN Connections
-> Next

Assistants -> VPN -> VPN Connections
-> Next

Assistants -> VPN -> VPN Connections
-> Next

Assistants -> VPN -> VPN Connections
-> Next

Assistants -> VPN -> VPN Connections
-> Next

Assistants -> VPN -> VPN Connections
-> Next

Assistants -> VPN -> VPN Connections
-> Next

Internal ADSL Mo-
dem

e.g. ADSL

User-defined via
PPP over Ethernet
(PPPOE)

€. g. feste-
ip@provider.de

€. g. testl12345

Enabled

Annex B

IPSec - LAN-to-LAN
connection

€. g. Location A

€. 0. zent-
rale@bintec-elmeg.
com

e.g.
rt3002 O@bintec-el
meg.com

€. g. testl12345
€.g.192.168.10.254

e.g.192.168.0.0

e.g.255.255.255.0
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Description

Local IPSec ID

Remote IPSec ID

Preshared key
Local IP Address
IP Address of Re-
mote Network
Netmask

OSPF status

Admin Status

Admin Status

Assistants -> VPN -> VPN Connections e. g. Location B
-> Next

Assistants -> VPN -> VPN Connections €. g. zent-
-> Next rale@bintec-elmeg.

com

Assistants -> VPN -> VPN Connections e. g.
-> Next rt3002 1@bintec-el

meg.com

Assistants -> VPN -> VPN Connections e. g. test12345
-> Next

Assistants -> VPN -> VPN Connections e.g. 192.168.10.254
-> Next

Assistants -> VPN -> VPN Connections e.g. 192.168.1.0
-> Next

Assistants -> VPN -> VPN Connections e. g. 255.255.255.0
-> Next

Routing Protocols -> OSPF -> Global Enabled
Settings.

Routing Protocols -> OSPF -> Inter- Active
faces -> <Location A>

Routing Protocols -> OSPF -> Inter- Active
faces -> <Location B>

Configure the gateway at Location A

Field

Connector Type

Description

Type

User Name

Password

Always Active

Menu Value

Assistants -> Internet Access -> Inter- Internal ADSL Mo-
net Connections -> New dem

Assistants -> Internet Access -> Inter- e. g. ADSL
net Connections -> Next

Assistants -> Internet Access -> Inter- User-defined via
net Connections -> Next PPP over Ethernet
(PPPOE)

Assistants -> Internet Access -> Inter- e. g. feste-
net Connections -> Next ip@provider.de

Assistants -> Internet Access -> Inter- e.g. test12345
net Connections -> Next

Assistants -> Internet Access -> Inter- Enabled
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ADSL Mode

Connector Type

Description

Local IPSec ID

Remote IPSec ID

Preshared key
Local IP Address
IPSec Peer Address
IP Address of Re-
mote Network
Netmask

OSPF status

Admin Status

net Connections -> Next

Assistants -> Internet Access -> Inter-

net Connections -> Next

Assistants -> VPN -> VPN Connections

-> New

Assistants -> VPN -> VPN Connections

-> Next

Assistants -> VPN -> VPN Connections

-> Next

Assistants -> VPN -> VPN Connections

-> Next

Assistants -> VPN -> VPN Connections

-> Next

Assistants -> VPN -> VPN Connections

-> Next

Assistants -> VPN -> VPN Connections

-> Next

Assistants -> VPN -> VPN Connections

-> Next

Assistants -> VPN -> VPN Connections

-> Next

Routing Protocols -> OSPF -> Global

Settings.

Routing Protocols -> OSPF -> Inter-

faces -> <head office>

Configure the gateway at Location B

Field

Connector Type

Description

Type

Menu

Assistants -> Internet Access -> Inter-

net Connections -> New

Assistants -> Internet Access -> Inter-

net Connections -> Next

Assistants -> Internet Access -> Inter-

net Connections -> Next

Annex B

Internal ADSL Mo-
dem

€. g. Head Office

e.g.
rt3002 O@bintec-el
meg.com

€. 0. zent-
rale@bintec-elmeg.
com

€. Q. testl12345
e.g.192.168.0.254
e.g. 62.63.64.65
e.g.192.168.10.0
e.g. 255.255.255.0

Enabled

Active

Value

Internal ADSL Mo-
dem

e.g. ADSL

User-defined via
PPP over Ethernet
(PPPOE)
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User Name Assistants -> Internet Access -> Inter- e. g. feste-
net Connections -> Next ip@provider.de
Password Assistants -> Internet Access -> Inter- e.g. test12345

net Connections -> Next

Always Active Assistants -> Internet Access -> Inter- Enabled
net Connections -> Next

ADSL Mode Assistants -> Internet Access -> Inter- Annex B
net Connections -> Next

Connector Type Assistants -> VPN -> VPN Connections Internal ADSL Mo-
-> New dem
Description Assistants -> VPN -> VPN Connections e. g. Head Office
-> Next
Local IPSec ID Assistants -> VPN -> VPN Connections e. g.
-> Next rt3002_1@bintec-el
meg.com

Remote IPSec ID Assistants -> VPN -> VPN Connections €. g. zent-

-> Next rale@bintec-elmeg.
com
Preshared key Assistants -> VPN -> VPN Connections e. g. test12345
-> Next

Local IP Address Assistants -> VPN -> VPN Connections e.g. 192.168.1.254
-> Next

IPSec Peer Address Assistants -> VPN -> VPN Connections e. g. 62.63.64.65
-> Next

IP Address of Re- Assistants -> VPN -> VPN Connections e.g. 192.168.10.0

mote Network -> Next

Netmask Assistants -> VPN -> VPN Connections e. g. 255.255.255.0
-> Next

OSPF status Routing Protocols -> OSPF -> Global Enabled
Settings.

Admin Status Routing Protocols -> OSPF -> Inter- Active

faces -> <head office>
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Chapter 5 IP - RIPv2 Routing Protocol over
IPSec Connection

5.1 Introduction

This solution shows the linking of two locations by an IPSec connection in which the RIPv2
routing protocol is used to transmit the IP network areas configured in both locations. Using
a routing protocol is particularly beneficial in the case of more complex network structures
(more IP network areas), because changes in the network structure are automatically
propagated to all the routers involved in the network via the routing protocol. The example
that follows aims to explain the way it works.

The GUI is used to do the configuration.

Location A (branch 1) Location B (head office)

-—————— VPN IPSec tunnel = — — — — — — — >

LAN IP address: 10.0.0.0/27 LAN IP address: 10.0.0.0/27
Fig. 43: Example scenario

In our example, an additional network is now to be added at Location A. With statically con-
figured routing the result of this would be that the VPN gateway configuration at both loca-
tions would need to be changed. This is not the case if a routing protocol is used. In such
cases, only the Location A VPN gateway needs to be configured. Specifically, the adminis-
trator only needs to configure the network on the LAN interface of the Location A VPN
gateway. The routing protocol takes care of the rest.

The VPN gateways support the use of routing protocols, including in connection with IPSec
connections. The following workshop aims to clarify this using a concrete example.

Requirements

The following are required for the configuration:

* A VPN gateway e. g. bintec R1202 at head office
* A VPN gateway e. g. bintec RS120 at the field office
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* A boot image of Version 7.10.1 on both gateways

* Both gateways require an independent connection to the Internet

About the test setup

RS120 Location A (field office):

System Name

LAN IP address
LAN IP subnet mask

Public Internet IP address

Standard gateway IP address

Local IP address of the IPSec interface

R1202 Location B (head office):

System Name

LAN IP address
LAN IP subnet mask

Public Internet IP address

Standard gateway IP address

Local IP address of the IPSec interface

5.2 Configuration

RS 120 field office 1 (used as local IPSec
peer ID)

10.0.0.30
255.255.255.224

62.146.1.1 (a host name can also be used
here)

62.146.1.2

1.0.0.1 (Important: this IP address must be
unique, i. e. may not be in the locations' LAN
IP address range.)

R1202 head office (used as local IPSec
peer ID)

100.0.0.30
255.255.255.224

62.147.1.1 (a host name can also be used
here)

62.1471.2

1.0.0.2 (Important: this IP address must be
unique, i. e. may not be in the locations' LAN
IP address range.)

5.2.1 Configure the bintec R1202 at Location B (head office)

Configure the IPSec Connection

First set up a new connection. The IPSec Phase 1/ IPSec Phase 2 standard profiles are

used in the example.




To do this, go to the following menu:
(1) Goto VPN -> IPSec -> IPSec Peers -> New.

[IPSecPeers| Phaset Profiles | Phase-2 Profiles | XAUTH Profiles | IP Pools | Options|

Peer Parameters

Administrative Status @ up Coown

Description |Branch4

Peer Address |52.‘I4E 11

el Fully Gualified Damain Mamme (FADM) |
rs120-branch

Internet Key Exchange KEw1 [};

Preshared Key |uooun

Interface Routes

IP Address Assignment Static @
Default Route Clenabled
Local IP Address W
Remote IP Address | Netmask Metic
Route Erfries [tTanq |255.255 255 255 |
Add

Advanced Settings

Advanced IPSec Options

Phase-1 Profie

Phase-2 Profile

XAUTH Profile

Mumber of Admitted Connections @ one User Omultiple Users

Start hode C on pemand © Always up

Advanced IP Options

Back Route Yerify Cenabled

Proxy ARP ) nactive OUp or Dormant. OUp only
IPSes Callback

Mole | Inactive ¥

C 0K 0 Cancel )

Fig. 44: VPN-> IPSec-> IPSec Peers-> New

To add a new connection, proceed as follows:

(1) For Description, enter a description of the peer which identifies it, e. 9. Field 0f-
fice 1.

(2) For Peer Address, enter the public Internet IP address, e. g. 62.146.1.1.
(3) For Peer ID, enter the peer's ID, e. 9. RS120 field office 1.
(4) For Preshared Key, enter the password for the encrypted connection (e. g. test.

(5) The Local IP address specifies the IP address of the IPSec interface, here e. g.
1.0.0.2.

ps (Excerpt)
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@ Note

Here, do NOT enter the LAN IP address of the bintec R1202, but use an IP address
which is NOT within a location's LAN IP address range.

(6) The local IP address of the field office's IPSec interface should be configured as the
Route Entry, here e. g. 1.0.0. 1. In this case, the subnet mask can be
255.255.255.255 (host route).

@ Note

Here, do NOT enter the actual network routes for accessing the remote location. The
creating of the network routes that are required to access the locations concerned is
done, in our case, by the RIP routing protocol.

(7) The Start Mode must be configured to Always active konfiguriert sein. In this
mode, the IPSec connection is always established automatically, i. e. the connection
is always active. This is needed so that RIP can transmit the routes to the relevant
neighbour gateway.

(8) Leave the remaining settings unchanged and confirm them with OK.
Changing the Phase 1 profile

To configure the Phase 1 profile, open the profile that is indicated to be the default.
(1) Goto VPN -> IPSec -> Phase 1 Profiles ->.



__Save configuration __J

Phase-1 (KE) Parameters

Description

Proposals

DH Group
Lifetime

Authentication Method

Mode
Local ID Type

Local IDvalue

IPSec Peers Phase-1 Profiles Phase-2 Profiles XAUTH Profiles |P Pools Options

|Multl-Proposal

Encryption Authertication Enabled
JDES ¥ |[MDS R

(768 Bit) & 2(1024 Bity O 5(1536 Bit)

|1 4400 Secundsl[l kBytes Rekey after|30 % Lifetime

Preshared Keys v

© Main Mode (ID Protect) © Agaressive [ strict

| Fully Qualified Domain Name (FQDN) ‘V‘

[R1202-head affice

Advanced Settings
C oK 0 cancel )

Fig. 45: VPN -> IPSec -> Phase 1 Profiles ->@

Proceed as follows:

(1) For Local ID value, enter the your device's ID, here e. g. R1202 head office.

(2) Leave the remaining settings unchanged and confirm them with OK.

Configure the RIP routing protocol for the IPSec interface

The routing protocol is configured in the RIP Interfaces menu.
(1) Go to Routing Protocols -> RIP -> RIP Interfaces -><field office 1> @

RIP Parameters for: Branch-1

Send Version

Receive Version

Route Announce

RIP Interfaces RIP Filter | RIP Options

RIP Y2 Multicast v

RIPY?2

II

Up only s

€ oK ) ( Cancel )

Fig. 46: Routing Protocols -> RIP -> RIP Interfaces -><field office 1> @

Proceed as follows:

(1) For the Send Version, select RTP V2 Multicast. The RIP protocol packets use
the 224.0. 0. 9 multicast address as the target address. You may also use other RIP
variants here. But it is important that the RIP version used (RIPv1/RIPv2) is the same

on both VPN gateways.

ps (Excerpt)




(2) Forthe Receive Version, select RTP V2.
(3) For Route Announce, select Active Only.

(4) Press OK to confirm your entries.

In the last step in the configuration, the default route distribution is disabled.
(1) Go to Routing Protocols -> RIP -> RIP Options.

RIP Interfaces RIP Filter  RIP Options

Global RIP Parameters

RIP UDP Port 520

Default Route Distribution Cenabled

Poisoned Reverse ClEenabled

RFC 2453 Yariable Timer [ Enabled

RFC 2081 Variahle Timer CEnabled

Timer for RIP 2 (RFC 2453)

Update Timer lElU—Secunds
Route Timeout 180 Seconds
Garbage Collection Timer 120 Seconds

C oK 0 (_ cancel )

Fig. 47: Routing Protocols ->RIP->RIP Options

Proceed as follows:

(1) Disable the Default Route Distribution parameter. This prevents the configured de-
fault route being propagated via RIP.

(2) Confirm with OK.

This completes the configuration of the bintec R1202 gateway.

5.2.2 Configure the bintec RS120 at Location B (field office)

Configure the IPSec Connection

First set up a new connection. The IPSec Phase 1/ IPSec Phase 2 standard profiles are
used in the example.

To do this, go to the following menu:
(1) Goto VPN -> IPSec -> IPSec Peers -> New.
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[IPSecPeers Phase.t Profiles Phase-2 Profiles | XAUTH Profiles| IP Pools | Options|

Peer Parameters

Administrative Status @ up Opown
Description |Hea\:| office
Peer Address |EZ 14711
Peer ID Fully Qualified Domain Mame (FQDM) 1=
F1202-Head office
Internet Key Exchange
Preshared Key |--------
Interface Routes
IP Address Assignment
Detautt Route: [Tenabled
Local P Address ’F
Remats IP Address | Netmask Metric
Route Entries [tooz 255 255,255 255 \
Add

Advanced Settings

Advanced IPSec Options

Phase-1 Profile

Mone {use defsult profile) Li

Phase-2 Profile

Mane (use default profile) |

¥AUTH Profile

Mumber of Admited Connections

@Dne User OMult.iple Users

Start Mode

Oﬂn Demand @Always up

Advanced IP Options

Back Route Verify

Cenabtea

Prozy &RP

@Inav:tive OUp or Dormant OUp only

IFPSec Callback

hiode

Inactive ¥

C 0K 0 Cancel

Fig. 48: VPN-> IPSec-> IPSec Peers-> New

To add a new connection, proceed as follows:

(1) For Description, enter a description of the peer which identifies it, e. 9. Head 0of-

fice.

(2) For Peer Address, enter the public Internet IP address, e. g. 62.147.1.1.

(3) For Peer ID, enter the peer's ID, e. g. R1202 head office.

(4) For Preshared Key, enter the password for the encrypted connection (e. g. test.

(5) The Local IP address specifies the IP address of the IPSec interface, here e. g.

1.0.0.1.

ps (Excerpt)



(6) The local IP address of the head office's IPSec interface should be configured as the
Route Entry, here e. g. 1. 0. 0. 2. In this case, the subnet mask can be
255.255.255.255 (host route).

&n Note

Here, do NOT enter the actual network routes for accessing the remote location. The
creating of the network routes that are required to access the locations concerned is
done, in our case, by the RIP routing protocol.

(7) The Start Mode must be configured to Always active konfiguriert sein. In this
mode, the IPSec connection is always established automatically, i. e. the connection
is always active. This is needed so that RIP can transmit the routes to the relevant
neighbour gateway.

(8) Leave the remaining settings unchanged and confirm them with OK.

To configure the Phase 1 profile, open the profile that is indicated to be the default.
(1) Goto VPN -> IPSec -> Phase 1 Profiles ->@.

IPSec Peers Phase-1 Profiles Phase-2 Profiles XAUTH Profiles [P Pools Options
dsslstams v
 SystemManagement__~.
I Phase-1 (KE) Parameters
g Description |Mum-Pmpnsa\
Encryption Authertication Enabled

e —
L
CMwicast -
wew

DH Group O 1768 Bit) @ 2(1024 Bity  5(1536 Bit)
% IPSec Lifetime IMﬂﬂD Secundslﬂ kBytes Rekey aﬂer'SD—% Lifetime
H I;'ZTT[: Authentication Methad
o oo — Mode O Main Mode (ID Protect) & Aggressive [ Strict
; Local ID Type ‘ Fully Qualified Darmain Name (FQDN) V\
; Local ID Yalue IRS1ZD’B!’EHEF\’1
; Advanced Settings

Fig. 49: VPN -> IPSec -> Phase 1 Profiles ->@

Proceed as follows:
(1) For Local ID value, enter the your device's ID, here e. g. RS120 field office 1.

(2) Leave the remaining settings unchanged and confirm them with OK.
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Configure the RIP routing protocol for the IPSec interface

The routing protocol is configured in the RIP Interfaces menu.

(1) Go to Routing Protocols -> RIP -> RIP Interfaces -><head office> @

RIP Interfaces RIP Filter RIP Options

RIP Parameters for. Head office

Send Version RIP W2 Multicast v
Receive Version RIP w2 o~
Route Announce Up or Darmant %

€ OK ) € Cancel )

Fig. 50: Routing Protocols -> RIP -> RIP Interfaces -><head office> @

Proceed as follows:

(1) For the Send Version, select RTP V2 Multicast. The RIP protocol packets use
the 224.0. 0. 9 multicast address as the target address. You may also use other RIP
variants here. But it is important that the RIP version used (RIPv1/RIPv2) is the same
on both VPN gateways.

(2) Forthe Receive Version, select RIP V2.
(3) For Route Announce, select Up or Dormant.

(4) Press OK to confirm your entries.

In the last step in the configuration, the default route distribution is disabled.

(1) Go to Routing Protocols -> RIP -> RIP Options.

RIP Interfaces RIP Filter | RIP Options

Global RIP Parameters

RIP UDP Port 520

Default Route Distribution Cenabled

Poisoned Reverse Clenabled

RFC 2453 Yariable Timer [ Enabled

RFC 2081 Variahle Timer Clenabled

Timer for RIP %2 (RFC 2453)

Update Timer lElU—Secunds
Route Timeout 180 Seconds
Garbage Collection Timer 120 Seconds

C oK O cancel )

Fig. 51: Routing Protocols ->RIP->RIP Options
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Proceed as follows:

(1) Disable the Default Route Distribution parameter. This prevents the configured de-
fault route being propagated via RIP.

(2) Confirm with OK.

This completes the configuration of the bintec RS120 gateway.

5.3 Check functioning

If your Internet connection is working and the settings have been done in accordance with
the instructions, the default connection should now work.

To check that it does, go to the Network -> Routes -> IP Routes menu.

Here you see, on both VPN gateways, the network routes to access the relevant location.
The routes propagated via RIP are indicated in the table with the rR1P protocol.

Results: Location B (head office)

IP Routes Options

View |20 per page Fiter in | None ~vequal v

Destination IP Exdended

i Netmask - Intertacs wetri | EAE Typs Protonl

1004 265 355 355 355 1.0.0.2 IPSEC_BRANCH-1 1 Dirert Lncal m &

6214610 255255255252 | 1001 IPSEC_BRANCH-1 1 Indirect RIP

62.147.1.0 255.265.256.252 62.147.1.1 LAN_EN1-4 0 Direct Lacal @ @
Load Balancing 10000 255.255.255.224 [1.00.1 IPSEC_BRANGH-1 1 Indirect RIP
L1 100000 255.265.256.224 | 100.0.0.30 LAN_EN1-0 0 Direct Lacal @ | ®
Access Rules

0000 0000 6214712 LAN_EN14 1 Indirect Lacal 2]

Fage: 1,fems: 1-2

Fig. 52: Network -> Routes -> IP Routes

Results: Location A (field office)

Workshops (Excer



5 IP - RIPv2 Routing Protocol over IPSec Connection bintec elmeg GmbH

Save configuration IP Routes  Options
Assistants -
System Management -
Physical Interfaces = view |20 per page Fiter in | Mone | equal v Go
LAN - Destination I Extended
S Netmask Gateway Interface Metric | 2R Type Protocal
Wireless LAN - =
1002 256.266.266.255 |1.0.0.1 IPSEC_Head office 1 Direct Local i
Networking - -
== 62.146.1.0 255.255.255.252 |62.146.1.1 LAN_EN1-4 0 Direct Local Il
outes
NAT 62.147.1.0 255.255.255.252 1.0.0.2 IPSEC_Head office 1 Indirect RIP
Load Balancing 10.0.0.0 255.255.255.224 | 10.0.0.30 LAN_EN1-0 0 Direct Local i
QoS
255.255.255.224 1.00.2 offic: 1 RIP
Access Rules ngann IPSEC_Head office Indiirect
. - 0.0.0.0 0.000 62.146.1.2 LAN_EN1-4 1 Indirect Local E | ]
Routing Protocols
Mutticast - Page: 1, hems: 1-1
WAN - New
VPN -

Fig. 53: Network -> Routes -> IP Routes

Now, any change made to the LAN IP configuration will automatically impact on the routing
entries for both VPN gateways.
5.4 Overview of Configuration Steps

Configure IPSec connection (head office)

Description VPN-> IPSec-> IPSec Peers-> New €.g. Field Office 1

Peer Address VPN-> IPSec-> IPSec Peers-> New e.g. 62.146.1.1

Peer ID VPN-> IPSec-> IPSec Peers-> New e.g. RS120 Field Of-
fice 1

Preshared key VPN-> IPSec-> IPSec Peers-> New e.g. test

Local IP Address VPN-> IPSec-> IPSec Peers-> New e.g.1.0.0.2

Route Entries VPN-> IPSec-> IPSec Peers-> New 1.0.0.1and

255.255.255.255

Start mode VPN-> IPSec-> IPSec Peers-> New Always Active

Changing the Phase-1 profile
Field Menu Value

Local ID Value VPN -> IPSec -> Phase 1 Profiles -> e. g. R1202 Head Office

Configure the routing protocol

Send Version Routing Protocols -> RIP -> RIP Inter- RIP V2 Multicast
faces -><field office 1> .

Receive Version Routing Protocols -> RIP -> RIP Inter- RIP V2
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faces -><field office 1> .

Route Announce Routing Protocols -> RIP -> RIP Inter- Active Only
faces -><field office 1> .

Set up RIP options
Field Menu Value

Default Route Distri- Routing Protocols ->RIP->RIP Options Disabled
bution

Configure IPSec connection (field office)

Field Menu Value

Description VPN-> IPSec-> IPSec Peers-> New €. Q. Head Office

Peer Address VPN-> IPSec-> IPSec Peers-> New e.Q. 62.147.1.1

Peer ID VPN-> IPSec-> IPSec Peers-> New €.g. R1202 Head Of-
fice

Preshared key VPN-> IPSec-> IPSec Peers-> New e.g. test

Local IP Address VPN-> IPSec-> IPSec Peers-> New €.9.1.0.0.1

Route Entries VPN-> IPSec-> IPSec Peers-> New 1.0.0.2and

255.255.255.255

Start mode VPN-> IPSec-> IPSec Peers-> New Always Active

Changing the Phase-1 profile
Field Menu Value

Local ID Value VPN -> IPSec -> Phase 1 Profiles -> e. g. RS120 Field Office
1

Configure the routing protocol
Field Menu Value

Send Version Routing Protocols -> RIP -> RIP Inter- RIP V2 Multicast
faces -><field office 1> .

Receive Version Routing Protocols -> RIP -> RIP Inter- RIP V2
faces -><field office 1> .

Route Announce Routing Protocols -> RIP -> RIP Inter- Up or Dormant
faces -><field office 1> .

Set up RIP options



Field Menu Value

Default Route Distri- Routing Protocols ->RIP->RIP Options Disabled
bution
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Chapter 6 IP - ULA - Unique Local Addresses

6.1 Introduction

Internet Protocol Version 6 (IPv6) is needed to follow up IPv4 because the IPv4 address
range is almost exhausted.

@ Note

But IPv4 addresses are still required! We recommend that you run the router as a peri-
meter system, without a router in front of it. This is due to using 6in4 and session
timeouts.

In our example, we shall describe how to hook up IPv4 in the WAN and IPv4 in the LAN
with ULA (Unique Local Addresses).

LAN

Web server
Q bintec R3502

- —_——— —— *
) ) — @

PC/Server

[

3
<

Fig. 54: Example scenario

WAN LAN

WAN interface: en1-4 LAN interface: en1-0

IP address: 192.168.100.110/24 IP address: 192.168.0.254/24

Gateway IP address: 192.168.100.254 DHCP range: 192.168.0.10 - 192.168.0.39

The Graphical User Interface (GUI) is used for the configuration.

Requirements

The following are required for the configuration:

* A bintec gateway from the RS, Rxxx2 or RXL series, e. g. bintec R3502 with system
software 8.2.1
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¢ A functioning Internet connection

default on Windows 7)

Internet Protocol Version 6 (IPv6) enabled on the relevant computers (IPv6 is enabled by

* All the necessary interfaces with their basic configuration

* Possibly a separate ULA range which can be requested from SixXS

6.2 Configuration

In the first step, the interface is configured; you will then create a prefix, and a subnet will
automatically be created. A route will likewise be created automatically.

(1) Goto LAN -> IP Configuration -> Interfaces -> New.

(VLAN D)

Basic Parameters

Based on Ethernet Interface

IP Configuration

Interface Mode
WLAN D
MAC Address

Basic IPv4 Parameters

Address Mode

IP Address i Metmask

Biasic IPvE Parameters
IPvE

Security Policy

Additional IPvE Address Configuration
IPv Mode

Prefix Delegation Role

Transmit Router Advertisement

IPvE Prefixf Length

Default Router

Interfaces

[eno

O untagged © Tagged (VLAN)
(—
poaom Hlusebuitin

@ static ODHCP

P Adtress
Add

Metmask

[#lEnabled

O untrusted & Trusted
Clenabled

O client © Router

(@] Upstream (& Downstream
[“lEnabled

Upstream Interface

[“lEnabled

[Pw& Prefix fLength

Advanced Settings
( 0K ) (__ cancel )

Fig. 55: LAN -> IP Configuration -> Interfaces -> New

Proceed as follows to configure an interface for IPv6:

(1

g. enl-0.
(2) For IPv6 select Enabled.
3)

For Based on Ethernet Interface, select the interface which is used for IPv6, here e.

For Security Policy, select Trusted. All IP packets are allowed through except for
those which are explicitly prohibited.
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6 IP - ULA - Unique Local Addresses

(4) For IPv6 Mode leave the option Router .

(5) For Prefix Delegation Role leave the option Downstream.

(6) For Transmit Router Advertisement, select Enabled. Router advertisements are
sent via the interface selected.

(7) In1Pv6 Prefix/Lenght, click Add in order to create a prefix and automatically create a

subnet.

Save configuration
Assistants

System Management
Physical Interfaces
LAN

IP Configuration
vLAN

Wireless LAN Controller
Networking

Routting Protocols
Multicast

WAN

VPN

Firewall

VolP

Local Services
Maintenance

Extel

Reporting

Wonitoring

(VLANIDT)
Basic Parameters
Based on Ethernet Intarface
Interface M

YLAN D Biasic Parameters

Upstream Interface
MAC Addre

Besic Pwd P Upstream Prefines

Address M Auto Subnet Configuration

SubnetID
IP Address Prefix

Bissic IPvG P

IPvE

Security Poicy

Additional IPv6 Address Configuration
IPvE Mode

Prefix Delegation Role

Transmit Router Advertisemeant

PV Prefif Length

Default Router

Interfaces

eni-0

haone v
fd43.bd0c.e683../48 j

Enabled
0
Td2T:dafd:7815:/64

Advanced

Apply Close
O USTEN & Tusten
Enabled
Client &) Router
Upstream & Downstream

Enabled

Upstream Inter face
Add

IP+E Predix / Length

Enabled

Advanced Settings

0K Cancel

Fig. 56: LAN -> IP Configuration -> Interfaces -> New -> Add

(8) For Upstream Interface, select None.

Note

This setting is important because, for Unique Local Addresses (ULAs), there is no up-
stream interface which the packets can be transported to.

(9) For Upstream Prefixes, enter the prefix to specify the address range. For the ULA
range in the GUI, that is the prefix fd43:bd0c:e683::/48.

(10) Leave Auto Subnet Configuration set to Enabled.
The automatically created Subnet ID 0 and the automatically created Prefix
fd43:bd0c:e683::/64
for the subnet are displayed.

(11) Confirm with Apply.



6 IP - ULA - Unique Local Addresses

(12) Leave the option Default Router Enabled.

(13) Confirm with OK.

bintec elmeg GmbH

A route has already been automatically created in Networking -> Routes ->IPv6 Routes.
You cannot edit this route, and you need not create any further routes. All devices can be
reached through this direct route.

6.3 Overview of Configuration Steps

Configure interface
Field

Based on Ethernet In-
terface

IPv6

Security Policy

IPv6 Mode

Prefix Delegation
Role

Transmit Router Ad-
vertisement

Default Router

Assign address range
Field

Upstream Interfaces

Upstream Prefixes

Auto Subnet Configur-
ation

Menu

LAN -> IP Configuration -> Inter-

faces -> New

LAN -> IP Configuration -> Inter-

faces -> New

LAN -> IP Configuration -> Inter-
faces -> New

LAN -> IP Configuration -> Inter-
faces -> New

LAN -> IP Configuration -> Inter-
faces -> New

LAN -> IP Configuration -> Inter-
faces -> New

LAN -> IP Configuration -> Inter-
faces -> New

Menu

LAN -> IP Configuration -> Inter-
faces-> New -> Add

LAN -> IP Configuration -> Inter-
faces-> New -> Add

LAN -> IP Configuration -> Inter-
faces-> New -> Add

Value

e.g.enl-0

Enabled

Trusted

Router

Downstream

Enabled

Enabled

Value

None

fd43:bd0c:e683::/48

Enabled



Chapter 7 IP - IPv6 LAN routing

7.1 Introduction

This examples describes the IPv6 routing between two networks with ULA prefixes. To do
this, a ULA prefix with subnet ID is configured on a router to the two interfaces en1-0 and
eni-4. It is important that no upstream interface is selected as there is no superordinate
prefix in this scenario.

""lﬁ
10
15

bintec R3502

Fig. 57: Example scenario
The graphical user interface (GUI) is used for configuration.

The GUI is a web-based graphic user surface that you can use from any PC with an up-
to-date Web browser via an HTTP or HTTPS connection.

To be able to configure your gateway with the GUI, you need to access the device via the
serial interface, via LAN or via an ISDN connection. You need to start a web browser, enter
the IP address of your device in the browser address bar, and log in with your user name
and password.

Requirements
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The following prerequisites for configuration must be met:

* A bintec gateway from the RS, Rxxx2 or RXL series, e.g. bintec R3502 with system soft-

ware 8.2.1

¢ Internet Protocol Version 6 (IPv6) enabled on the relevant computers (IPv6 is enabled by

default on Windows 7)

All the necessary interfaces with their basic configuration

¢ Potentially a separate ULA range; this can be requested from a tunnel broker, e.g. SixXS.

7.2 Configuration

For the configuration, a ULA prefix must be applied to the respective interface.

To create a ULA prefix for the <en1-0> interface, proceed as follows:
(1) Goto LAN -> IP Configuration -> Interfaces -> <en1-0> @

_save configuration |

IP Configuration

Fig. 58: LAN -> IP Configuration -> Interfaces -> <en1-0> @

en1-0

Biasic Parameters
Interface Mode
MAC Address

Biasic Pvd Parameters

Address Mode

IP Address f Metmask

Biasic IPvG Parameters

IPvE

Security Palicy

Addilional IPvE Address Configuration
IPvE Mode

Prefix Delegation Role

Transmit Router Advertisement

|PvE Prefix/ Length

Default Router

(2) Select Enabled for IPv6.

Interfaces

@ untagged O Tagged (VLAN)

00:09:475e.dbE1 [Fluse buitt-in

© static O DHCP

IP Address Netmash

[10.0.0.242 [255.255.255.0

[“Enabled

O untrusted © Trusted
Clenabled

O client & Router

O upstream @ Downstream
“Enabled

Upstream Interface

Enabled

Advanced Settings

IPVE Prefix / Length

( OK ) ( Cancel )

(3) Leave Security Policy set to Secure. All IP packets are allowed through except for
those which are explicitly prohibited.

(4) Leave IPv6 Mode set to Router.

(5) Leave Prefix Delegation Role set to Downstream.
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(6) Leave Transmit Router Advertisement set to Enabled. Router advertisements are
sent via the interface selected.

(7) Click Add under IPv6 Prefix/Length in order to automatically create a subnet.

\_Save configuration

1P Configuration

3 i =
4 4 C 3
o .

ent-0
Basic Parameters:
Interface Made
MAC Addre
HasiolPy4p | Basic Parameters
Address M Unstream Interface
Upstream Prefixes
IPAddress | auto Subnet Gonfiguration
Subnet1D

BasicPvBP| | Prefix
IP

Security Pe

Additional

IP4E Mode

Frafiy Delegation Role

Transmit Router Advertisement

IPE Prefixf Lenth

Default Router

Interfaces

©untagged O Tagged (VLAN}

A27.dafd 715048 »

FlEnabled
1
fd27:dafd:7 815112064

Advanced
O apply ) C

Close )

O client @ Router
Cupstream © Downstream
Enabled

Upstream Interface 1P Prefix { Length

-

( Add D
Enabled

Advanced Settings
( oK b

= =
4 Cancel J

Fig. 59: LAN -> IP Configuration -> Interfaces-> <en1-0> @->Add

(8) Select None for Upstream Interface.

(9) Select the displayed prefix £d78:3491:5a32::/48 under Upstream Prefixes.

(10) Leave Auto Subnet Configuration set to Enabled.
The automatically created Subnet ID 0 and the automatically created prefix
£d78:3491:5a32::/64 are both displayed.

(11) Press Apply to confirm your entries.

(12) Leave Standard Router set to Enabled.

(13) Press OK to confirm your entries.

To create a ULA prefix for the <en1-4> interface, proceed as follows:

(1) Go to LAN-> IP Configuration ->Interfaces-> <en1-4> @
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enl4
Basic Parameters
Interface Made ®untagged O Tagged (VLAN)
MAC Address 00.09:41.5e:dh 66 [Fluse buitt-in
Basic IPvd Parameters
Address Mode ® static O DHCP
P Address Metmask [ ]
IP Address f Netmask
( Add |

Basic IPvS Parameters

1P Enabled

Securlty Policy Ountrusted @ Trusted

Additional IPVG Address Configuration CJEnabled

1PE Made Octient © Router
Prefix Delegation Raole Oupstream © Downstream
Transmit Router Advertisemeant Enahled
Unstream Interface P Pretix /Length |
1PY6 Prefics Lengtn
Add |
Default Router Enabled

Advanced Settings
( oK ) ( Cancel )

Fig. 60: LAN -> IP Configuration -> Interfaces-> <en1-4> @

(2) Select Enabled for IPv6.

(3) Leave Security Policy set to Secure. All IP packets are allowed through except for
those which are explicitly prohibited.

(4) Leave IPv6 Mode set to Router.
(5) Leave Prefix Delegation Role set to Downstream.

(6) Leave Transmit Router Advertisement set to Enabled. Router advertisements are
sent via the interface selected.

(7) Click Add under IPv6 Prefix/Length in order to automatically create a subnet.
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7 IP - IPv6 LAN routing

Save configuration Interfaces
Assistants
System Management

Physical Interfaces en-0

b BB

L Basic Parameters
IP Configuration P —— em—T———
VLAH

Wireless LAN Controller  ~ MAC Addre

Networking - Basic IPva F. Basic Parameters

Routing Protocols - Addrass M Upstream Interface

Multicast - Upstream Prefixes d78:3491:5a32:1/48 j

WAN 2 IP'Address Auto Subnet Configuration [“lEnablea

[ - SubnetID 1

LG 4 BesicPVEP| | Prefix fd27:dafd:7815:1:/64

VolP ~ s

Local Services A w
Security Pt

Maintenance = Apply Close
Additianal

External Reporting . d

Monitoring - 1P+ Mode Client () Router
Prefix Delegation Role Upstream & Downstream
Transmit Router Advertisemant | Enabled

Upstream Intsrface IPVG Prefix [ Length
|46 Preficf Lenoth
Add

Default Router [lenabtea

Advanced Settings
oK cancel

Fig. 61: LAN -> IP Configuration -> Interfaces-> <en1-4> @»Add

(8) Select None for Upstream Interface.
(9) Select the displayed prefix £d78:3491:5a32::/48 under Upstream Prefixes.

(10) Leave Auto Subnet Configuration set to Enabled.
The automatically created Subnet ID 1 and the automatically created prefix
£d78:3491:5a32:1::/64 are both displayed.

(11) Press Apply to confirm your entries.
(12) Leave Standard Router set to Enabled.
(13) Press OK to confirm your entries.

By configuring both prefixes, two new routers are automatically created enabling commu-
nication between both of the networks.

7.3 Overview of Configuration Steps

Interface <en1-0>

Configure Interface
Field Menu Value

IPv6 LAN -> IP Configuration -> Inter- Enabled
faces -> <en1-0> @
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Security Policy LAN -> IP Configuration -> Inter- Secure
faces -> <en1-0>

IPv6 mode LAN -> IP Configuration -> Inter- Router
faces -> <en1-0>

Prefix Delegation LAN -> IP Configuration -> Inter- Downstream
Role faces -> <en1-0>

Transmit Router Ad-  LAN -> IP Configuration -> Inter- Enabled
vertisement faces -> <en1-0>

Default router LAN -> IP Configuration -> Inter- Enabled

faces -> <en1-0>

Assign Address Range 7
Field Menu Value

Upstream interface LAN -> IP Configuration -> Inter- None
faces-> <en1-0> ->Add

Upstream Prefixes LAN -> IP Configuration -> Inter- rd78:3491:5a32::/48
faces-> <en1-0> ->Add

Auto Subnet Configur- LAN -> IP Configuration -> Inter- Enabled
ation faces-> <en1-0> ->Add

Interface <en1-4>

Configure Interface

IPv6 LAN -> IP Configuration -> Inter- Enabled
faces-> <en1-4>

Security Policy LAN -> IP Configuration -> Inter- Secure
faces-> <en1-4>

IPv6 mode LAN -> IP Configuration -> Inter- Router
faces-> <en1-4>

Prefix Delegation LAN -> IP Configuration -> Inter- Downstream
Role faces-> <en1-4>

Transmit Router Ad-  LAN -> IP Configuration -> Inter- Enabled
vertisement faces-> <en1-4>

Default router LAN -> IP Configuration -> Inter- Enabled



Field Menu Value

faces-> <eni-4> @

Assign Address Range

EEE N = R

Upstream Interface LAN -> IP Configuration -> Inter- None
faces-> <en1-4> @->Add

Upstream Prefixes LAN -> IP Configuration -> Inter- £d78:3491:5a32::/48
faces-> <en1-4> @->Add

Auto Subnet Configur- LAN -> IP Configuration -> Inter- Enabled
ation faces-> <en1-4> @->Add
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Chapter 8 IP - SixXS IP tunnel broker with the

::/48 prefix

8.1 Introduction

This example describes how to hook up IPv4 in the WAN and IPv4/IPv6 in the LAN via a
tunnel broker with the SixXS ::/48 prefix. With a tunnel and the appropriate prefix, the com-
puter can supply itself with valid IPv6 addresses in its own LAN.

Fig. 62: Example scenario

Web server

(evé 1)

——{Tumnel Broker }——

!

WAN

LAN

WAN interface: Internet Service Provider via DSL

LAN interface: en1-0

IP address: Dynamic IP address

IP address: 192.168.0.254/24

DHCP range: 192.168.0.10 - 192.168.0.39

The Graphical User Interface (GUI) is used for the configuration.

Requirements

The following are required for the configuration:

software 8.2.1

A functioning Internet connection

default on Windows 7)

A bintec gateway from the RS, Rxxx2 or RXL series, e. g. bintec R3502 with system

Internet Protocol Version 6 (IPv6) enabled on the relevant computers (IPv6 is enabled by

All the necessary interfaces with their basic configuration

Access plus a network prefix for a tunnel broker, e. g. SixXS
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8.2 Configuration

In the first step, the interface is configured and the assigned prefix is specified.

To do this, go to the following menu:
(1) Goto WAN -> IPv6 Tunnel -> IPv6 Tunnel -> New.

IPvé Tunnel

Basic Parameters

Cescription Mein_SEXS_Account
Tunnel Mode Sihixg -
Security Policy @untrusted O Trusted
Via Interface WAN_Interface ¥
User Name [PcPa-gixs
Internet + Dialup N » l—
1Pv6 Tunnel FEsmor
~ LeasedLine Tunnel 1D
~ Real Time Jitter Control

IPwE Prefix Length

Assignad IPv6 Prafix f Length [2001:4d00:728: 48 (]
Add

g oK Sance]

Fig. 63: WAN -> IPv6 Tunnel -> IPv6 Tunnel -> New

Proceed as follows to configure an interface for IPv6 with SixXS:

(1) For Description, enter any description you want for the interface e. g.
Mein SIXXS Account.

(2) For Tunnel Mode, select 5ixxS. A SixXS tunnel (SixXS configuration profile for a
6in4 tunnel configuration) is used.

(3) For Security Policy, select untrusted. IP packets are only allowed through if the
connection has been initiated from "inside". Use this setting if you want to use IPv6
outside of your LAN.

(4) For Via Interface select the WAN-Interface, here WAN Interface.

(5) For User Name, enter the SixXS username which you have received from SixXS, e.
g. PCP4-SIXXS .

(6) For Password, enter the tunnel password that you configured through SixXS for your
tunnel.

(7) Enter the Tunnel ID of your SixXS tunnel, which SixXS have given you.
(8) Click below to Assigned IPv6 Prefix/Length on Add.

(9) Specify the values for IPv6 Prefix and Length you have received from your service
provider, e.g. 2001 :4dd0:£829: : and 48.
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(10) Select OK to confirm your entries.

In the next step, the LAN interface is configured and the subnet automatically generated.

(1) Goto LAN -> IP Configuration -> Interfaces -> New.

(VLAN D)

Basic Parameters

Based on Ethernet Interface

IP Configuration

Interface Mode
WLAN 1D

MAC Address

Basic: [Pvd Parameters

Address Mode

IP Address I Metmask

Basic [PvE Parameters

PG

Security Policy

Additional IPvE Address Configuration
IPvfi Mode

Frefix Delegation Role

Transmit Router Advertisermnent

IPv6 Prefixf Length

Default Router

Interfaces

Cuntagged © Tagged (VLAN}
R—
poaom Huse buittin

@ static OpHep

IP Address

Metmask

[Enabled

O untrusted @ Trusted
[Clenablea

O client & Router

(@] Upstream @ Downstream
[Enabled

Upstream Interface

Add

IPwE Prefix / Length

[Enabled

Advanced Settings
C ok C

Cancel )

Fig. 64: LAN -> IP Configuration -> Interfaces -> New

Proceed as follows:

(1) For Based on Ethernet Interface, select the Interface, here e. g. en1-0.

(2) For IPv6 select Enabled.

(3) For Security Policy, select Trusted. All IP packets are allowed through except for

those which are explicitly prohibited.
(4) For IPv6 Mode leave the option Router .
(5) For Prefix Delegation Role leave the option Downstream.

(6) For Transmit Router Advertisement, select Enabled. Router advertisements are
sent via the interface selected.

(7) In1Pv6 Prefix/Length, click Add in order to automatically create a subnet.
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|

B
. _Save configuration

= Interfaces
= Basic Parameters
Interface Made @ untagged O Tagged (VLAN)

wekssLancortroler = e
e
:; Address | Upstream Interface Mein_SXS_Account .
CMuicast o~ Upsiream Prefires [2001 40007829748 [ ]
wan IP Address Auto Subnet Gonfiguration | [Z]Enabled
I SubnetiD 0
CEewal T serer | pom pem——
FEE | | re
¢ L — fdvanzed
= Security F
e C ey ) ciose
—; 1P¥E Made O client © Router

Prefix Delegation Role Oupstream @ Downstream

Transmit Router Advertisement [“lEnabtea

Upstream Interface IPyG Prefix f Length
IPwE Prefix/ Length e
L Add )
Default Router [“IEnablea
Advanced Settings
C 0K ) (___cancel

Fig. 65: LAN -> IP Configuration -> Interfaces -> New -> Add

(8) For Upstream Interface, select the interface that has already been configured, here
Mein SixXS Account.

(9) For Upstream Prefixes, select the created prefix, e. g. 2001:4dd0:£829::/48 .

(10) Leave Auto Subnet Configuration set to Enabled.
The automatically created Subnet-ID 0 and the automatically created Prefix
2001:4dd0:£829: : /64 for the subnet are displayed.

(11) Confirm with Apply.
(12) Leave the option Default Router Enabled.
(13) Confirm with OK.
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8 IP - SixXS IP tunnel broker with the ::/48 prefix
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8.3 Overview of Configuration Steps

Configure interface

Description

Tunnel Mode

Security Policy

Via Interface

User Name

Password

Tunnel ID

Assigned IPv6 Prefix/
Length

WAN ->IPv6 Tunnel -> IPv6 Tun-
nel -> New

WAN ->IPv6 Tunnel -> IPv6 Tun-
nel -> New

WAN ->IPv6 Tunnel -> IPv6 Tun-
nel -> New

WAN ->IPv6 Tunnel -> IPv6 Tun-
nel -> New
WAN ->IPv6 Tunnel -> IPv6 Tun-
nel -> New
WAN ->IPv6 Tunnel -> IPv6 Tun-
nel -> New
WAN ->IPv6 Tunnel -> IPv6 Tun-
nel -> New

WAN ->IPv6 Tunnel -> IPv6 Tun-
nel -> New -> Add

Configure LAN and the subnet generate

Based on Ethernet In- LAN-> IP Configuration-> Inter-

terface
IPv6

Security Policy

IPv6 Mode

Prefix Delegation
Role

Transmit Router Ad-
vertisement

Upstream Interface

faces -> New

LAN-> IP Configuration-> Inter-
faces -> New

LAN-> IP Configuration-> Inter-
faces -> New

LAN-> IP Configuration-> Inter-
faces -> New

LAN-> IP Configuration-> Inter-
faces -> New

LAN-> IP Configuration-> Inter-
faces -> New

LAN-> IP Configuration-> Inter-
faces -> New -> Add

e.g.
Mein SIXXS Account
SixXS

Untrusted

€. 0. WAN Interface
€. g. PCP4-SIXXS

is awarded by SixXS

is awarded by SixXS

e.g.
2001:4dd0:£829::/48

€. g. enl-0

Enabled

Trusted

Router

Downstream

Enabled

Mein SixXS Account



Field Menu Value

Upstream Prefixes LAN-> IP Configuration-> Inter- 2001:4dd0:£829::/48
faces -> New -> Add

Auto Subnet Configur- LAN-> IP Configuration-> Inter-  Enabled

ation faces -> New -> Add
Default Router LAN-> IP Configuration-> Inter- Enabled
faces -> New
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Chapter 9 IP - SixXS IP tunnel broker with pre-
fix ::/48 and balancing using an IPSec tunnel

9.1 Introduction

This example describes the connection between the head office and a branch office.

The objective is to connect sites with IPv4 in the WAN and IPv4/IPv6 in the LAN with a ::/48
prefix from SixXS and a ::/64 prefix from the head office.

Head office Branch office

bintec R3502 —
: ( EHHES
D -~~~ >
Fig. 66: Example scenario
Head Office
WAN LAN

WAN interface: Internet Service Provider via DSL | LAN interface: en1-0

IP address: Dynamic IP address IP address: 192.168.0.254/24
DHCP range: 192.168.0.10 - 192.168.0.39

branch office
WAN LAN

WAN interface: Internet Service Provider via DSL  LAN interface: en1-0

IP address: Dynamic IP address IP address: 192.168.80.254/24

DHCP range: 192.168.80.10 - 192.168.80.39

Graphical User Interface (GUI) is used for the configuration.

Requirements

The following are required for the configuration:

* A bintec gateway from the RS, Rxxx2 or RXL series, e. g. bintec R3502 with system
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software 8.2.1

¢ A functioning Internet connection

Internet Protocol Version 6 (IPv6) enabled on the relevant computers (IPv6 is enabled by
default on Windows 7)

* All the necessary interfaces with their basic configuration
» Access plus a network prefix for a tunnel broker, e. g. SixXS

* An existing IPSec tunnel between the two sites with a virtual interface

9.2 Configuration

Configuration at head office
(1) Go to WAN ->IPv6 Tunnel ->IPv6 Tunnel -> New.

IPvé Tunnel

Basic Parameters

Cescription Mein_S[KS_Account
Tunnel Mode SixdS v
Security Policy & untrusted O Trusted
Yia Interface LAM_EMNT-0
User Name [PCPa-5h0ts

Internet + Dialup - | l—

IPvé Tunnel ki

~ LeasedLine Tunnel ID
Real Time Jitter Control

IPv6 Prefix Length

Assigned IPvE Preflaf Length [2001 400 a2 [48 (i
Add

€ OK ) € Cancel )

Fig. 67: WAN -> IPv6 Tunnel -> IPv6 Tunnel -> New

Proceed as follows to configure an interface for IPv6 with SixXS and enter the prefix:

(1) For Description, enter any description you want for the interface, e. g.
Mein SIXXS Account.

(2) For Tunnel Mode, select 5ixxS. A SixXS tunnel (SixXS configuration profile for a
6in4 tunnel configuration) is used.

(3) For Security Policy, select untrusted. IP packets are only allowed through if the
connection has been initiated from "inside". Use this setting if you want to use IPv6
outside of your LAN.

(4) For Via Interface select the WAN-Interface, here LAN ENI-0.

(5) For Username, enter the SixXS username which you have received from SixXS, e. g.
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PCP4-SIXXS .

(6)

tunnel.

@)
(8)
9)

For Password, enter the tunnel password that you configured through SixXS for your

Enter the Tunnel ID of your SixXS tunnel, which SixXS have given you.
Click below to Assigned IPv6 Prefix/Length on Add.

Specify the values for IPv6 Prefix and Length you have received from your service

provider, e.g9. 2001:4dd0:£829:: and 48.

(10) Select OK to confirm your entries.
In the next step, the LAN interface is configured and the subnet automatically gener-
ated.

(1) Goto LAN -> IP Configuration -> Interfaces -> New.

@)
@)
(4)

(6)
(6)
@)

®)

(WLAN ID1)
Basic Parameters

1P Gonfiguration

Based on Ethernet Interface
Interface Mode

VLAN ID

MAC Address

Basic IPvd Parameters

Address Mode

IP Address / Netmask

Basic IPvE Parameters

IPv&

Security Policy

Additional IPvE Address Configuration
IPv6 hode

Prefix Delegation Role

Transmit Router Advertisernent

|PwG Prefixf Length

Default Router

Interfaces

[emo &

Ountagged © Tagged (VLAN)
—
Jogat@ Musebuiltin

@static ODHCP

IP Address Netmask

Enabled

Ountrusted @ Trusted
Clenabled

Oclient © Router
Qupstream © Dowmstream
Enabled

Upstream Interface

[“lEnabled

P& Prefix { Length

Advanced Settings

Fig. 68: LAN -> IP Configuration -> Interfaces -> New

For Based on Ethernet Interface, select the interface, here e. g. en1-0.

For IPv6 select Enabled.

For Security Policy, select Trusted. All IP packets are allowed through except
for those which are explicitly prohibited.

For IPv6 Mode leave the option Router.

For Prefix Delegation Role leave the option Downstream.

For Transmit Router Advertisement, select Enabled. Router advertisements

are sent via the interface selected.

In IPv6 Prefix/Length click Add in order to automatically create a subnet.
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| Save configuation___ Interfaces

vLAN

ent-0

Basic Parameters

IP Configuration Interface Mode @ untagged O Tagged (VLAN)
MAC Addre

Basic [Py4p | BasicParameters

Address b Upstream Interface Mein_SixXS_Account| :
Upstream Prefixes 2001:4dd0:f829-/43 j

IPAddress | Aute Subnet Configuration [“IEnabled

Subnet|D 0
Basic IPvE P Prefix 2001:4dd0:7829::/64
Pve
Advanced
Security Po
Additional
1Pvé hode Oclient © Router
Prefix Delegation Role Oupstream @ Downstream
Transmit Router Advertisement [“Enabled
Upstream Irter face IPvE Prefix f Length
IPv@ Prefics Length —_—
( Add )
Default Router [“IEnabled

Advanced Settings
C OK ) cancel )

Fig. 69: LAN -> IP Configuration -> Interfaces -> New -> Add

(9) For Upstream Interface, select the interface that has already been configured,
here Mein SixXS Account.

(10) For Upstream Prefixes, select the created prefix, e. g. 2001:4dd0:£829::/48

(11) Leave Auto Subnet Configuration set to Enabled.
The automatically created Subnet ID 0 and the automatically created Prefix
2001:4dd0:£829: : /64 for the subnet are displayed.

(12) Confirm with Apply.
(13) Leave the option Default Router Enabled.

(14) Select OK to confirm your entries.
In the next step, the Tunnel interface is defined.

(1) Go to WAN ->IPv6 Tunnel ->IPv6 Tunnel ->New.
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_save conflgwation IPV6 Tunnel

Basic Parameters

Descrigtion Tunnel_1
Tunnel Mode 6ind Relay -
Security Palicy O untrusted © Trusted
Wia Interface IPSEC_Connection_1, j
Gind Relay Pv4 Address 182.168.80.254

Internet + Dialup

1P Prefix Length
JEut Tunnel Rernate IPv6 Network
cased Line
al Time Jitter Control

( oK ) ( Cancel )
Fig. 70: WAN ->IPv6 Tunnel ->IPv6 Tunnel ->New
Proceed as follows in order to create the tunnel interface and enter the prefix.

(1) For Description, enter any description you want for the interface, e. g. Tun-
nel 1.

(2) For Tunnel Mode, select 6in4 Relay. A 6in4 tunnel configuration is used.
(3) For Security Policy, select Trusted. All IP packets are transmitted.
(4) For Via Interface select the WAN-Interface, here 1PSEC Connection 1.

(5) For 6in4Relay IPv4 Address specify the IP address of the branch router, e.g.
192.168.80.254.

(6) Select OK to confirm your entries.
In the last step, a static route is configured for the prefix in the branch office. This
route is required in order for the central gateway to "know" through which interface
the IPv6 packets of the branch office have to be routed.

(1) Go to Networking -> Routes -> IPv6 Routes -> New.

IPv4 Routes | IPV6 Routes  Options

Route Parameters

Description lm
Route Acfive [¥IEnabled
Route Type lm
Destination Interface m
Source Address fLength [ 5
T Destination Address f Lenath IZ[IEI‘\ 4dd0:f829:1000: 454
In

( 0K ) € Cancel )
Fig. 71: Networking -> Routes -> IPv6 Routes -> New
Proceed as follows:

(1) Enter a Description e. g. Route AuBenstelle.

(2) Leave the option Route Active Enabled.

(38) For Route Type select Direct .
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(4) For Destination Interface select the tunnel interface, here Tunnel 1.

(5) For Destination Address/Length enter 2001 :4dd0:£829:1000::/56.
The value :1000: : in the above address : : /48 further divides the prefix. In
this way the central gateway "knows" that all requests from
2001:4dd9:£829:1000: : /56 originate from the branch office.

(6) Confirm with OK.

Configuration at the branch office
First, the tunnel interface is defined.

(1) Go to WAN -> IPv6 Tunnel -> IPv6 Tunnel -> New.
IPV6 Tunnel

Basic Parameters

Description W
Tunnel Mode [6insRelay
Security Policy Cluntrusted @ Trusted
Via Interface m
Bind Relay IPv4 Address IW
mermet > Bay P8 Prefix Length
Remote IPvE Metwork 2001:4dd0:828:1000 56
Add

( oK )¢ Cancel )

Fig. 72: WAN -> IPv6 Tunnel -> IPv6 Tunnel -> New
Proceed as follows to define the tunnel interface:

(1) For Description, enter any description that you want to use for the tunnel, e. g.
Tunnell.

(2) For Tunnel Mode, select 6in4 Relay. A standard 6in4 tunnel interface is used.
(3) For Security Policy, select Trusted.

(4) For Via interface, select the name of the IPSec connection interface, here e. g.
IPSEC-Connection 1.

(5) For 6to4 Relay Address, enter the IP address of the router in the head office, e.
g.192.168.0.254.

(6) In Remote IPv6 Network click Add and enter the prefix the branch office has re-
ceived from the head office, e.g., 2001:4dd0:£829:1000: :/56.

(7) Select OK to confirm your entries.
In the next step, the LAN interface is configured.

(1) Goto LAN -> IP Configuration -> Interfaces -> New.
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| save configuation

IP Configuration

(VLAN D)

Basic Parameters

Based on Ethemnet Interface

ent-0 ]

Interface Made

Ountagged © Tagged (VLAN)

WLAN 1D 1
MAC Address 00:a0:19 [“luse buitt-in

Basic IPvd Parameters

Address Mode

@ static O DHEP

IP Address [ Netmask

P Address Netmask

_Add

Basic IPvS Parameters

P

Enabled

Security Palicy

Ountrusted @ Trusted

Additional IPv6 Address Configuration

Clenablea

IPvE Mode

Oclient @ Router

Frefix Delegation Role

Oupstream © Downstream

Transmit Router Advertisement

Enabled

|Pw Prefic/ Lenath

|Upstream Interface

IPvE Prefix / Length

C__Aga

Default Router

Enabled

Advanced Settings

( oK ) ( Cancel )

Fig. 73: LAN -> IP Configuration -> Interfaces -> New
Proceed as follows to configure the LAN interface:

(1) For Based on Ethernet Interface, select the interface, here e. g. en1-0.

(2) For IPv6 select Enabled.

(8) For Security Policy, select Trusted. All IP packets are allowed through except
for those which are explicitly prohibited.

(4) For IPv6 Mode leave the option Router .

(5) For Prefix Delegation Role leave the option Downstream.

(6) For Transmit Router Advertisement, select Enabled. Router advertisements

are sent via the interface selected.

(7) For IPv6 Prefix/Length click on Add.
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| Save configuation___

IP Configuration

=
=
=
-]

Interfaces

ent-0
Biasic Farameters

Interface Mode @ untagged O Tagged (VLAN)

MAG Addre
Basic|Pv4p | BasicParameters
sddressni | Unstream Interface [Tume_t [=]
Upstream Prefites [2001-4dd0:r820:1000-756 [= ]
IPAddress | Aute Subnet Configuration [“IEnabled
Subnet 1D 0

Basic PvE P | Prefix 2001:4dd0:1829:1000::/64

IPYE

Advanced
Security Po
Additional
1Pvé hode Oclient © Router

Prefix Delegation Role Oupstream @ Downstream

Transmit Router Advertiserment [“Enabled

Upstream Interface
Add

IPVE Prefix f Length
|PwG Prefixf Length

Default Router [“IEnabled

Advanced Settings
( OK ) cancel )

Fig. 74: LAN -> IP Configuration ->Interfaces -> New -> Add

(8) For Upstream Interface, select the 6in4 Relay tunnel that has already been con-
figured, here Tunnel 1.

(9) For Upstream Prefixes, select the created prefix, e. g.
2001:4dd0:£829:1000::/56 .

(10) Leave Auto Subnet Configuration set to Enabled.
The automatically createdSubnet ID 0 and the automatically created Prefix
2001:4dd0:£829: : /64 for the subnet are displayed

(11) Confirm with Apply.

(12) Leave the option Default Router Enabled.

(13) Confirm with OK, to save your settings.

9.3 Overview of Configuration Steps
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9 IP - SixXS IP tunnel broker with prefix ::/48 and balan-

cing using an IPSec tunnel

9.3.1 Configuration at head office

Configure interface

bintec elmeg GmbH

Description

Tunnel Mode

Security Policy

Via Interface

User Name

Password

Tunnel ID

Assigned |IPv6 Prefix/
Length

WAN ->IPv6 Tunnel ->IPv6 Tunnel
-> New

WAN ->IPv6 Tunnel ->IPv6 Tunnel
-> New

WAN ->IPv6 Tunnel ->IPv6 Tunnel
-> New

WAN ->IPv6 Tunnel ->IPv6 Tunnel
-> New

WAN ->IPv6 Tunnel ->IPv6 Tunnel
-> New

WAN ->IPv6 Tunnel ->IPv6 Tunnel
-> New

WAN ->IPv6 Tunnel ->IPv6 Tunnel
-> New

WAN ->IPv6 Tunnel ->IPv6 Tunnel
-> New -> Add

Configure LAN and the subnet generate

Based on Ethernet In- LAN-> IP Configuration-> Inter-

terface
IPv6

Security Policy

IPv6 Mode

Prefix Delegation
Role

Transmit Router Ad-
vertisement

Upstream Interface

faces-> New

LAN-> IP Configuration-> Inter-
faces-> New

LAN-> IP Configuration-> Inter-
faces-> New

LAN-> IP Configuration-> Inter-
faces-> New

LAN-> IP Configuration-> Inter-
faces-> New

LAN-> IP Configuration-> Inter-
faces-> New

LAN-> IP Configuration-> Inter-
faces-> New -> Add

e.g.
Mein SIXXS Account
SixXS

Untrusted

e.g. LAN EN1-0

€. 9. PCP4-SIXXS

is awarded by SixXS

is awarded by SixXS

e. g.
2001:4dd0:£829::/48

€. g. enl-0

Enabled

Trusted

Router

Downstream

Enabled

Mein SixXS Account



bintec elmeg GmbH 9 IP - SixXS IP tunnel broker with prefix ::/48 and balancing
using an IPSec tunnel

Upstream Prefixes LAN-> IP Configuration-> Inter- 2001:4dd0:£829::/48
faces-> New -> Add

Auto Subnet Configur- LAN-> IP Configuration-> Inter-  Enabled
ation faces-> New -> Add

Define tunnel interface

Field Menu Value
Description WAN -> IPv6 Tunnel -> IPv6 Tun- e.g. Tunnel 1
nel -> New
Tunnel Mode WAN -> IPv6 Tunnel -> IPv6 Tun- 6in4 Relay
nel -> New
Security Policy WAN -> IPv6 Tunnel -> IPv6 Tun- Trusted
nel -> New
Via Interface WAN -> IPv6 Tunnel -> IPv6 Tun- e.g.
nel -> New IPSEC Connection 1
6in4 Relay IPv4 Ad- WAN -> IPv6 Tunnel -> IPv6 Tun- e.g. 192.168.80.254
dress nel -> New

Assign address range

Field [Menu [Value

Description Networking-> Routes-> IPv6 Route AuBenstelle
Routes-> New

Route Active Networking-> Routes-> IPv6 Enabled
Routes-> New

Route Type Networking-> Routes-> IPv6 Direct
Routes-> New

Destination Interface ~ Networking-> Routes-> IPv6 €. 9. Tunnel 1
Routes-> New

Destination Address/ Networking-> Routes-> IPv6 2001:4dd0:£829:1000: :
Length Routes-> New /56



9 IP - SixXS IP tunnel broker with prefix ::/48 and balan-

cing using an IPSec tunnel

9.3.2 Configuration at the branch office

Define tunnel interface

bintec elmeg GmbH

Description WAN -> IPv6 Tunnel -> IPv6 Tun-
nel -> New

Tunnel Mode WAN -> IPv6 Tunnel -> IPv6 Tun-
nel -> New

Security Policy WAN -> IPv6 Tunnel -> IPv6 Tun-
nel -> New

Via interface WAN -> IPv6 Tunnel -> IPv6 Tun-
nel -> New

6in4 Relay IPv4 Ad- WAN -> IPv6 Tunnel -> IPv6 Tun-

dress nel -> New

WAN -> IPv6 Tunnel -> IPv6 Tun-
nel -> New -> Add

Remote IPv6 Network

Configure LAN and the subnet generate

Field Menu

Based on Ethernet In- LAN -> IP Configuration ->Inter-
terface face-> New

IPv6 LAN -> IP Configuration ->Inter-

face-> New

LAN -> IP Configuration ->Inter-
face-> New

Security Policy

IPv6 Mode LAN -> IP Configuration ->Inter-

face-> New

LAN -> IP Configuration ->Inter-
face-> New

Prefix Delegation
Role

Transmit Router Ad-
vertisement

LAN -> IP Configuration ->Inter-
face-> New

LAN -> IP Configuration ->Inter-
face-> New -> Add

Upstream Interface

LAN -> IP Configuration ->Inter-
face-> New -> Add

Upstream Prefixes

Auto Subnet Configur- LAN -> IP Configuration ->Inter-
ation face-> New -> Add

€.g. Tunnel 1

6in4 Relay
Trusted

z. B.

IPSEC Connection 1

€.g.192.168.0.254

2001:4dd0:£829:1000: :
/56

Value

e.g.enl-0

Enabled

Trusted

Router

Downstream

Enabled

€. 9. Tunnel 1

2001:4dd0:£829:1000: :

/56

Enabled



Field Menu Value
Default Router LAN -> IP Configuration ->Inter- Enabled
face-> New
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Chapter 10 IP - Load balancing two Internet
accesses used in parallel

10.1 Introduction

The following workshop shows the configuring of an Internet access gateway with two In-
ternet accesses used in parallel. The first ADSL line is created with the ADSL modem in-
tegrated in the bintec be.IP plus used here. An external ADSL modem is connected to the
bintec be.IP plus gateway's ETH5 port to create the second ADSL line. The data traffic is
distributed half and half to the two ADSL lines based on IP sessions. We shall then take the
example of encrypted HTTP connections (HTTPS) to describe how to effectively avoid any
loss of connection that might occur when distributing to different Internet accesses.

The GUI (Graphical User Interface) is used for configuring.

be.IP plus

Internet

xDSL
modem

Fig. 75: Example scenario

Requirements

The following are required for the configuration:
* A bintec ADSL gateway e. g. bintec be.IP plus with system software 10.1.5 Patch 6

¢ Two independent ADSL Internet connections

* An external ADSL modem that is connected to the bintec be.IP plus gateway's ETH5
port.

10.2 Configuration
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lel

10.2.1 Configuring internet access

For configuration, open an Internet browser and start a web (HTTP) connection to the
bintec be.IP plus gateway. The GUI comes with a wizard for configuring the two Internet
accesses.

To do this, go to the following menu:

(1) Go to Assistants -> Internet-> Internet Connections -> New.

(2) For Connection Type, select Tnternal ADSL Modem.

(3) Click on Next to configure a new Internet connection.
(

4) Enter the required data for the connection.

Description

Select your Internet Service Provider (ISP} from the list: [2]

Type

/DSUADSL sito - FPP over Efhemet (PPPOE) ¥

Is the configuration of a VLAN required by the ISP (e.g. with VD5L Modems)? @

Enter the authentication data for your Internet account: (7]

User Name

Password

Fig. 76: Assistants -> Internet-> Internet Connections -> New -> Next

Proceed as follows to configure an Internet access:
(1) Under Description enter e.g. ADSL-1 .
(2) For Type, select User-defined via PPP over Ethernet (PPPOE).

(3) As the User Name, enter the name which your provider has given you, e. g. feste-
ip@provider. de.

(4) Enter the Password that your provider has given you, e. g. test12345.
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(5) Press OK to confirm your entries.

To set up the second ADSL connection, run the wizard again.
1) Go to Assistants -> Internet-> Internet Connections -> New.
2) For Connection Type, select External xDSL Modem.
3

~

Click on Next to configure a new Internet connection.

(
(
(
(4) Enter the required data for the connection.

Description
ADSL-2

Select the physical Ethernet port the external modern is connected to: (7] Select your Internet Service Provider (ISP) from the list Q
ETHS ¥

Physical Ethernet Port Type User-defined ¥

Is the configuration of a VLAN required by the ISP (e.g. with VDSL Modems)? (] Enter the authentication data for your Internet account: Q
WLAN

User Name
#0001 @t-online.de

Fig. 77: Assistants -> Internet-> Internet Connections -> New -> Next

@ Note

The message you get when you create the second ADSL connection may be ignored.
The IP load distribution avoids routing conflicts due to multiple standard routes!

Proceed as follows to configure the second Internet connection:
(1) Under Description, enter a name for the Internet connection, e. g. ADSL-2.

(2) Under Physical Ethernet Port select the physical Ethernet port to which the xDSL
modem is connected, in this case ETHS5.

(3) For User Name, enter the access data that your provider has sent you, e. g.
#0001@t-online.de.

(4) Enter the Password that your provider has given you, e. g. test12345.

(5) Inthe Always active field, specify whether or not the Internet connection should al-
ways be on. Only activate this option if you have Internet access with a flatrate.

(6) Press OK to confirm your entries.

When the configuration is complete, the wizard for configuring Internet connections will
show two entries.
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(1) Go to Assistants -> Internet-> Internet Connections.

List of configured Internet connections:

Description Type
ADSL-1 PPP over Ethernet [} Vs
ADSL-2 External xDSL Modem ] 7/

Fig. 78: Assistants -> Internet -> Internet Connections

10.2.2 Setting up the IP load distribution

A load balancing group needs to have been created before you can set up the IP load dis-
tribution.

(1) Go to Network -> Load Balancing -> Load Balancing Groups -> New.

Basic Parameters

Group Description
Internet access

Distribution Policy Session-Round-Robin
Distribution Mode @ Always O Only use active interfaces
Interface Selection for Distribution

fa Distribution Ratic oute Selector Tracking IP Address

Fig. 79: Network ->Load Balancing->Load Balancing Groups->New

To create a load balancing group, proceed as follows:

(1) Under Group Description, enter a name for the load balancing group, e. g. Inter-
net access.

(2) For Distribution Policy, select the method that will be used to distribute the data,
here Session-Round-Robin (forload distribution based on IP sessions).

The two ADSL Internet accesses can then be added to this load balancing group.

To do this, click Add.
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Basic Parameters

bintec elmeg GmbH

Group Description

Distribution Palicy

Interface Selection for Distribution

Internet access

Session-Round-Robin

nterface

Distribution Ratio

WAN_ADSL-1 T

=]
[=

Fig. 80: Network -> Load Balancing ->Load Balancing Groups -> New-> Add

Proceed as follows:

(1) For Interface, select the first ADSL access WAN ADSL-1.

(2) Enter 50 % for Distribution Ratio.
3) Click Apply.
4) Add the second ADSL line with Add.

~

6) Enter 50 % for Distribution Ratio.

7) Click Apply.

~

(
(
(5) For Interface, select the second ADSL access WAN ADSL-2.
(
(

After this configuration step, the two Internet connections can be used with the IP load dis-

tribution.

(1) Go to Network -> Load Balancing -> Load Balancing Groups.
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Basic Parameters

Group Description
Internet access

Distribution Policy Session-Round-Robin v
Distribution Mode ® Always O Only use active interfaces

Interface Selection for Distribution

nterface Distribution Ratio Route Selector Tracking IP Address

3
51
2
n
3
z
[ ]
N,

[ ]
N\,

WAN_ADSL-2 50%

ADD

Fig. 81: Network -> Load Balancing -> Load Balancing Groups

10.2.3 Special load distribution handling for encrypted con-
nections

With the configuration now complete, IP sessions are distributed half and half to the two
ADSL lines. This behaviour can lead to problems and losses of connection with certain pro-
tocols (e. g. encrypted HTTPS connections). The reason for these connection problems lies
in the different Internet IP address of the two ADSL connections. With parallel connections
to the same server, the two ADSL lines would be used alternately. To get around this diffi-
culty, IP sessions that are associated can temporarily be connected to one of the Internet
connections. This type of critical connection is configured in the Special Session Handling
menu.

(1) Go to Network -> Load Balancing -> Special Session Handling -> New.



Basic Parameters

Admin Status @@ rnabled

Description

HTTRS

Service | http (SSL) v
Destination IP Address/MNetmask |A"Y »
Source Interface |Any v
Source |P Address/MNetmask |_-‘£W b

Special Handling Timer
800 Seconds

Fig. 82: Network -> Load Balancing -> Special Session Handling ->New

Proceed as follows:

(1) Under Description, enter a name for the entry, e. g. HTTPS.

(2) For Service, select http (SSL).

(3) Set the Special Handling Timer to 900 seconds.

(4) Leave the remaining settings unchanged and confirm them with OK.

With this configuration, HTTPS connections that are sent from a single local host to the
same HTTPS web server are connected to one of the two ADSL lines for a period of 900

seconds. This causes the address of the sender of the HTTPS data to remain the same,
which prevents any loss of connection.
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10.2.4 About configuring the DNS server

When creating the ADSL connections, besides the public IP address, the bintec be.IP plus
also obtains the IP addresses of the DNS servers for resolving the name of the configured
Internet provider. Particularly when using different Internet providers, the use of the DSN
servers needs to be connection-specific. The following configuration was created automat-
ically when the ADSL connections were created.

(1) Goto Local Services -> DNS ->DNS Server.

DNS Server

Automatic Refresh Interval 60 Seconds  APPLY

WizADSL-1 ‘ 5 WAN_ADSL-1 Dynamic Disabled [] Va

Wiz ADSL-2 5 WAN_ADSL-2 Dynamic Disabled [] Va

Fig. 83: Local Services -> DNS -> DNS Server

10.3 Overview of Configuration Steps

Set up first Internet connection
Field Menu Value

Connector Type Assistants -> Internet-> Internet Con- 7Tnternal ADSL Mo-

nections -> New dem
Description Assistants -> Internet ->Internet Con- e. g. ADSL-1
nections -> New -> Next
User Name Assistants -> Internet-> Internet Con- e. g.
nections -> New -> Next feste ip@provider.
de
Password Assistants -> Internet-> Internet Con- e. g. test12345

nections -> New -> Next

Set up the second Internet connection
Field Menu Value

Connector Type Assistants -> Internet-> Internet Con- External xDSL Mo-
nections -> New dem

Description Assistants -> Internet-> Internet Con- e. g. ADSL-2
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Physical Ethernet
Port

User Name

Password

nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Create a load balancing group

Field

Menu

Group Description Network -> Load Balancing ->Load

Balancing Groups -> New

Distribution Policy Network -> Load Balancing ->Load

Interface

Distribution Ratio

Interface

Distribution Ratio

Balancing Groups -> New

Network -> Load Balancing ->Load
Balancing Groups -> New-> Add

Network -> Load Balancing ->Load
Balancing Groups -> New-> Add

Network -> Load Balancing ->Load
Balancing Groups -> New-> Add

Network -> Load Balancing ->Load
Balancing Groups -> New-> Add

Special Session Handling

Description

Service

Special Handling
Timer

Network -> Load Balancing-> Special
Session Handling -> New

Network -> Load Balancing-> Special
Session Handling -> New

Network -> Load Balancing-> Special
Session Handling -> New

e.g. ETH5

e. g
#0001@t-online.de

€. g. testl12345

Value

€. 0. Internet
Access.

Session-—
Round-Robin
WAN ADSL-1
50 %

WAN ADSL-2

50 %

e.g. HTTPS

http (SSL)

900 seconds



Chapter 11 IP - Load distribution for two VPN
IPSec tunnels via separate Internet accesses

11.1 Introduction

This workshop shows how to configure a VPN IPSec network in association with IP load
distribution. Two independent Internet connections are used at the same time at the head
office location, to improve reliability and achieve greater bandwidth. The gateway at the
branch office location is connected to the Internet with an ADSL line and always initiates
two VPN IPSec tunnels to the head office gateway in order that both of the ADSL lines can
be used simultaneously. The head office gateway must be accessible from the Internet via
two fixed WAN IP addresses or by using Dyndns (in the case of dynamic WAN IP ad-
dresses). Configuring the load distribution prevents routing conflicts in the Internet connec-
tions and the two VPN IPSec connections. The tunnel connections are mutually and period-
ically monitored by the two VPN gateways. If one tunnel falls over, all the data traffic is
automatically diverted to the VPN tunnel which is still working.

The GUI (Graphical User Interface) is used for configuring.

Local IPSec Local IPSec
IP address: IP address:
1.0.0.1./32 10.0.2./32
<O (BT} - — - — - - - — = S T2E -
external
ADSL modem Branch location
[ )

be.IP plus El @

Central locatio

be.IP plus

Internet

LAN IP address:
192.168.1.0./24

—————————— Epsecztmer)- = — = = == === L= o
Local IPSec Local IPSec
IP address: IP address:
2.0.0.1./32 2.0.0.2./32

Fig. 84: Example scenario

Requirements
The following are required for the configuration:

Head office location

* A bintec VPN gateway e. g. bintec be.IP plus with system software 10.1.5 Patch 6

* Two independent ADSL Internet connections (with dynamic WAN IP addresses, you can
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work with Dyndns)

* An external ADSL modem that is connected to the bintec be.IP plus gateway's ETH5
port.

Branch office location

* A bintec VPN gateway e. g. bintec be.IP plus with system software 10.1.5 Patch 6

e An ADSL Internet access

11.2 Configuration

11.2.1 Configure the gateway at head office

Setting up the Internet connections

Two ADSL Internet connections are used in parallel at the head office location, to improve
reliability and achieve greater bandwidth. These Internet accesses are configured using the
Wizard.

(1) Go to Assistants -> Internet -> Internet Connections -> New.
(2) For Connection Type, select Internal ADSL Modem.
(3) Click on Next to configure a new Internet connection.

(4) Enter the required data for the connection.
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11 IP - Load distribution for two VPN IPSec tunnels via sep-
arate Internet accesses

Description

Select your Internet Service Provider (ISP} from the list: [7]

Type

/DSUADSL auto - PPP over Ethemet (PPPoE) ¥

Is the configuration of a VLAN required by the ISP (e.g. with VDSL Modems)? @

Enter the authentication data for your Internet account:

=
| J“

User Name

Password

Fig. 85: Assistants -> Internet -> Internet Connections -> New -> Next

Proceed as follows to configure an Internet access:
(1) Under Description enter e.g. ADSL-1 .
(2) For Type, select User-defined via PPP over Ethernet (PPPOE).

(3) For User Name, enter the name that your provider has given you, e. g. ADSL-
Username.

(4) Enter the Password that your provider has given you, e. g. test12345.

(5) Inthe Always active field, specify whether or not the Internet connection should al-
ways be on. Only activate this option if you have Internet access with a flatrate.

(6) Press OK to confirm your entries.

To set up the second ADSL connection, run the wizard again.

(1) Go to Assistants -> Internet-> Internet Connections -> New.
(2) For Connection Type, select External xDSL Modem.

(3) Click on Next to configure a new Internet connection.

(4) Enter the required data for the connection.
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Description
ADSL-2

Select the physical Ethernet port the external modem is connected to: (7] Select your Internet Service Provider (ISP) from the list: [2]

Physica! Ethernst Port ETHS v Type User-defined ¥

Is the configuration of a VLAN required by the ISP (e.g. with VDSL Modems)? (7] Enter the authentication data for your Internet account: o
VLAN

ADSL-Username2

Fig. 86: Assistants -> Internet -> Internet Connections -> New -> Next

@ Note

The message you get when you create the second ADSL connection may be ignored.
The IP load distribution avoids routing conflicts due to multiple standard routes!

Proceed as follows to configure the second Internet connection:
(1) Under Description, enter a name for the Internet connection, e. g. ADSL-2.

(2) Under Physical Ethernet Port select the physical Ethernet port to which the xDSL
modem is connected, in this case ETHS5.

(3) For User Name, enter the access data that your provider has given you, e. g. ADSL-
Username?Z.

(4) Enter the Password that your provider has given you, e. g. test12345.

(5) Press OK to confirm your entries.

When the configuration is complete, the wizard for configuring Internet connections will
show two entries.

(1) Go to Assistants -> Internet-> Internet Connections.

List of configured Internet connections:
De: n

Type

m
N,

ADSL-1 BED over Ethernet

]
N,

ADSL-2 External xDSL Modem

Fig. 87: Assistants -> Internet -> Internet Connections



Setting up the IP load distribution

A load balancing group needs to have been created before you can set up the IP load dis-
tribution.

(1) Go to Network -> Load Balancing -> Load Balancing Groups -> New.

Basic Parameters

Group Description
Internet access

Distribution Policy Session-Round-Robin v
Distribution Mode @ Always O Only use active interfaces

Interface Selection for Distribution

Interface Distribution Ratio Route Selector Tracking IP Address

ADD

Fig. 88: Network ->Load Balancing->Load Balancing Groups->New

To create a load balancing group, proceed as follows:

(1) Under Group Description, enter a name for the load balancing group, e. g. Inter-

net access.

(2) For Distribution Policy, select the method that will be used to distribute the data,
here Session-Round-Robin (forload distribution based on IP sessions).

The two ADSL Internet accesses can then be added to this load balancing group.

To do this, click Add.
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Basic Parameters

Group Description Internet access

Distribution Palicy Session-Round-Robin

Interface Selection for Distribution

Fig.

nterface WAN_ADSL-1 v

Distribution Ratio
50

=]
[=]

89: Network ->Load Balancing->Load Balancing Groups->Add

Proceed as follows:

(1)
)

@)

For Interface, select the first ADSL access WAN ADSL-1.
Enter 50 % for Distribution Ratio.

Click Apply.

Add the second ADSL line with Add.

For Interface, select the second ADSL access WAN ADSL-2.
Enter 50 % for Distribution Ratio.

Click Apply.

Results:
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Basic Parameters

Group Description
Internet access

Distribution Policy Session-Round-Robin v
Distribution Mode ® Always O Only use active interfaces
nterface Distribution Ratio Route Selector Tracking IP Address
WAN_ADSL-1 50% & /s
WAN_ADSL-2 50 % 1 Vs
ADD

Fig. 90: Network -> Load Balancing -> Load Balancing Groups

After this configuration step, the two Internet connections can be used with the IP load dis-
tribution. In this scenario, activating the IP load distribution means that no advanced routing
entries are required to enable the VPN IPSec tunnel to be created.

Set up the VPN IPSec connections

In this scenario, the VPN IPSec connections are always set up from the branch office gate-
way to the head office gateway. The same IPSec Phase 1 and Phase 2 profile can be used
for both tunnel connections. For this purpose, create two new VPN tunnels.

(1) Goto VPN -> IPSec -> IPSec Peers -> New.

Peer Parameters IPv4 Interface Routes

Administrative Status ® Up O Down Security Policy Q Untrusted @ Trusted
Description IPv4 Address Assignment Static X,
Branch1_Peer-1

Default Route Disabled
peer Address | version|IPv4 Preferred

Local IP Address

1.0.01

Peer ID E-mail Address r
Route Entries

Branch1_Peer-1@bintec-elmeg.com

Remote IP Address Netmask Metric

Internet Key Exchange IKEv1 ' ‘ i
1002 255.255.255.255 1w
192.168.1.0 255.255.255.0 1w [}

IP Version of the tunneled Networks 1Pv4
ADD
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Advanced IPSec Options

Phase-1 Profile None (use default profile) ¥
Phase-2 Profile None (use default profile) v
XAUTH Profile Select one ¥
Number of Admitted Connections ® One User O Multiple Users
Start Mode @® On Demand Q Always up

Fig. 92: VPN-> IPSec-> IPSec Peers-> New

To add a new connection, proceed as follows:

(1) Set the Administrative Status to Up. The peer is available for setting up a tunnel im-
mediately after saving the configuration.

(2) For Description, enter a description of the peer which identifies it, e. g.
Branchl Peer-1.

(8) No address is entered for Peer Address, because the VPN tunnel is always set up
from the branch office gateway to the head office gateway.

(4) For Peer ID, the ID type E-mail Address and the ID value
Branchl Peer-1@bintec-elmeg.comis used for the first VPN tunnel for connect-
ing the branch office. The peer ID must be unique and match the remote terminal's
local ID value.

(5) Select the version of the Internet Key Exchange protocol for IKE (Internet Key Ex-
change). In this scenario, TKEv1 must be used.

(6) For Preshared Key, enter the password for the encrypted connection (e. g.
test12345.

(7) For IPv4 Address Assignment, select the configuration mode Static.
(8) In this scenario, the Default route option is not set.

(9) The Local IP Address is the IP address that is linked to the tunnel interface. Here, an
address from a network that has not been previously used is used, e. g. 1.0.0. 1.
This unique IP address enables ping requests for monitoring the VPN tunnel to be
sent systematically via the VPN tunnel interface.
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(10) The IP address / netmask of the destination network is defined as the route entry. If
additional destination networks are to be routed over the tunnel, these can be added
with the Add button.

Two routing entries are required in our example.

Enter an address from the range of the local IP Address of the tunnel interface
which is being used to monitor the tunnel, e. g. 1. 0. 0. 2. This address must match
the local IP Address of the VPN tunnel interface at the branch office gateway for
the branch office network, in this example 192.168. 1. 0/24 another routing entry
is required.

(11) As the Phase-1 Profile, the None (use default profile), which has been gen-
erated automatically, is used.

(12) As the Phase-2 Profile, the None (use default profile), which has been gen-
erated automatically, is used.

(13) Leave the remaining settings unchanged and confirm them with OK.
After configuring the first VPN IPSec connection to connect the branch office, the second
VPN IPSec tunnel can now be created.

(1) Goto VPN -> IPSec -> IPSec Peers -> New.

o interface e

Administrative Status ® Up O Down Security Policy QO Untrusted @ Trusted

Description IPv4 Address Assignment Static ¥

Branch1_Peer-2

Default Route Disabled
Peer Address | version [1Pv4 Preferred ¥
Local IP Address
2001
Peer ID E-mail Address v
Route Entries
Branch1_Peer-2@bintec-elmeg com
Remote IP Address Netmask Metric
Internet Key Exchange IKEvl v B '
2002 255.255.255.255 v
i Key
192.168.1.0 255.255.255.0 1 v i
1P Version of the tunneled Networks IPvd a2
ADD

Fig. 93: VPN-> IPSec-> IPSec Peers-> New

To add a new connection, proceed as follows:

(1) Set the Administrative Status to Up. The peer is available for setting up a tunnel im-
mediately after saving the configuration.

(2) For Description, enter a description of the peer which identifies it, e. g.
Branchl Peer-2.
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(8) No address is entered for Peer Address, because the VPN tunnel is always set up
from the branch office gateway to the head office gateway.

(4) For PeerID, the ID type E-mail Address and the ID value
Branchl Peer-2@bintec-elmeg.comis used for the first VPN tunnel for connect-
ing the branch office. The Peer ID must be unique and match the remote terminal's
local ID value.

(5) Select the version of the Internet Key Exchange protocol for IKE (Internet Key Ex-
change). In this scenario, TKEv1 must be used.

(6) For Preshared Key, enter the password for the encrypted connection (e. g.
testl12345.

(7) For IPv4 Address Assignment, select the configuration mode Static.
(8) In this scenario, the Default route option is not set.

(9) The Local IP Address is the IP address that is linked to the tunnel interface. Here, an
address from a network that has not been previously used is used, e. g. 2.0.0. 1.
This unique IP address enables ping requests for monitoring the VPN tunnel to be
sent systematically via the VPN tunnel interface.

(10) The IP address / netmask of the destination network is defined as the route entry. If
additional destination networks are to be routed over the tunnel, these can be added
with the Add button.

Two routing entries are required in our example.

Enter an address from the range of the local IP address of the tunnel interface
which is being used to monitor the tunnel, e. g. 2. 0. 0. 2. This address must match
the local IP address of the VPN tunnel interface at the branch office gateway for
the branch office network, in this example 192.168.1.0/24 another routing entry
is required.

(11) Asthe Phase-1 Profile, the None (use default profile), which has been gen-
erated automatically, is used.

(12) As the Phase-2 Profile, the None (use default profile), which has been gen-
erated automatically, is used.

(13) Leave the remaining settings unchanged and confirm them with OK.
When the first VPN IPSec connection was created, an IPSec phase 1 profile was created

which both the VPN IPSec tunnels point to. To be able to use this phase 1 profile for the
IPSec authentication, the local IPsec ID needs to be changed.

(1) Goto VPN -> IPSec -> Phase 1 Profiles -> <Multi-Proposal>
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Phase-1 (IKE) Parameters

Description

Multi-Proposal

Proposals

Encryption Authentication Enabled

(AEs ] [SHAZZ55 V)

[AES v MD5 v @

|3DES v MD5 v @
DH Group 2(1024 Bit) ~
Lifetime

14400 seconds 0 kBytes

Authentication Method | Preshared Keys ¥ |
Mode

O Main Mode (ID Protect) @ Aggressive
I® Strict

Local ID Type | E-mail Address v

Local ID Value
central@bintec-elmeg.com
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Fig. 94: VPN -> IPSec -> Phase 1 Profiles -> <Multi-Proposal> /

Proceed as follows:
(1) For the Local ID Type, select the type of the local ID, here E-mail Address.

(2) For the Local ID Value, enter a value that can be used to identify the head office
gateway, here e. g. central@bintec-elmeg.com.

(3) Leave the remaining settings unchanged and confirm them with OK.

Monitor the VPN IPSec connections

Ping requests are periodically sent to the branch office gateway via both tunnels in order to
monitor the VPN IPSec tunnel connections. If this ping request fails to be answered three
times, the head office gateway permits no new connections via the tunnel concerned. As
soon as the branch office gateway answers the ping request three times once more, new
IP connections are permitted. While one VPN tunnel is down, all the data is routed via the
remaining VPN tunnel.

When the IPSec peers were being created, unique IP addresses (1.0.0.2 and 2.0.0.2 in this
example) were issued for the VPN IPSec tunnel's ping monitoring. These addresses are
used to periodically check that the branch office gateway can be accessed.

In the Hosts menu, you can configure an automatic availability check for hosts or inter-
faces and automatic ping tests.

(1) Go to Local Services->Surveillance->Hosts->New.
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Trigger

Monitored IP Address

| Specific v| 1.002

Source |P Address
[Specific  v| 1.0.0.1

Interval

g Seconds

Successful Trials

3

Urnsuccessful Trials

3

Action to be performed

Action Interface

ADD

Fig. 95: Local Services->Surveillance->Hosts->New

Proceed as follows:

(1) The host surveillance can be linked to groups using the group ID. In this scenario,
each instance of host surveillance must use a unique group ID.

(2) For Monitored IP Address, enter the IP address of the host that is to be monitored.
For the monitoring of the first VPN IPSec tunnel, in our example the monitoring of the
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branch office gateway is done with the address 1.0.0.2.

(3) By setting the Source IP Address for host surveillance, you ensure that the ping
packet with the local IP address of the VPN tunnel interface has been sent so that
the branch office gateway can, in turn, reply via this same route. Select Specific
and enter the local IP address of the first VPN IPSec interface, e. g. 1.0.0. 1.

(4) For Interval, enter the time interval (in seconds) which is to be used for checking that
the host is available, here e. g. 3 seconds.

(5) For Successful Trials, enter the number of pings that must remain unanswered for
the host to be regarded as unavailable. Here, €. g., after 3 failed attempts.

(6) For Unsuccessful Trials, enter the number of pings that must be answered for the
host to be regarded as available once more. In our example, a host is regarded as
available again after 3 successful ping requests/replies. This function is aimed at pre-
venting frequent jitters in the connections.

(7) Under Actions to be performed, select the Moni tor option, because the status of
interfaces is not to be changed.

(8) Confirm with OK.

To monitor the second VPN IPSec tunnel, after saving a second entry for host surveillance
must be created. Create the second host surveillance entry in the same way as the first
entry except for the IP addresses. In the second entry for host surveillance, the local IP ad-
dresses of the second VPN IPSec interface are used. In our example, the address
2.0.0.2is used as the Monitored IP Mddress, and 2. 0. 0. 1 is used for the Source IP
Address.

When the configuration is complete, the list of monitored hosts shows two entries that mon-
itor the availability of the branch office gateway's IP addresses.

Results:

Group ID Monitored IP Address Status Action Interface

o 1.0.0.2 [x] Monitor

(]
N,

2.0.02 Q Monitor

[ ]]
~,

Fig. 96: Local Services -> Surveillance -> Hosts

Configure the IP load distribution for the VPN IPSec connections

Another load balancing group is created to distribute the IP sessions to the two VPN IPSec
connections.



(1) Go to Network -> Load Balancing -> Load Balancing Groups -> New.

Basic Parameters

Group Description

VPN_Branch1

Distribution Policy Session-Round-Robin i
Distribution Mode @ Always O Only use active interfaces

Interface Selection for Distribution

Interface Distribution Ratio Route Selector Tracking IP Address

ADD

Fig. 97: Network ->Load Balancing->Load Balancing Groups->New

To create a load balancing group, proceed as follows:

(1) Under Group description, enter a name for the load balancing group, e. g.
VPN Branchl.

(2) For Distribution policy, select the method that will be used to distribute the data,
here Session-Round-Robin (for load distribution based on IP sessions).

The two IPSec interfaces can then be added to this load balancing group.

To do this, click Add.

Workshops
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Basic Parameters

Group Description WVPN_Branch1

Distribution Policy Session-Round-Rohbin

Interface Selection for Distribution

Interface IPSEC_BRANCH1_PEER-1 v

Distribution Ratio

Advanced Settings

Advanced Parameter

Route Selector Mane v

Tracking IP Address [1.0.02 v]

Fig. 98: Network ->Load Balancing->Load Balancing Groups->Add

Proceed as follows:

(1)

)

@)

For Interface, select the first VPN IPSec interface for connecting the branch office,
here IPSEC BRANCH1 PEER-1.

Enter 50 % for Distribution Ratio. This option specifies the ratio in which new IP ses-
sions are distributed to the interfaces in the IP load balancing group.

In this example, the Route selector is left at None, since no interfaces have been as-
signed more than once in different load balancing groups.

bintec elmeg GmbH
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(4) The Tracing IP Address option is used to select the IP address from the configured
host monitoring, e. g. 1. 0. 0.2. When the host surveillance detects that the connec-
tion has been broken, no more IP sessions are set up via this VPN IPSec tunnel.

(5) Click Apply.

(6) Add the second VPN IPSec interface with Add.
(7) For Interface, select TPSEC BRANCHI PEER-2.
(8) Enter 50 % for Distribution Ratio.

(9) Select the Tracing IP Address,e.g. 2.0.0. 2.
(10) Click Apply.

Results:

Basic Parameters

Group Description

VPN_Branch1

Distribution Policy Session-Round-Robin v

Distribution Mode ® Always O Only use active interfaces
rterface Distribution Ratio Route Selector Tracking IP Address
IPSEC_BRANCH1_PEER-1 50% 1.00.2 [ V4
IPSEC_BRANCH1_PEER-2 50% 2.00.2 [ ] V4

ADD

Fig. 99: Network -> Load Balancing -> Load Balancing Groups

11.2.2 Configure the gateway at the branch office

Setting up the Internet connection

The Wizard can be used to set up the branch office gateway's Internet access.
(1) Go to Assistants -> Internet-> Internet Connections -> New.

(2) For Connection Type, select Tnternal ADSL Modem.

(3) Click on Next to configure a new Internet connection.

(4) Enter the required data for the connection.
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Basic Settings

Description
PRPoET

Select your Internet Service Provider (ISP) from the list:

Type

VDSUADSL auto - PPP over Ethernet (PPPoE) ¥

Is the configuration of a VLAN required by the ISP (e.g. with VDSL Modems)?

Enter the authentication data for your Internet account:

3
)
®

User Name

Password

Fig. 100: Assistants -> Internet-> Internet Connections -> New -> Next

Proceed as follows to configure an Internet access:
(1) Under Description enter e.g. PPPoE] .
(2) For Type, select User-defined via PPP over Ethernet (PPPOE).

(3) For User Name, enter the name that your provider has given you, e. g. ADSL-

Username.
(4) Enter the Password that your provider has given you, e. g. test12345.
(5) Enable the Always active option.

(6) Press OK to confirm your entries.

Set up the VPN IPSec connections

The two IPSec peers at the branch office gateway need to be using different local IPSec
IDs. Before configuring the actual IPSec peers, create the two phase 1 profiles.

(1) Goto VPN -> IPSec -> Phase 1 Profiles -> New



Phase-1 (IKE) Parameters

Description

Branch1_Peer1

Proposals

Encryption Authentication Enabled

AES v AT ]

[AES v MD5 v @

E= MDE ] @
DH Group 2(1024 Bit) v |
Lifetime

14400 Seconds 0 kBytes

Authentication Method Preshared Keys ¥ |

Mode O Main Mode (ID Protect) @ Aggressive I Strict

Local 1D Type | E-mail Address v

Local ID Value
Branch1 Peeri@biniec-elmeg.com

Fig. 101: VPN -> IPSec -> Phase 1 Profiles -> New

Proceed as follows.
(1) For Description, give the phase 1 profile a unique name, e. 9. Branchl_Peerl.

(2) For Proposals, a combination of encryption and authentication algorithm is selected,
e. g. AES/ SHAL. This setting must match that of the head office gateway.
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©)

(4)

(%)

(6)

7)

(8)

)

Select the DH Group, (Diffie-Hellmann group) which is to be used in key calculation
for creating the IPSec phase 1. This setting must match that of the head office gate-
way, e.g. DH Group 2 (1024 Bit).

The Lifetime specifies the validity of the calculated key. The default value of 14400
seconds can be adopted here. This setting must match that of the head office gate-
way.

In our example, the VPN IPSec tunnels are authenticated using the Preshared
Keys Authentication Method. A shared password is issued for this purpose when
the IPSec peer is being configured.

Because, in this example, Internet accesses with dynamic addresses and preshared
keys are used for the IPSec authentication, the Mode must be set to Aggressive.
This setting must match that of the head office gateway.

The Local ID Type specifies the type of the local ID value. In our example, a local ID
of type E-mail address is used.

The Local ID Value must be unique and match the peer ID option at the head office
gateway. In this example, Branchl Peerl@bintec-elmeg.comis used for the
phase 1 profile of the first IPSec connection.

Press OK to confirm your entries.

The second IPSec phase 1 profile can be created in the same way except for the descrip-
tion and the local ID value.

You configure the second IPsec Phase 1 Profile in the same way as you configured the
first profile.

M

Go to VPN -> IPSec -> Phase 1 Profiles -> New
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Phase-1 (IKE) Parameters

Description

Branch1_Peer2

Proposals

Encryption Authentication Enabled

|AES v | SHA1 v |

[AES v | MD5 v @

[3DES v | (MD5 v | @
DH Group 2(1024 Bit)
Lifetime

14400 Seconds 0 kBytes

Authentication Method | Preshared Keys 7 |
Mode O Main Mode (ID Protect) @ Aggressive D Strict
Local ID Type | E-mail Address v

Local ID Value
Branch1 Peer2@bintec-elmeg.com

Fig. 102: VPN -> IPSec -> Phase 1 Profiles -> New

Proceed as follows.
(1) For Description, give the phase 1 profile a unique name, e. 9. Branchl Peer?2.

(2) For Proposals, a combination of encryption and authentication algorithm is selected,
e. g. AES/ SHA1. This setting must match that of the head office gateway.
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11 IP - Load distribution for two VPN IPSec tunnels via bintec elmeg GmbH
separate Internet accesses

(3) Select the DH Group, (Diffie-Hellmann group) which is to be used in key calculation
for creating the IPSec phase 1. This setting must match that of the head office gate-
way, e.g. DH Group 2 (1024 Bit).

(4) The Lifetime specifies the validity of the calculated key. The default value of 14400
seconds can be adopted here. This setting must match that of the head office gate-
way.

(5) In our example, the VPN IPSec tunnels are authenticated using the Preshared
Keys Authentication Method. A shared password is issued for this purpose when
the IPSec peer is being configured.

(6) Because, in this example, Internet accesses with dynamic addresses and preshared
keys are used for the IPSec authentication, the Mode must be set to Aggressive.
This setting must match that of the head office gateway.

(7) The Local ID Type specifies the type of the local ID value. In our example, a local ID
of type E-mail address is used.

(8) The Local ID Value must be unique and match the peer ID option at the head office
gateway. In this example, Branchl Peer2@bintec-elmeg.comis used for the
phase 1 profile of the first IPSec connection.

(9) Press OK to confirm your entries.

Two entries for the IPSec connections that are to be configured then display in the over-
view of the IPSec phase 1 profile.

(1) Goto VPN -> IPSec -> Phase 1 Profiles.

Internet Key Exchange Version 1 (IKEv1)
Default Pr al Authe tion Mode DH Group e

Branch1_Peert AES/SHAT)[AES/MDS][3DES/MDS] 2(1024 Bit) 0KB/4h [} Vs
o
@ Multi-Proposal [AES/SHA2 256][AES/ Preshared Keys 2(1024 BiY) OKB/4h i I‘
O Branch1_Peer2 [AES/SHA1][AES/MDS][3DES/MDS] Preshared Keys Aggressive 2(1024 BiY) OKB /4h i /~

CREATE NEW IKEV1 PROFILE

Fig. 103: VPN -> IPSec -> Phase-1 Profiles

Two IPSec connections are now added to connect the head office.

(1) Goto VPN -> IPSec -> IPSec Peers -> New.



bintec elmeg GmbH 11 IP - Load distribution for two VPN IPSec tunnels via sep-
arate Internet accesses

e merestions

Administrative Status @ Up O Down Security Policy O Untrusted @ Trusted
Description |Pv4 Address Assignment Static v
Headoffice_Peer-1

Default Route Disabled

Peer Address IP Version [IPv4 Preferred ¥

Local IP Address
62 146.53.200 1.002
Peer ID E-mail Address v

Route Entries
central@bintec-elmeg.com

Remote IP Address etmask Metric

nternet Key Exchange IKEv1 ¥

1001 255 255 255 255 [

Preshered Key

192.1681.0 255.255.255.0 v

P Version of the tunneled Networks 1Pva
ADD

Fig. 104: VPN-> IPSec-> IPSec Peers-> New

To add a new connection, proceed as follows:

(1) Set the Administrative Status to Up. The peer is available for setting up a tunnel im-
mediately after saving the configuration.

(2) For Description, enter a description of the peer which identifies it, e. g. Headof-
fice Peer-1.

(8) For Peer Address, enter the static IP address or the host name used to access the
first Internet access of the head office gateway. In our example, this is the static IP ad-
dress 62.146.53.200.

(4) The Peer ID must match the local ID value of the head office gateway. In this ex-
ample, the type E-mail address andthe ID value central@bintec-elmeg.com
are used.

(5) Select the version of the Internet Key Exchange protocol for IKE (Internet Key Ex-
change). In this scenario, TXKEv1 must be used.

(6) For Preshared Key, enter the password for the encrypted connection (e. g.
testl12345.

(7) For IPv4 Address Assignment, select the configuration mode Static.

(8) Select whether the route to this IPSec peer is to be defined as the default route. In this
scenario, the Default route option is not set.

(9) The Local IP Address is the IP address that is linked to the tunnel interface, here e.
g. 1.0.0.2. An address from a previously unused network is used here. The VPN
IPsec tunnel is monitored with this address.

(10) The IP address / netmask of the destination network is defined as the route entry. If
additional destination networks are to be routed over the tunnel, these can be added
with the Add button.

Two routing entries are required in our example.
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Enter the IP address that is used as the local IP address of the tunnel interface at
the head office gateway, e. g. 1.0.0. 1. A routing entry also needs to be created for
the head office network, 192.168.0.0/24 in this example.

(11) As the Phase-1 Profile, you must select the IPSec phase 1 profile that was created
previously for the first VPN IPSec tunnel, e. g. Branchl Peerl .

(12) As the Phase-2 Profile, the default phase 2 profile that was automatically generated,
here the *Multi-Proposal, is used.

(13) The XAUTH profile is not used in this scenario.
(14) Number of Admitted Connections can be left at the default value One user.

(15) As the VPN IPSec connections are always created from the branch office gateway to
the head office gateway, the Start Mode here must be setto A1ways up.

(16) Leave the remaining settings unchanged and confirm them with OK.

After configuring the first VPN IPSec connection to connect the head office, the second
VPN IPSec tunnel can now be created.

(1) Goto VPN -> IPSec -> IPSec Peers -> New.

FraimereeRons

Administrative Status ® Up O Down Security Policy O Untrusted @ Trusted

Description IPv4 Address Assignment Static
Headoffice_Peer-2

Default Route Disabled
Peer Address 1P Version [IPv4 Preferred v
Local IP Address
62.146.53.201 2002
PeerID E-mail Address v
Route Entries
central@bintec-elmeg.com
nternet Key Exchange IKEv1 ¥
2001 255.255.255.255 1w
d Key
192.168.0.0 255.255.255.0 i ]

IP Version of the tunneled Networks 1Pva v
ADD

Fig. 105: VPN-> IPSec-> IPSec Peers-> New

To add a new connection, proceed as follows:

(1) Set the Administrative Status to Up. The peer is available for setting up a tunnel im-
mediately after saving the configuration.

(2) For Description, enter a description of the peer which identifies it, e. g. Headof-
fice Peer-2.

(8) For Peer Address, enter the static IP address or the host name used to access the
first Internet access of the head office gateway. In our example, this is the static IP ad-
dress 62.146.53.201.
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(4) The Peer ID must be unique and match the remote terminal's local ID value. In our ex-
ample, the type E-mail address andthe ID value central@bintec-elmeg.com
are used.

(5) Select the version of the Internet Key Exchange protocol for IKE (Internet Key Ex-
change). In this scenario, TXKEv1 must be used.

(6) For Preshared Key, enter the password for the encrypted connection (e. g.
test12345.

(7) For IPv4 Address Assignment, select the configuration mode Static.
(8) In this scenario, the Default route option is not set.

(9) The Local IP Address is the IP address that is linked to the tunnel interface, here e.
g. 2.0.0.2. An address from a previously unused network is used here. The VPN
IPsec tunnel is monitored with this address.

(10) The target IP address / netmask of the destination network is defined as the route
entry. If additional destination networks are to be routed over the tunnel, these can be
added with the Add button.

Two routing entries are required in our example.

Enter the IP address that is used as the local IP address of the tunnel interface at
the head office gateway, e. g. 2. 0. 0. 1. For the head office Network, in this ex-
ample 192.168.1.0/24, another routing entry is also required.

(11) As the Phase-1 Profile, you must select the IPSec phase 1 profile that was created
previously for the first VPN IPSec tunnel, e. g. Branchl Peer?2.

(12) As the Phase-2 Profile, the default phase 2 profile that was automatically generated,
here the *Multi-Proposal, is used.

(13) The XAUTH profile is not used in this scenario.
(14) Number of Admitted Connections can be left at the default value One user.

(15) As the VPN IPSec connections are always created from the branch office gateway to
the head office gateway, the Start Mode here must be setto A1ways up.

(16) Leave the remaining settings unchanged and confirm them with OK.

Results:



Internet «change Version 1 (IKEv1)

Prio Description Peer Address Peer ID Phase-1 Profile Phase-2 Profile Status  Action

|PSec Static Peers

central@bintec-
1 Headoffice Peer1  62.146.53.200 Brancht_Peert Multi-Proposal @ 1
elmeg.com &

central@bintec- -
2 Headoffice Peer2  62.146.53.201 Branchi_Peer2 Multi-Proposal @ it [} Va Q
elmeg.com v

Fig. 106: VPN->IPSec->IPSec Peers

Monitor the VPN IPSec connections

Ping requests are periodically sent to the head office gateway via both tunnels in order to
monitor the VPN IPSec tunnel connections. If this ping request fails to be answered three
times, the branch office gateway permits no new connections via the tunnel concerned. As
soon as the head office gateway answers the ping request three times once more, new IP
connections are permitted. While one VPN tunnel is down, all the data is routed via the re-
maining VPN tunnel.

When the IPSec peers were being created, unique IP addresses (1.0.0.1 and 2.0.0.1 in this
example) were issued for the VPN IPSec tunnel's ping monitoring. These addresses are
used to periodically check that the branch office gateway can be accessed.

In the Hosts menu, you can configure an automatic availability check for hosts or inter-
faces and automatic ping tests.

(1) Go to Local Services->Surveillance->Hosts->New.

Workshops (Excerpt)



bintec elmeg GmbH

11 IP - Load distribution for two VPN IPSec tunnels via sep-
arate Internet accesses

Trigger

Monitored IP Address
Specific v| 1001

Source IP Address
Specific v | 1.0.0.2

3 Seconds

Unsuccessful Trials

3

Action to be performed

Action Interface
Monitor ¥

ADD

Fig. 107: Local Services->Surveillance->Hosts->New

Proceed as follows:

(1) The host surveillance can be linked to groups using the group ID. In this scenario,
each instance of host surveillance must use a unique group ID.

(2) For Monitored IP Address, enter the IP address of the host that is to be monitored.
For the monitoring of the first VPN IPSec tunnel, in our example the monitoring of the
branch office gateway is done with the address 1.0.0. 1.

(3) By setting the Source IP Address for host surveillance, you ensure that the ping
packet with the local IP address of the VPN tunnel interface has been sent so that
the branch office gateway can, in turn, reply via this same route. Select Specific
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and enter the local IP address of the first VPN IPSec interface, e. 9. 1.0.0. 2.

(4) For Interval, enter the time interval (in seconds) which is to be used for checking that
the host is available, here e. g. 3 seconds.

(5) For Successful Trials, enter the number of pings that must remain unanswered for
the host to be regarded as unavailable. Here, €. g., after 3 failed attempts.

(6) For Unsuccessful Trials, enter the number of pings that must be answered for the
host to be regarded as available once more. In our example, a host is regarded as
available again after 3 successful ping requests/replies. This function is aimed at pre-
venting frequent jitters in the connections.

(7) Under Actions to be performed, select the Moni tor option, because the status of
interfaces is not to be changed.

(8) Confirm with OK.

To monitor the second VPN IPSec tunnel, after saving a second entry for host surveillance
must be created. Create the second host surveillance entry in the same way as the first
entry except for the IP addresses. In the second entry for host surveillance, the local IP ad-
dresses of the second VPN IPSec interface are used. In our example, the address
2.0.0.1is used as the Monitored IP address, and 2. 0. 0. 2 is used for the Source IP
address.

When the configuration is complete, the list of monitored hosts shows two entries that mon-
itor the availability of the branch office gateway's IP addresses.

Results:

Hosts:

Group ID Menitored IP Address Status Action Interface

0 1.001 [x] Monitor

1]
N,

2001 [x] Monitor

-
N,

Fig. 108: Local Services -> Surveillance -> Hosts

Configure the IP load distribution for the VPN IPSec connections

A load balancing group is created to distribute the IP sessions to the two VPN IPSec con-
nections.

(1) Go to Network -> Load Balancing -> Load Balancing Groups -> New.



Basic Parameters

Group Description
IPSec_headoffice

Distribution Policy Session-Round-Robin L2
Distribution Mode ® Always O Only use active interfaces

Interface Selection for Distribution

Interface Distribution Ratio Route Selector Tracking IP Address

ADD

Fig. 109: Network ->Load Balancing->Load Balancing Groups->New

To create a load balancing group, proceed as follows:

(1) Under Group Description, enter a name for the load balancing group, €. g.
IPSec headoffice.

(2) For Distribution Policy, select the method that will be used to distribute the data,
here Session-Round-Robin (forload distribution based on IP sessions).

The two ADSL Internet accesses can then be added to this load balancing group.

To do this, click Add.
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Basic Parameters

Group Description IPSec_headoffice

Distribution Policy Session-Round-Rebin

Interface Selection for Distribution

Interface IPSEC_HEADOFFICE_PEER-1 v

Distribution Ratio
50 o4

Advanced Settings

Advanced Parameter

Route Selector None v

Tracking IP Address 1001~

Fig. 110: Network ->Load Balancing->Load Balancing Groups->Add

Proceed as follows:

(1)

)

©)

For Interface, select the first VPN IPSec interface for connecting the head office, here
IPSEC HEADOFFICE PEER-1 .

Enter 50 % for Distribution Ratio. This option specifies the ratio in which new IP ses-
sions are distributed to the interfaces in the IP load balancing group.

In this example, the Route selector is left at None, since no interfaces have been as-

bintec elmeg GmbH



signed more than once in different load balancing groups.

(4) The Tracing IP Address option is used to select an IP address from the configured
host monitoring, e. g. 1. 0. 0. 1. When the host surveillance detects that the connec-
tion has been broken, no more IP sessions are set up via this VPN IPSec tunnel.

(5) Click Apply.

(6) Add the second VPN IPSec interface with Add.

(7) For Interface, select IPSEC HEADOFFICE PEER-2.
(8) Enter 50 % for Distribution Ratio.

(9) Select the Tracing IP Address,e.g. 2.0.0. 1.

(10) Click Apply.

Results:

Basic Parameters

Group Description
IPSec_headoffice

Distribution Policy | Session-Round-Robin v
Distribution Mode @ Always O Only use active interfaces

Interface Selection for Distribution

Interface Distributien Ratio Reute Selector Tracking IP Address

IPSEC_HEADOFFICE_PEER-1 50% 1.0.0.1 '] P4

|PSEC_HEADOFFICE_PEER-2 50% 2,001 [ ] Vs

ADD

Fig. 111: Network -> Load Balancing -> Load Balancing Groups

Workshops (Excerpt)



11 IP - Load distribution for two VPN IPSec tunnels via

separate Internet accesses

11.3 Overview of Configuration Steps

Configure the Internet connections (head office)

Connector Type

Description

Type

User Name
Password

Always Active
Connector Type
Description
Physical Ethernet
Port

User Name

Password

Always Active

Assistants -> Internet-> Internet Con-
nections -> New

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Create a load balancing group

Field

Menu

bintec elmeg GmbH

Internal ADSL Mo-
dem

e.g. ADSL-1

User-defined via
PPP over Ethernet
(PPPOE)

€.0. ADSL-Username
€. g. testl12345
Enabled

External ADSL mo-
dem

e.g. ADSL-2

ETH5

€. 9. ADSL-UsernameZ2

€. 0. testl12345

Enabled

Value

Group Description Network ->Load Balancing ->Load Bal- e. g. Internet

ancing Groups ->New

Access.

Distribution Policy Network ->Load Balancing ->Load Bal- Session-

Interface

ancing Groups ->New

Round-Robin

Network ->Load Balancing ->Load Bal- wAN ADSIL-1
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Distribution Ratio

Interface

Distribution Ratio

ancing Groups-> Add

Network ->Load Balancing ->Load Bal- 50 %

ancing Groups-> Add

Network ->Load Balancing ->Load Bal- wAN ADSL-2

ancing Groups-> Add

Network ->Load Balancing-> Load Bal- 50 %

ancing Groups-> Add

Set up the VPN IPSec connections

Field

Administrative
Status

Description
Peer ID

IKE (Internet Key
Exchange)

Preshared Key

IPv4 Address As-
signment

Local IP Address

Route Entries

Phase-1 Profile

Phase-2 Profile

Administrative
Status

Description
Peer ID

Menu

VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New
VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New
VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New
VPN-> IPSec-> IPSec Peers-> New

VPN -> IPSec -> IPSec Peers -> New ->
Advanced Settings

VPN -> IPSec -> IPSec Peers -> New ->
Advanced Settings

VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New
VPN-> IPSec-> IPSec Peers-> New

Value

Up

€. 0. Branchl Peer-1

E-mail address and

e.g.
Branchl Peer-1@bin
tec-elmeg.com

IKEvV]1

€. g. testl12345

Static

1,0,0.1

1.0.0.2/
255.255.255.255and
192.168.1.0/
255.255.255.0

None (use Default Pro-
file)

None (use Default Pro-
file)

Active

€. 9. Branchl Peer-2

E-mail address and

e. g.
Branchl Peer-2@bin
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tec-elmeg.com

IKE (Internet Key  VPN-> IPSec-> IPSec Peers-> New IKEvV1
Exchange)

Preshared Key VPN-> IPSec-> IPSec Peers-> New e.g. test12345
IPv4 Address As- VPN-> IPSec-> IPSec Peers-> New Static
signment

Local IP Address VPN-> IPSec-> IPSec Peers-> New 2.0.0.1

Route Entries VPN-> IPSec-> IPSec Peers-> New 2.0.0.2/

255.255.255.255and
192.168.1.0/
255.255.255.0

Phase-1 Profile VPN -> IPSec -> IPSec Peers -> New -> None (use Default
Advanced Settings Profile)

Phase-2 Profile VPN -> IPSec -> IPSec Peers -> New -> None (use Default
Advanced Settings Profile)

Local ID Type VPN -> IPSec -> Phase-1 Profiles -> E-mail Address

<Multi-Proposal> ,*

Local ID Value VPN -> IPSec -> Phase-1 Profiles -> e.g. cent-
<Multi-Proposal> ral@bintec-elmeg.c
om

Set up monitoring tasks

Monitored IP Ad- Local Services-> Surveillance ->Hosts- e.g. 1.0.0.2
dress > New

Source IP Address Local Services ->Surveillance ->Hosts- Specific/e.g.

> New 1.0.0.1
Interval Local Services-> Surveillance ->Hosts- €. g. 3 seconds
> New

Successful Trials Local Services ->Surveillance ->Hosts- e. g. 3
> New

Unsuccessful Tri- Local Services-> Surveillance ->Hosts- e. g. 3
als > New

Action to be per- Local Services ->Surveillance ->Hosts- Monitor
formed > New

Monitored IP Ad- Local Services-> Surveillance ->Hosts- e.g. 2.0.0.2
dress > New
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Source IP Address Local Services ->Surveillance ->Hosts-
> New

Local Services-> Surveillance ->Hosts-
> New

Interval

Local Services ->Surveillance ->Hosts-
> New

Successful Trials

Unsuccessful Tri- Local Services-> Surveillance ->Hosts-
als > New

Action to be per-

formed > New

Configure the IP load distribution
Field Menu

Group Description Network ->Load Balancing ->Load Bal-
ancing Groups ->New

Distribution Policy Network ->Load Balancing ->Load Bal-
ancing Groups ->New

Interface Network ->Load Balancing ->Load Bal-

ancing Groups ->Add

Distribution Ratio = Network ->Load Balancing ->Load Bal-

ancing Groups-> Add

Route Selector Network -> Load Balancing -> Load
Balancing Groups -> Add -> Advanced

Settings

Tracing IP Address Network ->Load Balancing ->Load Bal-
ancing Groups-> Add

Interface Network ->Load Balancing ->Load Bal-

ancing Groups-> Add

Distribution Ratio = Network ->Load Balancing ->Load Bal-

ancing Groups-> Add

Route Selector Network -> Load Balancing -> Load
Balancing Groups -> Add -> Advanced

Settings

Tracing IP Address Network ->Load Balancing ->Load Bal-
ancing Groups ->Add

Configure the Internet connections (branch)

Specific/e.Qg.
2.0.0.1
€. g. 3 seconds

e.g 3

e.g 3

Local Services ->Surveillance ->Hosts- Monitor

Value

€. 9. VPN Branchl
Session-

Round-Robin

IPSEC BRANCHI PEER
=1
50 %

open

e.9.1.0.0.2
IPSEC_BRANCH1 PEER
=2

50 %

open

e.g.2.0.0.2
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Connector Type

Description

Type

User Name

Password

Always Active

Assistants -> Internet-> Internet Con-
nections -> New

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Assistants -> Internet-> Internet Con-
nections -> New -> Next

Set up the VPN IPSec connections

Description
Proposals

DH Group
Lifetime
Authentication
Method

Mode

Local ID Type

Local ID Value

Description

Proposals

VPN -> IPSec -> Phase-1 Profiles ->
New

VPN -> IPSec -> Phase-1 Profiles ->
New

VPN -> IPSec -> Phase-1 Profiles ->
New
VPN -> IPSec -> Phase-1 Profiles ->
New
VPN -> IPSec -> Phase-1 Profiles ->
New

VPN -> IPSec -> Phase-1 Profiles ->
New

VPN -> IPSec -> Phase-1 Profiles ->
New

VPN -> IPSec -> Phase-1 Profiles ->
New

VPN -> IPSec -> Phase-1 Profiles ->
New

VPN -> IPSec -> Phase-1 Profiles ->
New

Internal ADSL Mo-
dem

e.g. PPPOE1

User-defined via

PPP over Ethernet
(PPPOE)

e.g. ADSL-Username

€. g. testl12345

Enabled

€. 9. Branchl Peerl

€. g. AES/ SHA1

e.g. 2(1024 Bit)

e.g. 14400

Preshared keys

Aggressive

E-mail Address

e. g
Branchl Peerl@bint
ec-elmeg.com

€. . Branchl PeerZ2

€. 9. AES/ SHA1



bintec elmeg GmbH

11 IP - Load distribution for two VPN IPSec tunnels via sep-
arate Internet accesses

DH Group
Lifetime
Authentication
Method

Mode

Local ID Type

Local ID Value

VPN -> IPSec -> Phase-1 Profiles ->
New

VPN -> IPSec -> Phase-1 Profiles ->
New

VPN -> IPSec -> Phase-1 Profiles ->
New

VPN -> IPSec -> Phase-1 Profiles ->
New

VPN -> IPSec -> Phase-1 Profiles ->
New

VPN -> IPSec -> Phase-1 Profiles ->
New

Add IPSec connections

Administrative
Status

Description

Peer Address
Peer ID

IKE (Internet Key
Exchange)

Preshared Key

IPv4 Address As-
signment

Local IP Address

Route Entries

Phase-1 Profile

VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New
VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New
VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New
VPN-> IPSec-> IPSec Peers-> New

e.g.2(1024 Bit)

e.g. 14400

Preshared keys

Aggressive

E-mail Address

e. g.
Branchl Peer2@bint
ec-elmeg.com

Up

€. Q. Headof-
fice Peer=1
€.0.62.146.53.200

E-mail address and
€. 0. cent-
ral@bintec-elmeg.c
om

IKEV]1

€. Q. testl12345

Static

1,0,.0.2

1.0.0.1/
255.255.255.255and
192.168.0.0/
2585025502550

VPN -> IPSec -> IPSec Peers -> New -> Branch1_Peer1

Advanced Settings
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VPN -> IPSec -> IPSec Peers -> New -> * Multi-Proposal

Phase-2 Profile

Number of Admit-
ted Connections

Start Mode

Administrative
Status

Description

Peer Address
Peer ID

IKE (Internet Key
Exchange)

Preshared Key

IPv4 Address As-
signment

Local IP Address

Route Entries

Phase-1 Profile
Phase-2 Profile
Number of Admit-

ted Connections
Start Mode

Advanced Settings

VPN -> IPSec -> IPSec Peers -> New -> One User

Advanced Settings

VPN -> IPSec -> IPSec Peers -> New -> Always up

Advanced Settings
VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New
VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New
VPN-> IPSec-> IPSec Peers-> New

VPN-> IPSec-> IPSec Peers-> New
VPN-> IPSec-> IPSec Peers-> New

VPN -> IPSec -> IPSec Peers -> New ->

Advanced Settings

VPN -> IPSec -> IPSec Peers -> New ->

Advanced Settings

VPN -> IPSec -> IPSec Peers -> New ->

Advanced Settings

VPN -> IPSec -> IPSec Peers -> New ->

Advanced Settings

Set up monitoring tasks

Local Services-> Surveillance ->Hosts- e.g. 1.0.0.1

Monitored IP Ad-

Active

€. g. Headof-
fice Peer=2

e.g. 62.146.53.201

E-mail address and
€. 0. cent-
ral@bintec-elmeg.c
om

IKEV]1

€. g. testl12345

Static

2.0.0.2

2.0.0.1/
255.255.255.255and
192.168.0.0/
255.255.255.0

Branch1_Peer2
* Multi-Proposal

One User

Always up
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dress

Source IP Address

Interval

Successful Trials

Unsuccessful Tri-
als

Action to be per-
formed

Monitored IP Ad-
dress

Source IP Address
Interval
Successful Trials
Unsuccessful Tri-

als

Action to be per-
formed

> New

Local Services ->Surveillance ->Hosts-
> New

Local Services-> Surveillance ->Hosts-
> New

Local Services ->Surveillance ->Hosts-
> New

Local Services-> Surveillance ->Hosts-
> New

Local Services ->Surveillance ->Hosts-
> New

Local Services-> Surveillance ->Hosts-
> New

Local Services ->Surveillance ->Hosts-
> New

Local Services-> Surveillance ->Hosts-
> New

Local Services ->Surveillance ->Hosts-
> New

Local Services-> Surveillance ->Hosts-
> New

Local Services ->Surveillance ->Hosts-
> New

Configure the IP load distribution

Group Description

Distribution Policy

Interface

Distribution Ratio

Route Selector

Network ->Load Balancing-> Load Bal-
ancing Groups ->New

Network ->Load Balancing ->Load Bal-
ancing Groups ->New

Network ->Load Balancing-> Load Bal-
ancing Groups ->Add

Network ->Load Balancing ->Load Bal-
ancing Groups-> Add

Network -> Load Balancing ->Load
Balancing Groups -> Add -> Advanced
Settings

Specific/e.qg.
1.0.0.2

e. g. 3 seconds
e.g 3

e.g 3
Monitor
e.9.2.0.0.1
Specific/e.Qg.
2.0.0.2

e. g. 3 seconds
e.g 3

e.g. 3

Monitor

e. g
IPSec headoffice

Session-
Round-Robin

IPSEC_HEADOFFICE P
EER-1

50 %

open



Field Menu Value

Tracing IP Address Network ->Load Balancing ->Load Bal- e.g. 1.0.0.1
ancing Groups ->Add

Interface Network ->Load Balancing ->Load Bal- TPSEC HEADOFFICE P
ancing Groups ->Add EER-2

Distribution Ratio Network ->Load Balancing ->Load Bal- 50 %
ancing Groups-> Add

Route Selector Network -> Load Balancing ->Load open
Balancing Groups -> Add -> Advanced
Settings

Tracing IP Address Network ->Load Balancing ->Load Bal- e.g. 2.0.0.1
ancing Groups-> Add
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Chapter 12 |P - Using Drop-in to connect a
branch office to head office with a VPN tunnel

12.1 Introduction

In this example, we shall describe how the Drop-in group functionality can be used to con-
nect a branch office to the head office by a VPN tunnel.

Using a Drop-in group is an option if the current Internet access at the branch does not al-
low a VPN tunnel to be set up and it cannot be replaced. The advantage of the Drop-in
group is that there is no need to change the network structure and the configuration of the
individual routers in the branch.

A bintec router is put between the provider gateway and the current network in the branch.
This establishes the tunnel to the head office and routes all the packets for the head office
through it, while all the rest are routed as normal to the provider gateway.

The GUI (Graphical User Interface) is used for configuring.

Central locatio Branch location
Provider .
bintec RS353a Moeg: Gate bintec RS123
— eni-4 eni-0
--— 3
| I
LAN IP address: L — — — — (CvpNPseccume) — — — — — — — — — LAN IP address:
172.16.0.0./24 192.168.0.0./24

Fig. 112: Example scenario

Requirements

* A bintec RS123 router
¢ Firmware version at least 10.2.5
¢ Branch office has a dynamic Internet access

¢ Head office has a VPN-capable gateway that can be accessed via a static IP address, e.
g. bintec RS353a
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12.2 Configuration

Open a web browser and create an http connection to the device. In our example, the local
network in the branch is identical to the device's preset default network.

Configure the Drop-in group.

Firstly, a new Drop-in group is created for the local extension network.

(1) Go to Network -> Drop In -> Drop In Groups -> New.
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Basic Parameters

Group Description

Drop In group

Mode
Exclude from NAT (DMZ) »

Metwork Configuration Static ¥
MNeowork Address

192.166.0.0

MNetmazk

255255255 0

Local IP Address
192.1658.0.254

ARF Lifetime
3600 Secands
DNS assignment via DHCP Unchanged b

Interface Selection

Interface
LAN_EN1-D ¥ [}
LAN_EN1-4 ¥ [

Fig. 113: Network -> Drop In -> Drop In Groups -> New

Proceed as follows:
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(1) Under Group Description enter a unique description for the drop-in group, e. g. Drop
In group.

(2) Under Mode, select Transparent. ARP packets and IP packets belonging to the
drop-in network are routed transparently (unchanged).

(3) Under Network Configuration, select how an IP address is assigned to the network
components, in this case Static.

(4) Enter the Network Address of the drop-in network, in this case e. g. 192.168.0. 0.
(5) Enter the relevant Netmask, e. g. in this case 255.255.255. 0.

(6) Enter the drop-in group's Local IP Address, e. g. 192.168.0.254.

(

7) For Interface Selection, select all the ports that are to be included in the drop-in
group (in the network), e. 9. LAN ENI1-0and LAN ENI-4.

(8) Confirm with OK.

Set up the default route

In the next step, you set up a default route to the provider gateway. In doing this, you need
to select the interface for the drop-in group to which the gateway is later connected.

(1) Go to Network -> Routes ->IPv4 Route Configuration ->New.

foueFaEme

Route Type Default Route via Gateway o i
192.168.0.1
nterface [AN_ENT4 v

Metric i
Route Class @ standard O Extended

Fig. 114: Network -> Routes -> IPv4 Route Configuration-> New

Proceed as follows:
(1) Select Default Route via Gateway as the Route Type.
(2) Select the Interface that is to be used for this route, in this case LAN ENI-4.

(3) For Gateway IP Address, enter the IP address of the provider gateway, in this case
e.g.192.168.0.1.

(4) Confirm with OK.

Set up the VPN tunnel endpoint in the branch

The GUI has a wizard to help you to configure an endpoint for the VPN (IPSec) connection
in the branch.
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To do this, you need to know the static address under which the remote terminal at head
office can be accessed. The wizard automatically creates a route for the head office net-
work that is to be accessed via the tunnel. To do this, go to the following menu:

(1) Go to Assistants -> VPN -> VPN Connections -> New.
(2) For VPN Scenario select TPSec-LAN-LAN Connection.

(3) Click on Next to configure a new VPN connection.

Connection Details () Enter IP settings: (7]

Description 1PSec Peer [Py Address
IPSec_Connection_1 213.7.46.137

Local IPSec D Remote IPv4 Network 1721600
Branch
255.255.255.0

Remore IPSec D
Head office

IP Version of the tunneled Networks 1Pv4 b
Local IP Address 192.168.0.254 ¥

Define this connection as default route Disabled

Fig. 115: Assistants -> VPN -> VPN Connections -> New -> Next

Proceed as follows:

(1) Under Description, enter a name for the connection, e. 9. IPSec_Connection 1.
(2) For Local IPSec ID enter the ID of your own IPSec gateway, e. g. Branch.

(3) For Remote IPSec ID enter the ID of the remote IPSec gateway, e. 9. Head office.

(4) Enter a Preshared Key for the authentication. The preshared key must be configured
identically on both sides.

(5) Select the Local IP Address 192.168.0.254.

(6) For IPSec Peer IPv4 Address, enter the IP address of the remote IPSec partner, in
thiscasee.g. 213.7.46.137.

(7) Enter the IP address of the Remote IPv4 Network, in thiscase e. g. 172.16.0.0.

(8) Enter the relevant Netmask of the destination network, e. g. in this case
255.255.255.0.

(9) Press OK to confirm your entries.

Set up the VPN tunnel endpoint at head office

Configure the relevant remote terminal of the VPN tunnel at head office.
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(1) Go to Assistants -> VPN -> VPN Connections -> New.

(2) For VPN Scenario select TPSec-LAN-LAN Connection.

(3) Click on Next to configure a new VPN connection.

Connection Details () Enter IP settings: (7]

Description
IPSec_Connection_1

Local IPSecID

Head office

Remote [PSec D

Branch.

IP Version of the tunneled Networks 1Pva4
Local IP Address 172.16.0.254 ¥

Define this connection as default route Disabled

IPSec Peer IPv4 Address

Remote IPv4 Network 192.168.0.0

255.255.255.0

Fig. 116: Assistants -> VPN -> VPN Connections -> New -> Next

Proceed as follows:

1) Under Description, enter a name for the connection, e. 9. IPSec Connection 1.

2) For Local IPSec ID enter the ID of your own IPSec gateway, e. g. Head office.

(
(
(3) For Remote IPSec ID enter the ID of the remote IPSec gateway, e. g. Branch.
(

4) Enter a Preshared Key for the authentication. The preshared key must be configured

identically on both sides.

(5) Enter the required Local IP Address of the gateway, e.g. 172.16.0.254.

(6) As the drop-in router at the branch is not to be accessed from outside, the tunnel al-
ways needs to be initiated by the branch. So the field IPSec Peer Address at head of-

fice remains empty.

(7) Enter the IP address of the Remote IPv4 Network, in this case e. g. 192.168.0. 0.

(8) Enter the relevant Netmask of the destination network, e. g. in this case

255.255.255.0.

(9) Press OK to confirm your entries.

This completes the configuration. Save the configuration with Save configuration and con-

firm the selection with OK.
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12.3 Overview of Configuration Steps

Configure a drop-in group

Group Description

Mode

Network Configuration

Network Address

Netmask

Local IP Address

Interface Selection

Set up the default route

Network -> Drop In -> Drop In
Groups -> New

Network -> Drop In -> Drop In
Groups -> New

Network -> Drop In -> Drop In
Groups -> New

Network -> Drop In -> Drop In
Groups -> New

Network -> Drop In -> Drop In
Groups -> New

Network -> Drop In -> Drop In
Groups -> New

Network -> Drop In -> Drop In
Groups -> New

fice with a VPN tunnel

€. . Drop-in group.

Transparent

Static

e.g.192.168.0.0

e.g.255.255.255.0

€.0.192.168.0.254

e.g. LAN _ENI-0,
LAN EN1-4

Route Type

Interface

Gateway IP Address

Network -> Routes -> IPv4 Route
Configuration -> New

Network -> Routes -> IPv4 Route
Configuration -> New

Network -> Routes -> IPv4 Route
Configuration -> New

Set up a VPN connection (branch)

VPN Scenario

Description

Local IPSec ID

Remote IPSec ID

Assistants -> VPN -> VPN Connec-
tions -> New

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

Assistants -> VPN -> VPN Connec-

Default Route

LAN ENI1-4

e.g.192.168.0.1

IPSec - LAN-to-LAN

connection

e. g

IPSec Connection 1

Branch

Head office
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Preshared key
Local IP Address
IPSec Peer IPv4 Ad-
dress

Remote IPv4 Network

Netmask

tions -> New -> Next

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

Enter password

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

e.g.192.168.0.254

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

e.9.213.7.46.137

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

e.g.172.16.0.0

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

€.g.255.255.255.0

Set up a VPN connection (head office)

VPN Scenario

Description

Local IPSec ID

Remote IPSec ID

Preshared key

Local IP Address

Remote IPv4 Network

Netmask

Assistants -> VPN -> VPN Connec-
tions -> New

IPSec - LAN-to-LAN

connection

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

e.g.

IPSec Connection 1

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

Head office

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

Branch

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

Enter password

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

e.g.172.16.0.254

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

e.g.192.168.0.0

Assistants -> VPN -> VPN Connec-
tions -> New -> Next

e.g.255.255.255.0

bintec elmeg GmbH



Chapter 13 IP - Set up a DMZ with the drop-in
group's functionality

13.1 Introduction

We shall now describe how to set up a DMZ (Demilitarized Zone) with the functionality of
the drop-in group.

The solution can be useful if, for example, one has access to a small IP network with public
addresses. In such cases, the connection to the Internet is achieved via a gateway man-
aged by the provider, without any administrative access.

A bintec router with the drop-in functionality is placed between the provider gateway and
the hosts in the DMZ. The drop-in group now establishes the connection between the gate-
way and the DMZ, without the shared IP network being separated in the process. A private
LAN network is also connected via the gateway.

The traffic between the gateway's interfaces and, therefore, between the provider gateway,
the DMZ and the LAN can then be controlled using firewall rules. An address from the pub-
lic IP network is required for the gateway.

The GUI (Graphical User Interface) is used for configuring.

DMZ
213.7.46.0/29

Provider
Access Gateway

bintec RS§123

Internet

Fig. 117: Example scenario
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Requirements

* A bintec router, e.g. bintec RS123
¢ Firmware version at least 10.2.5

¢ The configuration requires a working Internet access with public addresses. For example,
Company Connect with 8 IP addresses.

13.2 Configuration

In our example, the IP network set up in advance on the gateway is used for the private
LAN. Open a web browser and create an http connection to the device.

13.2.1 Configuration of the port

Firstly, you require an additional Ethernet interface. An Ethernet interface is a physical in-
terface for connection to the local network or external networks.
Assign a new Ethernet interface to a switch port.

(1) Go to Physical Interfaces ->Ethernet Ports -> Port Configuration.

Switch Configuration

Automatic Refresh Interval 60 Seconds  APPLY

Switch Port Ethernet Interface Selection Configured Speed / Mode Current Speed / Mode Flow Control
enl-0 v Full Autonegotiation v Down Disabled ¥
enl-0 v Full Autonegotiation v Down Disabled v
3 enl-0 v Full Autonegotiation b4 Down Disabled v
4 enl-1 v Full Autonegotiation v 100 mbps / Full Duplex Disabled ¥

5 enl-4 v Full Autonegotiation v Down Disabled v

Fig. 118: Physical Interfaces -> Ethernet Ports -> Port Configuration

Proceed as follows to assign the port to the interface:

(1) Under Ethernet Interface Selection, select en1-1 in the dropdown menu for Switch
Port 4.

(2) Confirm with OK.



13.2.2 Configure the Drop-in group

In the next step, a drop-in group is created.

(1) Go to Network -> Drop In -> Drop In Groups -> New.

Workshops (Excerpt)



Basic Parameters

Group Description

Dropln-Group

Mode Trarrsﬁarent A
Exclude from MAT (DMZ) »

Metwork Configuration | Static ¥
Meowork Address

213.7.460

Metmazk

255,255 255 248

Local IP Address

213.7.46.6

ARP Lifetime

3600 Seconds

DNS assignment vis DHCP [Unchanged d

Interface Selection

Interface
LAN_EN1-D ¥ []
LAN_EN1-4 ¥ []

Fig. 119: Network -> Drop In -> Drop In Groups -> New

Proceed as follows:
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(1) Under Group Description enter a unique description for the drop-in group, e. g.
DropIn-Group.

(2) Under Mode, select Transparent. ARP packets and IP packets belonging to the
drop-in network are routed transparently (unchanged).

(3) Under Network Configuration, select how an IP address is assigned to the network
components, in this case Static.

(4) Enter the Network Address of the drop-in network, in this case e. g. 213. 7.46. 0.
(5) Enter the relevant Netmask, e. g. in this case 255.255.255.248.

(6) Enter the drop-in group's Local IP Address, e. g. 213.7.46. 6.
(

7) For Interface Selection, select all the ports that are to be included in the drop-in
group (in the network), in this case e. g. LAN EN1-1 and LAN ENI-4.

(8) Confirm with OK.

13.2.3 Set up the default route

Next, a default route will be set up on the gateway. In doing this, you need to select the in-
terface for the drop-in group to which the gateway is later connected.

(1) Go to Network -> Routes ->IPv4 Route Configuration -> New.

RU - Pa e

Route Type Default Route via Gateway x Gateway IP Address

2137461
nterface LAN_EN1-4 v

Metric L
Route Class @® Standard QO Extended

Fig. 120: Network -> Routes -> IPv4 Route Configuration -> New

Proceed as follows:
(1) Select Default Route via Gateway as the Route type.
(2) Select the Interface that is to be used for this route, in this case LAN ENI-4.

(3) For Gateway IP Address, enter the IP address of the provider gateway, in this case
e.g.213.7.46.1.

(4) Confirm with OK.
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13.2.4 Activating Network Address Translation (NAT)

NAT is enabled on the drop-in group interface that is connected to the gateway. Only the
traffic from the private LAN will go through the NAT because of the option Remove from
NAT (DMZ) which was set in the drop-in group configuration.

A list of all IP interfaces is displayed in the NAT interface menu.

Go to the following menu to enable NAT for your interface:
(1) Go to Network -> NAT ->NAT Interfaces.

NAT Interfaces

nterface NAT active Loopback active Silent Deny PPTP Passthrough Portforwardings
AN_EN1-0 o
AN_ENT-1 0

LAN_EN1-4 ® @ 0

Fig. 121: Network -> NAT ->NAT Interfaces

Proceed as follows:

(1) Select NAT active for the LAN ENI-4 interface. This is how the NAT feature is en-
abled for the interface.

(2) Also select Silent Deny. When this function is enabled, attempts to access the LAN
from outside are immediately rejected.

(3) Confirm with OK.

13.2.5 Firewall configuration

The firewall is now enabled in order to control the traffic between the individual zones
(LAN, DMZ and Internet).

When this is done, connections going from the LAN to anywhere, plus connections going
from the DMZ to the Internet are generally permitted. By default, other traffic is blocked.

A filter rule is created for each of the services on the servers in the DMZ which are to be
accessible from the Internet. In our example, these are a web server and additionally an
email server for receiving emails and also provides the option to get emails with pop3 or
imap from outside via an encrypted connection.

The firewall's basic setting is to block traffic to all the interfaces. So everything that is not
explicitly permitted is prohibited.
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In the default setting, the firewall becomes active when the first rule is configured. So it is
important that the first rule also permits access to the router itself to configure it.

Configure the alias names for the server's IP addresses

To be able to identify the servers when configuring the filter rules, alias names are created
for the web and E-mail servers' IP addresses.

Go to the following menu to create aliases:

(1) Go to Firewall -> Addresses -> Address List-> New.

Basic Parameters

Description

WebServer

P4 @) rnabled
Address Type @ Address / Subnet O Address Range

Address / Subnet

213.7.46.2 /293233255259

IPvE Disabled

Fig. 122: Firewall -> Addresses -> Address List-> New

Proceed as follows:
(1) Enter the name of the alias under Description, e. g. WebServer.
(2) Under Address Type select Address / Subnet

(3) Under Address / Subnet enter the IP address and corresponding subnet mask, in this
casee.g.213.7.46.2and 255.255.255.255.

(4) Confirm with OK.



Proceed in the same way to configure the alias name for the E-mail server.

(1)
)
@)
(4)

(%)

Go to Firewall -> Addresses -> Address List-> New.
Enter the name of the alias under Description, e. g. EMailServer.
Under Address Type select Address / Subnet

Under Address / Subnet enter the IP address and corresponding subnet mask, in this
casee.g. 213.7.46.3and 255.255.255.255.

Confirm with OK.

Configuring service sets

Each of the servers is to provide various services. You can group together several services
into groups to make it easier to configure the filter rules.

Go to the following menu to create a group:

M

Go to Firewall -> Services -> Groups-> New.
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Basic Parameters

Description
WebServices
Members
Service Selection
activity
ah
any
apple-gt

hitp :'
nttp (55L) N
imap

imap (S5L)

Fig. 123: Firewall -> Services ->Groups-> New

Proceed as follows to create a group:
(1) Enter a name for the group under Description, e. g. WebServices.

(2) Select the services to be included in the group, in this example http and http
(SSL).

(8) Confirm with OK.
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Proceed in the same way to configure the service group for the E-mail server.
(1) Go to Firewall -> Services -> Groups-> New.
(2) Enter the name of the group under Description, e. g. EmailServices.

(3) Select the services to be included in the group, in this example smtp, pop3 (SSL)
snd imap (SSL).

(4) Confirm with OK.

Configure policies

&1 Note

The correct configuration of the filter rules and the right arrangement in the filter rule
chain are decisive factors for the operation of the firewall. An incorrect configuration
may possibly prevent further communication with the router!

Once you have completed the configuration of the alias names for IP addresses and ser-
vices, you can define the filter rules.

Proceed as follows to configure the first rule:

(1) Go to Firewall -> Policies -> IPv4 Filter Rules ->New.

Basic Parameters

Source LAN_EN1-0 v
Destination ANY v
Service any v
Action Access ¥

Fig. 124: Firewall->Policies->IPv4 Filter Rules->New

Proceed as follows:
(1) Select the packet's Source, in this case LAN EN1-0.

(2) Set the Destination to Any. Neither the destination interface or the destination ad-
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dress will be checked.
For Service, select any.

Select the Action that is to be applied, in this case Access. The packets are forwar-
ded on the basis of the entries.

Confirm with OK.
With these settings, outgoing connections are allowed from the LAN to the DMZ and
to the Internet, including the LAN-side access to the router.

Configure the second filter rule in the same way as you configured the first rule.

(1)
)
®)

(4)
(5)

(6)

Go to Firewall -> Policies -> Filter Rules ->New.
Select the packet's Source, in this case LAN ENI-1.

As the Destination, select LAN ENI-4. Source and destination interface will be
checked.

For Service, select any.

Select the Action that is to be applied, in this case Access. The packets are forwar-
ded on the basis of the entries.

Confirm with OK.
With these settings, outgoing connections are allowed from the DMZ to the Internet.

Now rules can be create for accessing the web server from the Internet.

4)

(
(
@)
(
(5)

(6)

Go to Firewall -> Policies -> Filter Rules ->New.
Select the packet's Source, in this case LAN ENI-4.
Set the Destination to webServer.

For Service, select webServices.

Select the Action that is to be applied, in this case Access. The packets are forwar-
ded on the basis of the entries.

Confirm with OK.

Finally, the rules are created for accessing the E-mail server from the Internet.

4)

(
(
@)
(
(5)

(6)

Go to Firewall -> Policies -> Filter Rules ->New.
Select the packet's Source, in this case LAN ENI-4.
Set the Destination to EmailServer.

For Services, select EmailServices.

Select the Action that is to be applied, in this case Access. The packets are forwar-
ded on the basis of the entries.

Confirm with OK.

The list of the filter rules that have been configured should now look like this:
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Go to Firewall -> Policies -> Filter Rules.

Filter Rules

Order ource Destination Service Action

LAN_EN1-0 ANY any Access @@ cnabled m = ] 7
2 LAN_EN1-1 LAN_EN1-4 any Access i . Enabled i =g [ ] Vs
3 LAN_EN1-4 webServer WebSenices  Access @ cnabled T, = [} Va
4 LAN_EN1-4 EMailServer EmailSenices  Access @ cnabied T = ] Vs

Fig. 125: Firewall -> Policies -> Filter Rules

This completes the configuration. Save the configuration with Save configuration and con-
firm the selection with OK.

13.3 Overview of Configuration Steps

Assign interface
Field Menu Value

Switch Port 4 Physical Interfaces ->Ethernet enl-1
Ports ->Port Configuration

Configure a drop-in group

Field Menu Value

Group Description Network -> Drop In -> Drop In €. g. DropIn-Group.
Groups -> New

Mode Network -> Drop In -> Drop In Transparent
Groups -> New

Network Configuration Network -> Drop In -> Drop In Static
Groups -> New

Network Address Network -> Drop In -> Drop In €e.9.213.7.46.0
Groups -> New

Netmask Network -> Drop In -> Drop In e.g.
Groups -> New 255.255.255.248

Local IP Address Network -> Drop In -> Drop In e.g.213.7.46.6

Groups -> New

Interface Selection Network -> Drop In -> Drop In e.g. LAN ENI-4,
Groups -> New LAN ENI1-1
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Set up the default route

Route Type Network -> Routes -> IPv4 Route Default Route via
Configuration-> New Gateway
Interface Network -> Routes -> IPv4 Route = LAN ENI-4

Configuration-> New

Network -> Routes -> IPv4 Route
Configuration-> New

Gateway IP Address e.g.213.7.46.1

Enable NAT 7 7

Field Menu Value

NAT active Network -> NAT ->NAT Interfaces  Enabled for
LAN_EN1-4

Silent Deny Network -> NAT ->NAT Interfaces  Enabled for
LAN_EN1-4

Configure the alias names

Description Firewall ->Addresses -> Address WebServer
List ->New

Address Type Firewall ->Addresses -> Address = Address / Subnet
List ->New

Address / Subnet Firewall-> Addresses -> Address e.g. 213.7.46.2/
List-> New 255.255.255.255

Description Firewall ->Addresses -> Address EMailServer
List ->New

Address Type Firewall A->ddresses -> Address Address / Subnet
List ->New

Address / Subnet Firewall ->Addresses -> Address €e.g. 213.7.46.3/

Configuring service sets

List ->New

255.255.255.255

Field Menu Value

Description Firewall -> Services -> Groups -> €. g. WebServices.
New

Members Firewall -> Services -> Groups -> http, http (SSL)
New

Description Firewall -> Services -> Groups -> €. 9. EmailServices.

New
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Members

Configure policies

Firewall -> Services -> Groups ->

New

smtp, pop3 (SSL),
imap (SSL)

Source

Destination

Service

Action

Source

Destination

Service

Action

Source

Destination

Service

Action

Source

Destination

Service

Action

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

Firewall ->Policies ->Filter Rules
->New

LAN ENI1-0

ANY

any

Access

LAN ENI1-1

LAN EN1-4

any

Access

LAN ENI1-4

WebServer

WebServices

Access

LAN EN1-4

EMailServer

EmailServices

Access
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