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Chapter 1 Security - IPSec with certificates

1.1 Introduction

The following chapter describes how to configure an IPSec tunnel with dynamic IP ad-
dresses on both sides.

You use certificates instead of preshared keys for authentication. You also configure an
entry for your DynDNS name in the gateway.

Configuration in this scenario is carried out using the GUI (Graphical User Interface).

Certificate Certificate

Head office
192.168.0.0/24

—m

@ @192.168.0.10 192.168.1.1@ @
—

= @ 1 J e B i

L J
headoffice.dyndns.org

= Branch office
R 192.168.1.0/24

branchoffice.dyndns.org

B
BE--E

Fig. 1: Example scenario IPSec with certificates

Requirements

The following are required for the configuration:

¢ Basic configuration of the gateway, e.g. bintec be.IP plus
¢ A boot image version 10.1.1 must be used for the IPSec gateway
» Configuration requires working Internet access to the provider

* You must have registered a DynDNS name, e.g. headoffice.dyndns.organd bran-
choffice.dyndns.org for both gateways.

¢ You need a certification authority (CA) from which you can request certificates. Find out
from your chosen certification authority what information is required to request certificates
and the methods for sending the request.

1.2 Configuration

In our example, the configuration is described on the head office side.
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1 Security - IPSec with certificates bintec elmeg GmbH

&1 Note

Since the certificate implementation process is extremely complex, we first recom-
mend configuring a functioning IPSec tunnel, e.g. with dynamic IP addresses, and then
extending and changing this with certificates.

1.2.1 Creating an IPSec peer

The IPSec Peers submenu offers you the New option for adding connection partners for
IPSec.

(1)

Go to VPN -> IPSec -> IPSec Peers-> New.

P eraceodes

Administrative Status ® Up O Down Security Policy O Untrusted ® Trusted
Description Pv4 Address Assignment Static
Branch Office
Default Route Disabled
Peer Address 1P Version [IPvd Preferred v
Local IP Address
branchoffice.dyndns.org 192.168.0.10
Peer ID Fully Qualified Domain Name (FQDN) ¥ .
Route Entries
Branch Office
Remote IP Address Netmask
nternet Key Exchange IKEVT v ! ‘ o
192.168.1.0 255.255.255.0 1w

=d Key

P Version of the tunneled Networks 1Pv4

ADD

Fig. 2: VPN -> IPSec ->IPSec Peers-> New

Proceed as follows to make the settings in the IPSec peer:

(1)
@)

@)

Enter a Description for the connection, e.9. Branch Office.

Enter the gateway IP address or DynDNS name of the connection partner, e.g. bran-
choffice.dyndns.orgunder Peer Address.

Under Peer ID leave Fully Qualified Domain Name (FQDN) and enter Branch
Office.

Enter bintec as the shared password for the connection in Preshared Key.
Deselect the Default Route option.

Under Local IP Address enter 192.168.0.10.

Under Route Entries click Add to add a new entry.

Under Remote IP Address enter the partner network to be reached, e.g.
192.168.1.0and under Netmask enter 255.255.255.0



(9) Press OK to confirm your entries.

Creating an IPSec peer automatically generates standard profiles for phase 1 and phase 2,
which are changed in the following section to suit the requirements of this scenario.

1.2.2 Changing the Phase-1 Profiles

Go to the following menu to change the profile for phase-1:

(1) Goto VPN -> IPSec -> Phase-1 Profiles-> <Multi-Proposal> -> .
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Phase-1 (IKE) Parameters

Description
Branch Office
Proposals

Encryption Authentication Enabled

AES v MD5 v

3DES v MD5 v @

Blowfish ¥ MD5 v @
DH Group 2{(1024 Bit) ¥
Lifetime

14400 Seconds 0 kBytes

Authentication Method Preshared Keys v
Mode O Main Mode (ID Protect) @ Aggressive B  Strict
Local ID Type | Fully Qualified Domain Name (FQDN) ¥ |

Local ID Value

Head Office
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1 Security - IPSec with certificates

Advanced Settings

Advanced Parameter

Alive Check Inactive v
Elock Time

30 Seconds

NAT Traversal Enabled v

Fig. 4: VPN -> IPSec -> Phase-1 Profiles-> <Multi-Proposal> -> /

Configure the phase-1 profile with the following parameters:
(1) Under Description define a name for the profile, e.9. Branch Office.

(2) Under Proposal Encryption select AES, under Authentication select MD5.
Since at least one proposal must be configured at any one time, the first entry in the
list is enabled by default.

(3) SetMode to Aggressive, as you are using dynamic IP addresses.
(4) Under Local ID Type choose Fully Qualified Domain Name (FQDN).

(5) Under Local ID Value enter the local ID of the gateway, e.g. Head Office (setun-
der Peer ID for the Partner).

(6) Click Advanced Settings.
(7) Under Alive check select Tnactive.
(8) Confirm with OK.

1.2.3 Changing the Phase-2 Profiles

Go to the following menu to change the profile for phase-2:

(1) Goto VPN -> IPSec -> Phase-2 Profiles-> <Multi-Proposal> -> ,*.
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Phase-2 (IPSEC) Parameters

Description

Branch Office

Proposals

Encryption Authentication

Enabled
AES-128 v SHA1 v
3DES v MD5 v N )
3DES v MD5

% N

Use PFS Group @@ cnabled
2(1024 Bit) v
Lifetime

7200 secands 0 kBytes Rekey after 80 %

0

Lifetime

Advanced Settings

Advanced Parameter

P Compression Disabled

Alive Check Inactive v

Propagate PMTU

@@ Enabled

Fig. 6: VPN -> IPSec -> Phase-2 Profiles-> <Multi-Proposal> ->
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Configure the phase-2 profile with the following parameters:
(1) Under Description define a name for the profile, e.9. Branch Office.

(2) Under Proposal Encryption select AES-128, under Authentication select MD5.
Since at least one proposal must be configured at any one time, the first entry in the
list is enabled by default.

(3) Click Advanced Settings.
(4) Set Alive Check to Tnactive.
(5) Confirm with OK.

1.2.4 Configuring DynDNS

Create an entry in the gateway for your registered DynDNS name, e.g. headof-
fice.dyndns.org.

For this, go to the following menu:
(1) Go to Local Services -> DynDNS Client ->DynDNS Update-> New.

Basic Parameters

Host Mame

headoffice .dyndns.org

nterface Internet T

Uzer Name

Head Office

Provider dyndns v
Enable update @@ cEnzbled

Fig. 7: Local Services -> DynDNS Client -> DynDNS Update -> New



Proceed as follows:

1)

fice.dyndns.org.
)
@)
(4)
(5)
(6)
@)

Select Interface, e.g. Internet.

Leave Provider set to dyndns.
Activate Enable Update.
Confirm with OK.

Under Host Name enter the complete host name you have registered, e. g. headof-

Under User Name enter Head Office for example.

Under Password enter password for example.

Once you have configured the IPSec tunnel and the DynDNS entry, you should carry out a
connection test. If successful, now change the authentication parameters as follows: A cer-

tificate is requested and imported.

1.2.5 Requesting and importing certificates

Go to the following menu to configure a certificate request:

(1) Go to System Management -> Certificates -> Certificate List ->Request.

Certificate Request

Certificate Request Description

Head Office

Mode ® Manual Q SCEP

Generate Private Key

RSA v /[ 1024 v [Bits

Subject Name

Disabled

Custom »

Common Name

Head Office

E-mail

Organizational Unit

Organization

Localit

State/Province

Country

Fig. 8: System Management -> Certificates -> Certificate List -> Request
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bintec elmeg GmbH 1 Security - IPSec with certificates

&1 Note

Under Subject Name you can specify several identifiers for the head office according
to the X.500 standard. For the sake of simplicity, we have only used one characteristic
here.

Observe the requirements of your certification authority as necessary.

Proceed as follows:

(1) Under Certificate Request Description enter Head Office for example.
(2) Leave Mode setto Manual.

(3) Under Common Name enter the ID of the head office, e.g. Head Office.
(4) Press OK to confirm your entries.
(

1) Go to System Management -> Certificates -> Certificate List.

Certificates

Description Subject Name Type Used Status

[ ]
N,

Head Office CN=Head Office, Manual Enroliment Running

Fig. 9: System Management -> Certificates -> Certificate List
In the background the IPSec gateway generates the private and public keys.

Now proceed as follows:

(1) A dialogue box should now appear asking you to save the certificate requests to your
computer with the name Headoffice. req. Alternatively, you can save the file by
clicking the right green arrow .

(2) Now you must request a certificate from your certification authority using the certificate
request. Follow the instructions from your certification authority.
The request appears as follows:
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Edit parameters View details

Description Head Office

Subjecthiame = <CH-Head Office>
signature algorithm = rsa-pkesi-mds
PublicKeyInfa =
Algorithm name (X.569) : rsaEncryption
Hodulus n (1024 bits)

127881 322077532536421 9378720371 2015651891
18320060244728098046726705765915964447783495580943130481122691845533735053
39850554220611412601967424731362573947231332419005201 21034504006 262662165

69100545479430254110293836214703908429805561 5394137051507 1535051189645993
395762856004101284947
Exponent e (17 bits) : 65537
Extensions =
Available = subject alternative names
SubjectAlternativeliames =

Fig. 10: System Management -> Certificates -> Certificate List

(8) You must now copy the certificate issued by the certification authority to your com-
puter.

(4) Name the certificate headoffice.crt.

(5) You still need the certificate of the certification authority that issued the certificate.
Copy this to your computer as well.

(6) Name the certificate from the certification authority Ca. crt.

Now go the following menu to import your own certificate and the certificate issued by the
certification authority into the IPSec gateway:

(1) Go to System Management -> Certificates -> Certificate List -> Import.

Import

External Filename L Datei auswahlen | Headoffice.crt

Local Certificate Description

Head Office

File Encoding Auto v

Password

Fig. 11: System Management -> Certificates -> Certificate List -> Import

Proceed as follows to import your own certificate:

(1) Under External Filename select the file, e.g. C: \Headoffice. crt via the
browsebutton.



(2) Under Local Certificate Description enter Head 0ffice for example.

(3) Press OK to confirm your entries.

Proceed as follows to import the certificate issued by the certification authority:
(1) Under External Filename select the file, e.g. C: \Ca. crt via the browsebutton.
(2) Under Local Certificate Description enter cA for example.

(3) Press OK to confirm your entries.

1.2.6 Changing the IPSec tunnel

Before you can use the imported certificates you must make changes in the following
menu:

(1) Goto VPN -> IPSec -> Phase-1 Profiles-> <Branch Office> -> ,*.
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Phase-1 (IKE) Parameters

Description

Branch Office

Proposals
Encryption Authentication Enabled
AES v MD5 v
[3DES  v| MD5 v @
[3DES 7] [MDE  v] @

DH Group 2(1024 Bit) v

Lifetime
14400 seconds 0 kBytes

Authentication Method RSA Signature ¥
Local Certificate None ¥ |
Mode @® Main Mode (ID Protect) O Aggressive 1B Strict

Local ID Value @@ Use Subject Name from certificate

Fig. 12: VPN -> IPSec ->Phase-1 Profiles -> <Branch Office>-> /7

Proceed as follows to change the entry:

M
)
©)
(4)
(5)

Set Authentication Method to RsA Signature.

Set Local Certificate to your own certificate Head Office.

Set Mode to Main Mode (ID Protect).

Under Local ID Value select Use Subjectname from Certificate.

Press OK to confirm your entries.
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Another menu requires changes to use certificates:
(1) Goto VPN -> IPSec -> IPSec Peers-> <Branch Office>-> ,*.

e

Administrative Status @® Up O Down Security Policy QO Untrusted @ Trusted
Description Pv4 Address Assignment Static
Branch Office
Default Route Disabled
Peer Address 1P Version [IPvd Preferred ¥
Local IP Address
branchoffice dyndns org 192.168.0.10
Peer ID ASNA-DN (Distinguished Name)

Route Entries

CN=Branch Office

Remote IP Address Netmask
Internet Key Exchange IKEv1 v

192.168.1.0 255255 255.0 i
IP Version of the tunneled Networks IPvd

Fig. 13: VPN -> IPSec ->IPSec Peers-> <Branch Office>-> /

Proceed as follows to change the entry:

(1) Under Peer ID enter the partner ID here (entered in the branch office under Local ID)
ASN.1 Distinguished Name, for example, and enter CN=Branch Office.

(2) Press OK to confirm your entries.

1.3 Result

You have configured an IPSec tunnel with certificates between two gateways, using dy-
namic IP addresses in combination with DynDNS. As the instructions only show the ex-
ample on the head office side, you must also configure the connection parameters on the
branch office side.

1.4 Checking the connection

Go to the following menu to test the IPSec tunnel:

(1) Go to Maintenance -> Diagnostics ->Ping Test.

Once you have entered an IP address for the remote location under Test Ping Address
and have pressed the Go button, you should see a similar message:
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o

@ IPv4 O IPv6

Test Ping Mode

192.168.010

Fig. 14: Maintenance -> Diagnosis ->Ping Test

@ Note

bintec elmeg GmbH

s
=4, time=0.336 ms

ets d, 6% packet loss
max = 0.676/8.137/8.336

If the connection cannot be correctly established, this may be due to the local date or
the local time settings of the gateway. Check the current date to ensure that the certi-

ficates are valid.

1.5 Overview of configuration steps

Creating an IPSec peer
Field Menu

Description VPN -> IPSec ->IPSec
Peers-> New

Peer Address VPN -> IPSec ->IPSec
Peers-> New

Peer ID VPN -> IPSec ->IPSec

Peers-> New

VPN -> IPSec ->IPSec
Peers-> New

VPN -> IPSec ->IPSec
Peers-> New

VPN -> IPSec ->IPSec
Peers-> New

VPN -> IPSec ->IPSec
Peers-> New

Preshared Key

Default Route

Local IP Address

Route Entries

Changing the Phase-1 profile
Field Menu

Description

VPN -> IPSec -> Phase-1

Value

€e.g. Branch Office

branchof-
fice.dyndns.org

Fully Qualified Do-
main Name (FQDN)and
Branch Office

e.g. bintec
Disabled
eg.192.168.0.10

for IP
Address192.168.1.0and
for
Netmask255.255.255.0

Value

e.g. Branch Office
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Profiles-> <Multi-Proposal>
_> ,0
Proposals VPN -> IPSec -> Phase-1 AES/MD5

Profiles ->
<Multi-Proposal> ->

Mode VPN -> IPSec -> Phase-1 Aggressive
Profiles ->
<Multi-Proposal> ->

Local ID Type VPN -> IPSec -> Phase-1 Fully Qualified Do-
Profiles -> main Name (FQDN)
<Multi-Proposal> ->

Local ID Value VPN -> IPSec -> Phase-1 Head Office
Profiles ->
<Multi-Proposal> ->

Alive Check VPN -> IPSec -> Phase-1 Inactive
Profiles ->
<Multi-Proposal> -> *->

Advanced Settings

Changing the Phase-2 profile

Description VPN -> IPSec -> Phase-2 e.g. Branch Office
Profiles ->
<Multi-Proposal> ->

Proposal VPN -> IPSec -> Phase-2 AES-128/MD5
Profiles ->
<Multi-Proposal> ->

Alive Check VPN -> IPSec -> Phase-2 Inactive
Profiles ->
<Multi-Proposal> -> *->

Advanced Settings

DynDNS

Field Menu Value

Hostname Local Services -> DynDNS €. g. headof-
Client -> DynDNS Update - rfice.dyndns.org
> New

Interface Local Services -> DynDNS e.g. Internet
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User Name

Password

Provider

Enable update

Client -> DynDNS Update -
> New
Local Services -> DynDNS

Client -> DynDNS Update -
> New

Local Services -> DynDNS
Client -> DynDNS Update -
> New

Local Services -> DynDNS
Client -> DynDNS Update -
> New

Local Services -> DynDNS
Client -> DynDNS Update -
> New

Requesting and importing certificates

Field

Certificate Request De-
scription

Mode

Common Name

External Filename

Local Certificate Descrip-
tion

External Filename

Local Certificate Descrip-
tion

Changing the IPSec tunnel

Menu

System Management ->
Certificates -> Request

System Management->
Certificates -> Request

System Management ->
Certificates -> Request

System Management ->
Certificates -> Import

System Management ->
Certificates -> Import

System Management ->
Certificates -> Import

System Management ->
Certificates -> Import

e.g. Head Office

e.g. password

dyndns

Enabled

Value

€.g. Head Office

Manual

e.gJ. Head Office

e.g. C: \Headoffice.crt

e.g. Head Office

eg. C:\Ca.crt

e.g. CA

Authentication Method

Local Certificate

VPN -> IPSec ->Phase-1
Profiles -> <Branch
Office>-> y

VPN -> IPSec ->Phase-1

RSA Signature

Head Office
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Profiles -> <Branch

Office>->
Mode VPN -> IPSec ->Phase-1 Main Mode (ID Pro-
Profiles -> <Branch tect)
Office>->
Local ID Value VPN -> IPSec ->Phase-1 Use Subjectname from
Profiles -> <Branch Certificate
Office>->
Modifying IPSec Peers
Field Menu Value
Peer ID VPN -> IPSec ->IPSec ASN.1-DN
Peers-> <Branch Office>-> (Distinguished
Va Name)and CN=Branch Of-
fice
Ping Test
Field Menu Value
Test Ping Address Maintenance -> Diagnosis - 192.168.0.10

>Ping Test



Chapter 2 Security - IPSec with dynamic IP ad-
dresses and DynDNS

2.1 Introduction

This chapter describes IPSec configuration of bintec routers (here bintec be.IP plus), to
provide a secure IPSec connection between two networks.

The use of dynamic IP addresses has the disadvantage that a host in the network can no
longer be found once its IP address has changed. DynDNS ensures that your device can
still be reached after a change to the IP address.

Preshared keys are used for authentication.

The GUI (Graphical User Interface) is used for configuration.

192.168.100.0/24 192.168.200.0/24

be.IP plus

bintec
be.IP plus

—@—
————— VPNIPSec )— — — — —
Local IP: 192.168,100.1/ 255.255.255.0 Local IP: 1592.168.200.1 / 255.255.255.0
DynDNS Name: test1.dyndns.org DynDNS Mame: test2.dyndns.org
Local ID: ba IP_tast1 Local ID: be.|P_test2
Pre Shared Key:  lest Pre Shared Kay: test

Fig. 15: Example scenario

Requirements

The following are required for the configuration:

¢ Two bintec be.IP plus from system software 10.1.1
* Both routers have an existing connection to the Internet provider
¢ In our example, both routers are connected to the Internet of via A-DLS flatrate

» Both routers are dynamically assigned an official IP address, and have configured a
DynDNS account.
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2.2 Configuration

2.2.1 Configuration on the first router (Location A)

Set up DynDNS account

A list of all configured DynDNS registrations is displayed in the DynDNS Update menu. Se-
lect the New button to perform additional DynDNS registrations.

(1) Go to Local Services -> DynDNS Client -> DynDNS Update -> New.

Basic Parameters

Hast Name

test1.dyndns.org

Interface DSL ISP if

User Name

test

Password

Provider dyndns v
Enable update @@ cnabled

Fig. 16: Local Services -> DynDNS Client -> DynDNS Update -> New

Proceed as follows:

(1) Under Host Name enter the complete host name as registered with the DynDNS pro-
vider, e.g. testl.dyndns.org.

(2) Select the WAN Interface whose IP address is to be propagated over the DynDNS
service (e.g. DSL ISP, the interface of the Internet Service Provider).

(3) Enter the User Name as registered with the DynDNS provider.
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DynDNS

(4) Enter the Password as registered with the DynDNS provider.
(5) Select the DynDNS Provider with which the above data is registered.

(6) Activate the function Enable update, the DynDNS entry configured here will be activ-
ated.

(7) Confirm with OK.
IPSec Peer Configuration
An endpoint of a communication is defined as peer in a computer network.

Select the New button to set up a new IPSec peer.
(1) Goto VPN -> IPSec -> IPSec Peers -> New.

e merbesfones

Administrative Status ® Up O Down Security Policy QO Untrusted @ Trusted
Picriiton Pv4 Address Assignment Static
be IP_test2
Default Route Disabled
Peer Address P Version [IPv Preferred ¥
Local IP Address
test2 dyndns org 192.168.100.1
Peer ID Fully Qualified Domain Name (FQDN) ¥ .
Route Entries
be. IP_test2
Remote IP Address
nternet Key Exchangs IKEVT ¥ "

192.168.200.0 255.255.255.0| 1 v

Ke

ADD

IP Version of the tunneled Networks 1Pv4

Fig. 177: VPN -> IPSec -> IPSec Peers -> New

Proceed as follows to make the settings in the IPSec peer:

(1) Set Administrative Status to Active. The peer is available for setting up a tunnel im-
mediately after saving the configuration.

(2) Enter a Description of the peer that identifies it.
(3) Indicate the remote Peer Address (here, the DynDNS account of the bintec be.IP).

(4) The Peer ID must match the Local ID value of the remote terminal. Select Full
Qualified Domain Name (FQDN) and enter an identification for the partner, e.g.
be.IP test2.

5) Under Preshared Key enter the password for the encrypted connection.

(
(6) For IPv4 Address Assignment, select Static.
(7) Deselect the Default Route option.

(

8) The Local IP Address is the IP address of the router LAN interface.



(9) Under Remote IP Address enter the partner network to be reached, e.g.
192.168.200.0 and under Netmask enter 255.255.255. 0.

(10) Press OK to confirm your entries.

Phase-1 Profiles

In the Phase-1 Profiles menu, you can define the Phase 1 (IKE) settings. Click on the *
icon to edit existing entries. Select the New button to create new profiles.

(1) Goto VPN -> IPSec -> Phase-1 Profiles -> New.
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Phase-1 (IKE) Parameters

Description

*autogenerated”
Proposals

Encryption Authentication Enabled

Blowfish * MD5 v

AES v MD5 v »

AES v MD5 v )
DH Group 2(1024 Bit) v
Lifetime

900 Seconds 0 kBytes

Authentication Method Preshared Keys ¥
Mode O Main Mode (ID Protect) @ Aggressive 1B Strict
Local ID Type | Fully Qualified Domain Name (FQDN) ¥ |

Local ID Value
be.ip_testl
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Advanced Settings

Advanced Parameter

Alive Check Dead Peer Detection (Idle) ¥
Block Time

30 Seconds

NAT Traversal Enabled v

Fig. 19: VPN -> IPSec -> Phase-1 Profiles -> New

Proceed as follows:
(1) Enter a Description that uniquely defines the type of rule.

(2) Under Proposal Encryption select B1owfish, under Authentication select MD5 .
Since at least one proposal must be configured at any one time, the first entry in the
list is enabled by default.

(3) Under DH Group select 2 (1024 Bit).

(4) Create a Lifetime for phase 1 keys. For lifetime, enter 900 seconds. For lifetime as
volume of processing data, enter 0 KByts.

5) Select the Authentication method Preshared Keys.

(

(6) Setthe Mode to Aggressive as you use dynamic IP addresses.

(7) Under Local ID Type choose Fully Qualified Domain Name (FQDN) .
(

8) Under Local ID Value enter the local ID of the gateway, e.g. be.IP testl (setun-
der Peer ID for the Partner).

(9) Click Advanced Settings.
(10) Under Alive Check select Dead Peer Detection (idle).

(11) Define under Block Time how long a peer is blocked for tunnel setups after a phase 1
tunnel setup has failed.

(12) Leave NAT Traversal on Enabled.
(13) Confirm with OK.

Phase-2 Profiles

You can define profiles for phase 2 of the tunnel setup just as for phase 1. Click on the
icon to edit existing entries. Select the New button to create new profiles.

(1) Goto VPN-> IPSec -> Phase-2 Profiles -> New.



Phase-2 (IPSEC) Parameters

Description
*autogenerated®
Proposals
Encryption Authentication Enabled
Blowfish | [MD5 v
AES 7| [MD5 v »
AES v | MD5 v o]
Use PFS Group @@ cnabled
2(1024 Bit) v
Lifetime
900 Seconds 0 kBytes Rekey after 80 %
Lifetime

Advanced Settings

Advanced Parameter

IP Compression I Disabled
Alive Check | Heartbeats (Send & Expect) ¥ |
Propagate PMTU @@ ctnabled

Fig. 21: VPN -> IPSec -> Phase-2 Profiles -> New
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Proceed as follows:

1)
)

©)
(4)

(5)
(6)
@)
(8)

Enter a Description that uniquely identifies the profile.

Under Proposal Encryption select B1owfish, under Authentication select D5 .
Since at least one proposal must be configured at any one time, the first entry in the
list is enabled by default.

Activate the Use PFS group option and select 2 (1024 bits).

Define how the Lifetime is defined that will expire before phase 2 SAs need to be re-
newed. For lifetime, enter 900 seconds. For lifetime as volume of processing data,
enter 0 KByts.

Click Advanced Settings.

Set Alive Check to Heartbeats (send & expect).
Aktivate the option Propagate PMTU.

Confirm with OK.

2.2.2 Configuration on the second router (Location B)

Set up DynDNS account

A list of all configured DynDNS registrations is displayed in the DynDNS Update menu. Se-
lect the New button to perform additional DynDNS registrations.

M

Go to Local Services -> DynDNS Client -> DynDNS Update -> New.
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DynDNS

Basic Parameters

Fig

Host Mame

test2_dyndns.org

nterface DSL ISP v
Uszer Mame

test

Passwaord

Provider dyndns v
Enable update @@ cEnabled

. 22: Local Services -> DynDNS Client -> DynDNS Update -> New

Proceed as follows:

1

)

@)
(4)
(5)
(6)

@)

Under Host Name enter the complete host name as registered with the DynDNS pro-
vider, e.g. test2.dyndns.org.

Select the WAN Interface whose IP address is to be propagated over the DynDNS
service (e.g. DSL ISP, the interface of the Internet Service Provider).

Enter the User Name as registered with the DynDNS provider.
Enter the Password as registered with the DynDNS provider.
Select the DynDNS Provider with which the above data is registered.

Activate the function Enable update, the DynDNS entry configured here will be activ-
ated.

Confirm with OK.

IPSec Peer Configuration

An

endpoint of a communication is defined as peer in a computer network.

Select the New button to set up a new IPSec peer.

(1)

Go to VPN -> IPSec -> IPSec Peers -> New.
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P eraceones

Administrative Status ® Up O Down Security Policy QO Untrusted @ Trusted
Description 1Pv4 Address Assignment Static
be IP_test1
Default Route Disabled
Peer Address P Version | IPvd Preferred ¥
Local IP Address
test1.dyndns org 192 168 200 1
Peer ID Fully Qualified Domain Name (FGDN) .
Route Entries
be.IP_test1
Remote IP Address
nternet Key Exchange IKEv1 ¥ )
192.168.100.0 255.255.255.0 1
d Key
ADD
1P Version of the tunneled Networks 1Pv4

Fig. 23: VPN-> IPSec-> IPSec Peers-> New

Proceed as follows to make the settings in the IPSec peer:

(1) Set Administrative Status to Active. The peer is available for setting up a tunnel im-
mediately after saving the configuration.

(2) Enter a Description of the peer that identifies it.
(8) Indicate the remote Peer Address (here, the DynDNS account of the bintec be.IP).

(4) The Peer ID must match the local ID value of the remote terminal. Select Ful1l
Qualified Domain Name (FQDN) and enter an identification for the partner, e.g.
be.IP testl.

(5) Under Preshared Key enter the password for the encrypted connection.
(6) For IPv4 Address Assignment, select Static.
(7) Deselect the Default Route option.

(8) The Local IP Address is the IP address of the router LAN interface.

(9) Under Remote IP Address enter the partner network to be reached, e.g.
192.168.100.0 and under Netmask enter 255.255.255. 0.

(10) Press OK to confirm your entries.

Phase-1 Profiles

In the Phase 1 Profiles menu, you can define the Phase 1 (IKE) settings. Click on the *
icon to edit existing entries. Select the New button to create new profiles.

(1) Goto VPN -> IPSec -> Phase-1 Profiles -> New.



Phase-1 (IKE) Parameters

Description
*autogenerated®
Proposals

Encryption Authentication Enabled

Blowfish r MD5 v

AES v SHA1 v . ) |

AES v [SHA1 v
DH Group 2(1024 Bit) v
Lifetime

900 Seconds 0 kBytes

Authentication Method Preshared Keys v
Mode O Main Mode (ID Protect) @ Aggressive W Strict
Local ID Type | Fully Qualified Domain Name (FQDN) v |

Local ID Value
be.ip_test2
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Advanced Settings

Advanced Parameter

Alive Check Dead Peer Detection (ldle) ¥
Block Time

10 Seconds

NAT Traversal Enabled ¥

Fig. 25: VPN -> IPSec -> Phase-1 Profiles -> New

Proceed as follows:
(1) Enter a Description that uniquely defines the type of rule.

(2) Under Proposal Encryption select B1owfish, under Authentication select MD5 .
Since at least one proposal must be configured at any one time, the first entry in the
list is enabled by default.

(8) Under DH Group select 2 (1024 Bit).

(4) Create a Lifetime for phase 1 keys. For lifetime, enter 900 seconds. For lifetime as
volume of processing data, enter 0 KByts.

(5) Select the Authentication method pPreshared Keys.

(6) Setthe Mode to Aggressive as you use dynamic IP addresses.

(7) Under Local ID Type choose Fully Qualified Domain Name (FQDN) .
(

8) Under Local ID Value enter the local ID of the gateway, e.g. be.IP test2 (setun-
der Peer ID for the Partner).

(9) Click Advanced Settings.
(10) Under Alive Check select Dead Peer Detection (idle).

(11) Define under Block Time how long a peer is blocked for tunnel setups after a phase 1
tunnel setup has failed.

(12) Leave NAT Traversal on Enabled.
(13) Confirm with OK.

Phase-2 Profiles

You can define profiles for phase 2 of the tunnel setup just as for phase 1. Click on the *
icon to edit existing entries. Select the New button to create new profiles.

(1) Goto VPN-> IPSec -> Phase-2 Profiles -> New.



Phase-2 (IPSEC) Parameters

Description
*autogenerated®
Proposals
Encryption Authentication Enabled
Blowfish | [MD5 v
AES 7| [MD5 v »
AES v | MD5 v o]
Use PFS Group @@ cnabled
2(1024 Bit) v
Lifetime
900 Seconds 0 kBytes Rekey after 80 %
Lifetime

Advanced Settings

Advanced Parameter

IP Compression I Disabled
Alive Check | Heartbeats (Send & Expect) ¥ |
Propagate PMTU @@ cEnabled

Fig. 27: VPN -> IPSec -> Phase-2 Profiles -> New
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Proceed as follows:
(1) Enter a Description that uniquely identifies the profile.

(2) Under Proposal Encryption select Blowrfish , under Authentication select MD5 .
Since at least one proposal must be configured at any one time, the first entry in the
list is enabled by default.

(3) Activate the Use PFS group option and select 2 (1024 bits).

(4) Define how the Lifetime is defined that will expire before phase 2 SAs need to be re-
newed. For lifetime, enter 900 seconds. For lifetime as volume of processing data,
enter 0 KByts.

(5) Click Advanced Settings.

(6) Set Alive Check to Heartbeats (send & expect).
(7) Aktivate the option Propagate PMTU.

(8) Confirm with OK.

2.3 Checking the connection

With the ping test you can check the function of the VPN IPSec connection. You launch
the ping test by entering the internal IP address of the remote gateway (here
192.168.200.1) and pressing the Gobutton. This initiates setup of the VPN IPSec tunnel. If
the output field displays an answer in milliseconds, the ping test was successful.

(1) Go Maintenance -> Diagnostics -> Ping Test.

_

Test Ping Mode ® IPvd Q IPv6 PING 152. 1ua‘zaa 1: 64 data bytes

Fig. 28: Maintenance->Diagnosis->Ping Test

_

Test Ping Mode @ Ipvd O IPvE PING 192. m 1c.1: 64 d

Test Ping Address
192.168.100.1

Fig. 29: Maintenance->Diagnosis->Ping Test
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2.4 Overview of configuration steps

Set up DynDNS account on the first router (Location A)

bintec elmeg GmbH

Host Name Local Services -> DynDNS Client ->
DynDNS Update -> New

Interface Local Services -> DynDNS Client ->
DynDNS Update -> New

User Name Local Services -> DynDNS Client ->
DynDNS Update -> New

Password Local Services -> DynDNS Client ->
DynDNS Update -> New

Provider Local Services -> DynDNS Client ->
DynDNS Update -> New

Enable update Local Services -> DynDNS Client ->

DynDNS Update -> New

IPSec configuration - IPSec peers

Field Menu

Administrative VPN -> IPSec -> IPSec Peers -> New
Status

Description VPN -> IPSec -> IPSec Peers -> New

Peer Address VPN -> IPSec -> IPSec Peers -> New

Peer ID VPN -> IPSec -> IPSec Peers -> New

Preshared Key VPN -> IPSec -> IPSec Peers -> New

IP Address Assign- VPN -> IPSec -> IPSec Peers -> New
ment

VPN -> IPSec -> IPSec Peers -> New
Local IP Address VPN -> IPSec -> IPSec Peers -> New
VPN -> IPSec -> IPSec Peers -> New

Default Route

Route Entries

IPSec configuration - Phase 1

e.g.
testl.dyndns.org

DSL ISP

e.g. test

e.g. test

dyndns

Disabled

Value

Active

€.g. be.IP test2

e.g.
test2.dyndns.org

Fully Qualified
Domain Name (FQDN)
/ be.IP test2

e.g. test

Static

Disabled
192.168.100.1

192.168.200.0/
255.255.255.0
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Description

Proposals

DH Group

Lifetime

Authentication

Method

Mode

Local ID Type

Local ID Value

Alive Check

Block Time

NAT Traversal

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New -> Advanced Settings

VPN -> IPSec ->Phase-1 Profiles ->
New -> Advanced Settings

VPN -> IPSec ->Phase-1 Profiles ->
New -> Advanced Settings

IPSec configuration - Phase 2

Description

Proposals

Use PFS Group

Lifetime

IP Compression

Alive Check

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New -> Advanced Settings

VPN -> IPSec ->Phase-2 Profiles ->
New -> Advanced Settings

€.0. *fautogenerated*
Blowfish, MD5

2 (1024 Bit)

900 seconds, 0 kBytes
Preshared Keys
Aggressive

Fully Qualified
Domain Name (FQDN)
be.IP testl

Dead Peer Detec-
tion (idle)

10 seconds

Enabled

e.0. *fautogenerated*

Blowfish, MD5

2 (1024 Bit)

900 seconds, 0 kBytes

Disabled

Heartbeats (send &
expect)
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Propagate PMTU VPN -> IPSec ->Phase-2 Profiles -> Enabled
New -> Advanced Settings

Set up DynDNS account on the second router (Location B)

Host Name Local Services -> DynDNS Client ->
DynDNS Update -> New

Interface Local Services -> DynDNS Client ->
DynDNS Update -> New

User Name Local Services -> DynDNS Client ->
DynDNS Update -> New

Password Local Services -> DynDNS Client ->
DynDNS Update -> New

Provider Local Services -> DynDNS Client ->
DynDNS Update -> New

Enable update Local Services -> DynDNS Client ->
DynDNS Update -> New

IPSec configuration - IPSec peers

Field Menu

Administrative VPN -> IPSec ->IPSec Peers -> New
Status

Description VPN -> IPSec ->IPSec Peers -> New
Peer Address VPN -> IPSec ->IPSec Peers -> New
Peer ID VPN -> IPSec ->IPSec Peers -> New
Preshared Key VPN -> IPSec ->IPSec Peers -> New

IP Address Assign- VPN -> IPSec ->IPSec Peers -> New
ment

Default Route VPN -> IPSec ->IPSec Peers -> New
Local IP Address VPN -> IPSec ->IPSec Peers -> New

Route Entries VPN -> IPSec ->IPSec Peers -> New

IPSec configuration - Phase 1

e.g.

test2.dyndns.org

DSL ISP

e.g. test

e.g. test

dyndns

Enabled

Value

Active

e.g. be.IP testl

e.g.
testl.dyndns.org

Fully Qualified
Domain Name (FQDN)/
be.IP testl

e.g. test

Static

Disabled
192.168.200.1

192.168.100.0/
255.255.255.0
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Description

Proposals

DH Group

Lifetime

Authentication

Method

Mode

Local ID Type

Local ID Value

Alive Check

Block Time

NAT Traversal

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New

VPN -> IPSec ->Phase-1 Profiles ->
New -> Advanced Settings

VPN -> IPSec ->Phase-1 Profiles ->
New -> Advanced Settings

VPN -> IPSec ->Phase-1 Profiles ->
New -> Advanced Settings

IPSec configuration - Phase 2

Description

Proposals

Use PFS Group

Lifetime

IP Compression

Alive Check

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New

VPN -> IPSec ->Phase-2 Profiles ->
New -> Advanced Settings

VPN -> IPSec ->Phase-2 Profiles ->
New -> Advanced Settings

€.0. *fautogenerated*
Blowfish, MD5

2 (1024 Bit)

900 seconds, 0 kBytes
Preshared Keys
Aggressive

Fully Qualified
Domain Name (FQDN)
be.IP test2

Dead Peer Detec-
tion (idle)

10 seconds

Enabled

e.0. *fautogenerated*

Blowfish, MD5

2 (1024 Bit)

900 seconds, 0 kBytes

Disabled

Heartbeats (send &
expect)



Field Menu Value

Propagate PMTU VPN -> IPSec ->Phase-2 Profiles -> Enabled
New -> Advanced Settings
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Chapter 3 Security - Bridging over an IPSec
tunnel

3.1 Introduction

This solution shows an option for connecting two locations over IPSec with overlapping or
identical IP network ranges (e.g. Location A: 192.168.1.0/24 and Location B:
192.168.1.0/24).

In this case IPSec does not function, as IPSec requires different IP networks between the
locations being networked to function as a Layer3 (IP Layer) protocol. This workshop
shows how the security of IPSec can continue to be used for location networking in such a
case.

Configuration in this scenario is carried out using the GUI (Graphical User Interface).

To solve this problem, L2TP (Layer2 Tunnelling Protocol) can be used as a transport pro-
tocol. L2TP offers the option to create bridge connections over routed IP connections. In

our example, this means that the locations are connected over IPSec and that the actual
traffic tunnelled in L2TP is routed via the IPSec tunnel.

Location A (be.IP plus-1) Location B (be.IP plus-2)
192.168.1.0/24 192,168.1.0/24

bintec be.IP plus bintec be.IP plus @ @

| | I
= —@— -
e

o
-—————————— L2TPtnnel J= = = = = —-
(EEHE]

44— — — — — | IPSec tunnel ———

B D
IEHEE

Fig. 30: Example scenario

The user data is routed via the L2TP tunnel and the L2TP packets are sent over the IPSec
tunnel.

Requirements

The following are required for the configuration:
(1) Two bintec ADSL gateways, e.g. bintec be.IP plus

(2) A boot image of version 7.9.1 or later.
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(3) Both gateways require an independent connection to the Internet.

Notes on test setup

bintec be.IP plus Location A
System name

LAN IP address
LAN IP subnet mask

Public Internet IP address

Local IP address of the IPSec interface

Local IP address of the L2TP interface

bintec be.IP plus Location B
System name

LAN IP address
LAN IP subnet mask

Public Internet IP address

Local IP address of the IPSec interface

Local IP address of the L2TP interface

be.IP_plus-1
192.168.1.253
255.255.255.0

10.1.1.1 (a host name can also be used
here)

1.1.1.1 (any private IP address)
1.1.1.3

be.IP_plus-2
192.168.1.254
255.255.255.0

10.1.1.4 (a host name can also be used
here)

1.1.1.2 (any private IP address)
1.1.1.4

3.2 Configuration at location A (bintec be.IP plus-1)

Configuring the IPSec tunnel with the VPN assistants

Add a new connection to the VPN assistants. For this, go to the following menu:

(1) Goto Assistants -> VPN -> VPN Connections -> New.
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Select the VPN Scenario:

VPN Scenario IPSec - LAN-to-L AN connaction v |

Fig. 31: Assistants -> VPN -> VPN Connections -> New

Proceed as follows:
(1) Under VPN scenario select IPSec LAN-to-LAN connection.

(2) Click Next to configure a new VPN connection.

Enter the data required for the VPN connection.

Selected scenario: LAN-to-LAN Connection

Connection Details 0 Enter IP settings: 0

Description IPSec Peer IPvd Address

IPSec-Peer1 10114

Local IPSec ID Remote IPv4 Network 1412
be.ip_plus-1
2552552550

Remote IPSeciD
be.IP_plus-2

IP Version of the tunneled Networks 1Pvd
Local IP Address 192.168.1.253 v

Define this connection as default route Disabled

Fig. 32: Assistants -> VPN -> VPN Connections -> Next

Proceed as follows to configure a new VPN connection:

(1) For example, under Description enter TPSec-Peerl.

(2) Enter the ID of your own IPSec gateway under Local IPSec ID, e.g. be.IP plus-1I.
(3) For example, under Remote IPSec ID enter be. IP plus-2.

(4) Under Preshared Key enter, for example, secret for authentication. The preshared
key must be identical on both sides.

(5) Select the Local IP Address of the gateway, for example 192.168.1.253.
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(6) Leave Define this connection as default route set to disabled.

(7) Under IPSec Peer Address enter the IP address or host name of the remote IPSec
partner,e.g. 10.1.1.4.

(8) Enter the destination address used for the connection under IP Address of Remote
Networke.g. 7.1.1.2.

(9) Under Subnet Mask enter the host mask, e.g. 255.255.255.255.

(10) Press OK to confirm your entries.

To change the local IP address, select the following menu options:
(1) Goto VPN -> IPSec -> IPSec Peers -> ,*.

Perace oues

Administrative Status @® Up O Down Security Policy O Untrusted @ Trusted

Description 1Pv4 Address Assignment Static
IPSec-Peert

Default Route Disabled
Peer Address P Version [IPv4 Preferred ¥
Locel [P Address
10.1.1.4 1411
Peer ID Fully Qualified Domain Name (FQDN) ¥
Route Entries
be.IP_plus-2
Ren A
Internet Key Exchange IKEv1 ¥
i g 255.255.255.255 1w
5 Ke
ADD
IP Version of the tunneled Networks 1Pv4

Fig. 33: VPN -> IPSec -> IPSec Peers -> /

Proceed as follows:
(1) Under Local IP Address enter, for example 1.1.1.1.

(2) Leave the remaining settings unchanged and confirm them with OK.

Configuring the L2TP connection

To create a tunnel profile, go to the following menu:

(1) Goto VPN -> L2TP -> Tunnel Profiles -> New.
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e Hadeparmetes

Description Remote IP Address
L2TP-LAC 14
Local Hostrame UDP Source Port Dynamic
be IP_plus-1
UDP Destination Port
1701
Remote Hostame
be IP_plus-2

Advanced Settings

Advanced Parameter

Local IP Address

1.11.1

Hello Intervall

30 Seconds

Minimum Time between Retries
1 Seconds

Maximum Time between Retries
16 Seconds

Maximum Retries

5

Data Packets Sequence Numbers Disable

Fig. 35: VPN->L2TP->Tunnel Profiles ->New

1)
)

®)
(4)
(5)

For example, under Description enter L2TP-LAC.

Enter the ID of your own IPSec gateway under Local Hostname, e.g.
be.IP plus-1.

For example, under Remote Hostname enter be.IP plus-2.
Enter the Password, e.g. secret for authentication.

Enter the destination address used for the connection under Remote IP Address e.g.
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1.1.1.2.
(6) Click Advanced Settings.
(7) Enter the Local IP Address,e.g. 1.1.1.1.

(8) Leave the remaining settings unchanged and confirm them with OK.

A user must be configured in the next step. For this, go to the following menu:
(1) Goto VPN -> L2TP -> User -> New.

i tod andfotes

B IP Address Mode ® Static O Get IP Address
L2TP-LAC

Default Route Disabled
Connection Type QO LNS @ LAC

Create NAT Policy
Tunnel Profile L2TP-LAC ¥
User Name
L2TP-User

Route Entries

Remote P Address Netmask

Aways on Bikabic 1114 255,255 255.255 i

Connection Idle Timeout
300 Seconds

Advanced Settings

Advanced Parameter IP Options

Sl OSPF Mode @ Passive O Active O Inactive
30 Seconds

Proxy ARP Mode @ Inactive O Up or Dormant O Up only
Authentication MS-CHAPv2 M

DNS Negotiation @@ Enabled
Encryption @ None O Enabled O Windows compatible
LP Alive Check @@ Enabled
Prioritize TCP ACK Packets Disabled

Fig. 37: VPN->L2TP->Users->New

To create a new user, proceed as follows.

(1) For example, under Description enter L2TP-LAC.
(2) Select the Connection Type LAC.

(8) For example, under Tunnel Profile select L2TP-LAC.
(4) Under User Name enter L.2TP-User for example.

(5) Enter the password, e.g. secret.
(

6) Enter the Local IP Address, e.g. 1.1.1. 3. To avoid conflicts with other interfaces or
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existing routes, the local IP address must be unique.

(7) Under Route Entries enter the remote IP address, e.g. 1.1.1.4 and the netmask
e.g. 255.255.255.255.

(8) Click Advanced Settings.

(9) Under Encryption click None. As a secure IPSec connection already exists, addition-
al encryption is not required.

(10) Leave the remaining settings unchanged and confirm them with OK.

Configuring the bridge group
To enable bridging between the LAN interface and the L2TP interface, both interfaces must
be assigned to a bridge group. For this, go to the following menu:

(1) Go to System Management -> Interface Mode / Bridge Groups -> Interfaces.

Access Parameters

A Interfaces managed by the WLAN Controller are not available for configuration here.
nterface Description Mode / Bridge Group
ent-0 New Bridge Group v
enl-4 Routing Mode
fm35-60 Routing Mode
4 ethoa3ss Routing Mode

5 vss7-10 bro

Configuration Interface

enl-0

Fig. 38: System Management -> Interface Mode / Bridge Groups ->Interfaces

Proceed as follows:

(1) Under Mode / Bridge Group select New Bridge Group. In our example, the inter-
face en1-0is used as the LAN interface.

(2) Under Configuration Interface select en1-0.

(3) Confirm with OK. After clicking OK, a new bridge group is created automatically.
If no bridge group exists, the new interface uses the alias bro (otherwise bri, br2, etc.).

The configuration looks like this:
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Access Parameters

A Interfaces managed by the WLAN Controller are not available for configuration here.

Interface Description Mode / Bridge Group
en1-0 br0 (192.168.1.253) ¥

2 ent-4 Routing Mode
&fm35-50 Routing Mode

a ethoazss Routing Mode

s vss7-10 brl

Configuration Interface

‘ |

enl-0

Fig. 39: System Management -> Interface Mode / Bridge Groups ->Interfaces

Now is assigned to the newly created bridge Grupppe the L2TP interface. For this, go to
the following menu:

(1) Go to System Management -> Interface Mode / Bridge Groups ->Interfaces ->
Add.

Interfaces

nterface L2TP-LAC ¥

Fig. 40: System Management -> Interface Mode / Bridge Groups ->Interfaces -> Add

Proceed as follows:

(1) Under Mode / Bridge Group select the WAN-Partner L.2TP-LAC.

(2) Confirm with OK.

To enable bridging between the LAN interface and the L2TP interface, both interfaces must
be assigned to a bridge group. For this, go to the following menu:

(1) Go to System Management -> Interface Mode / Bridge Groups ->Interfaces.
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Access Parameters

A inerfaces managed by the WLAN Controller are not available for configuration here.

Interface Description Mode / Bridge Group
ent-0 bro (192.168.1.263) v
ent4 Routing Mode
&fm35-60 Routing Mode
4 ethoazss Routing Mode
s ss7-10 b0
6 L2TP-LAC bro (192.168.1.253) ¥ ]

Configuration Interface

enl-0

Fig. 41: System Management -> Interface Mode / Bridge Groups ->Interfaces

Proceed as follows:
(1) Under Mode / Bridge Group select br0 (192.168.1.253).

(2) Confirm with OK. After clicking OK, a new bridge group is created automatically.

This concludes the configuration of the bintec be.IP plus gateway as location A.

3.3 Configuration at location B (bintec be.IP plus-2)

Configuring the IPSec tunnel with the VPN assistants

Add a new connection to the VPN assistants. For this, go to the following menu:

(1) Go to Assistants -> VPN -> VPN Connections -> New.
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Select the VPN Scenario:

VPN Scenario IPSec - LAN-to-L AN connaction v |

Fig. 42: Assistants -> VPN -> VPN Connections -> New

Proceed as follows:
(1) Under VPN scenario select IPSec LAN-to-LAN connection.

(2) Click Next to configure a new VPN connection.

Enter the data required for the VPN connection.

Selected scenario: LAN-to-LAN Connection

Connection Details 0 Enter IP settings: 0

Description IPSec Peer IPvd Address

IPSec-Peer1 10111

Local IPSec ID Remote IPv4 Network 11411
be.ip_plus-2
255255255255

Remote IPSeciD
be. IP_plus-1

IP Version of the tunneled Networks 1Pvd
Local IP Address 192.168.1.254 ¥

Define this connection as default route Disabled

Fig. 43: Assistants -> VPN -> VPN Connections -> Next

Proceed as follows to configure a new VPN connection:

(1) For example, under Description enter TPSec Peerl.

(2) Enter the ID of your own IPSec gateway under Local IPSec ID, e.g. be.IP plus-2.
(3) For example, under Remote IPSec ID enter be. IP plus-1.

(4) Under Preshared Key enter, for example, secret for authentication. The preshared
key must be identical on both sides.

(5) Select the Local IP Address of the gateway, for example 192.168.1.254.
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(6) Leave Define this connection as default route set to disabled.

(7) Under IPSec Peer Address enter the IP address or host name of the remote IPSec
partner,e.g. 10.1.1.1.

(8) Enter the destination address used for the connection under IP Address of Remote
Networke.g. 7.1.1.1.

(9) Under Subnet Mask enter the host mask, e.g. 255.255.255.255.

(10) Press OK to confirm your entries.

To change the local IP address, select the following menu options:
(1) Goto VPN -> IPSec -> IPSec Peers -> ,*.

P neracefouss

Administrative Status ® Up O Down Security Policy Q Untrusted @ Trusted
Description IPv2 Address Assignment Static
IPSec-Peer1
Default Route Disabled
Peer Address P Version [IPv4 Preferred ¥
Local IP Address
10.1.11 B e
Peer ID Fully Qualified Domain Name (FQDN) ¥ _
Route Entries
be.IP_plus-1
Remate IP Address Netmask Metric
nternet Key Exchange IKEv1 ¥ " o
b ! 255.255.255.255 i
4 Key
ADD
1P Version of the tunneled Networks 1Pv4

Fig. 44: VPN -> IPSec -> IPSec Peers -> /

Proceed as follows:
(1) Under Local IP Address enter, for example 1.1.1.2.

(2) Leave the remaining settings unchanged and confirm them with OK.

Configuring the L2TP connection

To create a tunnel profile, go to the following menu:
(1) Goto VPN -> L2TP -> Tunnel Profiles -> New.
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A Moseparameter

Description Remote IP Address
L2TP-LAS b il

Local Hostname. UDP Source Port Dynamic
be IP_plus-2

UDP Destination Port

1701

Remote Hostmame
be.IP_plus-1

Advanced Settings

Advanced Parameter

Local IP Address

1412

Hello Interval
30 Seconds

Minimum Time between Retries
1 Seconds

Maximum Time between Retries
16 Seconds

Maximum Retries

5
Data Packets Sequence Numbers Disable

Fig. 46: VPN->L2TP->Tunnel Profiles ->New
(1) For example, under Description enter L2TP-LAS.

(2) Enter the ID of your own IPSec gateway under Local Hostname, e.g.
be.IP plus-2.

(3) For example, under Remote Hostname enter be. IP plus-1.
(4) Enter the password, e.g. secret for authentication.

(5) Enter the destination address used for the connection under Remote IP Address e.g.
1.1.1.1.
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(6) Click Advanced Settings.
(7) Enterthe Local IP Address,e.qg. 1.1.1.2.

(8) Leave the remaining settings unchanged and confirm them with OK.

A user must be configured in the next step. For this, go to the following menu:

(1) Goto VPN -> L2TP -> User -> New.

i Hode oS

Description IP Address Made @ Static O Provide IP Address
L2TP-LAS

Default Route Disabled
Connection Type @ LNS O LAC

Create NAT Policy
User Name
L2TP-User

Local IP Address
1114

Route Entries

Remote IP Address Netmask Metric

Always on Disabled

1113 255.255.255.255| 1

Connection Idle Timeout
300 Seconds
ADD

Advanced Settings

Advanced Parameter IP Options

Bk s o OSPF Mode ® Passive O Active O Inactive
300 Seconds

Proxy ARP Mode @ Inactive O Up or Dormant O Up only
Authentication MS-CHAPv2 X

DNS Negotiation @ Enzbled
Encryption @ None O Enabled O Windows compatible
LCP Alive Check @ cEnzbled
Prioritize TCP ACK Packets Disabled

Fig. 48: VPN->L2TP->Users->New

To create a new user, proceed as follows.

(1) For example, under Description enter L2TP-LAS.
(2) Select the Connection Type LNS.

(3) Under User Name enter 1.2TP-User for example.
(4) Enter the password, e.g. secret.

(5) Enter the Local IP Address, e.g. 1.1.1. 4. To avoid conflicts with other interfaces or
existing routes, the local IP address must be unique.

(6) Under Route Entries enter the remote IP address, e.g. 1.1. 1.3 and the netmask
e.g. 255.255.255.255.
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(7) Click Advanced Settings.

(8) Under Encryption click None. As a secure IPSec connection already exists, addition-
al encryption is not required.

(9) Leave the remaining settings unchanged and confirm them with OK.

Configuring the bridge group

To enable bridging between the LAN interface and the L2TP interface, both interfaces must
be assigned to a bridge group. For this, go to the following menu:

(1) Go to System Management -> Interface Mode / Bridge Groups -> Interfaces.

Access Parameters

A Interfaces managed by the WLAN Controller are not available for configuration here.

Interface Description Maode / Bridge Group

ent-0 New Bridge Group ¥
ent-4 Routing Mode
3 efm3s-60 Routing Mode

4 ethoa3s-5 Routing Mode

5 vs57-10 br)

Configuration Interface

enl-0

Fig. 49: System Management -> Interface Mode / Bridge Groups ->Interfaces

Proceed as follows:

(1) Under Mode / Bridge Group select New Bridge Group. In our example, the inter-
face en1-0is used as the LAN interface.

(2) Under Configuration Interface select en1-0.

(3) Confirm with OK. After clicking OK, a new bridge group is created automatically.
If no bridge group exists, the new interface uses the alias bro (otherwise bri, br2, etc.).

The configuration looks like this:
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Access Parameters

A Interfaces managed by the WLAN Controller are not available for configuratien here.

# Interface Description Mode / Bridge Group

ent-0 br0 (192.168.1.254) ¥

ent-4 Routing Mode 7
E] efm35-60 Routing Mode 7
4 ethoa3s-s Routing Mode 7

H vss7-10 br0

Configuration Interface

‘ |

enl-0

Fig. 50: System Management -> Interface Mode / Bridge Groups ->Interfaces

Now is assigned to the newly created bridge Grupppe the L2TP interface. For this, go to
the following menu:

(1) Go to System Management -> Interface Mode / Bridge Groups ->Interfaces ->
Add.

Interfaces

Interface -_i'-'ﬁ'p-[f.g;sn "

Fig. 51: System Management -> Interface Mode / Bridge Groups ->Interfaces -> Add

Proceed as follows:

(1) Under Mode / Bridge Group select the WAN-Partner L2T7p-LAS.

(2) Confirm with OK.

To enable bridging between the LAN interface and the L2TP interface, both interfaces must
be assigned to a bridge group. For this, go to the following menu:

(1) Go to System Management -> Interface Mode / Bridge Groups ->Interfaces.
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Access Parameters

A Interfaces managed by the WLAN Controller are net available for configuration here.

Interface Description Mode / Bridge Group

ent-0 bro (192.168.1.264) ¥

ent4 Routing Mode ¥
El efm3s-60 Routing Mode
4 ethoa3s-5 Routing Mode ¥

5 vs57-10 brl

6 L2TP-LAS br0 (192.168.1.254) v

Configuration Interface

enl-0 A

Fig. 52: System Management -> Interface Mode / Bridge Groups ->Interfaces

Proceed as follows:
(1) Under Mode / Bridge Group select br0 (192.168.1.254).

(2) Confirm with OK. After clicking OK, a new bridge group is created automatically.

This concludes the configuration of the bintec be.IP plus gateway as location B.

3.4 Overview of configuration steps

Configuring location A

VPN Scenario Assistants -> VPN -> VPN Connec- IPSec - LAN-to-LAN
tions -> New connection

Configuring VPN assistants

Description Assistants -> VPN -> VPN Connec- e.g. IPSec-Peer]
tions -> Next

Local IPSec ID Assistants -> VPN -> VPN Connec- e.g. be.IP plus-1
tions -> Next

Remote IPSec ID Assistants -> VPN -> VPN Connec- e.g. be.IP plus-2
tions -> Next

Preshared Key Assistants -> VPN -> VPN Connec- e.g. secret
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tions -> Next

Local IP Address Assistants -> VPN -> VPN Connec- e.g. 192.168.1.253
tions -> Next

IPSec Peer Address Assistants -> VPN -> VPN Connec- e.g. 10.1.1.4
tions -> Next

IP Address of Remote Assistants -> VPN -> VPN Connec- e.g. 1.1.1.2
Network tions -> Next

Subnet Mask Assistants -> VPN -> VPN Connec- e.g. 255.255.255.255
tions -> Next

Changing the local IP address
Field Menu Value

Local IP Address VPN -> IPSec -> IPSec Peers -> ,+ e.g. 1.1.1.1

Configuring tunnel profilres

Field Menu [Value

Description VPN -> L2TP -> Tunnel Profiles -> e.g. L2TP-LAC
New

Local Hosthame VPN -> L2TP -> Tunnel Profiles -> e.g. be.IP plus-1
New

Remote Hostname VPN -> L2TP -> Tunnel Profiles -> e.g. be.IP plus-2
New

Password VPN -> L2TP -> Tunnel Profiles -> e.g. secret
New

Remote IP Address VPN -> L2TP -> Tunnel Profiles
New

Local IP Address VPN -> L2TP -> Tunnel Profiles
New

> eg.1.1.1.2

> eg1.1.1.1

Configuring new users

Description VPN -> L2TP -> Users -> New €.g. L2TP-LAC
Connector Type VPN -> L2TP -> Users -> New LAC

Tunnel Profile VPN -> L2TP -> Users -> New L2TP-LAC
User Name VPN -> L2TP -> Users -> New e.g. L2TP-User
Password VPN -> L2TP -> Users -> New e.g. secret

Local IP Address VPN -> L2TP -> Users -> New eg.1.1.1.3
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Remote IP Address VPN -> L2TP -> Users -> New eg.1.1.1.4
Subnet Mask VPN -> L2TP -> Users -> New e.g. 255.255.255.255
Encryption VPN -> L2TP -> Users -> New None

Configuring bridge groups

Mode / Bridge Group  System Management -> Interface = New Bridge Group
Mode / Bridge Groups -> Interfaces

Configuration Interface System Management -> Interface enl-0
Mode / Bridge Groups -> Interfaces

Assigning a L2TP interface

Field Menu [Value
Interface System Management -> Interface = L2TP-LAC
Mode / Bridge Groups -> Interfaces
-> Add

Mode / Bridge Group  System Management -> Interface  br0(192.168.1.253)
Mode / Bridge Groups -> Interfaces

Configuring location B

Field Menu Value
VPN Scenario Assistants -> VPN-> VPN Connec- IPSec - LAN-to-LAN
tions -> New connection

Configuring VPN assistants

Field Menu Value

Description Assistants -> VPN -> VPN Connec- e.g. IPSec-Peerl
tions -> Next

Local IPSec ID Assistants -> VPN -> VPN Connec- e.g. be.IP plus-2
tions -> Next

Remote IPSec ID Assistants -> VPN -> VPN Connec- e.g. be.IP plus-1
tions -> Next

Preshared Key Assistants -> VPN -> VPN Connec- e.g. secret
tions -> Next

Local IP Address Assistants -> VPN -> VPN Connec- e.g. 192.168.1.254

tions -> Next

IPSec Peer Address Assistants -> VPN -> VPN Connec- e.g. 10.1.1.1
tions -> Next
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IP Address of Remote Assistants -> VPN -> VPN Connec- e.g. 1.1.1.1
Network tions -> Next

Subnet Mask Assistants -> VPN -> VPN Connec- e.g. 255.255.255.255
tions -> Next

Changing the local IP address
Field Menu Value

Local IP Address VPN -> IPSec -> IPSec Peers -> ,* e.9.1.1.1.2

Configuring tunnel profiles

Description VPN -> L2TP -> Tunnel Profiles -> e.g. L2TP-LAS
New

Local Hostname VPN -> L2TP -> Tunnel Profiles -> e.g. be.IP plus-2
New

Remote Hostname VPN -> L2TP -> Tunnel Profiles -> e.g. be.IP plus-1
New

Password VPN -> L2TP -> Tunnel Profiles -> e.g. secret
New

Remote IP Address VPN -> L2TP -> Tunnel Profiles -> eg. 1.1.1.1

New
Local IP Address VPN -> L2TP -> Tunnel Profiles -> eg. 1.1.1.2
New
Configuring new users
Field [Menu [Value
Description VPN -> L2TP -> Users -> New e.g. L2TP-LAS
Connector Type VPN -> L2TP -> Users -> New LNS
User Name VPN -> L2TP -> Users -> New e.g. L2TP-User
Password VPN -> L2TP -> Users -> New e.g. secret
Local IP Address VPN -> L2TP -> Users -> New eg.1.1.1.4
Remote IP Address VPN -> L2TP -> Users -> New eg.1.1.1.3
Subnet Mask VPN -> L2TP -> Users -> New e.g. 255.255.255.255
Encryption VPN -> L2TP -> Users -> New None

Configuring bridge groups
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Mode / Bridge Group  System Management -> Interface = New Bridge Group
Mode / Bridge Groups -> Interfaces

Configuration Interface System Management -> Interface  eni1-0
Mode / Bridge Groups -> Interfaces

Assigning a L2TP interface

Field Menu Value
Interface System Management -> Interface = 1.27P-1LAS
Mode / Bridge Groups -> Interfaces
-> Add

Mode / Bridge Group  System Management -> Interface  br0(192.168.1.254)
Mode / Bridge Groups -> Interfaces



Chapter 4 Security - Stateful Inspection Fire-
wall (SIF)

4.1 Introduction

The configuration of the SIF (Stateful Inspection Firewall) with a bintec be.IP is described
in the following chapters.

Configuration is performed with the GUI (Graphical User Interface).

Only certain Internet services are to be available for the staff of a company (HTTP, HTTPS,
FTP, DNS). The gateway should operate as a DNS proxy, which means that the clients use
the gateway as a DNS server. Only the system administrator and the director should be
able to established an HTTP and a Telnet connection to the gateway. In addition, the dir-
ector must be able to use all services in the Internet. All other data traffic will be blocked.

xDSL
dynamic IP address

Port1
192.168.0.254/24

Internet

be.IP
with integrated firewall

LAN
192.168.0.0/24

Fig. 53: Example scenario SIF

Requirements

The following are required for the configuration:

* A bintec be.IP gateway.
* Boot image from version 10.1.1
¢ Internet connection

¢ Your LAN must be connected to one of ports 1 to 4 on the gateway.

Workshops (Excerpt)



4.2 Firewall configuration

4.2.1 Configuring aliases for IP addresses and network ad-
dress

Address alias

You must create aliases for your users and your network so that you can identify users and
the network when configuring the filter rules.

Go to the following menu to create aliases:

(1) Go to Firewall -> Addresses -> Address List -> New.

Workshops (Excerpt)
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Basic Parameters

Fig.

Description

Administrator

1Pvd o cnebled
Address Type ® Address /Subnet O Address Range

Address / S5ubnet

192.168.0.2 f 255255255255

IPva Disabled

54: Firewall -> Addresses -> Address List-> New

Proceed as follows to set up an alias for the administrator:

(1)
)
@)

(4)

Enter the name of the alias under Description, e.g. Administrator.
Under Address Typeselect Address / Subnet

Under Address / Subnet enter the IP address and corresponding subnet mask,e.g.
192.168.0.2and 255.255.255.255.

Confirm with OK.

Proceed in the same way as for configuring the aliases for the director ( Director) for
your gateway ( be. IP) and for the network ( Network Internal).

Proceed as follows to set up an alias for the director:

(1)
@)
@)

(4)

Enter the name of the alias under Description, e.g. Director.
Under Address Typeselect Address / Subnet

Under Address / Subnet enter the IP address and corresponding subnet mask,e.g.
192.168.0.3and 255.255.255.255.

Confirm with OK.

Proceed as follows to set up an alias for your gateway:

(1)
@)
®)

Enter the name of the alias under Description, e.g. be. IP.
Under Address Typeselect Address / Subnet

Under Address / Subnet enter the IP address and corresponding subnet mask,e.g.



192.168.0.254and 255.255.255.255.
(4) Confirm with OK.

Proceed as follows to set up an alias for the internal network:
(1) Enter the name of the alias under Description, e.g. Network Internal.
(2) Under Address Typeselect Address / Subnet

(3) Under Address / Subnet enter the IP address and corresponding subnet mask,e.g.
192.168.0.0and 255.255.255.0.

(4) Confirm with OK.

Address groups

You can group together several aliases into groups to make it easier to configure the filter
rules.

Since the administrator and the director can access the gateway over HTTP and Telnet,
these are grouped together.

Go to the following menu to create a group:

(1) Go to Firewall -> Addresses -> Groups-> New.

Workshops (Excerpt)
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Basic Parameters

Description
Administration_be IP
IP Version IPva IPve
Selection
Addresses Selection
ANY

Administrator { ’.
Director I '
belP

MWetwork Internal

Fig. 55: Firewall -> Addresses ->Groups -> New

Proceed as follows to create a group:
(1) Enter the name of the group under Description, e.g. Administration be.IP.

(2) Select the Addresses to be included in the group, in this example Administrator
and Director.

(8) Confirm with OK.

4.2.2 Configuring service sets

You must create aliases for the required services in the Firewall-> Services menu so that
you can identify specific services when configuring the filter rules. A large number of fre-
quently used services that are pre-configured already exists. If you require a service that is
not included in this list, you must create a new service.

You can group together several services into groups to make it easier to configure the filter



rules.

Since the users in this network can use HTTP, HTTPS and FTP services, you can group
these together.

Go to the following menu to create a group:

(1) Go to Firewall -> Services -> Groups-> New.

Basic Parameters

Description

Internet Ports

Members
Service Selection
activity »
ah B
any ) =]
fip @
gopher »
htp @
http {SSL) @
imap »

Fig. 56: Firewall -> Services ->Groups-> New

Proceed as follows to create a group:

Workshops (Excerpt)
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(1) Enter the name of the group under Description, e.g. Tnternet Ports.

(2) Select the services to be included in the group, in this example ftp, http and http
(SSL).

(8) Confirm with OK.

Group together HTTP and Telnet in the Administration Ports group for the adminis-
tration of the gateway.

4.2.3 Configuring filter rules

Once you have completed the configuration of the alias names for IP addresses and ser-
vices, you can define the filter rules in the Firewall -> Policies menu.

A complete filter rule chain looks like this:

Filter Rules

1 Administration_be.IP belP Administration Ports Access ® cnobled L = '] Vd

LOCAL ANY dns Access @ Enabled n S ] 7
3 Metwork Internal be.lP dns Access ® ccbicd ty = [ ] Ve
4 ANY be.lP any Deny @ Enabled 1 = i v
5 Director ANY any Access ® Enabled f = i Va
6 Metwork Internal ANY Internet Ports Access @ cEnobled L = [ ] P

Fig. 57: Firewall -> Policies ->Filter Rules

Relevant fields in the Filter Rules menu

Field Meaning

Source Location Source address for which this rule applies.
Destination Destination address for which this rule applies.
Service Service for which this rule applies.

Action Determines whether data traffic is allowed or rejected.
Important

The correct configuration of the filter rules and the right arrangement in the filter rule
chain are decisive factors for the operation of the firewall. An incorrect configuration
may possibly prevent further communication with the Internet and/or the gateway.
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First configure a rule that allows the administrator and director to access the gateway over
HTTP and Telnet. You must define this rule first otherwise communication with the GUI will
be impossible.

Go to the following menu to create a new rule:

(
)
(3
(4)
(
(
(

~

5)
6
7)

~

Go to Firewall -> Policies -> Filter Rules.

Click New to create a new rule.

Under Source select the group Administration be.IP.
Under Destination, select be. TP.

Select the Service Administration Ports.

Under Action select Access.

Leave the remaining settings unchanged and confirm them with OK.

Next configure a rule that allow the gateway to forward DNS queries to the Internet.

Go to the following menu to create a new rule:

(
)
(3
(4)
(
(
(

~

5)
6
7)

~

Go to Firewall -> Policies -> Filter Rules.
Click New to create a new rule.

Under Source select LOCAL.

Set Destination to Any.

Select the Service dns.

Under Action select Access.

Leave the remaining settings unchanged and confirm them with OK.

Configure a rule that allows the entire network to forward DNS queries to the gateway.

Go to the following menu to create a new rule:

(
2
3
(4)
(
(
(

~

5)
6
7)

~

Go to Firewall -> Policies -> Filter Rules .
Click New to create a new rule.

Under Source select Network Internal.
Under Destination, select be. IP.

Select the Service dns.

Under Action select Access.

Leave the remaining settings unchanged and confirm them with OK.

Now configure a rule that rejects all other queries to the gateway.

Go to the following menu to create a new rule:

Q)

Go to Firewall -> Policies -> Filter Rules.
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2)
3
4)
5)
6
7)

~

~

(
(
(
(
(
(
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Click New to create a new rule.
Set Source to ANY.

Under Destination, select be. IP.
Select the Service any.

Under Action select Deny.

Leave the remaining settings unchanged and confirm them with OK.

Now configure a rule that allows the director access to all internet services.

(
)
(3
(4)
(
(
(

~

5)
6
7)

~

Go to Firewall -> Policies -> Filter Rules.
Click New to create a new rule.

Set Source to Director.

Set Destination to ANY.

Select the Service any.

Under Action select Access.

Leave the remaining settings unchanged and confirm them with OK.

Finally configure a rule that allows the internal network to use the HTTP, HTTPS and FTP
services.

(
@)
(3
(4)
(
(
(

~

5)
6
7)

~

Go to Firewall -> Policies -> Filter Rules.
Click New to create a new rule.

Under Source select Network Internal.
Set Destination to ANY.

Select the Service Internet Ports.
Under Action select Access.

Leave the remaining settings unchanged and confirm them with OK.

Click Save Configuration and confirm with OK to save the configuration permanently.

4.3 Result

You have now configured the firewall so that the gateway can forward DNS queries to the
Internet and the internal network can access HTTP, HTTPS and FTP services. The admin-
istrator also has access to the gateway and the director can use all internet services. All
other data traffic is prevented by the gateway.



4.4 Checking the configuration

If you enter debug all on the shell for the gateway you can track how the gateway allows
or denies data traffic according to the filter rules.

143:23
128
41
i44:02
£31
i34
134
141
144:43

debug all

DEBUG/ INET:
DEBUG/ INET:
DEBUG/ INET:
DEEUG/ INET:
DEBUG/ INET:
DEBUG/ INET:
DEBUG/ IMET:
DEBUG/ INET:
DEBUG/ IMET:

SIF:
3IF:
SIF:
BIF:
SIF:
SIF:
SIF:
SIF:
SIF:

Aeoept Neczwerk Intern[1000:192.168.0.2:1396] G
Aooept Netzwerk Intern[1000:192.165.0.2:2389] ->
No Rule, Ignore [1000:192.168.0.2:8] -
Accept Administrator[1000:192.168.0.2:2393)] P
Aemept MNeczwerk Intern[1000:192.168.0.50:1396] b

Aooept
Aecept
Accept
Accept

Geschasftsfuehrer [1000:1592,168.0.50:137] -
Geschaefrsfuehrer [1000:192.168.0.50:123]
Geschasftsfuehrer [1000:152.168.0.50:8

Geschaeftsfuehrer [1000:192.165.0.50:1338

->
Tt
-

belP[1:182.1658.0.1:53] dns:17
ANY[10001:66.249,35.99:80] http:f
[10001:62.146.2.103:0] =1

belP [1:192.168.0,1:23] telnet:6

belP [1:192.168.0.1:53] dns:17
ANY[1000:192,168.0.255:137] any:il?
ANV[10001:207.46.252.189:123] any:17
ANY[10001:62.146.2.103:0] any:1l
ANY[1000:192.165.0.255:138] any:17

This debug extract shows that a ping attempt from 192.168.0.2 to the address
62.146.2.103 was rejected. DNS queries or a Telnet connection, for example, from the dir-
ector were allowed.
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Aliases for IP addresses and network address

Description

Address Type

Address / Subnet

Description

Address Type

Address / Subnet

Description

Address Type

Address / Subnet

Description

Address Type

Address / Subnet

Address groups

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

Firewall -> Addresses ->
Address List -> New

e.g. Administrator

Address / Subnet

e.g.192.168.0.2

with 255.255.255.255

e.g. Director

Address / Subnet

e.g.192.168.0.3

with 255.255.255.255

e.g. be.IP

Address / Subnet

e.g.192.168.0.254

with 255.255.255.255

e.gJ. Network Internal

Address / Subnet

e.g.192.168.0.0

with 255.255.255.0

Description

Selection

Firewall -> Addresses
->Groups -> New

Firewall -> Addresses
->Groups -> New

€.9. Administra-
tion be.IP

e.g. Administrator and
Director
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Service Sets

bintec elmeg GmbH

Description

Members

Description

Members

Filter Rules

Firewall -> Services
->Groups -> New

Firewall -> Services
->Groups -> New

Firewall -> Services
->Groups -> New

Firewall -> Services
->Groups -> New

e.g. Internet Ports

e.g. http, http (SSL) and
ftp

€.g. Administration
Ports

e.g. httpand telnet

Source Location

Destination

Service

Action

Source Location

Destination

Service

Action

Source Location

Destination

Service

Action

Source Location

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter

Administration be.IP

be.IP

Administration Ports

Access

LOCAL

ANY

dns

Access

Network Internal

be.IP

dns

Access

ANY
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Destination

Service

Action

Source Location

Destination

Service

Action

Source Location

Destination

Service

Action

Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

Firewall -> Policies -> Filter
Rules -> New

be.IP

any

Deny

Director

ANY

any

Access

Network Internal

ANY

Internet Ports

Access



Chapter 5 Security - VPN connection via a
SMS PASSCODE server

5.1 Introduction

This workshop describes the VPN IPSec Client connection of the bintec Secure IPSec Cli-
ens to a bintec VPN gateway using an additional one-time password authentication. This is
notified to the user when the connection is being set up in the form of a SMS (IPSec one-
time password). The users and their mobile telephone numbers are managed in Active Dir-
ectory on Windows Server 2008, and a bintec VPN gateway (e.g. bintec be.IP) is used for
VPN IPSec authentication purposes. The one-time password software of SMS PASSCODE
accesses the Active Directory in order to send the one-time passwords by SMS and au-
thenticates the user by using the RADIUS server (NPS) integrated in Windows Server
2008.

The GUI (Graphical User Interface) is used here for configuring the bintec VPN gateway.

bintec Secure
IF’SBC Client

Windows
== 2008 Server - 976 passggde
RADIUS-Server AR iz
(NPS)

Fig. 58: Example scenario

Handy/Smartphone

Requirements
* A bintec VPN gateway (e.g. bintec be.IP Version 10.1.1) which is accessible on the In-
ternet via its IP address or via DNS

* A Windows Server (e.g. Windows Server 2008 R2) with installed Active Directory role
and available Network Policy Server (NPS/RADIUS server)

¢ One-time password software of SMS PASSCODE Version 6 with compatible GSM mo-
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dem/SIM card (for more information see http://www.smspasscode.com)

¢ At least one bintec Secure IPSec Client

5.2 Configuration

5.2.1 Information during installation and configuration of the
SMS PASSCODE server

This section of the workshop provides some information regarding the installation and con-
figuration of the SMS PASSCODE server. The SMS PASSCODE Administration Manual
should be consulted first of all. The individual installation steps and configuration of the RA-
DIUS server are both explained in great detail in this document (see ht-
tp:/lwww.smspasscode.com).

5.2.2 Preparation for installing the SMS PASSCODE server

A RADIUS server (Windows Server 2003/2008 component) must be installed prior to in-
stalling the SMS PASSCODE server. For Windows Server 2008, as used in this example,
the RADIUS server is installed by adding the NPS role or the Network Policy Server
(Windows Server 2008 (R2)).

Prior to installing the SMS PASSCODE software, a GSM modem must be connected to the
Windows Server in order to send SMS messages. SMS PASSCODE supports GSM mo-
dems by Cinterion (previously Siemens), such as the MC35i, MC52i, MC55i, TC65 or
MC75 models.

A SIM card is required for the GSM modem in order to send SMS messages.

5.2.3 Installation of SMS PASSCODE server

When you actually install the SMS PASSCODE server software, the Simple Installation
chapter in the SMS PASSCODE Administration Manual should be used as reference.
Simple installation involves all components being installed on a single server.

The serial COM interface of the GSM modem must be selected in the Installation Wizard.
The SIM card PIN can also be entered in this dialog box.

The authentication types must be selected in a subsequent step of the Installation Wizard.

In order to be able to connect the bintec VPN gateway at a later point, RADIUS client
protection must be selected in this scenario.


http://www.smspasscode.com
http://www.smspasscode.com
http://www.smspasscode.com

f S PASSCOI 5P1 - InstallShield Wizard x|

gTB|passcode

™| Citriz ¥Web Interface protection

¥ RADIUS dlient protection

I” | 154/TMG Web Site protection
[~ 1IS Web Site protection

[~ windows Logon protection

I” | Cloud &pplication protection

I”| CAG Advanced Edition protection

Instal|shield

(| ELERERE

< Back Next > |

Fig. 59: SMS PASSCODE

5.2.4 Configuration of Web Administration Tool

Configuration using the Web Administration Tool may commence following the successful
installation of the SMS PASSCODE server. SMS PASSCODE offers separate user admin-
istration or access to the Microsoft Windows Server Active Directory. In this scenario, the
users should use the Active Directory which is added to a separate user group for this
purpose, e.g. SMS Passcode Users. Please note that a mobile telephone number must be
stored for each user.

AD Integration is enabled in the Settings -> General menu in order for the SMS
PASSCODE server to access the SMS Passcode Users user group of the Active Direct-
ory.

Settings > General ‘

Maintain General Settings

Default prefix for mobile +| 49 1-999
numbers L !

Enable AD Integration? " Disabled
% Enabled (single domain mode)
" Enabled (multi domain mode)

Globalization options E-mail:
F.n. for =sunnortinn mohile infrastruchires such as

Fig. 60: Settings -> General
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Other settings can then be made in the Policies -> User Integration Policies menu in or-
der to access the Active Directory users.

Tf this option is checked, only collect users having & mobile
. User intesgration Policies. Q) =3 nAumbar.

Spacify whether usar has to have an s-mail.

-

T mi Spacify how often to perform s synchronization. The entry
. D st be in the intervsl: [5-1440]. Defeult: 5.

€ Global Catalog (port 3268) Ratriava usars from AD using LDAR or Global Catalog?

& LDAP (port 389)

1f necessary: Specfy host name or [P address of a Domain
Server name | Controller, or specify Domain name,

(Optional) (this is narmally not necessarny if the database service runs
on a domain mambar servar)

Login: (specfied) 1f necassary: Specify login and password for AD server
wthantication.
Password: i this iz not necessary, if the database service account has

Verify password: D reed access)

Test AD authentication

Spacify name of AD group (security or distribution group)
Group Name SHE PASSCODE Users containing SMS PASSCODE users (empty = use default

igroup)
The default group is "SMS PASSCODE Users'.

Group search Optionals Specify base DH to use when searching for AD

base DN [ graug .
(Optional) {empty = seach fram rock demain naming conbaxt)

' Use systam default Specify, which international mobile number prefix =hqq|d be
P in front of all mobile phone numbers with
Default Prefix @ poc0 prefix: +|T :i:ﬁfjl plfﬁ&t of all mobile phone numbers ot 2 |

Spacify the sttribute contsining the user's mobile number
{ampty = use default).
mobile Tha default attribute is "mobila’.
Enter 3 comma separated list of attributes to search
multiple sttributes in prioritized order.

I | .
User Group Default User Group Policy = Select the User Group Policy to be assigned to the users

aptional (Advanced): Transform mobile numbars by

Mobile number search pattern applying the search pattern [regular expression] to each
mabile number and replacing the first seanch pattern match

with the replacement strin,
Mobile number replacement pattern - =l

Fig. 61: Policies -> User Integration Policies
(1) Enable the Mobile number required option.

(2) Define the Access Data for the Active Directory and the User Group of SMS
PASSCODE users.
A more precise description of the Active Directory integration of the SMS
PASSCODE server can be found in the SMS PASSCODE Administration Manual.



5.2.5 Configuration of RADIUS server to connect the VPN
gateway

The bintec VPN gateway is connected by using the RADIUS server which is already in-
stalled (NPS server role in Windows Server 2008). A RADIUS client (= bintec VPN gate-
way) is connected to the RADIUS server by using the Microsoft Management Console:

¢ Internet Authentication Service (IAS) must be used for Windows Server 2003.

* The Microsoft Management Console is used for Network Policy Server (NPS) when us-
ing Windows Server 2008.

e 2w BE I
(Local) IUS Clients

7 RADIUS Cients 3 RADIUS chents cify th network.

Name 1P Address_ Device Manufacturer | NAP- Status.
S5MS-PasscodeGW 17216105141 RADIUS Standard Mo Enabled

SHS-Passcode-GW Properties

Settngs | Advanced |
[ Enable this RADIUS client

™| Select an existing template

Address (IP or DNS):

[z 605181 Verdy... I
[~ Shared

Select an

= ' =

To manualy type a shared secret, click Manual. To sutomatically generate a shared
secret, cick Generate. Yo RADIUS client
secret entered here. Shared secrets are case sensitive.

& Manual € Generate

“ |2 ok | Cacd | iol |H—

Fig. 62: Network Policy Server (NPS)
(1) Activate the Enable this RADIUS client option.

(2) Enter a description of the bintec VPN gateway under Friendly name, e.g. SMS
Passcode-GW.

(3) Enter the IP Address or Host Name of the bintec VPN gateway, e.g.
172.16.105.141.

(4) Enter a Password for the RADIUS communication with the VPN gateway, e.g. su-
persecret.

(5) Press OK to confirm your entries.
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5.2.6 Configuration of the VPN gateway

In this scenario as regards the VPN configuration on the bintec gateway, an IPSec peer
configuration entry is created which allows the simultaneous connection of multiple clients
(IPSec Multi-User). Following the IPSec pre-shared key authentication, the one-time au-
thentication between the bintec VPN client and the SMS PASSCODE server is completed
via the RADIUS server.

In order to connect the RADUIS server to the bintec VPN gateway, go to the following
menu:

(1) Go to System Management -> Remote Authentication -> RADIUS ->New.
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Basic Parameters

Authentication Type | XAUTH v

Server I[P Address
172.16.105.131

RADIUS Secret

LTI Y

Default User Password

Priority D
Entry active @@ cnabled
Group Description Default Group 0 v

Fig. 63: System Management->Remote Authentication->RADIUS->New

Proceed as follows:

(1) Select Authentication Type xAUTH in order to enable authentication via the Windows
Server.

(2) Enter theServer IP Address, e.g. 172.16.105.131, to communicate with the Mi-
crosoft RADIUS server.

(3) Enter the shared password used for communication between the RADIUS server and
your device, €.9. supersecret.

(4) Press OK to confirm your entries.

An address pool must be created in order to assign an IP pool to the VPN profile of the
Multi-User IPSec peer.

(1) Goto VPN -> IPSec -> IP Pools -> Add .
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Basic Parameters

IP Pool Name

IPSec-Pool

IP Address Rangs
10.10.10.1 - 101010100

DIMNS Server

Primary

Secondary

Fig. 64: VPN -> IPSec -> IP Pools -> Add

Proceed as follows:
(1) Enter the name of the IP pool for IP Pool Name, e.g. TPSec-Pool.

(2) For IP Pool Range, enter the first IP address of the address pool in the first field, e.g.
10.10.10.1.

(3) Enter the last IP address of the address pool in the second field, e.g. 10.10.10.100.
(4) Click Add.

A profile must then be created in order to be able to refer to the RADIUS server.

Go to VPN -> IPSec -> XAUTH Profiles -> New.
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server

Basic Parameters

Description

SMS-Passcode

Role Server v
Mode RADIUS v
RADIUS Server Group ID STR_defaultGroupD ¥

Fig. 65: VPN -> IPSec -> XAUTH Profiles-> New

Proceed as follows in order to set up a profile:

(1) Enter a Description for this XAuth profile, e.g. SMS Passcode.

(2) Select the Role of the gateway for the XAuth authentication; in this instance, Server.
(3) Under Mode select RADTUS . Authentication is carried out via the RADIUS server.
(4) Confirm with OK.

Now the actual IPSec Peer is created.
(1) Goto VPN -> IPSec -> IPSec Peers -> New.

PraneReE e

Administrative Status @ up O Down Security Policy O Untrusted @ Trusted

Description 1Pv4 Address Assignment IKE Config Mode Server ¥
SMS-Passcode-User

Config Mode @ Pull O Push
Peer Address IP Version [ IPv4 Preferred v
signment Pool IPSec-Pool v
l 3 D EaoN ¥ Local IPv4 Address
Peer ID Fully Qualified Domain Name (FQDN) 172 16.105 141
Internet Key Exchange IKEVI ¥
eshared K
1P Version of the tunneled Networks IPv4 i3

Fig. 66: VPN -> IPSec -> IPSec Peers -> New

Proceed as follows:



bintec elmeg GmbH 5 Security - VPN connection viaa SMS PASSCODE
server

(1) Enter a Description of the peer which identifies it, e.9. SMS Passcode User.

(2) In this scenario, no IPSec peer ID is saved in order to enable the Multi-User IPSec
connections.

(3) Under Preshared Key enter the password agreed with the peer, e.g. supersecret.

(4) For IP Address Assignment, select the configuration mode of the interface; in this in-
stance, Server In IKE Configuration Mode.

(5) Select a configured IP Assignment Pool, e.g. TPSec Pool.

(6) Enter the LAN IP address of the VPN gateway under Local IP Address, e.g.
172.16.105.141.

(7) Click Advanced Settings.

(8) If selecting None (Use Standard Profile),the profile indicated as standard in
Phase 1 Profile/Phase 2 Profile is used.

(9) Select the XAUTH Profile that has already been configured, e.g. SMS Passcode.

(10) For Number of Admitted Connections, setitto Multiple Users in order to en-
able IPSec Multi-User mode.

(11) Leave the remaining settings unchanged and confirm them with OK.

5.2.7 Configuration of bintec Secure IPSec Client

The bintec Secure IPSec Clients is called up via Start -> Program -> bintec Secure
IPSec Client -> Secure Client Monitor. The bintec Secure IPSec Clients is configured
using the Wizard. The New Profile Wizard starts automatically upon first launch of the
bintec Secure IPSec Clients. Select Company Network Connection over IPSec.

Assistent fiir neues Profil @

Verbindungstyp ( bintec elmeg

‘Wie sall die Verbindung zur Gegenstelle hergestellt TG
werden?

(%) Verhindung zum Firmennetz iiber IPSec

Erstellt eine Yerbindung zum Fimmennetzwerk Liber ein vituelles privates Metzwerk [VPMN].
abgesichert Lber IPSec.

O Yerbind mit dem | et h
Erstellt gine Werbindung zum Intermet ohne weitere Parameter fiir ein virluelles privates
Metzwerk [VPM].

Fig. 67: Connection Type



Enter a name for the profile, e.9. Head Office.

Assistent neues Profil

Name des Profils
Gieben Sie hier einen unverwechselbaren Mamen fiir M?JN%E,F&TE%
das Profil gin.

Der Mame des Profilz darf jedes alphanumerizche und numerische Zeichen beinhalten
und, Leerzeichen eingerechnet, bis zu 39 Zeichen lang sein.

ﬁ Profil-N ame:
|Zentrale

[ < Zuiiick “ wieiter » i [ébblechenJ

Fig. 68: Profile Name

In the next step of the Wizard, you must select a Connection Medium over which to set up
a connection to the Internet. In our example, the LAN (over IP) selection is used as the
VPN client establishes no direct Internet access but uses an Internet access router.

Assistent fiir neues Profil

VYerbindungsmedium
Auswahl des Mediums, Uiber das die Yerbindung ?JPFE:EJE]"TE“
hergestellt werden zall

W ahlen Sie das Medium, Uber das die Verbindung hergestellt werden sall. Das
Werbindungsmedium wird fiir jedes Profil eigens eingestellt, varausgesetzt Sie haben die
entsprechende Hardware angeschlossen und in lhiem System installiert.

Soll z. B. das Internet Uber Modem genutzt werden, stellen Sie unter Werbindungsmedium
"Modem” ein und wahlen anschliefend daz gewiinzchte Modem aus.

“Werbindungsmediunm; ISDM

o
=}
=
>

=1
\D5L [PPF’UE]
#DSL [AYM-PPP aver CARI)
GPRS / LIMTS
WLAN

autornatische Medienekennung

[

[ < Zuriick “ Wwieiter » i [thlechen

Fig. 69: Connection Medium

Under the option Gateway (Tunnel Endpoint) the address at which the VPN gateway is
accessible over the Internet is saved. Enable the option Advanced Authentication
(XAUTH).
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@ Note

The Windows Active Directory logon data of the respective user can be stored for
XAUTH User Name and Password.

Assistent fiir neues Profil

VPN Gateway-Parameter } H
Zu welchern Tunnel-Endpunkt soll die Yerbindung MEHEEJEJE&

aufgebaut werden?

Geben Sie an dieser Stele den Mamen [z.B. vpnaerver. musterfima, de] oder die offizielle
|P-Adresse (2.B. 212.10.17.29] an, Uber die das WYPN-Gateway eneichbar ist.

Bei enweiterter Authentizierung (AU TH] kann der Benutzermname und das Passwort fur die
Authentisierung angegeben werden. ‘Werden keine Authentisierungsdaten angegeben, werden
diese beim erbindungzaufbau abgefragt.

o Gateway [Tunnel-Endpunkt]:

| rpnoateway. bintec-elmeg.com ‘
Enweiterte Authentizienng [ALUTH]

@ Benutzemame:
| mustermann ‘
Paszswart: Passwart [Wiederhalung):

[ < Zuriick “ Weiter » J [thlechen}

Fig. 70: VPN gateway parameters

Next, Aggressive Mode is used as Exchange Mode because the bintec be.IP router

and the bintec Secure IPSec Client are assigned dynamic IP addresses by the provider.
Set PFS Group to DH Group 2 (1024 Bit), for example. The option Use IP Com-
pressionis not employed in this configuration.

Assistent fiir neues Profil

IPS ec-Konfiguration ( bmte{ e]meg

K.onfiguration der grundlegenden Farameter fur |PSec Teldt Senp v

Hier kinnen sie grundlegende Parameter fiir IPSec angeben. Fiir die Richtlinen der
IPSec-Yerhandlung wird die Einstellung "Automatizcher Modus" verwendet.

Sollen bestirmte [KE / IPSec-Richtlinen vensendet werden, miiszen diese anschliefend in den
Piofil Einstellungen definiert und zugewiesen werden,

Austausch-Modus:

| Agoressive Mode v

PFS-Gruppe:

[[] Benutze IP-K ompression

[ < Zuriick “ Weiter » J [belechen}

Fig. 71: IPSec Configuration
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In the next step of the Wizard, the Preshared Key saved in the VPN gateway and the
IPSec ID of the VPN client are saved.

The selection in the Type field must be such that it is suitable for the actual IPSec ID (e.g.
Fully Qualified Username when using an ID in the form of an e-mail address).

Assistent fiir neues Profil

IPSec-Konfiguration - Pre-shared Key binm elm

Gemeinzamer Schliiszel fir die IPSec Telst G p Canpiny,

Werden fiir die Authentisierung keine Zertifik ate verwendet, wird fiir die Datenverschliizzelung
ein gemeinzamer 5 chlussel benttigt, der auf beiden Seiten (VPN Client und VPN Gateveay]
hinterlegt sein muss.

Fiir die IKE 1D muzs je nach ausgewahitem IKE 1D-Typ der zugeharige String eingetragen
werden.

% Pre-shared Key
Shared Secret: Shared Secret [Wiederholung):

Lakale Identitat

Tvpe: | Fully Qualiied Usermname ~ ‘

10: |c|ient1@ bintec-glmeg.com ‘

[ < Zuiiick “ wieiter » I [ébblechenJ

Fig. 72: Preshared Key

In this example, a dynamic VPN IP address is assigned to the VPN IPSec client. For this,

the option Use IKE Config Mode must be selected.

Assistent fiir neues Profil

IPSec-Konfiguration - IP-Adressen X binm elmeg

Welche IP-Adressen sollen verwendet werden? Tl v

Geben Sie hier die IP-Adresze an, welche dem Client zugewiesen werden soll. Soll die
|P-Adresse dynamisch durch die Gegenstelle zugewiesen werden, muss die Option "IKE Config
Made verwenden'" gewshlt werden.

Deswelteren kann eine |P-Adresse fr den DMS- baw. WINS-Server angegeben werden.

L

|P-&dresse:

[n000 \
(D DMS /WM Server
E? LMS Server WINS Server

[n.000 | [oooo |

[ < Zuriick “ weiter » J [belechenJ

Fig. 73: IKE Config Mode

In the final step, the Firewall of the bintec Secure IPSec Clients is configured. If the client
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is directly connected to the Internet, the firewall should be enabled.

Assistent fiir neues Profil

Firewall-Einstellungen X H
‘Welche Einstellungen sollen fiir die Firewall verwendst ?JEE}F}PJE%
werden’?

Aklivieren Sie hier die gewiinschte Firewal-Option. |st Stateful Inspection aktiviert, werden keine
Pakete von anderen Haosts akzeptiert. Zusatzlich kann MetBios over IP deakliviert werden.

' Firewall
Auzschlieblich Kormmurik.ation im Tounnel
[¥] HetBIOS iiber IP

[ < Zuriick ”. Fertigstellen ] [ Abbrechen

Fig. 74: Firewall

5.3 Testing of VPN connection/debug messages from
the VPN gateway

When establishing a connection, the bintec Secure IPSec Clients is authenticated using
the Preshared Key. A dual user/password request is then made which is authenticated via
the Windows and SMS PASSCODE servers. First of all, the login takes place here using
the respective Windows Active Directory user and password details, whereby the SMS
PASSCODE server can be assigned to a user and his/her mobile number. A one-time
password is then sent via SMS. After entering the password received via SMS, the VPN
tunnel is then fully established.
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Verbindung Kenfiguration Log Ansicht Hilfe

PBrafil: Werhindung:
[sms -

Tipp des Tages: Wie kann ich fur i
verschiedene VPN-Verbindungen jeweils |
eigene Zertifikate verwenden?

Statistik:

Verbindungszet:  00:00:40 | Timeout (sec): 0
Daten (Tx) in Byte: 0 Richtung: out
Daten (Rx) in Byte: 0 Verbindungsart: LAN
Durchsatz (kB/s): 0,000 Verschlisselung:

Enter PASSCODE

..... |

[ Ok ] ’ Abbrechen ]

Fig. 75: Secure IP Sec Client

Debug messages from the VPN gateway when establishing a

connection
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Fl: peer
Fl: pear
Pl: peer
Fl: pear
Fl: peer
Pl: peer
Fl: pear
Fl: peer
Pl: peer
Fl: pear
Pl: peer
Pl: peer
Fl: peer
Pl: peer

Initial contact notification proto 1 spidle) = [baaeafeb b0d5e4e3
Created child Peer sMS-userl-2 (30002) IF 172.16.105.130 ID mustermann@ bintec-elmeg.com for Parent sSMsS-userl (17
jdentified ip 172.16.105.141 <- ip 172.16.105.130

dﬁne id fodntany: o, [0..

Dynamic Client:

Pl: peer

Pl: peer 30002 (SMS-userl-2) s
AG[baBagfeb bodsedes
XAUTH: peer 30002 (sMs-userl-2) sa 3 (I):
HAUTH: peer 30002 (sMs-userl-2) sa 3 (I):
reguested user muskermann

XAUTH: peer 30002 (sMs-userl-2) sa 3 (ID:
peer 30002 (SMsS-userl-2) sa 3 (R):
peer 30002 (SMS-userl-2) sa 3 (R):

RADILS:

CFG:

CFG:

P2: peer
P2: peer
auth mds
P2: peer
auth mds
Activate
P2: peer
Kb rekey
Fl: pear
Pl: peer

¥AUTH: peer 30002 (SMS-userl-2) sa 3 (ID:
reguested user muslermann

HAUTH: peer 30002 (sMs-userl-2) sa 3 (I):
XAUTH: peer 30002 (SMS-userl-2) sa 3 (I):

RADTLS:

P2: pear
P2: peer
auth mds
P2: pear
auth mds
Actiwvate
P2: peer

kb rekey

30002 (SMS-userl-2) sa 3 (R):

CR):
: dcf124bb Fazzfébc
reguest

reguest

ip address
30002 (smMs-userl-2) traf O bundle 3 (R):
20002 (sMs-userl-2) traf o bundle 3 (R):
(128 hit)

30002 (SMS userl-2) traf 0 hundle 3 (RJ:
(128 _hit)

Bundle 3 (Peer 30002 Traffic -1)

30002 (smMs-userl-2) traf O bundle 3 (R):
25920 Sec/0 Kb Hb none PMTU
30002 (SMS-userl-2) sa 3 (RJ:
30002 (SMS-userl-2) sa 3 (RJ:

DPD:

DPD: sent r

30002 (SMS-userl-2) traf 0 bundle 4 (R):
30002 (smMs-userl-2) traf O bundle 4 (R):
(128 bit)

30002 (SMS-userl-2) traf 0 bundle 4 (R):
(128 _bit)

Bundle 4 (Peer 30002 Traffic -1)

30002 (sMS-userl-2) traf 0 bundle 4 (R):
25820 Sec/0 kKb Hh none PMTU

0 () sas3 172, 16 105.141 <= 1
0 (9 sa 3 ID: 105.130
0 () sas ID: 172.16.105.130
0 () sa3 ID: 172.16.105.130
0 () sa3 ID: 172.16.105.130
0 () sas ID: 172.16.105.130
0 (3 sa3 0 ID: 172.16.105.130
0 () sa3 ID: 172.16.105.130
0 () sas ID: 172.16.105.130
0 () sa3 ID: 172.16.105.130
0 () sa 3 ( Ip: 172.16.105.130:
0 () sas 'H Ip: 172.16.105.150:
1 (sMS-userl) sa 3 (R): identified ip 172.
1 (sms-userl) sa 3 (R): notify id fodnCany:
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172,16,105,130
110952 (Mo Id) s ‘daBEQ}?ESOOlOOOO
110952 (No Id) is 'draft-ferf-ipsra-isakmp-xauth-08'
110952 (Mo Id) s 'draft-jetf-ipsec-nat-t-ike-03'
110952 (Mo Id) s ‘draft tf-ipsec-nat-t-ike-02'
110952 (Mo 1d) s 'draft-erf-ipsec-nat-t-ike-00
110952 (Mo Id) s '4a3131cB81070358455¢5728F200954 521"
210952 (Mo Id) is 'Dead Peer Detection (DPD, RFC 3706)°"
110952 (No Id) is ‘Cbled48b6d68269bb411b61307bc9207
110952 (Mo Id) TS 'c6lbacalf1a60ccl0300000000000000°
10952 (Mo Id) s '4048b7d56ebceB3525a7de7F00dEC2d3 0000000
10952 (Mo Ic) TS '12f5F28c4 57168a%702d9fe274cc0100’

16.105.141 <- ip 172.16.105.130
0, [0..5]=rt3002) <- id usréf dn(any 0, [0..15] =mustermanné@teldat.de J:
: dcfl24bb fazzfebc
5]=rt3002) <- id usr&fgdnCany:0, [0..15]=mustermann@teldat.de )

client for extended authentication

reply for extended authentication receiwved

client for extended authentication

request for ip address received

100.100.100.2 assigned
created 0.0.0.0/0:07< any > 100.100.100.2/32:0 rekeyed 0
sa 5 established Esp[5e154fc4] in[0] mode tunnel enc aes-chc (128 bit)

Sh 6 established esP[8h23d731] ocut[0] mode tunnel enc aes-che (128 hit)

established ¢172.16.105.141<->172.16.105.130) with 2 sas 1ife 283800 sec/0

received requast seguenca 2079799787

esponse sequence 2079795787

reply for extended authentication received

reply for extended authentication receiwved
extended authentication fnr userlnuqunnnn succeeded

created 0.0.0.0/0: > 100.100.100.2/32:0 rekayed 3
sa 7 established ESP[3b8C19bC] in[0] mode tunnel enc aes-che (128 bit)

sha 8 established ESP[ddc2f16bh] out[0] Mode tunnel enc aes-chc (128 bit)

established (172.16.105.141<-»172.16.105.130) with 2 sas 1ife 28300 sec/0
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5.4 Overview of Configuration Steps

Installation of SMS PASSCODE server

RADIUS client pro- SMS PASSCODE -> Install Shield Wiz-

tection ard
Configuration of Web Administration Tool
Field Menu

Enable AD Integra- Settings -> General

tion

Mobile number re- Policies -> User Integration Policies
quired

AD Credentials Policies -> User Integration Policies

Group Name Policies -> User Integration Policies

Configuration of RADIUS server
Field Menu

Enable this RADI- Network Policy Server -> RADIUS Cli-
US client ents

Friendy name Network Policy Server -> RADIUS Cli-

ents
Address (IP or Network Policy Server -> RADIUS Cli-
DNS) ents
Shared secret Network Policy Server -> RADIUS Cli-
ents

Configuration of the VPN gateway

Field Menu
Authentication System Management -> Remote Au-
Type thentication -> RADIUS -> New

Server IP Address System Management -> Remote Au-
thentication -> RADIUS -> New

RADIUS Password System Management -> Remote Au-
thentication -> RADIUS -> New

Create IP Address Pool

IP Pool Name VPN -> IPSec -> IP Pools -> Add

bintec elmeg GmbH

Value

Enabled

Value

Enabled (single
domain mode)
Enabled
Login/Password

€.0. SMS PASSCODE

Users

Value

Enabled

€.0. SMA Passcode GW

eg.172.16.105.141

€. 0. supersecret

Value

XAUTH

eg.172.16.105.131

€. 0. supersecret

Value

€.g. IPSec Pool
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IP Pool Range VPN -> IPSec -> IP Pools -> Add eg.10.10.10.1 -
10.10.10.100

Create XAUTH Profile

Field Menu Value

Description VPN -> IPSec -> XAUTH Profiles -> e.g. SMS Passcode
New

Role VPN -> IPSec -> XAUTH Profiles -> Server
New

Mode VPN -> IPSec -> XAUTH Profiles -> RADIUS
New

Configure IPSec Peers

Field Menu Value

Description VPN -> IPSec -> IPSec Peers -> New e.g. SMS Passcode
Users

Preshared Key VPN -> IPSec -> IPSec Peers -> New €. Q. supersecret

IP Address Assign- VPN -> IPSec -> IPSec Peers -> New Server In IKE Con-

ment figuration Mode

IP Assignment VPN -> IPSec -> IPSec Peers -> New IPSec Pool

Pool

Local IP Address VPN -> IPSec -> IPSec Peers -> New e.g.172.16.105.141

Phase 1 Profile VPN -> IPSec -> IPSec Peers -> New -> None (use Default
Advanced Settings Profile)

Phase 2 Profile VPN -> IPSec -> IPSec Peers -> New -> None (use Default
Advanced Settings Profile)

XAUTH Profile VPN -> IPSec -> IPSec Peers -> New -> SMS Passcode

Advanced Settings

Number of Admit- VPN -> IPSec -> IPSec Peers -> New -> Several users
ted Connections Advanced Settings

Configuration of bintec Secure IPSec Client

Connection Type  Wizard for new profile Connection to com-
pany network via
IPSec

Profile Name Wizard for new profile Head Office

Connection Medi- Wizard for new profile LAN (over IP)

um
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bintec elmeg GmbH

Gateway (Tunnel
Endpoint)

Advanced authen-
tication (XAUTH)

Login name
Password
Exchange Mode
PFS Group
Shared secret

Shared Secret
(Retry)

Type

ID

IP address assign-
ment

Stateful Inspection
NetBIOS over IP

Wizard for new profile

Wizard for new profile

Wizard for new profile
Wizard for new profile
Wizard for new profile
Wizard for new profile
Wizard for new profile

Wizard for new profile

Wizard for new profile

Wizard for new profile

Wizard for new profile

Wizard for new profile

Wizard for new profile

€.0. vpngate-
way.bintec-elmeg.c

om

Enabled

€.0. mustermann

€. 0. supersecret
Aggressive Mode

DH Group 2 (1024 Bit)
e.g. bintec elmeg

€.0. bintec elmeg

e.g. Fully Qualified
Username

e.g.cli-
entl@bintec-elmeg.
com

Use IKE Config
Mode

off
Enabled
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