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Legal Notice

Warranty

This publication is subject to change.

bintec offers no warranty whatsoever for information contained in this manual.

bintec is not liable for any direct, indirect, collateral, consequential or any other damage connected to the delivery,
supply or use of this manual.
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Chapter 1 Software Updating Via FTP

1.1 Introduction

Our routers execute software known as be.CLI, which is made up of various elements:
e BOOT

This is a small start-up program recorded in a read-only device. It is almost impossible to lose and allows the user
to restore a device under extreme circumstances. This element cannot be updated via software.

* BIOS FLASH

It is the basic interface with the router's hardware, detaching (for the most part) the latter from the be.CLI. Vari-
ations produced in the hardware (e.g. changing the integrated circuit used to control PSTN) are transparent to the
be.CLI

¢ be.CLI

This is the part of the code that handles internetworking processes (IP routing, X.25, IPSec, ATM, etc) and the con-
figuration and monitoring console. This is also known as application.

¢ Auxiliary Files (*.BFW, ...)

In order to simplify the modular updating of routers, as well as to reduce the size of the be.CLI, certain blocks are
provided as independent files. The need for these depends on the available hardware. For instance, our devices
support various ADSL chipsets that, depending on the one available in your device, will need one firmware (BFW)
or another.

* Image file(*.img)
In some devices, the BIOS, be.CLI and FWs are distributed in a single file whose extension is img.

The updating of the software used in our routers is done by replacing one or several of the elements that were previ-
ously mentioned. This manual explains how to update the software via FTP.

1.2 Updating Process

Our routers have an FTP server to which files for device software updating can be transferred. This server is only ac-
cessible if the device has started up correctly (application correctly executed).

1.2.1 Distributing with BIOS, be.CLI and FWs files

The steps to execute updating are as follows:
(1) Extract the distribution content to a directory; if successful, the content will not have altered.

(2) Connect to the device FTP server (you need a user and a password: default is user admin with password ad-
min. If no user is configured, default user is root without a password).

ftp 192.168.0.254

Connected to 192.168.0.254.

220 FTP server ready, 1 active clients of 1 simultaneous clients allowed.
Name (192.168.0.254:admin): admin

331 User name accepted, need password.

Password: ***x*

230 User login complete.

Remote system type is UNIX.

ftp>

(8) Configure the binary mode through the bin command, and optionally, HASH marking through the hash com-
mand.

ftp> bin

200 TYPE is set to IMAGE.

ftp> hash

Hash mark printing on (1024 bytes/hash mark).
ftp>

(4) Transfer the BIOS FLASH through put <bxxx.bin>.
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(6)

(6)

@)

(8)

©)

ftp> put bxxxx.bin

local: bxxxx.bin remote: bxxxx.bin

200 PORT is set to IP ADDR = 192.168.1.50 PORT = 58804

150 Data connection open, checked file transfer in process...
S R R
R R R R R R R R R R R R R R R R
FHE
226 STOR completed, 268160 bytes processed, data connection is closed.

268160 bytes sent in 0.22 secs (1172.4 kB/s)

ftp>

Once the transfer is complete, execute recording through quote site savebuffer.

ftp> quote site savebuffer
200 SAVEBUFFER completed O.K.
ftp>

Transfer the application through put <application.bin>.

ftp> put rxxxxx.bin

local: rxxxxx.bin remote: rxxxxx.bin

200 PORT is set to IP ADDR = 192.168.1.50 PORT = 45801

150 Data connection open, checked file transfer in process...

F R R R R R R R
FH R R R R
R R R R
FHEHH R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R
R R
F R R R R R
FH R R R R
R R R R
B
R R
F R R R R R R R R R
FH R R R R
R R R R
B
R R R
F R R R R R
226 STOR completed, 7185536 bytes processed, data connection is closed.

7185536 bytes sent in 2.99 secs (2348.7 kB/s)

ftp>

Once the transfer is complete, execute the recording command quote site savebuffer.
ftp> quote site savebuffer

200 SAVEBUFFER completed 0.K.
ftp>

One by one, transfer and store the required firmware (files with bfw extension) through the put <firmware.bfw>

and quote site savebuffer commands. To determine the necessary firmware, please see Information required
for updating on page 8

ftp> put £w000013 standard.bfw

local: fw000013_standard.bfw remote: fw000013 standard.bfw

200 PORT is set to IP ADDR = 192.168.1.50 PORT = 58248

150 Data connection open, checked file transfer in process...
R R R R R R
g dddsdddsdsatddsddsddsddsdddtasdsdddstsdsdddassdddddsddatdsdddddddsttsttsastsdsstssttatdsi
FHEE A R R R
226 STOR completed, 249472 bytes processed, data connection is closed.

249472 bytes sent in 0.10 secs (2543.7 kB/s)

ftp> quote site savebuffer

200 SAVEBUFFER completed 0.K.

ftp>

Finally (and optionally), there is a command that lets you check if the device has all required files and if the ele-
ment versions are coherent with each other.

ftp> quote site coherence
211-COHERENCE results
be.CLI v11l.1.2 ID 0x00000039 HDW LVL 17
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BIOS v4.8 HDW LVL 5
fw000013.bfw v3.9 HDW LVL 14
211 COHERENCE results end
ftp>
You can also check the integrity of a file by calculating its MD5 signature and contrasting it with that included
in the distribution .md5 file.

ftp> quote xmd5 fw000013.bfw
250 8a85aeelbb05ab776d3a61£4£a803666
ftp>
(10) Restart the device through the quote site reload on; if you exit normally from FTP, the device restarts after

some 30 seconds. If you exit FTP through CTRL.-C, the device restarts immediately. You can also restart said
device through load immediate (console command).

ftp> quote site reload on
200 RELOAD mode is set to ON.
ftp> quit

221 Goodbye.

>

load immediate

Are you sure to reload the device (Yes/No)? yes

@ Note

Occasionally, a transfer command may fail if the device does not have enough free volatile memory. In
this case, activate direct mode through quote site direct on before executing said transfer and deac-
tivate it as soon as the transfer has has finished (quote site direct off). Direct mode causes the trans-
ferred file to directly save to Flash (instead of the temporary buffer), prior to recording. If you have a
high speed connection, the transfer executes in bursts with pauses when recording to Flash.

1.2.2 Distributing with the be.CLI Image file (IMG)

The steps to execute updating are as follows:
(1) Decompress the distribution content to a directory: if successful, the content won't have altered.

(2) Connect to the device FTP server (you'll need a user and password: default is user admin with password ad-
min. If no user is configured, the default user is root without a password).

ftp 192.168.0.254
Connected to 192.168.0.254.
220 FTP server ready, 1 active clients of 4 simultaneous clients allowed.
Name (192.168.0.254:admin): root
331 User name accepted, need password.
Password:
230 User login complete.
Remote system type is UNIX.
ftp>
(8) Configure the binary mode through the bin command, and optionally, HASH marking through the hash com-
mand.

ftp> bin

200 TYPE is set to IMAGE.

ftp> hash

Hash mark printing on (1024 bytes/hash mark) .
ftp>

(4) Transfer the be.CLI image through put <be.cli-model-profile-version.img>.

ftp> put be.cli-rm5000-11.01.2.img

local: be.cli-rm5000-11.01.02.img remote: be.cli-rm5000-11.01.02.img

200 PORT is set to IP ADDR = 192.168.1.50 PORT = 55878

150 Data connection open, checked file transfer in process...
R
R R R R R R
FHE R R
FH R R
226 STOR completed, 8500566 bytes processed, data connection is closed.

8500566 bytes sent in 3.67 secs (2261.1 kB/s

ftp>
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(5) Once the transfer is complete, execute the recording command through quote site savebuffer.

ftp> quote site savebuffer
200 SAVEBUFFER completed O.K.
ftp>
(6) Finally (and optionally), there is a command that lets you check if the device has all required files and if the ele-
ment versions are coherent with each other.

ftp> quote site coherence
211-COHERENCE results
be.CLI v1l.1.2 ID 0x00000039 HDW LVL 17
BIOS v4.8 HDW LVL 5
fw000013.bfw v3.9 HDW LVL 14
211 COHERENCE results end
ftp>
(7) Restart the device through quote site reload on; if you exit normally from FTP, the device restarts after some
30 seconds. If you exit FTP through CTRL.-C the device restarts immediately. You can also restart the device
using the console command load immediate.

ftp> quote site reload on
200 RELOAD mode is set to ON.
ftp> quit

221 Goodbye.

>

load immediate

Are you sure to reload the device (Yes/No)? yes

@ Note

Occasionally, a transfer command may fail if the device does not have enough free volatile memory. In
this case, activate direct mode through quote site direct on before executing said transfer and deac-
tivate it as soon as the transfer has has finished (quote site direct off). Direct mode causes the trans-
ferred file to directly save to Flash (instead of the temporary buffer), prior to recording. If you have a
high speed connection, the transfer executes in bursts with pauses when recording to Flash

1.3 FTP Features

1.3.1 INTEGRITY Test

A system in the device lets you check the integrity or coherency of the main file system contents. The following com-
mand is used to check if the device is capable of booting with the available software:

* SITE COHERENCE

This command returns the complete software check as response. Said response begins with a numerical figure
(see the RFC). If the figure begins with a 2, checking is OK. If not, the device reports the problem (to correct it) in
the response.

& Note

This operation is limited to checking all necessary software is present and the interdependence of the
different modules regarding the software release needs is correct. A positive response does not mean
the device is remotely accessible as this implies the configuration is correct (this isn't checked). Like-
wise, a negative response does not necessarily imply the device cannot boot or isn't remotely access-
ible.

Other commands used to obtain information:
e SITE GETAPPNAME

This returns the application file name used to boot the device. This tells you which file is used when there are vari-
ous files with a BIN extension.

» SITE GETBIOSVER

Returns the device BIOS version number.
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* SITE GETCFGNAME

Returns the configuration file name used to boot the device. This tells you which file is used when there are various
files with a CFG extension.

* SITE GETFILEVER

This requires a parameter (file name) and returns the file version number when it has the bintec application format.
This tells clients (if they support this) the application release version.

* SITE GETHDWLVL

Returns the device hardware version number. This consists of two numbers: one for the BIOS and the other for ap-
plications.

* SITE LISTFIRMWARES

Returns the firmware file list needed by the device so certain devices can operate. This tells clients (if they support
this) the necessary firmware modules to ensure the device operates correctly.

» SITE SYSTID

Returns the system identifier. Said identifier indicates the type of device you are dealing with. Lets clients (who
support this) know what software has to be sent.

1.3.2 CHECK Mode

This command enables the device to execute a series of automatic checks and actions to manage the received files,
making them easily detectable as known files. Detected known files a .BIN, .BFW or .IMG extension. Various actions
can be controlled through this command. Checks on files (detected as known) can only be executed when test mode
is disabled.

* SITE CHECK ALL OFF | ON

Activates/deactivates all checks and actions.
» SITE CHECK BIOS OFF | ON

Activates/deactivates the rejection of applications, which need a newer version of the BIOS than the one currently
running on the system.

* SITE CHECK CRC OFF | ON

Activates/deactivates software integrity checking (CRC). WARNING: in direct on mode (please Distributing with
BIOS, be.CLI and FWs files on page 1 and Distributing with the be.CLI Image file (IMG) on page 3), if the CRC
file is erroneous, the file will be recorded in the file system and the old one eliminated.

* SITE CHECK DELETE OFF | ON

Activates/deactivates automatic deleting of the temporary buffer content once site savebuffer has executed cor-
rectly. This occurs when the operation is configured to accept simultaneously connections from one client only.
Said operation affects all files (not just those detected as known).

* SITE CHECK FIRMWARE OFF | ON

Activates/deactivates the checking on the necessity and compatibility of firmware received with the applications
and the current operating environment.

* SITE CHECK HARDWARE OFF | ON

Activates/deactivates the rejection of applications whose imprinted hardware version (or hardware level) is prior to
that marked in the device. When activated, this ensures the software received is capable of supporting or rectifying
any known hardware problems in the device. ATTENTION: if this is deactivated, the device may malfunction after
the restart and start up.

* SITE CHECK LENGTH OFF | ON

Activates/deactivates software integrity check (Length). ATTENTION: in direct on mode (please see Distributing
with BIOS, be.CLI and FWs files on page 1 and Distributing with the be.CLI Image file (IMG) on page 3), if the file
length is erroneous (different from a multiple of 128), it will have been recorded in the file system and the old one
eliminated.

* SITE CHECK PATH OFF | ON

Activates/deactivates automatic sending of acknowledged files received (BIOS to the BIO system) when the sys-
tem is in direct off mode (please see Distributing with BIOS, be.CLI and FWs files on page 1 and Distributing with
the be.CLI Image file (IMG) on page 3) when site savebuffer is executed instead of sending them to the active
system.
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* SITE CHECK PROFILE OFF | ON

Activates/deactivates the dropping of files when their profile extension is different from the file currently active in

the device.

e SITE CHECK RENAME OFF | ON

Activates/deactivates automatic renaming of received file. When this is active, it uses the name imprinted on the in-
side of the file instead of using the name received through the stor command.

* SITE CHECK SYSTEM OFF | ON

Activates/deactivates automatic files system selection. Default is active. Said command actually has no effect as
the operation executes on establishing a connection with the client and cannot be modified during the session. This
is implemented as a mirror of the command in the configuration, which is effective. When activated (and when the
files system - activated by default - isn't configured), the first system activates on establishing a connection with the
client depending on device availability. Priority (higher to lower) is as follows:

DSK FDA SMC FCO BIO MEM TST TS1 NUL
e SITE CHECK UNKNOWN OFF | ON

Activates/deactivates rejection of files detected as unknown. Said files have a .BIN, .BFW or .IMG extension but do
not have a software format recognized by the device. With this rejection active, the files are not accepted and an
error message appears (if they are received).

e SITE CHECK VERSION OFF | ON

Activates/deactivates rejection of files whose version is prior to that currently active in the device.

The sat command lets you view the state of the checks. Each active check appears with its initial letter while inactive
ones are represented by a hyphen. Where all or none are active, ALL or NONE appears respectively.

1.4 Known Problems

1.4.1 Error writing file (550)

This error message is normally sent by the server to the client when the latter sends a file and the file system has in-
sufficient space to store it or, an internal error has been produced.

* When this happens in direct on mode (please see Distributing with BIOS, be.CLI and FWs files on page 1 and
Distributing with the be.CLI Image file (IMG) on page 3), this means the file system has insufficient space to store
said file. Check to see if you should delete files from the file system so you can send the new one.

* When this happens in direct off mode (please see Distributing with BIOS, be.CLI and FWs files on page 1 and
Distributing with the be.CLI Image file (IMG) on page 3), this means the temporary memory buffer is full and can-
not fully store the file. For more information, execute command:

SITE STATBUFFER

The information received is interpreted in the following way:

MAX

If the figure is less than the total file length, the temporary buffer is incapable of
storing the file. To resolve this, configure the temporary buffer size (to store the
file) using temp-buff (console command). You could also try downloading again
in direct on mode (please see Distributing with BIOS, be.CLI and FWs files on
page 1 and Distributing with the be.CLI Image file (IMG) on page 3).

REQ

If the figure is less than the total file length, the temporary buffer cannot get more
memory from the system and, in turn, this implies the device does not have suffi-
cient memory to execute secure downloads. or resolve this, deactivate the dir-
ect on mode (please see Distributing with BIOS, be.CLI and FWs files on page
1 and Distributing with the be.CLI Image file (IMG) on page 3) and try resending
the file.

1.4.2 Connection closed by remote host

This error is produced by the Windows FTP client. This implies the connection has been closed by the server but in
fact it has been closed by the client. This error usually occurs under the following circumstances.

bintec elmeg
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* The Server is executing a site savebuffer command. The device continues executing the operation normally even
though the connection has been cut off. This happens because the execution time can be quite long and the client
assumes the server has lost the connection as the latter takes so long in replying.

226 STOR completed, 9414766 buytes processed, data connection is closed.
ftp: 2414766 bytes sent in 5.85Seconds 16879 .64Khytes sec.
ftp> guote site savebuffer

Connection closed by remote host.
ftp>

In FTP Clients on page 10, we have provided details on some FTP clients that can be used to transfer files to or
from the router as an alternative. We have also explained how to update the software through each of them.

* The problem occurs in the middle of transmitting a file. This could be a problem with the traffic control systems,
which do not allow transmission if one of the TCP ports involved in the transfer is not port 20. The client therefore
needs to send a port command to the server, as the device tries to ensure one of the ports is port 20.

1.4.3 File transfer has stopped

Occasionally (with some files) a problem arises that stops the file being sent. While this does not occur with all files,
when it does happen, it always happens. This problem arises when the Windows FTP client sends TCP packets with
an erroneous checksum and, consequently, cannot send the file. We don’t know why this behavior occurs with spe-
cific files but it can be resolved by using a different FTP client.

1.4.4 Unable to open file (550)

This is an error response normally sent by the server to the client (when a file is sent) indicating the file cannot be
opened in the server.

Some clients only send the file name to the remote server while others send both the name and the local path.

This effect appears when the server is in direct on mode (please see Distributing with BIOS, be.CLI and FWs files
on page 1 and Distributing with the be.CLI Image file (IMG) on page 3) and the client includes the local path in the
file name it's sending.

Example with a Linux client:

ftp> put ../ xxxxx/rxxxx.bin

local: ../  xxxxXX /rxxxx.bin remote: ../  XXXXX /rxxxx.bin
200 PORT is set to IP ADDR = 172.24.75.193 PORT 50021

150 Data connection open, checked file transfer in process..
FHEFFHEEERE R R SS A

netout: Connection reset by remote peer

550 Unable to open file.

The storage system where the server is operating and in direct on is “/DSK’ when sending the file name as
£./_85xx/becli.bin” the device will try and open said file in “/_85xx/becli.bin” As “/_85xx doesn't exist, the file cannot
be opened so the available storage systems request an address from the root system.

To resolve this problem, use specific client commands to manage the file name in remote systems (each client has
their management) or, specify the name the remote system must use as shown below:

Example with Linux client:

ftp> put ../  xxxxx /rxxxx.bin rxxxx.bin

local: ../ =xxxxx / rxxxx.bin remote: rxxxx.bin

200 PORT is set to IP ADDR = 172.24.75.193 PORT 50021

150 Data connection open, checked file transfer in process..
FHEFFHERE R ARSI L

226 STOR completed, 7214720 bytes processed, data connection is closed.
7214720 bytes sent in 41.73 secs (169.1 kB/s)

1.4.5 Unix Clients (ASCIl mode)

Warning: ftp clients from the World of Unix, Linux and other similar operating systems, by default use ASCII to send
files. Binary files the devices need must be sent in binary mode, which must be activated in the client through the
corresponding command (usually binary). Even though this is not necessary in Window environments; it'’s a good
idea to always activate it.

If binary mode is not activated to transfer files to the device, the following problems may arise:
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* DIRECT ON Mode (please see Distributing with BIOS, be.CLI and FWs files on page 1 and Distributing with the
be.CLI Image file (IMG) on page 3):

- CHECK LENGTH | CRC ON (COMPATIBLE ON) mode: If this is binary file ac-
knowledged as application or firmware, this is considered incorrect and a length
error or a CRC error is produced. At this point, the file that has been sent and
saved is incorrect and it’s possible the device won't start up.

- CHECK LENGTH | CRC OFF (COMPATIBLE OFF) mode: In this case, an er-
ror is not produced so the problem is underlying. At this point, the file that has
been sent and saved is incorrect and it'’s possible the device won't start up.

* DIRECT OFF Mode (please see Distributing with BIOS, be.CLI and FWs files on page 1 and Distributing with the
be.CLI Image file (IMG) on page 3) :

- CHECK LENGTH | CRC ON (COMPATIBLE ON) Mode: If this is a binary file
acknowledged as application or firmware, this is considered incorrect and a
length error or a CRC error is produced. The file is located in the system/MEM
and nothing happens until the site savebuffer command has been sent. At this
point, a corrupt file is saved and it's possible the device won't start up.

- CHECK LENGTH | CRC OFF (COMPATIBLE OFF) Mode: If this is a binary file
acknowledged as application or firmware, this is considered incorrect and a
length error or a CRC error is produced. The file is located in the system/MEM
and nothing happens until the site savebuffer command has been sent. At this
point, a corrupt file is saved and it is possible the device won't start up.

1.5 Information required for updating

1.5.1 How to determine the appropriate distribution and the appropriate binary

To update a device, you need to know its identifier and the current license. This information can be obtained as fol-
lows:

* In console (local or bintec) through the monitoring command configuration (RM5000).

*monitor
+configuration
bintec elmeg's Router, RM5000 S/N: 848/00110
SWL:BASE
ID: RM5000
Boot ROM release:
BIOS CODE VERSION: 01.02 May 3 2016 10:33:19 LO
System Info:
PCB:0x14B PVR:0x80241021 SVR:0x85480010 T1024
CLKs: PLAT=400 CPU0/1/2/3=1400/1400/1400/1400 DDR(clk)=1584 LBUS=50 PCI0/1/2/3=0/0/0/0
Watchdog:Enabled
MMU Mode:Dynamic
ICache:ON DCache:ON Write-Back L2Cache:ON
Time Base: frequency = 25000 KHz period = 40.000 ns
Software release: 11.01.02-Beta-1b08£55+ Nov 22 2016 11:38:20

Loaded from primary partition

Hostname: Active user: admin
Date: Tuesday, 11/23/10 Time: 12:23:59

Router uptime: 24ml0s

Name Protocol

IP Internet Protocol

IP6 IPvV6

ARP Address Resolution Protocol

CFM Connectivity Fault Management

ASRT Adaptive Source Routing Transparent Enhanced Bridge
DLS Data Link Switching

dotlX Extensible Authentication Protocol Over LAN
RIP Route Information Protocol

OSPF Open SPF-Based Routing Protocol

BGP BGP

BFD Bidirectional Forwarding Detection

NHRP Next Hop Resolution Protocol

DHCP Dynamic Host Configuration Protocol
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SNMP SNMP

IGMP Internet Group Management Protocol
PIM Protocol Independent Multicast
MSDP Multicast Source Discovery Protocol
RPNG RIPng

OSPFv3 OSPFv3
DHCPV6 DHCPV6

1 interfaces:

Connector Interface MAC/Data-Link Status
EXP/SWITCH ethernet0/0 Ethernet/IEEE 802.3 Up
SNMP OperStatus:

Interface OperStatus

ethernet0/0 Up

Cellular Driver Version: 00.09
WLAN Driver Version: 9.5.0.35.1
+

Or with another type of license:

M1-CLI *monitor
Console Operator
M1-CLI +configuration
bintec elmeg's Router, RSM501 4GESW 34 4001 S/N: 819/54295
ID: RSM501-31F128R L34.4001
Boot ROM release:
BIOS CODE VERSION: 04.08 Sep 15 2016 14:24:32 LO
System Info:
PCB:0x13A GPPORCR:0x00000000 PVR:0x80212151 SVR:0x80F90110
CLKs: CCB=396000 CPU0/1=792000/0 DDR(clk)=330000 LBUS=99000 PCIO0/1=0/0
Watchdog:Enabled
MMU Mode :Dynamic
ICache:ON DCache:ON Write-Back L2Cache:ON
Time Base: frequency = 49500 KHz period = 20.202 ns
Software release: 11.01.02-Beta-1b08£55+ Nov 22 2016 13:22:43

Loaded from primary partition

Hostname: M1-CLI Active user:

Date: Thursday, 10/12/00 Time: 00:08:33

Router uptime: 8m32s

Name Protocol

IP Internet Protocol

IP6 IPv6

ARP Address Resolution Protocol

CFM Connectivity Fault Management

ASRT Adaptive Source Routing Transparent Enhanced Bridge

dotlX Extensible Authentication Protocol Over LAN

RIP Route Information Protocol

OSPF Open SPF-Based Routing Protocol

BGP BGP

BFD Bidirectional Forwarding Detection
NHRP Next Hop Resolution Protocol

DHCP Dynamic Host Configuration Protocol
L2TP L2TP

SNMP SNMP

IGMP Internet Group Management Protocol
PIM Protocol Independent Multicast
MSDP Multicast Source Discovery Protocol
RPNG RIPng

OSPFv3 OSPFv3
DHCPV6 DHCPvV6

3 interfaces:

Connector Interface MAC/Data-Link Status
EXP/SWITCH ethernet0/0 Ethernet/IEEE 802.3 Up
ANT1 cellularl/0 Async serial line Down
ANT1 cellularl/1 NIC interface Down

SNMP OperStatus:
Interface OperStatus

ethernet0/0 Up

Software Updati ia FTP
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cellularl/0 Down
cellularl/1 Down
Cellular Driver Version: 00.09
WLAN Driver Version: 9.5.0.35.1
M1-CLI +

¢ Via FTP, using the quote site systid command.

ftp> quote site systid
211 RM5000
ftp>

To identify the distribution corresponding to the device, simply check the first part of the identifier (old system li-
censes) or the entire identifier (new system licenses):

(1) RM5000, all the identifier (new system licenses)
(2) RSM501-31F128R L34.4001, the first part of the identifier (old system licenses)

To determine how much available Flash there is, check the number preceding the letter F (for Flash) and for
SDRAM, the number preceding the letter R (for RAM), both quantities are expressed in Megabytes.

To identify what application binary should be downloaded in your device, check the version_map.txt file included in
the distribution and find the first condition this fulfills.

RM5000, *F, *R, *, rm5000.bin, RM5000

1.5.1.1 How to determine the necessary firmware

There are two options to determine what firmware(s) a device needs:

(1) The FTP server command quote site listfirmwares, which returns a list with the firmware file names included
in the distribution that must be sent.

ftp> quote site listfirmwares
211 fw000013.bfw
ftp>

(2) The system firmwares-required command.

*monitor
Console Operator

+system firmwares-required

List of required firmwares for detected hardware

Filename Description Version/Subv

fw000013.bfw Broadcom 63268-TSS VDSL2/ADSL2+ POTS Not present

1.6 FTP Clients

As already mentioned in previous chapters, there are several commands in FTP that due to their nature, take quite a
long time to execute. Because of this, some FTP clients decide to cut off connections when they don't receive a re-
sponse in the established time, believing that there is a problem with the server. The Windows FTP client is among
these clients. In the following paragraphs, we have explained how to use and configure determined FTP clients to
avoid this problem in processes as critical as software updating. Here the process is explained using the site save-
buffer command; however the same method can be applied if you activate direct mode through site direct on com-
mand (please see Distributing with BIOS, be.CLI and FWs files on page 1 and Distributing with the be.CLI Image
file (IMG) on page 3).

1.6.1 FileZilla Client

FileZilla is an open code multiplatform FTP client with free software, licensed under the GNU General Public License.

It supports FTP, SFTP and FTP over SSL/TLS (FTPS) protocols.

Its user friendly and intuitive interface shows the local and the remote windows, allowing files to be passed from one
to another through multiple techniques including drag and drop.

bintec elmeg



@ Note
The images shown here are for the Windows version, however the operating mode is the same for both

Windows and Linux operating systems.

z FileZilla
File Edit ‘iew Transfer Setwer Bookmarks Help
Ad-FEerler ke NN
| Hiosk: I:I Username: I:I Passward: | | Park: | | L Guickconnect JB
Local site: |C:'|,Documents and Settings! w | Remate site;
i =) Documents and Settings -
B3 All Users |
[#{3) Default User
{5 LocalService
#4710 NehwnrkService el
Filename Fillesize  Filetype Last modified
o
Filename ¢ Filesize = Filetype Last modified P
Mok connected to any server
£ i N 1l | 2l
Empty directory, Mot connected.
ServerfLocal file Direction | Remote File Size  Priority Status
—l Queued files 1 Failed transfers l Successful transfers J
B Quele: emply ee .

Before beginning the updating process, increase the response wait time to prevent connections from being cut off
while site savebuffer is executing. To do this, carry out the following:

(1) From the Edit menu, select Settings.

d

Wiew Transfer Server EBookmarks Help

File
",_i Metwork, configuration wizard. .. u & Exlel b+ ]

: Clear private data...
| Hos Password: | | Port: | | L Quickconnect JB

Settings. ..

Click on the Connection option and modify Timeout in seconds by assigning it a value of at least 100 seconds.

)
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®)

Settings

Active mode
Passive mode
FTP Proxy
SFTR
GENEFC proxy
[=J- TransFers
File Types
File exists action
[=)- Interface
Themes
Date/time Format
Filesize Format
File lisks
Language
[=J- File editing

[ oK

[ Cancel

X

Cveryiem

For more detailed information about what these options do, please run the
nebwork configuration wizard,

[ Run configuration wizard now, ., ] 2

Ti

Timeaut in seconds: (5-9999, 0 ko disable)

If no n for longer than the specified
time, the connection will be closed and FileZilla will try to reconnect,

o
Delay between Failed login attempts; (0-999 seconds)

Plzase note that some servers might ban wou if wou try to reconnect too often or
in too short inkervals,

Reconnection setkings

Mazximum number of retries:

Click on OK.

Once this change has been made, update the software by executing the steps below:

@ Note

(1)

@)

Always use FTP protocol.

Connecting to the router’s FTP server
To do this, use the Quickconnect bar. Here, specify the router’s IP address in the Host field, the user in User-
name (using user root when there are no users defined in the router) and the password if required (user root

does not have a password).

The Port field can be left empty unless a specific port, other than 21, has been configured in the router’s FTP

server.

Subsequently, click on Quickconnect.

Host: | 192.168.1.1 | Username: ||J3ER Password; (eeesssss | Port: | | I Quickconnect: ]E]
Transferring the file
There are various ways of doing this:
- By simply right clicking on the file and selecting Upload.
Local sike: | F 4 a0FTwaARE\LUPGRADEY, w | Remote site: | JOEE w
(5 mibs Alla@m!
[ OTHERS = D3k
(=T SOFTWARE
() UPGRADE
7= Hren31 s v’
Filename # Filesize  Filekype Filename  + Filesize  Filekype Lask rodifie
..
3.bin - sl HAPPCODEI.BIN 6,516,224  Archivo BIN 05/07i2013
* Upload COMFYRF.CFG 554 Archivo CFG 04/07)2013
1" Add files to queue ROUTER.CFG 653 Archivo CFiG 01/07/2013
Qpen
Edit
< >

Selected 1 file, Total size: 6,383,744 bytes

Create directory
Refresh

25, Total size: 6,517,431 bytes

ServerfLocal File

Dhireckior Size | Priority Skatus

Delete
Renarne

Queued files

Failed transfers

Successful transfers

B Queue: emply @ e
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- By double clicking on the file.
Or, through drag and drop.

1 Software Updating Via FTP

£ |

Local site: | FASOFTWARE\UPGRADES, Remote site: | DSk L
[ mibs =@
|5 OTHERS =9 DK
=103 SOFTWARE
(75 UPGRADE
[ Hnen31 3
Filename Filesize  Filetype Filename ¢ Filesize  Filetype Last modifie
= =
| 4 Archivo BIM APPCODEI.BIN 6,516,224  Archivo BIN 05/0712013
BCONFVRF.CFG 554 Archivo CFG 04/07§2013
BROUTER.CFG 653 Archivo CFG 01/07§2013

/

4 | >

Selected 1 file, Total size: 6,333,744 bytes

3 files, Total size: 6,517,431 bytes

ServeriLocal File Direction  Remoke file

Size | Priority Skatus

Queued files | Failed transfers Successful transfers

£ EE Queue: emphy o9

@)

Execute the recording command for the file in the disk and close the FTP connection

To do this, and for each FTP command going to be executed, select the Enter custom command... from the
Server menu and enter the command to be executed in the new window. Once entered, click on OK or press

Enter.

File Edit “iew Transfer

d - || F]E &)

Bookmarks  Help

| [ Quickconnect ]E

Enter custom command

Plzase enter raw FTP command.

Host: |:192.168.1.1 Disconnect CTRL+D
[ESPOTT=E, I JL ==l 113 a0
Command: PASS ) Seatch remote files, . F3
|Response: 230 User login cor BT AR CEaEr
Skakus: Server does not g L s s TIE ST QUL
Skakus: Connected Force showing hidden files
Skatus: Retrigving direckory TSEmg.
Command: PWD

&3

IUsing raw Ftp commands will clear the directary cache,

Cancel

Execute the following commands in the given order:

* site savebuffer
e site reload on (optional command)
e quit

Note

While executing site savebuffer, you may receive a response reporting a device disconnection. If this
happens, do not do anything. After a certain amount of time you'll receive an OK message associated

to this command.

LIST
150 Data connection open, lisk transfer in process. ..
226 Lisk transfer completed, data connection is closed.
Directory lisking successful

site savebuffer

Disconnected from server

200 SAYEEUFFER completed O.K.

Command:
Fesponse:
Fesponse:
Status:

Command:
Status:

Fesponse:




1.6.2 WinSCP Client

WinSCP is a Windows FTP client with free software that supports FTP, SFTP and SCP. This application lets you
choose between two types of interfaces. We'll be using Commander Interface in this section.

2.4 Win5CP Login

Seszion Sezzion
- Stored sessions
Logging

Enviranment
Directories
- Recyols bin
SFTP | | | 22 Wl
- SCP/Shel

Connection
T r | K |

- Tunned
SSH Frivate key file:

K.ey exchange | E|
- Authertication
- Bugs

Preferences Select color

File protocal:
SFTP v

Host name: Fart number:

User name: Fazsword:

Advanced options

Languages Login [ Save. . J [ Cloze ]

2 SOFTWARE - root@192.168.1.1 - Win5CP

Local Mark Files Commands Session Options Remote Help
8 HE- MRS WL EH
rookE192.168.1.1 + |

SPRCCON - A i -2 - EGA[ME|E O -EF e - EMEd D

Defaul: - % -

F1\SOFTWARE
Mame = Ext Size | Type CH| Mame = Ext Size  Changed
(=] Parent directory 04, | [E]..
IE:E Carpeta de arc... 04, APPCODELLBIN 6,364 KIB  04)07/2013
m COMNFYRF. CFG 554 B 040072013
@ ROUTER.CFG 653 B 01007/2013
i | 1T} ] l| {_ | 1ii} ] l|
OB of 0B in0of 1 0B of 6365 KiB in 0 of 3
Command = -

o« FZRename | | F4 Edic B3 FS Copy i F6 Move [ F7 Create Direchory 3¢ FE Delete [ F9 Properties W1 F10 Quit

Fig. 2: “Commander Interface” Interface
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2.4 DSK - root@192.16B.1.1 - WinSCP M=

File Commands Mark Session Yiew Help

address [£3/D5K @
o HENAIFAXT 2 TP ESH
& *%ﬂv Defaulk > Q,

root@1 92 168.1.1
= [E] / <ronty

B9 ok . @ @

F'.F‘F'CODEI BI: COMFYRF.CFG ROUTER.CFG

0E of 6.355 Kig in 0 of 3 ) FTF i 0:00:24

Fig. 3: Explorer Interface Interface

Before beginning the updating process, increase the response wait time to prevent the connection from being cut off
while site savebuffer is executing. To do this, carry out the following:

(1) Activate the Advanced options checkbox (if it isn't already activated).

2.4 WinSCP Login

Seszzion Sezzion
- Stored sessions
Logaing

E mvironment
Directories

File pratocal:
| SFTP v

Host name: Fart number:

- SFTP | | | 2 &

User name: Paszzword:

| | |
55H Private key file:

ey exchange | E|

Authentication

Preferences Select color

Languages Login [ Save... ] [ Cloge J

(2) Click on Connection and modify Server response timeout, assigning it a value of at least 100 seconds.
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5.4 Win5CP Login

Sezzion
Stored sessions
Logging
Erwviranment
Directories

Recycle bin
SFTR
( Connection

Tunrel 1
S5H

K.ey exchange

Authentication

Bugs
Freferences

Connection

Optimize connection buffer size

m—

Server [ezponze timeout;

100 % | seconds

& O

Internet protocaol wersion

(%) Auta

Advanced options

[ Ahbout. . l [Langu

ages

) Sending of null 55H packets

() Executing dummy protocol commands

[ =¢]

O 1P COIPvE

Save.. ] ’ Cloge

Once this change is made, update the software by executing the following steps:

@ Note

Always use FTP protocol.

(1) Connecting to the router’s FTP server

To do this, select FTP in the File protocol field and enter the router’s IP address in Host name. Fill out the
User name and Password fields with the username and the access password respectively. Where the router
does not have any defined users, specify root as the user (no password is required).

The Port field should only be modified if a specific port, other than 21, has been configured in the router’s FTP

server.
5.4 Win5CP Login
Sesszion Sezzion
St':'re_d sessIong File pratocal: Encryption:
Logaing .
Ervvironment | FTFP b’ | | Ne encryption il |
Director
. D"ES. Host hame: Fart number;
Recycle bin
F1p 1132.168.1.1 | | 21 |
Connection _ .
Proxy Uszer name: Fazzsword:
Preferences | oot | || |
Account:
| | [ &nomymous login
Advanced options
[ About. . ] l Languages l [ Login l [ Save... l [ Clogse

During the connection, you may be asked for the access credentials again. If this happens, reenter the re-
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quested data and click on OK.

24 Password - root@192.168.1.1

Connecting to 192.168.1.1 ..
Connected with 132.168.1.1. "Waiting for welcome message...

Pazswaord:

L k. J [ Cancel ] [ Help ]

(2) Transferring the required file
Once the connection has established, the application displays the following window where two panels can be-
seen: the right panel shows your local device and the left the router panel.

8.9 UPGRADE - root@192.168.1.1 - Win5CP

Local Mark Files Commands Session Options Remote Help
& D PRSP ER
WRCC-HF ie-2 - BEAL e Ok -EEF e - - 309 | T

Diefaulk - @ o

Mame = Ext Size | Twpe Mame = Ext Size Changed
[E:; Parent direckaory =
EI WOB07 13, bin 6,234 KiB  Archivo BIM : APPCODELLBIN 6,364 KB 05/07/2013
@ COMFYRF.CFG 554 B 040702013
@ ROUTER. CFa 653 E 010702013
i | 1l ] l, (_ | | ] l,
0B af 6.234 KiB in 0 af 1 0B of 5.365 KiB in 0 af 3
Command = -

o F2 Rename | F4Edt B FS Copy L F& Move (S F7 Create Directory 3¢ F& Delete E° F9 Properties JFL F10 Quit
=) FTP = 0:00:40

To transfer a file, use drag and drop. On releasing the mouse, the following dialog box appears. Just click on
Copy to complete the operation.

Copy file "Sw08071 3.bin' to remote directon:

Transfer settings
Default tranzfer zettings

[] New and updated file(s] anly [ Do nat show this dialog box again

[] Transfer an background [add to transfer quele] Transfer each file individually

| e

(8) Execute the recording command of the file in the disk and close the FTP connection
To do this, select Open Terminal from the Commands menu. A new window will open.
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Enter command: site savebufer

Do not execute commands that require user-input or data transfer

Current directony: /DSE

ompleted O_K.

FTP 0:01:36

On the upper right side, enter and execute the necessary commands one by one. To execute a command,
click on Execute or press Enter. The application displays the results of each command on the lower part of the
window.

Execute the following commands in the given order:

* site savebuffer
* site reload on (optional command)
e quit

1.6.3 FTP client through Linux console
An alternative way to update the software is to use the FTP client through the Linux console. Follow the same steps

given in the corresponding subsection of Chapter 2 “Updating Process” according to the type of software you wish
to update.
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Appendix A Backup Systems

A.1 Distributing with BIOS, be.CLI and FWs files

These devices implement two backup systems, which lets you boot when the device detects problems.

@ Note

Some devices don't have enough space in Flash to store more than one be.CLI code. Ensure the total
sum of the sizes does not exceed the available amount of Flash.

A.1.1 Two be.CLI codes loaded in the Flash disk.

On start up, the BIOS searches for the application established as active. If it doesn’t find it (searching by name) or
the CRC is incorrect, it searches for the next existing application file (*.bin) in the disk: providing there are no prob-
lems, the BIOS starts up this second application.

Eurr Hf PrﬂdHLtlnn date: 13

++++FFFE

TRYIMG APP DUMP
(COMFIGURED) MEWCODE,BIM wer,: ©,10,9,12 0,0,0,0
kg EFIFI| |Fl B
CREC &
L dEHHEHIHG AFP FILES OM FLASH]
B DE,BIN wer,: 0,10,5

IITF'.IHIH APFCODEL, BIN wer,: 0.10,9.8 10

10 I ]
HFF I-I-I]:IE ]:"-IHF++++++++++++++++++++++++++++++++++++++++++++++++

L I I B I B I B B B I I I I I
LR I K B I I I B I R B I B I I I I I I I I B I B I I I O
*+F+FFF I FFFFFFFFFFFFFFFFFF A FFAF A EAFEFFEAFERFEFERFERE

1) 1
HFF IIHTH IIIIr1F-I--I--I--I--I--I--I--I--I--I--I--I--I--I--I--I--I--I--I--I--I--I-‘I-‘I-++++++++++++++++++++++++

Flunulﬂq 1pp11caf1|u| at: « 0140

You need to store both files with different names as, by default, the device ignores the file name and uses a specific
name to record it. As a result, the device always replaces a file if it exists.
Execute the following steps:
(1) Connect to the device FTP server.
(2) Transfer and store the first be.CLI code if you want to update or replace the existing file:
 Configure the binary mode through the bin command.
» Transfer the application through the put <application.bin> command.
* Once the transfer has completed, execute the recording command quote site savebuffer.

Backup Systems
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ftp> quote site savebuffer

208 SAVEBUFFER completed 0.K.

ftp> 1s

200 PORT is set to IP ADDR = 192.168.212.23 PORT = 39332

150 Data connection open, list transfer in process...

- TWXTWXTWX 1 ftp ftp 7945344 Mar 27 2015 APPCODE1.BIN
226 LiSt transfer completed, data connection is closed.
ftp=

(8) Transfer and store the second be.CLI code with a different name:
* Execute quote site check rename off.

ftp> quote site check rename off
200 CHECK RENAME control is set to OFF.

 Configure the binary mode through bin.

» Transfer the application through put <application.bin> <remote_name> where <remote_name> is the
name you want to assign to the file.

ftp> put rxxxxx.bin newcode.bin
* Once the transfer has completed, execute the recording command quote site savebuffer.
ftp> quote site savebuffer
208 SAVEBUFFER completed 0.K.
ftp> 1s
208 PORT is set to IP ADDR = 192.168.212.23 PORT = 58831

150 Data connection open, list transfer in process...

- TWXTWXTWX 1 ftp ftp 8140160 Mar 27 2015 NEWCODE.BIN
- TWXTWXTWX 1 ftp ftp 7945344 Mar 27 2015 APPCODE1.BIN
226 List transfer completed, data connection is closed.

(4) Finally, indicate which of the two applications is to be established as active to boot the router. The other applica-
tion is used as backup. There are two commands available for this:

e Console

Config>set application-active <code-file>

« FTP

ftp> rename <from-name> <to-name>

Command to let you establish the active application by renaming the files. So this works, remember the BIOS

searches through the names on start up. You must assign same name to the new application (which you want
to establish as active) that the current active application has.

A.1.2 Flash Backup System

The Flash backup system allows automatic restoration of the last successfully installed distribution when the device
detects problems in some of the software elements (BIOS FLASH, application and firmwares).

This system needs the Flash disk to be partitioned into two units, known as main and backup. Said partitioning
means the available space for installation is less (half) and should only be activated when necessary. Ensure that the
installation you want to execute can fit onto the main unit.

Flash Disk Formatting
Formatting the Flash disk is destructive and only available in the local console to guarantee the user has local ac-
cess to the device so it can be loaded correctly.

(1) Pause device start up in BIOS by pressing CTRL-T keys together when a series of periods appear after two >
symbols.
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bk b o o ok b bk b b B i b b o G b o i b b R i
bk o o ki bk B R b i i b R
fb b Rk b R e R e R R R R R R R R

EII:IS I:I:IIIE III-IHFl-l-++++++++++++++++++++
BIOS DATA DUMP, ...
End of BIOS dump

FLASH EIDS CODE YERSIOM: 02,07 Mar 12 2014 11:41:15  LO

Syztem Info:

FCB:0x13A GPPORCE:Qx00000000 PYR:0xE30212151 SYR:0xB0FI0110

CLks: CCE=336000 CPUOA1=792000/0 TDRCz1k )=330000 LBUS=99000 PLIOA1=0/7
Watchdog:Enabled

MMl Mode: Dynamic

[Cache:ON DICache:OM Write-Back LZCache:0M

128 Megabytes
128 Megabytes [detected)
B KE,

EEFROM: 16234 Bytes,

Dlevices:
CWITCHE4 Y A0/ 100, 1000
GIGHEIT ETHERMET 1
[JSE
MVRAH 128 KB
SECURITY ENGIME((x0a140100)
PCI device: PowerPC processor, RC
(Bust 0, Dewice: 0, Function: 0)
(Mendor: 0x1957, Device: Ox0120)
{Subs, Yendor: Qx0000, Subs, Device: Qwx0000)
Slot 1 - PCI dewice: network controller
(Bus: 1, Dewice: 0, Function: 0
(Mendor: 0x1B8C, Dewice: Dux0030)
(Subs, Vendor: 0x1EBC, Subsz, Dewice: 0x3112)
PCI device: PowerPC processor, RC
(Bus: 10, Dewvice: O, Function: 0]
(Mendor: 0x1957, Dewice: Ox0128)
{Subs, Yendor: Dx0000, Subs, Dewice: Qwx(000)

Current production date: 13 35
Current zoftware license: 34 26
S/M: 819702723

BINS MAC Add: O0-al-26-ae-3d-7a
ey

(2) Access the Flash disk menu:
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=== INITIAL HENU

T i

[y

—+

t default name for file loaded from console
I Change BIDS licence

! Load from lan

how configuration file name

t temporary licence

o= 0

=== D5k MENU ===

a) Change active driwve,

(8) Format the main partition through the AH: (Main disc - Half size) option and subsequently the backup through
B: (BK disc - Half size).
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=== DISk MEMNU

tant damages to equipment, Continue?

HPE HDU sUre tD FDPmat dPiUE HH: I?I:.!:Il"llr-l.:l:!:I-i--|-1--|-1--|--1--|--1--|--|--|--|--|--|--|--|--|--|--|--|--|--|--|--|-1--|-+-|-+-|--|--|--|--|--|--|-+
L T R kA R
Drive formated 0.k,

=== [IT5K MENL

e drive,

Th1' upvraflun C tant damages to equipment, Continue?

'._r|1'1 a

Are you sure to Format drive Bl P Ui It e s s s ivsssssrrssssssssssssssssssnss

L I I I I I I R I

Irive formated 0.K.

After formatting and exiting menus, the device starts up and a be.CLI code must be loaded.
Operating Flash Backup System

Once the Flash backup system has been enabled, the user must establish the restoration point, i.e. execute the copy
of the main partition information to the backup partition. There are two commands available for this:

(1) Console

Config>backup-files
Backup in progress..
Backup successful.

Config>
(2) FTP

ftp> quote site backup
250 Backup successful.

ftp>
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ash only
AFFCODEL,BIN 7945344 10,
2sh Available Space : 7 Kbytes

APPC f 054, 10 ! Qo0 Flash Backup
h Backup Available Spac o K

T |

Once the restoration point has been established, the system is automatic:
(1) On start up, the BIOS searches for the application established as active.

(2) Ifit doesn't find it (searching by name) or the CRC is incorrect, it searches for the next existing application file
(*.bn) in the main partition.

(3) Ifit doesn’t find the next application file, or the CRC is incorrect, it makes a copy from the backup partition to the
main partition: i.e. it executes a backup restoring.

urrwrn’r production

- 0,10,9,8 10,9,0,0

CHING APF FILES OM FL
: *F “THEl.EIH wer, 0, 10,9,0.0

JP +“r 1P11Eatlﬂﬂ +aUIt++++++++++++++++++++++++++++++++++++++++++++++

S
drlfl”q H HFFLUDEl EI”++++++++++++++++++++++o+++++++++++++++++++++++++++++++++++++++++++++

L N R R RN U}

+

tting...

(4) Once the application has started up, when a determined firmware has been requested (*.bfw files), the applica-
tion checks the file is in the main partition and if it has a valid CRC. If the firmware-checking command is con-
figured, and some of the requested firmwares fail (or do not exist or the CRC is invalid), the application requests
a backup restoring and forces a router reset.

(5) Once the BIOS (or the application) has provoked a backup restoring, the flag (that indicates this has started up
from backup and can only be deactivated when you successfully re-execute backup-files or the quote site
backup command) activates.

A.2 Distributing with the be.CLI image file (IMG)

A.2.1 Introduction

Devices with be.CLI image file distribution do not implement the backup flash although it does allow you to save two
be.CLI images. It's the BOOT that automatically maintains the last two loaded images, provided the total sum of the
image sizes does not exceed the available amount of Flash.

A.2.2 Operating a system with double image in flash

(1) On start up, the BOOT searches for the application established as active.

(2) Ifitfinds it, the device boots. If it doesn't (or the CRC is wrong), it looks for the second image.
(3) Ifitfinds it, the device boots. If it doesn’t (or the CRC is wrong), the router will reboot.
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