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Legal Notice

Warranty

This publication is subject to change.

bintec offers no warranty whatsoever for information contained in this manual.

bintec is not liable for any direct, indirect, collateral, consequential or any other damage connected to the delivery,
supply or use of this manual.
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Chapter 1 Introduction

1.1 Sniffer Feature Introduction

In most networks, due to the shared nature of the transmission medium, a message sent to one particular device can
be intercepted by another. Although in practice devices tend to ignore messages intended for others, they may de-
cide not to ignore them and thus gain access to information traveling on another device's network.

A Sniffer is a program that can capture and log traffic from a network or network segment. Once it captures a packet,
it can decode and analyze it according to the relevant RFC or standard.

This kind of network monitoring is especially useful for detecting bottlenecks and diagnosing other network issues.

In Ethernet environments for example, each device has its own uniquely identifying physical address called a MAC
address (for Media Access Control). The link layer inserts the MAC address of the device upon transmission and
checks it upon reception. If the packet's destination MAC address matches the address of the device, the frame is
accepted and forwarded to the upper layers of the destination device for processing. To capture all packets, the
Sniffer ‘sets’ the device's network card to a state known as ‘promiscuous mode; enabling it to capture all frames trav-
eling over the medium, even if the destination address does not match the device's address. In this way, it can cap-
ture information from any device connected to its network.

Router

Fig. 1: Traditional Ethernet Network

In Figure 1, packets that have device A as their source or destination address are received by all devices on the
same broadcast domain, in this case B and C. Usually, both B and C drop the packets if the destination does not
match their own MAC addresses. However, either one can intercept all traffic from station A simply by setting their
network card to promiscuous mode.

1.2 Sniffer Feature: General Overview

The Sniffer feature allows you to capture traffic from the network the device is connected to and save the collected
information in a file with a .CAP extension. This file can be extracted from the device's memory and used at a later
time to analyze network behavior.

The following sections describe how the Sniffer feature works.

1.2.1 Capture File

By default, the sniffed traffic information is saved in the file named CAPTURE.CAP, though the user can assign a dif-
ferent name.

Example:

SNIFFER config>filename prueba
SNIFFER config>

In our example, the captured packets will be saved in the file named ‘prueba.cap’ It is important to remember to
save the configuration and restart the device so that the association takes effect.

The CAP’ file is stored in the device’s memory / mem directory and can be accessed through an FTP connection.

Example:
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imbolo del sistema - ftp 172.24.79.55

onectado a 172.24.79.55.

228 FTP server ready, 1 active clients of 1 simultaneous clients allowed.
Uzwario (172.24.72.55:<none>>: root

331 User name accepted, need password.

Contrazefia:

238 Uszer login complete.

ftp> cd “mem

2006 GHP Command successful.

set to IP ADDR = 172.24.51.668 PORT = H064

158 Data connection open, list transfer in process...

— P LI P LR 1 ftp ftp 2484 Jan 1 1988 CAPTURE.CAP
226 List transfer completed, data connection is closed.

ftp: 67 bytes recibhidos en B.17 segundoz B.37 a KBr/=s.

ftp> get capture.cap

2080 PORT i= set to IP ADDR = 172.24.51.68 PORT = 58685

158 Data connection open, file transfer in process...

226 RETR completed. 2484 hytes processed, data connection is closed.
Etp; 2484 buytes recibidos en B.13 segundos 17.87Y a KBrss.

t

Fig. 2: Establishing an FTP connection and extracting the capture file

In the example in Figure 2, after the login process, an FTP connection has been established with the capture device,
the contents of the /mem directory have been obtained and the CAPTURE.CAP file has been extracted using the
‘get’ command. The file's contents are shown in Figure 3 using a protocol analyzer.

Mo, - | Time | Source | Destination | Prokocol | Info ‘ =l
4 11.9585000 Teldatssa Sciel:dz Teldatsa_Sc:el:d2  LLC U, func=uI; sWaP, OUI 0x00A026 (Unknown), PID 0x7030
5 15.343000 Teldatsa_00:29:dd4  Broadcast ARP who has 172.24.79.557 7Tell 172.24.79.56 | ]
3] 15.345000 Te]datSA,Sc el:d2 Te1datSA,00 29:d4  ARP 1?2 24.79.55 s at 00:a0:26:5c:el:d?
7 15.345000 72,24, 758,56 2. 24,7 0 (ping) reguest
8 15.346000 172 24 749. 55 172 24. ?9 56 ICMP EChD Cping) reply
9 15.985000 Teldatsa_Sc:el:d2 Teldatsa_Sciel:d2  LLc U, func=uI; swWap, OUI 0x004026 (Unknown), PID 0x7030
10 16.342000 172.24.759.56 172.24.79.55 ICMP Echo (pjng) request

K

Frame 7 €102 bytes on wire, 102 hytes captured)
ethernet II, src: Teldatsa 00:29:dd4 (00:a0:26:00:29:d4), Dpst: Teldatsa_S5ciel:d2 (00:a0:26:5c:el:d2)
Internet Protocol, Src: 172.24.79.56 (172.24.79.56), Dst: 172.24.79.55 (172.24.79.55)
version: 4
Header Tength: 20 bytes
Differentiated services Field: 0x00 (DSCP 0x00: Default; ECM: Ox00)
Total Length: 34
Identification: 0x0001 (1)
Flags: Ox00
Fragment offset: 0
Time to Tiwe: 39
Protocol: ICMP (0x0l)
Header checksum: 0x8%908 [correct]
Source: 172.24.79.56 (172.24.79.56)
Destination: 172.24.79.55 (172.24.79.55)
Internet control Message Protocal
Type: 8 (Echo {ping) request)
Code: 4]
Checksum: 0x354c [correct]
Tdentifier: 0x2afs
Sequence number: 0x0000
Data (56 hytes)

0000 00 a0 26 5¢ el d2 00 a0 26 00 29 d4 08 00 45 00

[«

Fig. 3: Displaying the CAPTURE.CAP file through a protocol analyzer

The analyzer used divides the screen into three sub-windows. The first sub-window displays the various captured
packets; the second shows the packet highlighted in the first window in a more detailed form, identifying the different
protocols involved; and the last one displays the byte-level data contained in the selected packet.

The packet flow corresponds to a ping process between device 172.24.79.56 and device 172.24.79.55, with the ini-
tial ARP message exchange shown first followed by the ICMP Request and Replay packet sequence.

1.2.2 Capture Modes

Devices connected to a network are constantly ‘listening’ to the medium waiting to receive data, checking the packet
destination address to see if it matches their own and, if it does, accepting and processing it.

Based on this operating principle, the Sniffer feature offers two modes of packet capture:

- single-host: The device saves any packet with a source or destination address
matching its own to the capture file.
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- promiscuous: In this mode, the device captures and saves all packets circulat-
ing in the network that it is connected to.

1.2.3 Capture Device

There are three different ways to make a capture: specify a specific interface through which to capture traffic, e.g.,
ethernet0/0; select an ‘any device’ capture, which permits you to capture traffic from the different interfaces active in
the device, or select an ip-forwarder capture, which intercepts traffic at the IP layer when the packet is being routed.

Execution of a capture is only possible in the P 5 process, since it must be done on an interface that is already oper-
ative in the device.

Example:

*p 5

Config$ feature sniffer

—- SNIFFER configuration --
SNIFFER config$capture ethernet0/0 100 promiscuous
Capturing traffic (Press any key to abort)...
Capture finished
CAP file is available, by means of FTP connection,
in /mem directory.

SNIFFER config$

Example:

—- SNIFFER configuration --

SNIFFER config$capture bri0/0 10 single-host
pcap_open live failed: Chosen device not supported
CLI Error: Command error

SNIFFER config$

The first example shows that a capture of 100 packets has been executed on the ethernet0/0 interface using the net-
work card in promiscuous mode. The second shows that an interface without the Sniffer feature enabled has been
selected and the console displays the following error message: ‘pcap_open_live failed: Chosen device not suppor-
ted

In ‘any device’ captures, packets are directly obtained from the kernel and encapsulated in a ‘pseudo-protocol’ called
SLL, which adds a dummy layer 2 header to them.

Example:

—-- SNIFFER configuration --
SNIFFER config$capture any 100 single-host
Capturing traffic (Press any key to abort)...

Capture finished
CAP file is available, by means of FTP connection,
in /mem directory.

SNIFFER config$

In this example, an ‘any device’ capture of 100 packets has been launched in ‘single-host’ mode with the aim of mon-
itoring the same Ping process shown in Figure 3. Figure 4 shows the captured packet sequence. Unlike the first cap-
ture, there is no detailed analysis of the selected packet identifying the different protocols that it is composed of. In-
stead, we have a payload of 102 bytes encapsulated in SLL.

The packet corresponds to an ICMP Echo Request and an analysis of the data field would allow you to identify the
Ethernet, IP, ICMP headers and finally the real user data.
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Mo, - Tirne SouUrce Destination | Pratocol | Infa
4 F.419000 SLL Unicast to us
5 7.420000 SLL Unicast to us
G 7.421000 SLL Unicast to us
7 F.985000 SLL Unicast to us
8 8.416000 SLL Unicast to us
9 5.417000 SLL Unicast to us
10 9418000 Unlcast
11 9417000 SLL Unicast to us
12 10.415000 SLL Unicast to us
13 10.416000 SLL Unicast to us
14 11.415000 SLL Unicast to us
15 11.416000 SLL Unicast to us
16 11, 985000 SLL Unicast to us

0 Frame 10 (118 bytes on wire, 118 bytes captured)
Arrival Time: Jan 29, 2007 13:52:48.416000000

[Time delta from previous packet: 0.993000000 seconds]

[Time since reference or first frame: 9,416000000 seconds]

Frame Mumber: 10
Packet Length: 118 bytes
Capture Length: 118 bytes
[Frame ds marked: False]
[Protocols in frame: s17:data]
g Linux cooked capture
Packet type: Unicast to us (00
Link-Tayer address type: 1
Link-Tayer address length: 0
Source: <MISSING>
Protocol: Unknown C0x00077

o000
oolo
0020
0030
oo40
0050
0oe0
0070

Fig. 4: Displaying an ‘any device’ capture in Figure 3's ping process
Example:

-- SNIFFER configuration --
SNIFFER config$capture any 100 promiscuous
Warning: Promiscuous mode not supported on the "any" device
Warning: Switching capture to single host...
Capturing traffic (Press any key to abort)...
Capture finished

CAP file is available, by means of FTP connection,

in /mem directory.

SNIFFER config$

This last example reveals the incompatibility between promiscuous mode and any device captures. If you try and
force this combination, the device displays a warning message indicating that the capture mode has been changed

internally to ‘single-host’
Example:

—- SNIFFER configuration --
SNIFFER config$capture ip-forwarder 100
Capturing traffic (Press any key to abort)...
Capture finished
CAP file is available, by means of FTP connection,
in /mem directory.
SNIFFER config$

This example captures 100 packets from IP traffic being routed by the device.

1 Introduction
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Chapter 2 Configuration

2.1 Sniffer Feature Configuration

The following example shows you how to access the Sniffer feature configuration menu.

Example:

*p 4
Config>feature sniffer

—- SNIFFER configuration --
SNIFFER config>

The available commands are:

Command Function

? (HELP) Displays the available commands or their options.

FILENAME Allows you to specify the filename where the captured packets are to be stored.
MAX-SIZE Configures the maximum size of the file resulting from the capture.

EXIT Returns to the configuration prompt (Config>).

If you access the configuration menu from the RUNNING_CONFIG (P5), the available commands are:

Command Function

? (HELP) Displays the available commands or their options.

CAPTURE Start of packet capture.

FILENAME Allows you to specify the filename where the captured packets are to be stored.
MAX-SIZE Configures the maximum size of the file resulting from the capture.

EXIT Returns to the configuration prompt (Config>).

Example:

*p 5

Config$feature sniffer
-- SNIFFER configuration --
SNIFFER config$?

capture Start capturing packets

filename Choose default file name

max-size Maximum capture file size (KBytes)
exit Exit to parent menu

SNIFFER config$

The discrepancy in the Sniffer feature menu between the ‘CONFIG” and ‘RUNNING-CONFIG’ processes is due to
the fact that the captures must be made on interfaces that are already running in the device, which limits the use of
the capture command to P 5.

2.1.1 ? (HELP)

Displays the list of available commands.
From P 4:

Syntax:

SNIFFER config>?

Example:

SNIFFER config>?
filename Choose default file name
exit Exit to parent menu

SNIFFER config>

From P 5:
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Syntax:
SNIFFER config$?
Example:

SNIFFER config$?

capture Start capturing packets
filename Choose default file name
exit Exit to parent menu

SNIFFER config$

2.1.2 CAPTURE

Executing this command initiates packet capture in the selected interface. You also need to specify the number of
packets to be captured and the operating mode.

The capture command is only available in the P 5 process in the Sniffer feature menu.

Syntax:

SNIFFER config$capture ?
<interface> Interface name
any Any device

ip-forwarder Any IP forwarded packet
SNIFFER config$

2.1.2.1 <interface> capture

Allows you to specify a specific interface on which to capture packets. If the selected interface does not allow captur-
ing traffic, the console displays an error message.

Syntax:

SNIFFER config$capture <interface> <No. of packets(0..100000)> <mode>

Example:

SNIFFER config$capture ethernet0/0 200 promiscuous
Capturing traffic (Press any key to abort)...

Capture finished
CAP file is available, by means of FTP connection,
in /mem directory.

SNIFFER config$

Example:

SNIFFER config$capture ethernet0/0 100 single-host
Capturing traffic (Press any key to abort)...

Capture finished
CAP file is available, by means of FTP connection,
in /mem directory.

SNIFFER config$

The first example shows that a capture of 200 packets has been executed in promiscuous mode, and the second
that a capture of 100 packets has been made in ‘single-host’ mode. In the first case, all packets that have reached
the Ethernet network card are available, while in the second case, only those packets with a source or destination
address matching that of the device's network card are captured.

The user can abort the capture process simply by pressing any key. The .CAP file collects the packets captured up
to that moment.

2.1.2.2 any capture

Makes an ‘any device’ capture. That is, packets that enter or leave the device encapsulated in a dummy layer 2
frame are available. The data field is made up of the real layer 3 packet and, if possible, the real link layer header.

Syntax:

SNIFFER config$capture any <No. of packets(0..100000)> <mode>
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Example:

SNIFFER config$capture any 10 single-host
Capturing traffic (Press any key to abort)...

Capture finished
CAP file is available, by means of FTP connection,
in /mem directory.

SNIFFER config$

2.1.2.3 ip-forwarder capture

This allows you to capture packets being routed by the router. You must specify the number of packets that need to
be captured. You can select which VRF to use (see manual bintec-DM775-1 VRF Lite Feature), but if you don’t select
one, the main VRF is used. You can also select an access list to select which traffic to capture; if you don't select an
access list, then all routed traffic is captured.

Syntax:
SNIFFER config$capture ip-forwarder <No. of packets(0..100000)>
access-list Capture packets that match access-list
<1, ,9999> Value in the specified range
vrf Capture packets on VRF
<word> Text
<cr>
Example:

SNIFFER config$capture ip-forwarder 1000
Capturing traffic (Press any key to abort)...

Capture finished
CAP file is available, by means of FTP connection,
in /mem directory.

SNIFFER config$

Example:

SNIFFER config$capture ip-forwarder 1000 access-list 101 vrf VRF1

Capturing traffic (Press any key to abort)...

Capture finished
CAP file is available, by means of FTP connection,
in /mem directory.

SNIFFER config$

The first example shows that a capture of 1000 packets being routed by the device has been executed. The second
example specifies a filter through access-list 101 so that only those packets that match the said access-list are cap-
tured. This also specifies that the capture is executed in the VRF1 entity instead of the main VRF.

2.1.3 MAX-SIZE

Configures the maximum size of the file resulting from the capture command being executed. This size is configured
in Kbytes and the default is 1024. If this size is exceeded during a capture, the capture automatically stops. Bearing
in mind that the file is saved in the device RAM memory, if you are going to execute captures that occupy a great
deal of memory it's a good idea to check and see if there is enough free memory by executing the memory com-
mand found in the monitoring menu.

Syntax:

SNIFFER config$max-size <1..8096>

Example:

SNIFFER config$max-size 100

2.1.4 EXIT

Exits the Sniffer feature configuration environment and returns to the previous configuration prompt.

bintec-elmeg



Syntax:
SNIFFER config>exit
Example:

-- SNIFFER configuration --
SNIFFER config>exit

Config>




	Table of Contents
	I Related Documents
	1 Introduction
	1.1 Sniffer Feature Introduction
	1.2 Sniffer Feature: General Overview
	1.2.1 Capture File
	1.2.2 Capture Modes
	1.2.3 Capture Device


	2 Configuration
	2.1 Sniffer Feature Configuration
	2.1.1 ? (HELP)
	2.1.2 CAPTURE
	2.1.2.1 <interface> capture
	2.1.2.2 any capture
	2.1.2.3 ip-forwarder capture

	2.1.3 MAX-SIZE
	2.1.4 EXIT



