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Introduction

1 Introduction

How to monitor your router is explained in the following chapters. The
possible methods presented include System Logging, E-Mail Alert and
Activity Monitor.

1.1 Requirements

The following are required for the configuration:

B Basic configuration of router. The basic configuration using the Wizard is
recommended.

A boot image of version 7.1.4 or later.
The configuration requires a mail server for E-Mail Alert.

Brickware version 7.1.4 or later for System Logging and Activity Monitor.
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_ Configuration

2 Configuration

2.1 System Logging

The Syslog Daemon is used to log the debug messages and accounting infor-
mation on a computer.

Start the DIME Tools under Windows in the following menu:
START -> PROGRAMME -> BRICKWARE -> DIME TooOLS.

Make sure the Syslog Daemon is running once you have opened the DIME
Tools. Start the Syslog Daemon by pressing the key combination CTRL + L in
the DIME Tools.

5 5yslog Dacmon

For Help, press F1 Iz

The configuration is made in the CONFIGURATION =» SYSLOG DAEMON menu.
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Configuration

Proceed as follows to configure an entry:
B Click Add and enter a file name, e.g. bintec.log.

B Go to the Edit List field to continue the configuration.

£
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~ Subject Level
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¥ Info
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v Critical
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oK I Cancel | Help |

Proceed as follows if you would like to log all the messages sent by the router:
B Click the Select all Subjects field.

B Tag Debug.

B Leave both windows by pressing OK.

You must add an entry in the following menu to make the router send the debug
messages to the Syslog server:

SYSTEM =» EXTERNAL SYSTEM LOGGING = ADD

VPN Access 25 Setup Tool Bintec Access Networks GmbH
[SYSTEM] [LOGGING] [ADD] Head Office

Log Host 192.168.0.2

Level debug

Facility localo

Type all

Timestamp none

SAVE CANCEL
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Configuration

The following fields are relevant:

Field Meaning

Log Host Enter the IP address of the Syslog server.

Level Select the type of messages you wish to send.

Table 2-1: Relevant fields in SYSTEM =» EXTERNAL SYSTEM LOGGING =¥ ADD

Proceed as follows to configure the entry:
B Enter the IP address of the server under LOG HOST, e.g. 192.168.0.2.
B Set LEVEL to debug.

If the router is active, you should now receive a number of messages in the Sys-
log server window.
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All the messages the router sends to the Syslog server can also be requested
in real time in the shell.

This is done by typing the following in the SNMP shell: debug alls

The last messages can also be seen in the following table, where the messages
are saved: biboAdmSyslogTable

The table parameter Message is important here, which you can also request in-
dividually in the shell to clearly show the messages.




Configuration

2.2 Email Alert

You can configure the router to send you an e-mail if it sends certain debug
messages. Go to the following menu for the configuration: MONITORING AND
DEBUGGING =» EMAIL ALERT.

VPN Access 25 Setup Tool Bintec Access Networks GmbH
[ALERT NOTIFICATION]: Settings Head Office

Global notification settings:

Adminstatus : enable

SMTP Server : 80.50.126.32
Originator : name@email .de
max. Mails/min : 6

Current notification list:
Receiver Expression Time Count compress Level

ADD DELETE CANCEL SAVE

The following fields are relevant:

Field Meaning

SMTP Server Enter the IP address of your mail server.

Originator Enter the sender’s e-mail address.

Table 2-2: Relevant fields in MONITORING AND DEBUGGING =» EMAIL ALERT

Proceed as follows to configure the entry:
B Enter an address for SMTP SERVER, e.g. 80.50.126.32.
B Enter an address under ORIGINATOR, e.g. name@email.de.

Now configure a default with the critical message that is to cause a mail to be
sent. Go to the following menu to create an entry for this purpose:




Configuration
B MONITORING AND DEBUGGING =» EMAIL ALERT = ADD
VPN Access 25 Setup Tool Bintec Access Networks GmbH
[ALERT NOTIFICATION] [ADD] Head Office
Notification rule configuration:
Receiver : alert@email.de
Contents : *interface Internet is blocked*
Level : info
Timeout : 60
Messages : 1
Compress : disable
Select subsystems:
<X> ACCOUNT <X> ISDN <X> INET <X> X25 <X> CAPI <X> PPP
<X> CONFIG <X> SNMP <X> X21 <X> ETHER <X> RADIUS <X> OSPF
<X> MODEM <X> RIP <X> ATM <X> IPSEC <X> AUX
SAVE CANCEL
Use <Space> to select

The following fields are relevant:

Field Meaning

Receiver Enter the e-mail address that is to receive the alert
mail.
Contents For entering the debug message that causes the

router to send a mail.

Level This is the level at which the message appears.

Table 2-3: Relevant fields in MONITORING AND DEBUGGING =» EMAIL ALERT =» ADD

Proceed as follows to configure the entry:
B Enter an address for RECEIVER, e.g. alert@email.de.

B Enter a message for CONTENTS, e.g. “interface Internet is blocked*.

B Set LEVEL, e.g. to info.




Configuration

Bear in mind that without the use of wildcards, e.g. "*", only those messages
@ that correspond exactly to the entry fulfill the condition.
Note

2.3 Activity Monitor

Brickware contains the Activity Monitor, which is intended for monitoring and
administration of interfaces under Windows. You must first activate the Activity
Monitor in the router before you can use it.

Go to the following menu for the configuration: SYSTEM = EXTERNAL ACTIVITY

MONITOR
VPN Access 25 Setup Tool Bintec Access Networks GmbH
[SYSTEM] [ACTIVMON] : External Activity Monitor vpn25
Client IP Address 192.168.0.2
Client UDP Port 2107
Type physical virt
Update Interval (sec) 5

SAVE CANCEL

The following fields are relevant:

Field Meaning

Client IP Address This is the IP address of the Windows PC.
Type Determine which type of interface you would like
to monitor.

Update Interval (sec) The update interval in seconds.

Table 2-4: Relevant fields in SYSTEM =» EXTERNAL ACTIVITY MONITOR
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_ Configuration

Proceed as follows to configure the entry:

B Enter an address under CLIENT IP ADDRESS, e.g. 192.168.0.2.

B Set TYPE to physical_virt.

B Enter 5 for UPDATE INTERVAL (SEC).

If you have left the menu with SAVE, you can start the Activity Monitor.

You should now see your active router in the list.

Activity Monitor configuration =100 x|
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Proceed as follows to show the Internet access permanently in the task bar to
indicate the current status of the interface:

B Extend the view by pressing + before VPN25.

B Tag the Internet access.

B Place atick against Display in status area.
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As soon as you press the Apply button, your task bar changes and shows a
symbol for the status of the Internet interface.
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Overview of Configuration Steps

3 Overview of Configuration Steps

System Logging

Field Menu Description
Log Host SECURITY =» EXTERNAL SYSTEM LOGGING =» ADD | e.g. 192.168.0.2
Level SECURITY =» EXTERNAL SYSTEM LOGGING =» ADD | debug
Email Alert
Field Menu Description
SMTP Server MONITORING AND DEBUGGING =» EMAIL ALERT e.g. 80.50.126.32
Originator MONITORING AND DEBUGGING =» EMAIL ALERT e.g. name@email.de
Receiver MONITORING AND DEBUGGING =» EMAIL ALERT = | e.g. alert@email.de
ADD
Contents MONITORING AND DEBUGGING =» EMAIL ALERT =» | e.g. *interface Internet is
ADD blocked*
Level MONITORING AND DEBUGGING =» EMAIL ALERT =¥ | e.g. info
ADD
Activity Monitor
Field Menu Description

Client IP Address

SYSTEM =» EXTERNAL ACTIVITY MONITOR

e.g. 192.168.0.2

Type

SYSTEM =» EXTERNAL ACTIVITY MONITOR

e.g. physical_virt

Update Interval (sec)

SYSTEM =» EXTERNAL ACTIVITY MONITOR

eg.5
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