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Introduction 1
1 Introduction

The configuration of a DMZ (Demilitarized Zone) using a Bintec VPN 
Access 25 gateway (software version 7.1.6 patch 3) is described in the fol-
lowing chapters. The Setup Tool is used for the configuration.

1.1 Scenario

All HTTP/HTTPS and FTP requests from the Internet are to be forwarded to the 

WEB server and FTP server in the DMZ.

1.2 Requirements

The following are required for the configuration:

■ A Bintec VPN Access 25 gateway.

■ Internet access with static public IP address (see Bintec FAQ: Border 
router on an Internet leased line with fixed IP address).
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Introduction
■ A WEB server and FTP server in the DMZ.

■ A configured PC (see User’s Guide Part Access and Configuration).

■ Your LAN is connected to the ETH1 Ethernet interface of your gateway.

■ Your DMZ is connected to the ETH2 Ethernet interface of your gateway.
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2 Configuration of DMZ

2.1 Configuration of Internet Access

■ Go to IP ➜ NETWORK ADDRESS TRANSLATION.

■ Go to IP ➜ NETWORK ADDRESS TRANSLATION ➜ NAME.

   Note

NAT must be activated on the interface used to provide the Internet connec-
tion.

VPN Access 25 Setup Tool Bintec Access Networks GmbH
[IP][NAT]: NAT Configuration vpn25

  Select IP Interface to be configured for NAT

  Name                 Nat     Static mappings    Static mappings
                                from Outside       from Inside
  en0-1                off         0                   0
  en0-1-snap           off         0                   0
  en0-2                off         0                   0
  en0-2-snap           off         0                   0
  en0-3                off         0                   0
  en0-3-snap           off         0                   0
  Internet             on          0                   0

  EXIT

Press <Ctrl-n>, <Ctrl-p> to scroll, <Return> to select/edit

VPN Access 25 Setup Tool Bintec Access Networks GmbH
[IP][NAT][EDIT]: NAT Configuration Internet vpn25

  Network Address Translation           on
  Silent Deny                           no
  PPTP Passthrough                      no

  Enter configuration for sessions:    requested from OUTSIDE
                                        requested from INSIDE

     SAVE                CANCEL
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Configuration of DMZ
The following field is relevant: 

Table 2-1: Relevant field in IP ➜ NETWORK ADDRESS TRANSLATION ➜ NAME

Proceed as follows to define the necessary settings:

■ Set NETWORK ADDRESS TRANSLATION to on.

■ Leave all the other settings as they are.

■ Press SAVE to confirm your settings.

2.2 Configuration of Requests from Out-
side

As NAT is activated on the Internet interface, it is not possible to access internal 

PCs from the Internet. Internet users are to be allowed HTTP/HTTPS access to 

the WEB server and FTP access to the FTP server. You must therefore allow 
these "Requests from Outside".

■ Go to IP ➜ NETWORK ADDRESS TRANSLATION ➜ "INTERNETINTERFACE" ➜ 

REQUESTED FROM OUTSIDE.

You can add entries using the menu item ADD.

Field Meaning

Network Address Translation Determines whether NAT is on or off.

VPN Access 25 Setup Tool Bintec Access Networks GmbH
[IP][NAT][EDIT][OUTSIDE]: NAT sessions from OUTSIDE (Internet) vpn25

Abbreviations: r(remote) i(internal) e(external) a(address) p(port)

  Service      Conditions
  -----------------------------------------------------------

     ADD                 DELETE                        EXIT
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Configuration of DMZ 2
■ Go to IP ➜ NETWORK ADDRESS TRANSLATION ➜ "INTERNETINTERFACE" ➜ 

REQUESTED FROM OUTSIDE ➜ ADD.

The following fields are relevant: 

Table 2-2: Relevant fields in IP ➜ NETWORK ADDRESS TRANSLATION ➜
"INTERNETINTERFACE" ➜ REQUESTED FROM OUTSIDE ➜ ADD

VPN Access 25 Setup Tool Bintec Access Networks GmbH
[IP][NAT][EDIT][OUTSIDE][EDIT]: NAT sessions vpn25
                              from OUTSIDE (Internet)

  Service                     user defined
  Protocol                    tcp

  Remote Address
  Remote Mask

  External Address            213.7.46.137
  External Mask               255.255.255.255
  External Port               specify          Port  443

  Internal Address            192.168.200.201
  Internal Mask               255.255.255.255
  Internal Port               specify          Port  443

            SAVE                               CANCEL

Field Meaning

Service Type of service.

Protocol Protocol used.

External Address External IP address reached.

External Mask Netmask of external IP address.

External Port Port reached.

Internal Address Internal IP address to which the requests from 
outside are to be directed.

Internal Mask Netmask of internal IP address.

Internal Port Internal port to which the requests from outside 
are to be directed.
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Configuration of DMZ
Proceed as follows to define the necessary settings:

■ Set SERVICE to user defined.

■ Set PROTOCOL to tcp.

■ Enter your public IP address under EXTERNAL ADDRESS, e.g. 213.7.46.137.

■ Enter your associated netmask under EXTERNAL MASK, e.g. 

255.255.255.255.

■ Set EXTERNAL PORT to specify.

■ Enter 443 under PORT.

■ Enter the IP address of your WEB server under INTERNAL ADDRESS, e.g. 

192.168.200.201.

■ Enter the netmask of your WEB server under INTERNAL MASK, e.g. 

255.255.255.255.

■ Set INTERNAL PORT to specify.

■ Enter 443 under PORT.

■ Press SAVE to confirm your settings.

You have now configured your system so that HTTPS requests are forwarded 

to your external IP address at your WEB server in the DMZ.

Now configure the corresponding entries for HTTP and FTP.

   Note

Preconfigured services are already available for some services, such as HTTP. 
This means you no longer need to state the protocol or external ports, as these 
are already configured.
 Bintec Workshop Configuration of DMZ



Checking the Configuration 3
3 Checking the Configuration

The list should look like this when you have configured all the necessary "Re-

quests from Outside".

■ Go to IP ➜ NETWORK ADDRESS TRANSLATION ➜ "INTERNETINTERFACE" ➜ 

REQUESTED FROM OUTSIDE.

This Request List now causes HTTP and HTTPS requests to be forwarded to 
your external IP address at your WEB server. FTP requests are forwarded to 

your FTP server. Other requests are denied.

Return to the main menu and finally save your new configuration in the flash 
memory with EXIT and SAVE AS BOOT CONFIGURATION AND EXIT.

3.1 Test

To trace whether requests are forwarded, enter the following in the command 

line of the gateway:

vpn25:>debug all

VPN Access 25 Setup Tool Bintec Access Networks GmbH
[IP][NAT][EDIT][OUTSIDE]: NAT sessions from OUTSIDE (Internet) vpn25

  Abbreviations: r(remote) i(internal) e(external) a(address) p(port)

 Service      Conditions
 -----------------------------------------------------------
 20/tcp       ea 213.7.46.137/32, ia 192.168.200.202/32, ep 20, ip 20
 443/tcp      ea 213.7.46.137/32, ia 192.168.200.201/32, ep 443, i...
 ftp          ea 213.7.46.137/32, ia 192.168.200.202/32, ep 21, ip 21
 http         ea 213.7.46.137/32, ia 192.168.200.201/32, ep 80, ip 80

     ADD                 DELETE                        EXIT
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Checking the Configuration
As the debug extract shows, the HTTP request (port 80) has been forwarded 

from IP address 213.7.46.138 to IP address 192.168.200.201. The FTP request 
(port 21) has also been forwarded.

3.2 Overview of Configuration Steps

01:00:47 DEBUG/INET: NAT: new incoming session on ifc 300 prot 6 192.168.200.201
:80/213.7.46.137:80 <- 213.7.46.138:1054
01:00:48 DEBUG/INET: NAT: new incoming session on ifc 300 prot 6 192.168.200.201
:80/213.7.46.137:80 <- 213.7.46.138:1055
01:01:04 DEBUG/INET: NAT: delete session on ifc 300 prot 6 192.168.200.201:80/21
3.7.46.137:80 <-> 213.7.46.138:1054
01:01:05 DEBUG/INET: NAT: delete session on ifc 300 prot 6 192.168.200.201:80/21
3.7.46.137:80 <-> 213.7.46.138:1055
01:01:22 DEBUG/INET: NAT: new incoming session on ifc 300 prot 6 192.168.0.202:2
1/213.7.46.137:21 <- 213.7.46.138:1056
01:01:43 DEBUG/INET: NAT: new incoming session on ifc 300 prot 6 192.168.0.202:2
1/213.7.46.137:21 <- 213.7.46.138:1057
01:01:47 DEBUG/INET: NAT: delete session on ifc 300 prot 6 192.168.0.202:21/213.7.46.137:21 <-> 
213.7.46.138:1056
vpn25:>

Field Menu Description Compulso-
ry field

Service IP ➜ NETWORK ADDRESS TRANSLATION ➜ 
"INTERNETINTERFACE" ➜ REQUESTED 
FROM OUTSIDE

user defined Yes

Protocol IP ➜ NETWORK ADDRESS TRANSLATION ➜ 
"INTERNETINTERFACE" ➜ REQUESTED 
FROM OUTSIDE

tcp Yes

External Address IP ➜ NETWORK ADDRESS TRANSLATION ➜ 
"INTERNETINTERFACE" ➜ REQUESTED 
FROM OUTSIDE

e.g. 213.7.46.137 Yes

External Mask IP ➜ NETWORK ADDRESS TRANSLATION ➜ 
"INTERNETINTERFACE" ➜ REQUESTED 
FROM OUTSIDE

e.g. 255.255.255.255 Yes
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Checking the Configuration 3
External Port IP ➜ NETWORK ADDRESS TRANSLATION ➜ 
"INTERNETINTERFACE" ➜ REQUESTED 
FROM OUTSIDE

specify Yes

Port IP ➜ NETWORK ADDRESS TRANSLATION ➜ 
"INTERNETINTERFACE" ➜ REQUESTED 
FROM OUTSIDE

443 Yes

Internal Address IP ➜ NETWORK ADDRESS TRANSLATION ➜ 
"INTERNETINTERFACE" ➜ REQUESTED 
FROM OUTSIDE

e.g. 192.168.200.201 Yes

Internal Mask IP ➜ NETWORK ADDRESS TRANSLATION ➜ 
"INTERNETINTERFACE" ➜ REQUESTED 
FROM OUTSIDE

e.g. 255.255.255.255 Yes

Internal Port IP ➜ NETWORK ADDRESS TRANSLATION ➜ 
"INTERNETINTERFACE" ➜ REQUESTED 
FROM OUTSIDE

specify Yes

Port IP ➜ NETWORK ADDRESS TRANSLATION ➜ 
"INTERNETINTERFACE" ➜ REQUESTED 
FROM OUTSIDE

443 Yes

Field Menu Description Compulso-
ry field
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Checking the Configuration
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