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Introduction

1 Introduction

The configuration of access lists and filters is described in the following
chapters using a Bintec VPN Access 25 gateway. The Setup Tool is used
for the configuration.

1.1 Scenario

You wish to prevent a certain address range using the FTP protocol. The ad-
dress range is 192.168.10.192/25.

r

o7 |—
VPN Access 25

- : ETH1 192.168.10.254/25
ETH3 Dynamic IP address

LAN
192.168.10.253/25

1.2 Requirements

The following are required for the configuration:
B A Bintec VPN Access 25 gateway.

B A connection to the Internet (see Bintec FAQ: Configuring an xDSL
connection).

B Your LAN is connected over the first Ethernet interface (ETH 1) of your
gateway.

B A configured PC (see User's Guide Part Access and Configuration).
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Configuration of Access List

2 Configuration of Access List

2.1 Deactivating all Filters

B Go to SECURITY = ACCESS LISTS =» INTERFACES =» ENO-1.

VPN Access 25 Setup Tool Bintec Access Networks GmbH
[SECURITY] [ACCESS] [INTERFACES] [EDIT] vpn25
Interface en0-1
First Rule none
Deny Silent yes
Reporting Method info
SAVE CANCEL

The following field is relevant:

Meaning

First Rule The rule to be applied.

Table 2-1: Relevant field in SECURITY =» ACCESS LISTS = INTERFACES =¥ ENO-1

Proceed as follows to define the necessary settings:
B Set FIRST RULE to none.
B Leave all the other settings as they are.

B Press SAVE to confirm your settings.

Repeat this step for all interfaces. Setting FIRST RULE to none deactivates the
rule. As all the interfaces are now set to no access rule, you can start creating
new filters without the risk of locking yourself out by denying access.







Configuration of Filters

3 Configuration of Filters

3.1 Configuring the First Filter

B Go to SECURITY =» ACCESS LISTS =» FILTER = ADD.

VPN Access 25 Setup Tool Bintec Access Networks GmbH
[SECURITY] [ACCESS] [FILTER] [EDIT] vpn25

Description Deny FTP

Index 1

Protocol tcp Connection State any

Source Address 192.168.10.192

Source Mask 255.255.255.128

Source Port any

Destination Address
Destination Mask

Destination Port specify range

Specify Port 20 to Port 21

Type of Service (TOS) 00000000 TOS Mask 00000000
SAVE CANCEL

The following fields are relevant:

Field Meaning

Description Description of the filter.

Protocol Type of filtered protocol.

Connection State State of interface to which the filter is to be
applied.

Source Address Source address, e.g. a network.

Source Mask Associated netmask.

Source Port The source port to be filtered.

Destination Address Destination address, e.g. a network.
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Field Meaning

Destination Mask Associated netmask.
Destination Port The destination port to be filtered.
Specify Port Port number.

Table 3-1: Relevant fields in SECURITY =» ACCESS LISTS =» FILTER =% ADD

Proceed as follows to define the necessary settings:

Enter a name under DESCRIPTION, e.9. Deny FTP.

Set PRoOTOCOL to tcp.

Set CONNECTION to State any.

Enter your IP address as SOURCE ADDRESS, e.g. 192.168.10.192.
Enter your network address as SOURCE MASK, e.g. 255.255.255.128.
Set SOURCE PORT to any.

Set DESTINATION PORT to specify range.

Set SPECIFY PORT to 20.

Enter 27 under 1O PORT.

Press SAVE to confirm your settings.

3.2 Configuring a Second Filter

Go to SECURITY =» ACCESS LISTS =» FILTER = ADD.
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VPN Access 25 Setup Tool Bintec Access Networks GmbH
[SECURITY] [ACCESS] [FILTER] [EDIT] vpn25
Description allow all
Index 2
Protocol any

Source Address
Source Mask
Source Port any

Destination Address

Destination Mask

Destination Port any

Type of Service (TOS) 00000000 TOS Mask 00000000

SAVE CANCEL

The following fields are relevant:

Field Meaning

Description Description of the filter.

Protocol Type of filtered protocol.

Connection State State of interface to which the filter is to be
applied.

Source Address Source address, e.g. a network.

Source Mask Associated netmask.

Source Port The source port to be filtered.

Destination Address Destination address, e.g. a network.

Destination Mask Associated netmask.

Destination Port The destination port to be filtered.

Table 3-2: Relevant fields in SECURITY =» ACCESS LISTS =» FILTER = ADD




Proceed as follows to define the necessary settings:
B Enter a name under DESCRIPTION, e.g. allow all

B Leave all the other settings as they are.

B Press SAVE to confirm your settings.




_ Defining Rules

4 Defining Rules

4.1 Defining the First Rule

B Go to SECURITY =» ACCESS LISTS = RULES = ADD.

VPN Access 25 Setup Tool Bintec Access Networks GmbH
[SECURITY] [ACCESS] [RULE] [ADD] vpn25
Action deny M
Filter Deny FTP (1)
SAVE CANCEL
Use <Space> to select

The following fields are relevant:

Field Meaning

Action Action to be executed.

Filter Filter to be used.

Table 4-1: Relevant fields in SECURITY =» ACCESS LISTS =» RULES =» ADD

Proceed as follows to define the necessary settings:
B Set AcTION to deny M.
B Set FILTER to Deny FTP.

B Press SAVE to confirm your settings.

4.2 Defining the Second Rule

B Go to SECURITY =» ACCESS LISTS =» RULES => ADD.
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Defining Rules

VPN Access 25 Setup Tool Bintec Access Networks GmbH
[SECURITY] [ACCESS] [RULE] [ADD] vpn25
Insert behind Rule RI 1 FI 1 (ftp)
Action allow M
Filter allow all (2)
SAVE CANCEL
Use <Space> to select

The following fields are relevant:

Field Meaning

Insert behind Rule The rule after which this rule to be applied.
Action Action to be executed.
Filter Filter to be used.

Table 4-2: Relevant fields in SECURITY =» ACCESS LISTS =» RULES =» ADD

Proceed as follows to define the necessary settings:

Set INSERT BEHIND RULE to RI'1 FI 1 (ftp).

B Set AcTION to allow M.
B Set FILTER to allow all.
B Press SAVE to confirm your settings.




_ Applying Rules to an Interface

5 Applying Rules to an Interface

B Go to SECURITY =» ACCESS LISTS =» INTERFACES =» ENO-1.

VPN Access 25 Setup Tool Bintec Access Networks GmbH
[SECURITY] [ACCESS] [INTERFACES] [EDIT] vpn25
Interface en0-1
First Rule RI 1 FI 1 (Deny FTP)
Deny Silent yes
Reporting Method info
SAVE CANCEL

The following fields are relevant:

Field Meaning

Interface The interface to which the rule is applied.
First Rule Defines which rule is to be applied first to this inter-
face.

Table 5-1: Relevant fields in SECURITY =» ACCESS LISTS =» INTERFACES =» ENO-1

Proceed as follows to define the necessary settings:
B Set FIRST RULE to Rl 1 FI 1 (Deny FTP).
B Leave all the other settings as they are.

B Press SAVE to confirm your settings.

Return to the main menu and finally save your new configuration in the flash
memory with EXIT and Save as boot configuration and exit.







Result

6 Result

This configuration ensures that incoming IP packets with the source address
192.168.10.192/25 and destination port 20 - 21 are discarded by the en0-1 in-
terface. It also ensures that all other packets are forwarded. If the second rule
was not set to allow all, the default setting deny all would take effect and the
interface would deny all incoming IP packets!

6.1 Test

You can see whether the FTP requests are denied under MONITORING AND
DEBUGGING =» MESSAGES.

B Go to MONITORING AND DEBUGGING =» MESSAGES.

VPN Access 25 Setup Tool Bintec Access Networks GmbH
[MONITOR] [MESSAGE] : Syslog Messages vpn25

Subj Lev Message

INET INF NAT: refused incoming session on ifc 10001 prot 6 213.7.46.9"
INET INF dialup if 10001 prot 17 192.168.10.254:1026->62.104.191.241:
PPP INF freenet: local IP address is 213.7.46.99, remote is 62.104.21
INET INF NAT: refused incoming session on ifc 10001 prot 6 213.7.46.9
INET INF refuse from if 100 prot 6 192.168.10.253:1158->213.217.69.67

INET INF refuse from if 100 prot 6 192.168.10.253:1157->62.146.2.97:2
INET INF NAT: refused incoming session on ifc 10001 prot 6 213.7.46.9
INET INF NAT: refused incoming session on ifc 10001 prot 6 213.7.46.9
INET INF NAT: refused incoming session on ifc 10001 prot 6 213.7.46.9
INET INF NAT: refused incoming session on ifc 10001 prot 6 213.7.46.9
INET INF NAT: refused incoming session on ifc 10001 prot 6 213.7.46.9
INET INF NAT: refused incoming session on ifc 10001 prot 6 213.7.46.9v

EXIT RESET

As you can see, the request from the IP address 792.768.70.253 has been de-
nied on the FTP server with the IP address 62.746.2.97.
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Result

6.2 Overview of Configuration Steps

Field Menu Description ?yome?;lso'
Description SECURITY =» ACCESS LISTS =» FILTER =» ADD | e.g. Deny FTP

Protocol SECURITY =» ACCESS LISTS =» FILTER =<» ADD | e.g. tcp Yes
Connection State | SECURITY =» ACCESS LISTS =» FILTER = ADD | any Yes
Source Address SECURITY = ACCESS LISTS =» FILTER =» ADD | e.g. 192.168.10.192 Yes
Source Mask SECURITY = ACCESS LISTS =» FILTER =» ADD | e.g. 255.255.255.128 | Yes
Source Port SECURITY = ACCESS LISTS =» FILTER =» ADD | e.g. any Yes
Destination Port SECURITY =» ACCESS LISTS =» FILTER =» ADD | specify range Yes
Specify Port SECURITY =» ACCESS LISTS =» FILTER =» ADD | e.g. 20 - 21 Yes
Action SECURITY =» ACCESS LISTS =» RULES = ADD | deny M Yes
Filter SECURITY =» ACCESS LISTS =» RULES = ADD | Deny FTP (1) Yes
Insert behind Rule | SECURITY = ACCESS LISTS = RULES = ADD | Rl 1 FI 1 (ftp) Yes
Action SECURITY = ACCESS LISTS =» RULES =» ADD | allow M Yes
Filter SECURITY =» ACCESS LISTS =» RULES = ADD | allow all (2) Yes
Interface SECURITY =» ACCESS LISTS =» INTERFACES = | ETH1 Yes

ENO-1
First Rule SECURITY =» ACCESS LISTS=» INTERFACES = | RI'1 FIl 1 (Deny FTP) | Yes

ENO-1
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