
 

Readme for System Software 6.3.4 PATCH 24 

 

The following changes have been made to System Software 6.3.4 in order to improve performance and 
stability. Make sure to check the Release Notes of the major release corresponding to this PATCH release 
for specifics concerning update procedures and restrictions. 

 

Important: IPSec Vulnerability Fixed 

Funkwerk gateways were affected by an ISKAMP vulnerability that was detected at 
http://www.ee.oulu.fi (see http://www.ee.oulu.fi/research/ouspg/protos/testing/c09/isakmp/). They 
failed the following test cases: #16, #427, #1681 and #2970. 

Susceptibility to the vulnerability has been removed. 

 

1) Local HTTP Login Attempt Leads to Reboot (ID 4018) 

When a local HTTP access was attempted with overly long authentication data, the gateway occasionally 
rebooted. 

This problem has been solved. 
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