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New System Software
Release 5. 2 Revision 1

These release notes describe the new features, changes, bugfixes and known
issues contained in system software Release 5. 2 Revision 1 for the following
products: BIANCA/BRICK-XL, BIANCA/BRICK-XL 2, BIANCA/BRICK-XMP, BI-
ANCA/BRICK-XS2, BIANCA/BRICK-XM2, BINGO!).

2 mmmmn Release Notes 5.2.1



Table of Contents

21

211
212
2.1.3
214

2.2
221
222

2.3
231

24
241
2.4.2

25
251
252

2.6

26.1
2.6.2
2.6.3
2.6.4
2.6.5
2.6.6
2.6.7
2.6.8

Upgrading System Software

Features

ADSL Connection via PPPoE
Introduction

11

11
11

Using T-DSL with BinTec routers with two Ethernet Interfaces 14

Using T-DSL with BinTec routers with one Ethernet Interface

Additional information

MS-CHAP Version 2 now Supported
Configuration over Setup Tool
Configuration over the MIB

New Encryption Protocols Supported
Configuration over Setup Tool

Passwords in Setup Tool
Changing and Confirming a Password
Relevant Commands

Filtering of Services in IPX Networks (SAP Filters)

The Variables, Values and their Meanings

Examples

Name Resolution with DNS Proxy

Why Name Resolution?

Advantages of Name Resolution

Other Options

Exchanging DNS Addresses with LAN Partners
Exchanging DNS Addresses with WAN Partners
Strategy for Name Resolution

Overview of Configuration with the Setup Tool
Procedure for Configuration with the Setup Tool

Release Notes 5.2.1

25
29

29
30
31

31
31

33
34
34

35
36
40

43
43
44
a7
47
48
48
50
62



. Table of Contents

3.1
311

3.1.2
3.1.3
3.14
3.15

3.2

3.21
3.2.2
3.2.3
3.24
3.25

3.3

3.3.1
3.3.2
3.3.3
334
3.35
3.3.6

3.4
34.1

3.5

351
352
3.5.3
354

Changes
PPP

Inconsistent Encryption Configuration Leading to

Repeated Connection Attempts

VPN Performance Issues Addressed
Local IP Address in IPCP Negotiation
Asynchronous PPP over X.75

Debugging and Status Info of PPP Connections

RADIUS

OSPF and Connections over RADIUS
New and Changed RADIUS Attributes
RADIUS Dialout Protocols

RADIUS and Callback “delayed”
Automatic Loading of Dialout Routes

CAPI

DTMF Signals Transmission over CAPI
New CAPI Variables

Terminal Portability over CAPI

Virtual Terminal Portability over CAPI
B-Channel Selection

Error Correction Mode for G3 Faxing = On

XBRI
Fax Server on 2XBRI Connections

Setup Tool

DHCP Menu Name Changes
Keepalive Monitoring

Time and Date

Transit Network Settings

mmmmn Release Notes 5.2.1

65

65

65
65
66
66
67

70
70
70
72
72
72

73
73
74
74
75
75
75

75
75

76
76
76
77
78



Table of Contents

3.55
3.5.6
3.5.7
3.5.8
3.5.9
3.5.10
3.5.11
3.5.12
3.5.13
3.5.14
3.5.15
3.5.16
3.5.17

3.6

3.6.1
3.6.2
3.6.3

3.7

3.7.1
3.7.2
3.7.3
3.74

3.8
38.1

3.9
3.9.1

4.1

Extended Routes

TFTP Server IP Address Suggestions
User Name Dependent on Item

2nd IP Address on LAN Interface

Number of Syslog Messages

ISP Configuration

IP Interface Display for NAT Configuration
Duplex Settings for 100BT Ethernet Modules
Compression Options

Response Options for Access Violations
Local Filters

Selection of Filterable Protocols Extended
Monitoring IP Sessions

IP

Limited ICMP Source Quenches
NAT

DHCP Gateway Setting

System

BinTec Router Ready for New Activity Monitor
Changes to the ifstat Application

netstat and Extended Routes

New Ping Options

Modem FM-8MOD
Firmware Update

CSM56K
Idle Timer For Modem Driver Now Configurable

Bugfixes

PPP

Release Notes 5.2.1

78
79
80
80
81
81
82
82
83
83
84
85
85

86
86
86
86

87
87
87
88
88

88
88

89
89

90
90

EEEEE 5



. Table of Contents

41.1
41.2
4.1.3
41.4
4.15
4.1.6
4.1.7
4.1.8
4.1.9
4.1.10

4.2

421
422
4.2.3
424

4.3

43.1
4.3.2
4.3.3
4.3.4
4.3.5
4.3.6
4.3.7

4.4

441
4.4.2
4.4.3
444
4.4.5

Connections to Certain Internet Service Providers
No Connection to Compuserve

VPN Links Disconnected

Setting Short Hold to -1 on a VPN Interface
Regular Rebooting Problems

PPP Callback and WIN2000

Transmission of RIP V1 & V2 Packets

BOD not Activated due to Load Error

Link Quality Monitoring Set to "0"

Loopback Recognition for PPP Connections

RADIUS

RADIUS for Dialout

RADIUS Dialout Causing Reboot
RADIUS Users Saving Configurations
Authentication Caused Memory Leakage

IPX

Netware Login on Booting

ipxCircType Reset by Setup Tool Entry

BRICK IPX and Service Name Recognition
Memory Leakage

New WAN Partner Causing Unwanted Connections
IPX NetBIOS Rebroadcasting Error

IPX Enabled After New Interface Configured

OSPF

Border Router Address Not Sent
Duplication of Areas

Summary LSAs not Sent to Areas

Reboot After Disabling and Enabling OSPF

Incorrect Value assigned to ospflfMetricStatus

mmmmn Release Notes 5.2.1

90
90
90
91
91
92
92
92
93
93

93
93
94
94
94

95
95
95
95
96
96
96
97

97
97
97
98
98
98



Table of Contents

4.5

451
452
453

4.6

46.1
4.6.2
4.6.3
46.4
4.6.5

4.7

4.7.1
4.7.2
4.7.3
4.7.4
4.7.5

4.8
4.8.1
48.2

4.9
49.1
4.9.2

4.10
4.10.1
4.10.2

Bridging

Bridging and ISDN Channel Bundles
Filtering with more than 2 Interfaces
Timer not Conforming to Standard

IP

Interface 2 Invalid for ipExtRtTable

Back Route Verify Malfunction

Back Route Verify Causing Unintentional Connections
File Transfer by TFTP

Last Host IP address Not Assignable

System

Flash Files Deleted

Hieroglyphics After Failed CHAP Authentication
Y2K Compliance

Ping Fails After Time Reset

Trace with a Specified Interface

SetupTool
System Crash After File Loaded
System Crash After PPP Menu Entry

ISDN

Credits Based Accounting: Connections not Terminated
X.31 Connections on ISDN B-Channel Could Not be
Established

CAPI

Transmitting Faxes with FM-8MOD

Video-Telephony: Transmitting Data with CM-PRI in
Transparent Mode

Known Issues

Release Notes 5.2.1 mmmmm

99
99
99
99

100
100
100
100
101
101

101
101
102
102
103
103

103
103
104

104
104

105

105
105

106

107



. Table of Contents

5.1 Problems with Windows NT 4.0 SP 6A

5.1.1 Authentication with MS-CHAP V2

5.2 Windows 2000

5.2.1 DNS Proxy Cannot Resolve DNS Requests from
Windows 2000

5.2.2 Callback and the User-Specified Number

5.3 FM-8MOD

5.3.1 No Module Detected

54 FTP

541 Outgoing FTP Connections via NAT

5.5 Setup Tool

5.5.1 WAN INTERFACE [JADVANCED SETTINGS Inaccessible

5.5.2 WAN Partner: IP Address Pool Erroneously Reset to 0

5.6 RADIUS

5.6.1 RADIUS Server Configuration

5.7 SNMP

5.7.1 Wrong Default Value for Variable FaxG3ECM

5.8 CAPI

5.8.1 BRICK-XM: Outgoing CAPI Connections Cause Reboots

5.9 Setup Tool

5.9.1 BRICK-XM: Setup Tool can not be Called Up

5.9.2 MENU CM-1BRI, ISDN SO: Selection Under B-Channel 1 is
Displayed Wrongly

5.10 Frame Relay
5.10.1 Frame Relay Not Working

8 mmmmn Release Notes 5.2.1

107
107

107

107
107

108
108

108
108

108
108
109

110
110

111
111

111
111

112
112

112

112
112



1 Upgrading System Software

[l Retrieve the current system software image from BinTec's WWW server at
http://www.bintec.de (Section: Download).

[1 with this image you can upgrade the BIANCA/BRICK with the update
command from the SNMP shell via a remote host (i.e. using telnet, minipad,
or isdnlogin) or by using the BOOTmonitor, if you are logged in directly on
the console.

Information on using the BOOTmonitor can be found in the BIANCA/BRICK
User’s Guides under Firmware Upgrades.

Caution!
A [1 Do not update your Logic or BOOTmonitor images unless ex-

pressly instructed to do so.
Normally, it is not necessary to upgrade these images. Only
in exceptional cases is an upgrade explicitly recommended.

[l If you are unsure whether to upgrade or not, read the BOOT-
monitor and Firmware Logic Release Notes (available below
the images on the FTP server, section: Download) where you
will find tables that specify the appropriate Logic and BOOT-
monitor versions available for your BinTec product, and if an
update is recommended or not.

N Please note that there is an update procedure in case there is not

- - enough memory available to perform a software update via the

@ update command from the SNMP shell. The incremental update

S loads the new software image in blocks of 64 KB via TFTP and
writes it to the Flash ROM immediately.

Because this procedure offers no possibility to check the integrity
of the image:

[1 first use the option “-v” that verifies the image file.

Release Notes5.2.1 mmmmm 9
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Upgrading System Software

10

When upgrading system software, it is also recommended that
you use the most current versions of BRICKware for Windows
and UNIX Tools. Both can be retrieved from BinTec’'s WWW
server.

o@::

N If you are updating from a software release equal to or older than
4.7.x to the current version, 5..2.1 or later, it is necessary to firstly
upgrade to 4.9.3, save the configuration, then upgrade to 5.2.1. If

@ you update directly from 4.7.x to 5.2.x, the old IP access lists can

not be automatically converted and are lost.

mmmmn Release Notes 5.2.1



ADSL Connection via PPPoE

2 Features

2.1 ADSL Connection via PPPoE

2.1.1 Introduction

BinTec Communications AG offers the PPP-over-Ethernet protocol to enable
networked terminals access to the Internet over the T-DSL connection of the
Deutsche Telekom AG.

Why use a BinTec router for T-DSL access?

The use of a Bintec router on a T-DSL connection is of particular benefit when
you have one or more of the following requirements:

B LAN/WAN:
— You want to connect an entire LAN via T-DSL to the Internet and not
just one workstation.
— In addition to T-DSL Internet access, you also need other WAN con-
nections (e.g. Modem dial-in, ISDN-Intranet connection etc.).

B Security:

N This point relates only to BinTec routers that have two Ethernet
interfaces. The security advantages listed below that can be
enjoyed by users of products with two Ethernet interfaces can not

) be shared by users of products with just one Ethernet interface.

Indeed, the use of PPPOE over one Ethernet interface presents
several disadvantages you should be aware of, see "Two Ether-
net interfaces or one?", page 13.

— The customer’s network should be protected from unauthorised ac-
cess from the Internet.

Release Notes5.2.1 mmmmm 11



Features

— The Internet should be made strictly inaccessable to unauthorised in-
dividuals from the customer’s network.

B Accounting:
— Online time: the number of connections and transmission volumes for
IP traffic should be recorded in detail.
— Superfluous load connections (such as broadcasts) should be prevent-

ed.

N This last point relates only to BinTec routers that have two Ether-
net interfaces. The use of PPPoE over one Ethernet interface
presents several disadvantages you should be aware of, see

() chapter 2.1.3, page 25.

B Platforms:
—  Workstations running operating systems for which the PPPoE protocol
is not available should be connected (e.g. OS/2, Linux, Windows 3.x
etc.)

®  Backup:
— A high degree of availability should be guaranteed; should the T-DSL
access fail, an alternative path should be activated.

B Services:

— In addition to T-DSL Internet access, other communications services
are required network-wide (e.g. Fax, Eurofiletransfer etc.).

B Configuration:
— Access should be configured and administrated from a central site or
by an external service provider.

Furthermore, you would like to continue to benefit from the full range of func-
tions available with your BinTec multiprotocol router.
A brief introduction to T-DSL

With T-DSL Deutsche Telekom AG is offering high-speed Internet access. The
underlying technology is ADSL. Large amounts of data can be asymetrically

12 mmmmn Release Notes 5.2.1



ADSL Connection via PPPoE

transmitted over conventional, copper telephone lines by ADSL (Asymmetric
Digital Subscriber Line). The T-DSL packet consists of an ISDN connection and
a data line with a bandwidth of up to 768 kbps from the Internet Service Provider
to the customer (downstream) and 128 kbps in the opposite direction (up-
stream). This bandwidth capacity provides downstream Internet services avail-
ability at speeds of up to twelve times faster than with ISDN.

The T-DSL connection (without a BinTec router) looks like this:

—
768 kbit/s __ Customer

TISDN  — ,
TisbNgsl  —— ADSL TaE

128 kbit/s
—

ISDN telephone

ADSL splitt
(BBSA‘?EI) er ISDN-NTBA

PC with network card

ADSL modem L l
(NTBBA)

Figure 2-1:  T-DSL connection (without BinTec router)

Two Ethernet interfaces or one?

To be able to use ADSL (Asymmetric Digital Subscriber Line) with a BinTec
router, you must configure a PPP-over-Ethernet interface over the LAN
interface. This is done by connecting your BinTec router to T-DSL, which is the
ADSL connection of Deutsche Telekom AG. Itis possible to avail of the services
of ADSL by connecting a BinTec router to two Ethernet interfaces or to just one,
depending on how your router is equipped.

Release Notes5.2.1 mmmmm 13



Features

S The use of PPPOE over one Ethernet interface presents several
disadvantages you should be aware of, see chapter 2.1.3,

. page 25.

@

At the time of writing, BinTec Communications AG has three routers fitted or
with the potential to be fitted with two Ethernet interfaces: XM-PPPoE, XM2 and
XL2 (this list will be quickly outdated as new modular devices supplement the
product range). All other BinTec routers addressed in this release (BinGO!,
XS2, XS-Office, XMP) are only capable of connecting to the ADSL modem and
to the LAN using just the one Ethernet interface.

2.1.2 Using T-DSL with BinTec routers with two
Ethernet Interfaces

BinTec Communications AG recommends using a BinTec router with 2 Ethernet
interfaces for your ADSL connection: one back to the LAN, the other to the
ADSL connection. When using 2 Ethernet interfaces, all the advantages men-
tioned in chapter 2.1.3, page 25 can be enjoyed without exception or restriction.

Scenario: Internet access for several PCs

In order to give your Local Area Network cheap and fast access to the Internet,
your BinTec router is connected to the Ethernet between the PCs and the ADSL
modem:

S If you receive a special cable from Deutsche Telekom AG for
. connecting the ADSL modem, please use only this cable.
@
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ADSL Connection via PPPoE

ADSL-Modem+Splitter
(NTBBA+BBAE)
PPPoEth t 1
) ernef [=<] ‘I /
= I

BIANCA/BRICK-XM
2 x Fast Ethernet

Figure 2-2:  Scenario 1: Internet access for several PCs

Scenario: Connecting to a second location

In order to give your Local Area Network cheap and fast access to the Internet,
as well as to a second remote location, your BinTec router is connected to the
Ethernet between the PCs and the NTBBA (ADSL network termination):

Branch office

Central office ?
/ ISDN-Router

ADSL-Modem+Split 4 \
(NTBBAYBBAE) ISDN BinGO!

PPPoE themet = Il
7 i

|
Tl Internet Service
DSL Provider

>

BIANCA/BRICK-XM
2 x Fast Ethernet + BRI

ISDN-NTBA

Figure 2-3:  T-DSL connection and ISDN LAN-LAN connection
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Scenario: Connecting with fax servers

In order to give your Local Area Network cheap and fast access to the Internet,
as well as simultaneous use of the ISDN connection for professional fax servic-
es, the BinTec router is fitted with two Fast Ethernet modules and a 2XBRI-mod-
ule:

Central office

/ >
ADSL-Modem+Splitter ISDN /4 ”/v

(NTBBA+BBAE)
- PPPoE themet fo s .| l

| | Internet Service
DSL Provider

NTBA
ISDN-NTBA @

Figure 2-4:  Connecting with fax servers

BIANCA/BRICK-XM
2 x Fast Ethernet + 2XBRI

Hardware connections on the XM-PPPoE to T-DSL

When connecting a LAN, WAN or ADSL connection to the XM-PPPoOE for ex-
ample, the following slot assignments should be observed:

Serial Console

@)+

Sot 3 Sot 2 Sot 1

Power

Figure 2-5:  Slot assignments to the XM-PPPoE
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ADSL Connection via PPPoE

Slot Module/Function

Slot 1 Ethernet (to the LAN)
Slot 2 Ethernet (to the ADSL)
Slot 3 Sg or another module (optional)

Table 2-A-1: Slot assignments to the Xm-PPPoE

Configuration

After entering setup from the shell prompt, Setup Tool's main menu is dis-
played as below. Depending on your hardware setup and software configura-
tion, your router's menu may differ slightly.

BRICK Setup Tool BinTec Communications AG
MyBrick
Licences System
Slotl: CM-BNCI/TP, Ethernet
Slot2: CM-BNCI/TP, Ethernet
Slot3: CM-1BRI, ISDN SO
WAN Partner
IP PPP IPX X.25 VPN
Configuration Management
Monitoring and Debugging
Exit
Press <Ctrl-n>, <Ctrl-p> to scroll through menu items, <Return> to
enter
Configuring IP Addresses
[ Goto SLoT 1 (Ethernet)
Release Notes5.2.1 wmmmmm 17



Features

BRICK Setup Tool BinTec Communications AG
[SLOT 1 ETHERNET]: Configure Ethernet Interface MyBrick

IP-Configuration

local IP-Number 192.168.1.254
local Netmask 255.255.255.0
Encapsulation Ethernet Il

IPX-Configuration
local IPX-NetNumber 0
Encapsulation none
Bridging disabled
Advanced Settings>

SAVE CANCEL

Enter IP address (a.b.c.d or resolvable hostname)

local IP-Number

Field Meaning

Enter the LAN IP address of your BinTec router
here. This address should be the default gate-
way for the hosts in your LAN.

local Netmask

Enter the netmask for your LAN here.

Table 2-A-2: Slot 1 Ethernet

General PPP Settings

Here you must configure an interface over which PPP-over-Ethernet should
run. All other settings can be left as they are.

[J From the main menu, go to PPP.
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ADSL Connection via PPPoE

BRICK Setup Tool
[PPP]: PPP Profile Configuration

BinTec Communications AG
MyBrick

Authentication Protocol
Radius Server Authentication

PPP Link Quality Monitoring
PPPoE Ethernet Interface

SAVE

CHAP + PAP + MS-CHAP
inband

no

en2

CANCEL

Use <Space> to select

The following field is relevant:

Meaning
PPPoE Ethernet This field defines the interface over which PPP-
Interface over-Ethernet runs.

Table 2-A-3: PPP

WAN Partner Settings

The configuration of a PPP-over-Ethernet partner is exactly the same as the
configuration of any other WAN partner.

] Goto WAN PARTNER [JADD.
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BRICK Setup Tool BinTec Communications AG
[WAN][ADD]: Configure WAN Partner MyBrick
Partner Name t-online

Encapsulation PPP

Compression none

Encryption none

Calling Line Identification no

PPP>

Advanced Settings>
WAN Numbers>

IP>
IPX>
Bridge>

SAVE CANCEL

Enter string, max length = 25 chars

These are the relevant fields:

Field Meaning

Partner Name The name assigned to this PPP-over-Ethernet
partner.
Encapsulation Defines how data packets are encapsulated for

transmission to the WAN partner. For the pur-
pose of PPP-over-Ethernet, only PPP should
be selected.

Table 2-A-4: WAN PARTNER [ JADD

PPP Submenu Settings
[0 Goto PPP.
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BRICK Setup Tool BinTec Communications AG
[WAN][ADD][PPP]: PPP Settings (t-online) MyBrick
Authentication PAP
Partner PPP ID
Local PPP ID 000460004256091169386#0001@t-online.de
PPP Password 1234567
Keepalives on
Link Quality Monitoring off

OK CANCEL

Use <Space> to select

These are the relevant fields:

Field Meaning

This is how the ID is constructed:

online.de.

Code = a 12-digit connection code (e.g.:
000460004256)

T-Online-Nr. = Telephone number (e.g.:
091169386)

(e.g.: 0001)

Authentication PAP. The default value CHAP + PAP must be
changed.

Partner PPP ID WAN-Partners ID. Leave blank.

Local PPP ID Your T-Online User-ID.

<Code><T-Online-Nr.>#<Other user-Nr.>@t-

Other user-Nr. = a four-digit other user number

PPP Password Your T-Online password.

Keepalives Activates keepalive packets.

Table 2-A-5: WAN [WADD [PPP

Release Notes5.2.1 mmmmm
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[] SetKeepalives to on.
When the keepalive function is active, the status of the interface is checked.
If the connection to the Provider fails, this feature quickly recognises and
signals the altered status of the interface.

Advanced Settings

[l Returnto ADVANCED SETTINGS.
You can define the Layer 1 Protocol of the ISDN B channel the BinTec rout-

er should use for connections to the WAN partner. The protocol for ISDN
data connections, standard value for the B-channel, is preconfigured. For
PPP-over-Ethernet, this setting must be changed.

BRICK Setup Tool BinTec Communications AG
[WAN][ADD][ADVANCED]: Advanced Settings (t-online) MyBrick

Callback no
Static Short Hold (sec) 20

Idle for Dynamic Short Hold (%) 0

Delay after Connection Failure (sec) 300
Extended Interface Settings (optional)<
Channel-Bundling no

Layer 1 Protocol PPP over Ethernet (PPPOE)

OK CANCEL

Use <Space> to select

[l Inthe field Layer 1 Protocol , select PPP over Ethernet (PPPOE).
IP Settings

[l Returnto IP.

22 mmmmn Release Notes 5.2.1



ADSL Connection via PPPoE

BRICK Setup Tool BinTec Communications AG
[WAN][ADD][IP]: IP Confuguration (t-online) MyBrick
IP Transit Network dynamic client

local IP Address

Advanced Settings>

SAVE CANCEL

The following field is relevant here:

Meaning

IP Transit Network Defines whether the BinTec router is to estab-
lish a Transit Network to the WAN partner.

IP address is dynamically assigned if dynamic
clientis selected.

Table 2-A-6: WAN [WADD [P

[l SetIP Transit Network to dynamic client.
[0 The local IP Address field remains blank.
General IP Settings

Configuring the default route

[l Goto /P [CRoutiné [JADD.
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BRICK Setup Tool BinTec Communications AG
[IP][ROUTING][ADD]: IP Routing MyBrick
Route Type Default route
Network WAN without transit network
Partner / Interface t-online
Metric 1
SAVE CANCEL
Use <Space> to select

The following field is relevant here:

Meaning

Partner / Interface Ihr PPPOE Partner.

Table 2-A-7: IP [ Rouring [JADD

[ Inthe Route Type field, select Default route.

[l In the field Partner / Interface , select PPPoEPartner, e. g. t-online .
Activate Network Address Translation (NAT)

This results in the following:

B your network can not be accessed from the Internet (as long as no session
profiles are configured),

B The source address of connections to the Internet only appears as the one
dynamically assigned IP address.

[l Goto /P [CINETWORK ADDRESS TRANSLATION.

[ Select the WAN interface you want to activate NAT for, e. g. t-online .
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BRICK Setup Tool BinTec Communications AG
[IP][NAT][CONFIG]: NAT Configuration (t-online) MyBrick
Network Address Translation on

Configuration for sessions requested from outside

Service Destination Source Dep. Dest. Dep.  Port Remap

ADD DELETE SAVE CANCEL

The following field is relevant here:

Meaning
Network Address Here you can activate Network Address Trans-
Translation lation (NAT) for your WAN partner. Thereby,

you conceal your entire LAN behind the one
official IP address.

Table 2-A-8: IP [_INAT

[] Set Network Address Translation to on.

2.1.3 Using T-DSL with BinTec routers with one
Ethernet Interface

To be able to use ADSL (Asymmetric Digital Subscriber Line) with a BinTec
router, you must configure a PPP-over-Ethernet interface over the LAN
interface. This is done by connecting your BinTec router to T-DSL, which is the
ADSL connection of Deutsche Telekom AG. It is possible to avail of the services
of ADSL by connecting a BinTec router to two Ethernet interfaces or to just one,
depending on how your router is equipped.
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Security risks and restrictions

BinTec Communications AG recommends using a BinTec router with 2 Ethernet
interfaces for your ADSL connection. Due to customer demand, however, PPP
over Ethernet is also being made available with this release for BinTec routers
with just one Ethernet interface.

When using PPP over Ethernet with one Ethernet interface, you should be
aware of the following security risks and other disadvantages.

N The following restrictions and security risks exist when the BinTec
. router connection to T-DSL is only over one Ethernet interface:
B |f PPP-over-Ethernet is operated with only one Ethernet inter-

@
face, there is a risk of unauthorized accesses from the Inter-

net to the local BinTec router LAN. Such unauthorized ac-
cesses can originate from the first node of the Internet.

B Users of the local network can configure a PPP-over-Ethernet
client on their PC and use the Internet unnoticed by the
BinTec router.

B Broadcasts in the local LAN are always forwarded by the
ADSL modem (NTBBA) to the PTT exchange and are not re-
jected until the exchange. This means that the maximum
bandwidth of 128 kbps upstream to the PTT may not be fully
available.

Scenario: ADSL with BinTec routers with one Ethernet Interface

The following scenario (see figure 2-6, page 27) is used to describe the neces-
sary configuration steps: The LAN interface of the BinTec router is connected
to your hub, and to the ADSL modem (NTBBA) of Deutsche Telekom AG.

N If you receive a special cable from Deutsche Telekom AG for
. connecting the ADSL modem, please use only this cable.
@
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192.168.1.1
~ ADSL
C .
ADSL modem
192.168.1.2 - and splitter
é BinTec Router
192.168.1.3 192.168.1.254

Your local network

Figure 2-6:  Example scenario (with BinTec router)

The following settings are necessary (the Setup Tool menus concerned are
described elsewhere):

Go to PPP.

Select PPPoE Ethernet Interface : enl.
Press SAVE.

Go to WAN PARTNER [JADD.

Enter your Partner Name : e.g. t-online.
Select Encapsulation : PPP.

Go to WAN PARTNER [JADD [IPPP.

O 0Ooo0oo0ooogoodd

Enter Local PPP ID (= your user name):
e.g. 000460004256091169386#0001@t-online.de.
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N

/
(\Q@

O Oo0ooooooogoooogogoogogod

|y The T-Online user name comprises the following elements:

<user account><T-Online number>#<co-user number>@t-
online.de

The user account is a 12-digit number, in this case:
000460004256.

The T-Online number is the extension number, in this case:
091169386.

The co-user number is a 4-digit number, in this case: 0001.

The T-Online number and the co-user number must be sepa-
rated by # if the T-Online number has less than 12 digits.

Enter PPP Password (= your T-Online password).
Select Keepalives : on.

Confirm with OK.

Go to WAN PARTNER [JADD [JADVANCED SETTINGS.
Select Layer 1 Protocol : PPP over Ethernet (PPPOE).
Confirm with OK.

Go to WAN PARTNER [JADD [IP.

Select IP Transit Network : dynamic client.

Press SAVE.

Goto /P [IRouTInG [CJADD

Select Route Type : Default route.

Select Network : WAN without transit network.

Select Partner / Interface : e.g. t-online.

Enter Metric : e.g. 1.

Press SAVE.

Go to IP [CINETWORK ADDRESS TRANSLATION

Select the PPPOE interface, e.g. t-online , and confirm with Return .
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[J Select Network Address Translation : on.

[J Press SAVE.

214 Additional information

If you want to find out more about xDSL and the technologies involved, here are
some links you may find useful:

B http://www.heise.de/ct/99/16/120/ is an article in German about T-DSL
"Volles Rohr - T-DSL in Theorie und Praxis" by Johannes Endres, Frank
Fremerey.

B http://www.adsl.com is the ADSL forum home page.

B http://tdsl.sda.t-online.de is the T-Online Speed home page of Deutsche
Telekom AG.

2.2 MS-CHAP Version 2 now Supported

The new Microsoft authentication procedure MS-CHAP V2 included in Windows
NT 4.0 Service Pack 4, the post-SP3 hotfix, and Windows 95 Dial-Up Network-
ing 1.3 Upgrade is now supported by Bintec. MS-CHAP V2, the successor to
MS-CHAP, is the Microsoft version of CHAP and can be used for PPP authen-
tication between a Windows environment and a BinTec router.

N Like MS-CHAP V1, MS-CHAP V2 is not compatible with the stan-
. dard CHAP protocol.
@
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/ Authentication via MS-CHAP can now be done over a RADIUS
server. Provided the RADIUS server supports the authentication
protocol, the addition of new RADIUS attributes allows RADIUS
authentication via MS-CHAP V1/V2.

N

/
(\Q@

The following Microsoft-specific RADIUS attributes are now sup-
ported:

- MS_CHAP_RESPONSE (authenticate request)

- MS_CHAP2_RESPONSE (authenticate request)

- MS_CHAP_CHALLENGE (authenticate request)

- MS_CHAP2_SUCCESS (authenticate response)

- MS_CHAP_MPPE_KEYS (authenticate response)

2.2.1  Configuration over Setup Tool

The following range of authentication protocols is now available: PAP, CHAP,

MS-CHAP V1 and MS-CHAP V2. All of these protocols can be configured sin-

gularly or in different combinations in Setup Tool in either of these two menues:

PPP [1PPP Profile Configuration or WAN [1ADD [1PPP [
PPPSettings .

BinTec router Setup Tool BinTec Communications AG
[WAN][ADD][PPP]: PPP Settings (ISP) MyBrick
Authentication MS-CHAP V2
Partner PPP ID myisp
Local PPP ID mybintec
PPP Password ik
Keepalives on
Link Quality Monitoring off
OK CANCEL
Use <Space> to select

Table 2-1: PPP Settings
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2.2.2  Configuration over the MIB

For all partners identifiable by CLID, MS-CHAP V2 can be configured over the
biboPPPAuthentication variable in the biboPPPTable . And for inband identi-
fication and authentication over the pppProfileAuthProtocol variable in the
pppProfileTable .

2.3 New Encryption Protocols Supported

MPPE V2

MPPE V2, the successor to MPPE, is an encryption method designed by Mi-
crosoft.

The authentication protocol MPPE Version 2 is now supported by BinTec Com-

munications AG. MPPE V2 can use 40-bit or 56-bit encryption keys.

If the server requires a higher key strength than is supported by a dial-in client,
the connection attempt fails. If one side has MPPE V1 configured, MPPE V2 will
be accepted in the course of the connection process, providing the key strength
is identical.

DES and Blowfish

The encryption protocols DES and blowfish are now supported by BinTec rout-
ers. 56-bit key versions of both protocols are licensed features and can be ac-
tivated only in conjunction with the VPN license.

2.3.1  Configuration over Setup Tool

The following range of encryption methods can now be set over Setup Tool.
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Value Meaning

MPPE 40 MPPE V1 with 40-bit key
MPPE 56 MPPE V1with 56-bit key
MPPE V2 40 MPPE V2 with 40-bit key
MPPE V2 56 MPPE V2 with 56-bit key
Blowfish 56 Blowfish with 56-bit key
DES 56 DES with 56-bit key

Table 2-2: Encryption values in Setup Tool

When using DES or Blowfish, the key can be automatically generated or stati-
cally defined. For this purpose, the following menu has been extended:
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Field Meaning

Encryption Key Defines whether an encryption key is to be
Negotiation automatically generated or statically defined.

Possible values:

B authentication (default value): the key is au-
tomatically generated.

B static: the key is statically defined and en-
tered under Encryption Key (TX) or
Encryption Key (RX) .

Encryption Key (TX) (only when Encryption Key Negotiation =
static)

The key (in hexadecimal format) for the enc-
cryption of outgoing data (must match the part-
ner’s Encryption Key (RX) entry).

Encryption Key (RX) (only when Encryption Key Negotiation =
static)
The key (in hexadecimal format) for the enc-

cryption of incoming data (must match the part-
ner’s Encryption Key (TX) entry).

Table 2-3: WAN PARTNER [IADD [lADVANCED SETTINGS [ _lEXTENDED INTERFACE
SETTINGS (OPTIONAL)

2.4 Passwords in Setup Tool

From this software release on, passwords will no longer be visible in Setup Tool.
Instead, each character of the password will appear as an asterisk. The follow-
ing password fields are affected.

B admin Login Password/SNMP Community

B read Login Password/SNMP Community
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B write Login Password/SNMP Community
B Radius Server Password

B  HTTP Server Password

B PPP Password

B Provider Password

B CAPI User Password

B PABX User Password

B PABX User PIN

B TAPladmin Password

2.4.1  Changing and Confirming a Password

When a password is changed, each changed character is represented by an as-
terisk. Once a password has been altered, Setup Tool switches over to change
mode. "Change Password" is displayed in the status line, and the first attempt
to leave that field fails and initiates confirmation mode. "Confirm Password" is
then displayed in the menu line. Once the password has been sucessfuly con-
firmed, the password is changed. If confirmation fails, the following message is
reported: "Password doesn’t match. Try again." and the old password is redis-
played (as asterisks).

2.4.2 Relevant Commands
B Before confirming a changed password, the process can be interrupted by
pressing ESC ESC.

B The BACKSPACE key always deletes the entire entry and not just the pre-
vious character.

B The SPACEBAR can also be used at the end of the password.
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B |f Setup Tool is opened with the command setup -p , the characters of
all passwords are not displayed as asterisks, but as legible entries.

2.5 Filtering of Services in IPX Networks
(SAP Filters)

With Release 5.2 Revision 1, one can filter services in IPX networks with SAP
filters.

If the number of services in an IPX network is very high, this can lead to various
performance problems with WAN links or routers because of the periodic send-
ing of SAP packets. Workstations rarely need to see all the services in a net-
work. So the administrator can now solve these performance problems by
configuring SAP filters to reduce the number of services to be learned by the
BRICK and to be forwarded to other interfaces.

Filtering of services can be done by:

B interface index

B direction (incoming / outgoing / both)
B service type

B service's network number

B service's network node

B service's socket

B service’s name

Itis up to you to decide which criteria to employ by setting the value of the above
variables to either verify or dont_verify (see below). The procedure is similiar to
configuring IPX packet filters (described in Software Reference).
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2.5.1 The Variables, Values and their Meanings

The following are tabular depictions of the variables, values and meanings of
the two new MIB tables SapDenyTable and SapAllowTable .
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Variable Meaning

Default: dont_verify

sapDenylfindexMode The interface index to be verified or not.
Possible values: verify, dont_verify, delete

sapDenylfindex This rule is applied to services originating from
or (see sapDenyDirection ) destined for the
interface with this index number.

If, in the case of a service known to the BRICK
and where the service name is entered, the
Ifindex is setto O0and a direction is set to either
incoming or outgoing, all interfaces are affected
by the rule. If, however, the service name is
used and the Ifindex is set to 0, but NO direc-
tion is given, the entry will assume the interface
over which that service was learned and direc-
tion will be set to incoming.

sapDenyDirection The direction that is to be subject to the rule.
Possible values: incoming, outgoing, both,
dont_verify.

sapDenyTypeMode The SAP service type to be checked or not.

Possible values: verify, dont_verify.

7: print server.

sapDenyType The various SAP service types to be checked.
For example: 4: file server

sapDenyNetMode The network number to be checked or not.
Possible values: verify, dont_verify.

sapDenyNet The service’s network number to be checked.

sapDenyNodeMode The node number to be checked or not.
Possible values: verify, dont_verify.
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Variable Meaning

sapDenyNode The service’s node number to be checked.

sapDenySockMode The socket number to be checked or not.
Possible values: verify, dont_verify.

sapDenySock The service’s socket number to be checked.

sapDenyName Instead of entering Type/Net/Node/Socket
directly, you need only fill in the service name
here, provided the service has been learned by
the BRICK IPX. The values of the Type/Net/
Node/Socket fields contained in the
ipxDestServTable will then be copied to the
sapDenyTable .

Table 2-4: SapDenyTable
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Variable Meaning

Default: dont_verify

sapAllowlflndexMode The interface index to be verified or not.
Possible values: verify, dont_verify, delete

sapAllowlflndex This rule is applied to services originating and/
or (see sapDenyDirection ) destined for the
interface with this index number.

If, in the case of a service known to the BRICK
and where the service name is entered, the
Ifindex is setto O0and a direction is set to either
incoming or outgoing, all interfaces are affected
by the rule. If, however, the service name is
used and the Ifindex is set to 0, but NO direc-
tion is given, the entry will assume the interface
over which that service was learned and direc-
tion will be set to incoming.

sapAllowDirection The direction that is to be subject to the rule.
Possible values: incoming, outgoing, both,
dont_verify.

sapAllowTypeMode The SAP service type to be checked or not.

Possible values: verify, dont_verify.

sapAllowType The various SAP service types to be checked.
For example: 4: file server
7: print server.

sapAllowNetMode The network number to be checked or not.
Possible values: verify, dont_verify.

sapAllowNet The service’s network number to be checked.

sapAllowNodeMode The node number to be checked or not.
Possible values: verify, dont_verify.
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sapAllowNode The service’s node number to be checked.

sapAllowSockMode The socket number to be checked or not.
Possible values: verify, dont_verify.

sapAllowSock The service’s socket number to be checked.

sapAllowName Instead of entering Type/Net/Node/Socket
directly, you need only fill in the service name
here, provided the service has been learned by
the BRICK IPX. The values of the Type/Net/
Node/Socket fields contained in the
ipxDestServTable will then be copied to the
sapAllowTable .

Table 2-5: SapAllowTable

2.5.2 Examples

In order to create SAP filters for the services of a file server, entries must be
made in the sapDenyTable and/or in the sapAllowTable : in the first, to specify
the services to be prevented from being learned or propagated; and in the sec-
ond, to specify those to be allowed to be learned or propagated.

To block or allow a single service the administrator has to look up type, net,
node and socket in the IpxDestServTable or at the server's console. Then
these values can be used to create an entry in the sapDenyTable or
sapAllowTable .

A service x is allowed to enter or leave the BRICK if:

1. itmatches an entry in the sapAllowTable and there is no matching entry in
the sapDenyTable ,

2. there is no entry in the sapAllowTable and no matching entry in the
sapDenyTable ,

3. thereis no entry in either table.
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A service yis denied entry to or exit from the BRICK if:

1. it matches an entry in the sapDenyTable ,

2. there is no entry in the sapDenyTable and no matching entry in the
sapAllowTable ..

Let’s have a look at some of the various configuration scenarios:

B You could specify only those services you wish to allow the BRICK to prop-
agate over one particular interface; all other services are prevented from
being propagated over that interface. This would be done by making outgo-
ing entries in the sapAllowTable over the interface 10001, for example:

brick:sapAllowTable

inx IfindexMode(-rw) Ifindex(*rw)  Direction(rw)TypeMode(rw
Type(rw) NetMode(rw) Net(rw) NodeMode(rw)
Node(rw) SockMode(rw)  Sock(rw) Name(rw)

brick:sapAllowTable>  IfindexMode=verify  ifindex=10001  direc-

tion=outgoing typemode=verify type=0:4 netmode=verify
net=172:36:10:62

00: sapAllowlfindex.0(rw): 10001

00: sapAllowDirection.0(rw): outgoing

00: sapAllowTypeMode.O(rw): verify

00: sapAllowType.0(rw): 0:4

00: sapAllowNetMode.O(rw): verify

00: sapAllowNet.O(rw): 172:36:10:62

brick:sapAllowTable> sapAllowTable

inx IfindexMode(-rw) Ifindex(*rw)  Direction(rw)TypeMode(rw
Type(rw) NetMode(rw) Net(rw) NodeMode(rw)
Node(rw) SockMode(rw)  Sock(rw) Name(rw)
verify 10001 outgoing verify
0:4 verify 172:36:10:62dont_verify
dont_verify

brick:sapAllowTable

B You could, of course, specify only those services you wish to prohibit the
BRICK to propagate; all others are propagated. This would be done by
making outgoing entries in the sapDenyTable . In this case, as the service
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is known to the BRICK, it is sufficient to merely enter the name of the ser-
vice, the direction and the interface, the rest (Type/Net/Node/Socket) will
be read from the ipxDestServTable . In the following example where the
BRICK has already learned the service and the service name is being used
and index=0 and direction=outgoing, all interfaces are affected:

brick:sapDenyTable

inx IfindexMode(-rw) Ifindex(*rw)  Direction(rw)TypeMode(rw
Type(rw) NetMode(rw) Net(rw) NodeMode(rw)
Node(rw) SockMode(rw)  Sock(rw) Name(rw)

brick:sapDenyTable> ifindex=0 direction=outgoing name=FILESERVER

00: sapDenylflndex.0(rw): 0
00: sapDenyDirection.O(rw): outgoing
00: sapAllowTypeMode.O(rw): FILESERVER

brick:sapDenyTable> sapDenyTable>

Inx

42

IfindexMode(-rw) Ifindex(*rw)  Direction(rw)TypeMode(rw

Type(rw) NetMode(rw) Net(rw) NodeMode(rw)
Node(rw) SockMode(rw)  Sock(rw) Name(rw)
dont_verify 0 outgoing verify

0:4 verify aa:bb:cc:dd verify
0:0:0:0:0:1 verify 40:00 FILESERVER

Now the service known as FILESERVER will not be propagated over any
interface.

Alternatively, you could specify those services you wish to prohibit from be-
ing learned by the BRICK; all other services are learned and propagated.
This would be done by making incoming entries in the sapDenyTable .

You could specify only those services you wish to allow the BRICK to learn;
all others are denied access. This would be done by making incoming en-
tries in the sapAllowTable .

Finally, it is possible to make entries in both tables. In this case, you would
explicitly specify which services are to be denied and which are to be al-
lowed. This would involve either incoming or outgoing entries in both tables.
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2.6 Name Resolution with DNS Proxy

2.6.1 Why Name Resolution?

IP address = ?

Name resolution is necessary for converting host names in a LAN or on the In-
ternet into IP addresses. For example, if you would like to reach the host
"Goofy" in your LAN or enter the URL "http://www.bintec.de" in your Internet
browser, you need the associated IP address before you can set up the required
connection. The following options are available:

B DNS (Domain Name Server):
A DNS stores the relevant IP addresses for host names in the form of DNS
records and resolves the names if a relevant request is received, i.e. the
name server sends a DNS record with the IP address associated with the
name to the source of the request. Name servers form a hierarchical tree
structure. If a name server cannot resolve a name, it therefore asks a high-
er-order name server, etc.

B HOSTS files:
HOSTS files are located on the PCs in the LAN. You can use these files to
create a table of host names with associated addresses. This means con-
nections to DNS are no longer needed to resolve these names. As the
HOSTS files must be updated on each PC, this method of hame resolution
is not very practicable.

In practice, the DNS of the Internet Service Provider is often used for name res-
olution.
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2.6.2  Advantages of Name Resolution

With your BinTec router, the following functions and facilities for name resolu-
tion (port 53) are available:

B DNS Proxy, for passing DNS requests to the right DNS.

B DNS cache, for saving the results of DNS requests.

W Static name entries, for defining assignments of names to IP addresses.
B Filter function, to prevent the resolution of certain names.

B Monitoring via Setup Tool, to provide an overview of DNS requests.

This is how it works:

DNS Proxy

DNS Proxy makes the tedious updating of HOSTS files on PCs in the LAN un-
necessary, as you can enter your BinTec router as DNS on the relevant PCs.
DNS requests are passed by the PC to the BinTec router for processing. The
configuration of the PCs in the LAN is then easy and can also be left when chan-
ging providers. This also works if the PCs in the LAN do not have any static DNS
entries, but are assigned these dynamically by your BinTec router as DHCP
server.

Forwarding entries enable the BinTec router to decide which DNS is to be used
for the resolution of certain names. If you have configured two WAN partners on
your router, your head office and your Internet Service Provider, it is advisable
to have Internet names resolved by the DNS of your ISP, but names of the cor-
porate network by the DNS of the head office. A DNS request for resolution of
an internal company address usually cannot be answered by the DNS of the
ISP and is thus superfluous, causes unnecessary costs and resolution takes
longer than necessary. A forwarding entry, which passes DNS requests for
names such as "*.intranet.de" to the WAN partner "head office", is therefore ad-
visable.
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DNS cache

If a DNS request is passed by a BinTec router to a DNS and this DNS answers
with a DNS record, the resolved name is saved with the associated IP address
as a positive dynamic entry in the DNS cache of the BinTec router. This means
that once a name has been resolved and is required again, the BinTec router
can answer the request from the cache and a new request to an external name
server is not necessary. These requests can therefore be answered more quick-
ly, bandwidth is reduced on the WAN connections and the costs of unnecessary
connections are saved.

If a DNS request cannot be answered by any of the DNS asked, this is saved in
the cache as a negative dynamic entry. As failed DNS requests (requests that
cannot be answered) are not usually saved by applications or IP stacks, these
negative dynamic entries in the cache prevent frequent unsuccessful connec-
tion setups to external DNS.

The validity of the positive dynamic entries in the cache is given by the TTL
(Time To Live), which is contained in the DNS record. Negative entries are as-
signed the value Maximum TTL for Neg Cache Entries . A dynamic entry is de-
leted from the cache when the TTL expires.

Static name entries

You use positive static entries to enter names with the associated IP addresses
on the BinTec router. If you save frequently needed IP addresses in this way,
the BinTec router can answer relevant DNS requests itself and the connection
to an external name server is not necessary. This speeds up access to these
addresses. For a small network, such a name server can be configured on the
BinTec router. The installation of a separate DNS and the tedious updating of
HOSTS files on the PCs in the LAN is not necessary.

With negative static entries, a name is not assigned an IP address, a
corresponding DNS request is answered negatively and not passed to any other
name server either.
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N You can easily change a dynamic entry to a static entry "at the
- —  press of a button" in /P [CIDNS [IDYNAMIC CACHE (See table 2-
@ 10, page 57).
)

Filter function

By using negative static entries, you can limit name resolution on the BinTec
router using a filter function. This makes access to certain domains much more
difficult for users in the LAN, as it prevents the corresponding names being re-
solved. You can use wildcards (*) when entering the name.

When you enter a static entry, you define how long this assignment of name and
IP address is valid by setting the TTL. This TTL is entered in each DNS record
with which the BinTec router answers a relevant DNS request.

N Make sure your static entries are always up to date. Names or IP
. addresses can change at any time!
@

Monitor function
Which IP addresses are requested by hosts in the LAN and how often?

The Setup Tool permits rapid access to this and other statistical information.
You can also use the nslookup command in the command line (SNMP shell)
to check how a name or an IP address is resolved by your BinTec router or an-
other name server. To obtain help information for the command, enter
nslookup -?
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2.6.3  Other Options

Global name server

In IP [CISTATIC SETTINGS, you can also enter the IP address of preferred global
name servers that are to be asked if the BinTec router cannot answer requests
itself or with forwarding entries.

For local applications, the IP address of BinTec router or the loopback address
(127.0.0.1) can be entered as global name server.

If necessary, the BinTec router can send or receive the addresses of name
servers to and from WAN partners:

Default interface

In Default Interface , you can also select a WAN partner to whom a connection
is set up as standard for name server negotiation if name resolution was not
successful using the methods already stated.

2.6.4  Exchanging DNS Addresses with LAN Part-
ners

DHCP

If the BinTec router is configured as DHCP server, DHCP clients in the LAN can
be sent IP addresses from name servers. In this case, the addresses of the glo-
bal name servers entered on the BinTec router can be sent or the address of
BinTec router itself. In the latter case, DNS requests from the DHCP clients are
sent to the BinTec router, which either answers these itself or passes them on
if necessary (proxy function).
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2.6.5 Exchanging DNS Addresses with WAN Part-
ners

IPCP

The same applies if the dynamic negotiation of name servers is activated for the
IP configuration of a WAN partner and the BinTec router is operating in Server
Mode (Dynamic Name Server Negotiation = server (send)). In this case, the
addresses of the global name servers or the address of the BinTec router itself
can also be sent for name server negotiations via IPCP to the WAN partner,
who is the IP address client.

If the BinTec router is operating in Client Mode (Dynamic Name Server
Negotiation = client (receive)), name server addresses can if necessary be ne-
gotiated with the WAN partner, who is the IP address server, and sent to the
BinTec router. These can be entered as global name servers on your BinTec
router and are thus available for future name resolutions.

2.6.6  Strategy for Name Resolution

A DNS request is handled by the the BinTec router as follows:

1. Can the request be answered directly from the static or dynamic cache (IP
address or negative answer)?
— Ifyes, the information is forwarded.
— If no, see 2.
2. Is a matching forwarding entry available?
In this case, the relevant DNS are asked. If the connection to the WAN part-
ner is not active, an attempt is made to set it up.
— If a DNS can resolve the name, the information is forwarded and a dy-
namic entry created in the cache.
— If none of the DNS asked can resolve the name or no matching for-
warding entry is available, see 3.
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3. Are global name servers entered?

In this case, the relevant DNS are asked. If the IP address of the BinTec

router or the loopback address is entered for local applications, these are

ignored here.

— If a DNS can resolve the name, the information is forwarded and a dy-
namic entry created in the cache.

— Ifnone of the DNS asked can resolve the name or no static name serv-
ers are entered, see 4.

4. |s a WAN partner selected as default interface?
In this case, the associated DNS are asked. If the connection to the WAN
partner is not active, an attempt is made to set it up.
— If a DNS can resolve the name, the information is forwarded and a dy-
namic entry created in the cache.
— If none of the DNS asked can resolve the name or no default interface
has been selected, see 5.

5. Is overwriting the global name server addresses admissible (Overwrite
Global Nameserver = yes)?
In this case, a connection is set up to the first WAN partner, which is con-
figured so that addresses of DNS can be sent — provided this has not pre-
viously been attempted. If name server negotiation is successful, these are
entered as global name servers and are therefore available for further re-
quests.

6. Requestis answered with server error.

s If one of the DNS answers with "non-existent domain", this
answer is forwarded to the source of the request immediately
and included in the cache as negative entry.
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2.6.7

Features

Overview of Configuration with the Setup Tool

The configuration and monitoring of name resolution on the BinTec router is set

in:
| |

P
P
P
P
P
P
P

[ISTATIC SETTINGS:

[CIDNS

[CIDNS [ISTATIC HOSTS
[CIDNS [IFORWARDED DOMAINS
[CIDNS [ IDYNAMIC CACHE
[CIDNS [JADVANCED SETTINGS...

[IDNS [IGLOBAL STATISTICS...

WAN PARTNER [IEDpIT [P [CJADVANCED SETTINGS

IP [ISTATIC SETTINGS contains the following fields:

Field Meaning

Domain Name Defines BinTec router's Domain Name.
Primary Domain Name IP address of BinTec router’s first global
Server Domain Name Server (DNS).

Secondary Domain IP address of another global Domain Name
Name Server Server.

Primary WINS IP address of BinTec router’s first global WINS

(Windows Internet Name Server) or NBNS
(NetBIOS Name Server).

Secondary WINS IP address of another global WINS or NBNS.

Table 2-6: IP [ISTATIC SETTINGS
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Name Resolution with DNS Proxy

IP [CIDNS contains the following fields:

Field Meaning

Positive Cache Enables positive dynamic entries in the cache.
Possible values:

B enabled (default value): Successfully re-
solved names and IP addresses are saved
in the cache.

B flush: All positive dynamic entries in the
cache are deleted.

B disabled: Successfully resolved names and
IP addresses are not saved in the cache
and existing dynamic positive entries are
deleted (static entries are not deleted).

Negative Cache Enables negative dynamic entries in the cache.
Possible values:

B enabled (default value): Names that could
not be resolved are saved in the cache as
negative entries.

B flush: All negative dynamic entries in the
cache are deleted.

B disabled: Names that could not be resolved
are not saved in the cache and existing dy-
namic negative entries are deleted (static
entries are not deleted).
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Features
Field Meaning

Overwrite Global Defines whether the addresses of global name
Nameservers servers on the BinTec router (in /P [ISTATIC
SETTINGS) may be overwritten with name server
addresses sent by WAN partners. Possible val-
ues:

B yes (default value)

H no

Default Interface Defines the WAN partner to which a connection
is normally set up for name server negotiation if
other name resolution attempts were not suc-
cessful.

DHCP Assignment Defines which name server addresses are sent
to the DHCP client if the BinTec router is con-
figured as DHCP server. Possible values:

B none: No name server address is sent.

B self (default value): The address of BinTec
router is sent as name server address.

B global The addresses of the global name
servers entered on the BinTec router are
sent.
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Name Resolution with DNS Proxy

Field Meaning

IPCP Assignment

Defines which name server addresses are sent
by the BinTec router to a WAN partner for
dynamic name server negotiation. Possible val-
ues:

B none: No name server address is sent.

B self. The address of the BinTec router is
sent as name server address.

B global (default value): The addresses of the
global name servers entered on the BinTec
router are sent.

Static Hosts

The number of static entries is displayed in
brackets.

Forwarded Domains

The number of forwarding entries is displayed
in brackets.

Dynamic Cache

The number of positive and negative dynamic
entries in the DNS cache is displayed in brack-
ets.

Table 2-7: IP [_IDNS
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Features
IP [CIDNS [C1STATIC HOSTS [JADD contains the following fields:

Field Meaning

Default Domain: The Domain Name of the BinTec router entered
in [P [ISTATIC SETTINGS is displayed.

Name Host name, which is assigned the Address
with this static entry. May also contain wild-
cards (*) (only at the start of Name, e.g. *.bin-
tec.de).

If an incomplete name is entered without a dot,
this is completed with ".Default Domain " after
confirming with SAVE.

Response Defines the type of static entry. Possible val-
ues:

B positive (default value): A DNS request for
Name is answered with a DNS record,
which contains the associated Address .

B jgnore: A DNS request is ignored; no an-
swer is given (not even a negative answer).

B negative: A DNS request for Name is an-
swered with a negative answer.

Address (Only for Response = positive)
IP address, which is assigned to Name.

TTL Period of validity in s for the assignment of
Name to Address (only relevant for Response
= positive). This value is displayed in the TTL
field (Time To Live) if the BinTec router sends a
corresponding DNS record.

Default value: 86400 (= 24 h)

Table 2-8: IP [_IDNS [IStATIC HOSTS [JADD
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Name Resolution with DNS Proxy

IP [CIDNS [IFORWARDED DOMAINS [JADD contains the following fields:

Field Meaning

Global Nameservers:

The global name servers entered in [P []
STATIC SETTINGS are displayed.

Default Domain:

The Domain Name of the BinTec router entered
in /P [CISTATIC SETTINGS is displayed.

Name

Host name that is to be resolved with this for-
warding entry. May also contain wildcards (only
at the start of Name, e.g. *.bintec.de).

If an incomplete name is entered without a dot,
this is completed with ".Default Domain " after
confirming with SAVE.

Interface

Defines the WAN partner to which a connection
is set up for the resolution of Name.

TTL

Period of validity in s for the assignment of
Name to Address .

Default value: 86400 (= 24 h)

If the request of the BinTec router for Name is
answered with a DNS record, this contains a
TTL field (= Time To Live in s), whose value is
not normally changed by the BinTec router on
forwarding the DNS record. If the TTL field
received has the value 0 or exceeds Maximum
TTL for Pos Cache Entries , then TTL is also
sent with the DNS record forwarded.

Table 2-9: IP [_IDNS [ForwARDED DomAINs [JADD

Release Notes5.2.1 mmmmm 55




Features

IP [CIDNS [CIDynAmICc CACHE contains the following fields:

Field Meaning

Name Host name, which is assigned the Address
with this dynamic entry in the cache.

Address IP address, which is assigned to Name.
Resp Defines the type of dynamic entry. Possible val-
ues:

B positive: A DNS request for Name is an-
swered with the associated IP address from
the cache.

B negative: A DNS request for Name is an-
swered with a negative answer from the
cache.

TTL Indicates how many seconds the dynamic entry
remains in the cache. The entry is deleted on
expiry of TTL.

When a positive dynamic entry is saved in the
cache, the value of the TTL field (= Time To
Live in s) contained in the DNS record is used.
If the TTL field in the DNS record is set to 0 or
exceeds Maximum TTL for Pos Cache

Entries , the value Maximum TTL for Pos
Cache Entries is used when saving the entry.

When a negative dynamic entry is saved in the
cache, Maximum TTL for Neg Cache Entries
is always assigned as this value.

Ref Indicates how often the entry has been refer-
enced, i.e. how often a DNS request has been
answered with the entry from the cache.
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Name Resolution with DNS Proxy

Field Meaning

STATIC

A dynamic entry can be converted to a static
entry by tagging the entry with the Space bar
and confirming with STATIC. The relevant entry
then disappears from /P [_IDNS [ IDYNAMIC
CAcHE and is listed in /P [CIDNS [ISTATIC
HosTs. TTL is transferred in this operation.

Table 2-10: /P [_IDNS [ IDynamic CACHE
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Features

IP [CIDNS [CJADVANCED SETTINGS... contains the following fields:

Field Meaning

Maximum Number of Defines the maximum number of static and
DNS Records dynamic entries.

Once this value is reached, an older dynamic
entry is deleted from the cache when a new
entry is added. The entry deleted is always the
dynamic entry that has not been requested for
the longest period of time.

If Maximum Number of DNS Records is
reduced by the user, dynamic entries are also
deleted, if necessary.

Static entries are not deleted; Maximum
Number of DNS Records cannot be set lower
than the current number of existing static
entries. If Maximum Number of DNS Records
corresponds to the number of static entries, no
further dynamic entries are possible!

Maximum TTL for Pos Is assigned to a positive dynamic entry in the
Cache Entries cache as TTL if the field of the DNS record has
the value 0 or exceeds Maximum TTL for Pos
Cache Entries .

Maximum TTL for Neg Is assigned as TTL to a negative dynamic entry
Cache Entries in the cache.

Table 2-11: IP [IDNS [JADVANCED SETTINGS...
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Name Resolution with DNS Proxy

IP [CIDNS [CIGLOBAL STATISTICS... contains the following fields (the menu is

updated every second):

Field Meaning

Received DNS Packets

Displays the number of received DNS packets,
including the answer packets for forwarded
requests.

Invalid DNS Packets

Displays the number of invalid DNS packets
received.

DNS Requests

Displays the number of correct DNS packets
received.

Cache Hits

Displays the number of requests that could be
answered with static or dynamic entries from
the cache.

Forwarded Requests

Displays the number of requests forwarded to
other name servers.

Cache Hitrate (%)

Displays the number of Cache Hits per DNS
Request in %.

Successfully Answered
Queries

Displays the number of successful requests
(positive and negative) answered.

Server Failures

Displays the number of requests that could not
be answered by any name server (either posi-
tively or negatively).

Table 2-12: IP [_IDNS [IGLOBAL STATISTICS...
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Features

The following part of WAN ParTNER [IEDIT [P [JADVANCED SETTINGS is of
interest for this configuration step:

Field Meaning

Dynamic Name Server In the event of dynamic name server negotia-
Negotiation tion, defines whether the BinTec router
receives IP addresses for Primary Domain
Name Server, Secondary Domain Name
Server, Primary WINS and Secondary WINS
from the WAN partner or sends them to the
WAN partner.

Table 2-13: WAN PARTNER [_EpiT VP [JADVANCED SETTINGS
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Name Resolution with DNS Proxy

The Dynamic Name Server Negotiation field contains the following selection

options:

Possible Values Meaning

off The BinTec router does not send or answer
requests for name server addresses.
yes The response is linked to the mode for issuing/

receiving an IP address (setting in WAN
PARTNER [IEDIT [P under IP Transit
Network ):

B The BinTec router sends requests for name
server addresses to the WAN partner if
dynamic client is selected.

B The BinTec router answers requests for
name server addresses from the WAN part-
ner if dynamic server is selected.

B The BinTec router answers but does not
send requests for name server addresses if
yes or nois selected.

client (receive)

The BinTec router sends requests for name
server addresses to the WAN partner.

server (send)

The BinTec router answers requests from the
WAN partner for name server addresses.

Table 2-14: Dynamic Name Server Negotiation
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Features

2.6.8 Procedure for Configuration with the Setup
Tool

To do

Proceed as follows to configure name resolution with DNS Proxy on a BinTec
router:

Name resolution on a BinTec router

If applicable, first enter the global name servers on the BinTec router:

[l Goto IP [CISTATIC SETTINGS.

Enter Domain Name , e.g. mycompany.com .

Enter Primary or Secondary Domain Name Server , if applicable.

O 0o d

Enter Primary or Secondary WINS , if applicable.

N If you do not have a Secondary DNS or Secondary WINS server,
— — you can enter the IP address of the Primary DNS or WINS server
@ in the Secondary Domain Name Server or Secondary WINS

= field again.

This may be necessary for connection to some data communica-
tions

[l Press SAVE.

Activate or deactivate the cache function and define general settings for DNS
Proxy:

J Goto/P [CIDNS.
[l Select Positive Cache and Negative Cache , e.g. enabled.

[J Select Overwrite Global Nameservers |, e.g. yes, if you do not wish to en-
ter any static global name servers under /P [ISTATIC SETTINGS.

[1 Select DHCP Assignment , e.g. self.
[J Select IPCP Assignment , e.g. global.
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Name Resolution with DNS Proxy

Defines the values for the static and dynamic entries:

|

Goto IP [IDNS [JADVANCED SETTINGS....
Enter Maximum Number of DNS Records

Enter Maximum TTL for Pos Cache Entries

O 0O d

Enter Maximum TTL for Neg Cache Entries
Press SAVE.

How to create static entries:

Goto /P [CIDNS [ISTATIC HOSTS.

All the existing static entries are listed here.
You can create a new entry with ADD.
Enter Name.

Select Response .

Enter Address , if applicable.

O 0Ooo0ooogo .

Enter TTL.

Press SAVE.

How to create forwarding entries:

Goto /P [LIDNS [IFORWARDED DOMAINS.
All the existing forwarding entries are listed here.
You can create a new entry with ADD.
Enter Name.

Select Interface .

Enter TTL.

Press SAVE.

Select EXIT.

OooOoo0ooogooboagood

Press SAVE.
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BinTec router <——> WAN partner

Proceed as follows if you would like to configure a WAN partner so that the ad-
dress of a name server is sent from the BinTec router to the WAN partner or
from the WAN partner to the BinTec router, as applicable:

0

U
U
U

Go to WAN PARTNER [IEDIT [P [JADVANCED SETTINGS.
Select Dynamic Name Server Negotiation

Confirm with OK.

Press SAVE.

Monitoring and statistics

How to obtain a list of dynamic entries in the cache:

U
U
U

64

Goto IP [CIDNS [IDYNAMIC CACHE.
This menu contains a list of all the dynamic entries in the cache.

To convert a dynamic entry into a static entry, tag the entry with the Space
bar and confirm with STATIC.

The entry disappears from the list of dynamic entries and is listed as a static
entry under IP [CIDNS [ISTATIC HOSTS.

How to obtain a list of some static parameters:
Goto IP [CIDNS [IGLOBAL STATISTICS....

Here you will find some statistics for DNS Proxy.
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3 Changes

3.1 PPP

3.1.1 Inconsistent Encryption Configuration Lead-
ing to Repeated Connection Attempts

If a dialout partner tries to negotiate an encryption protocol, but that encryption
is not enabled by the WAN partner, the connection is correctly terminated and
the state of the interface of the client turns to blocked.

Problems occurred in the reverse case, however, where the dialout partner did
not enable MPPE encryption, although the WAN partner required it. The con-
nection was terminated by the WAN partner. The state of the client interface,
however, did not turn to blocked, as it did not know the reason for the failure to
connect. Continued attempts to establish the connection from client to server
were made.

Now in the latter case, the dialout client partner not supporting encryption re-
ceives notification of an encryption requirement, causing the state of the client
interface to turn to the blocked state. Thus, the repeated connection attempts
are prevented.

This proprietary solution can only function provided both sides are BinTec rout-
ers and both sides are running Release 5.2.1 or greater.

3.1.2 VPN Performance Issues Addressed
Considerable Improvements have been made to the VPN implementation. Sev-

eral modules have been overhauled, and problems causing poor performance
and unreliable connections have been resolved.
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Changes

N The corresponding documentation has also been overhauled.
— —  The new text has been rewritten with increased emphasis on
@ accuracy, clarity and specific configuration scenarios.
A/ This represents the first installment in a new-look, user-friendly
online Software Reference that can be retrieved from BinTec’s
web site.

3.1.3 Local IP Address in IPCP Negotiation

If the local IP address variable in STATIC SETTINGS [1UNIQUE SOURCE IP
ADDRESS (biboAdmIpAddr ) is set, its value is used as the source address of
all IP packets and transmitted to the WAN partner in the course of the IPCP ne-
gotiation. When a transit network is configured to the WAN partner, however,
the transmission of the local IP address prevents a PPP connection from being
made.

From this release, the UNIQUE SOURCE IP ADDRESS variable (biboAdmIpAddr )
will only be used for IPCP negotiations if no corresponding entry has been made
in the ipRouteTable for the interface over which the IP packet is to be transmit-
ted, or if there are no entries in the ipAddrTable .

3.14 Asynchronous PPP over X.75

A new value has been added to the variable isdnDspltem of the
isdnDispatchTable : ppp_x75. This makes possible asynchronous PPP over
X.75 with PPP partners dialing in, even if these partners are authenticated in-
band (non-CLID).
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3.1.5 Debugging and Status Info of PPP Connec-
tions

The pppSessionTable

A new MIB table has been added to the PPP group. The pppSessionTable has
been implemented to simplify the debugging of PPP connections and to provide
a means of getting reliable status information about active PPP connections.
The table is read only.
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Variable Meaning

Ifindex (*ro) The correlating PPP interface index.

Mip (ro) Indicates negotiation of multillink PPP.

Mru (ro) Peer's MRU/MRRU LCP option.

LcpCallback (ro) Callback option inside LCP negotiation.

AuthProt (ro) The negotiated PPP authentication protocol.

Compression (ro) The negotiated CCP compression mode.

Encryption (ro) The negotiated CCP encryption mode.

CbcpMode (ro) The negotiated Callback Control Protocol
(CBC/P) mode.

ChbcpDelay (ro) The negotiated (CBCP) callback delay in sec-
onds.

LoclpAddr (ro) The negotiated local IP address.

RemlpAddr (ro) The negotiated remote IP address.

DNS1 (ro) The negotiated first name server IP address. In

dynamic client mode, the DNS address dynam-
ically assigned by the partner is used here.

DNS2 (ro) The negotiated second name server address.
In dynamic client mode, the DNS address
dynamically assigned by the partner is used
here.

WINS1 (ro) The negotiated first NetBIOS name server IP
address. In dynamic client mode, the WINS
address dynamically assigned by the partner is
used here.

WINS2 (ro) The negotiated second NetBIOS name server

IP address. In dynamic client mode, the WINS

address dynamically assigned by the partner is
used here.
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PPP

Variable Meaning

VVJHeaderComp (ro)

The negotiation of Van Jacobsen TCP/IP
header compression.

IpxcpNodeNumber (ro)

Unigue IPX node ID dynamically assigned to
the client.

BacpFavoredPeer (ro)

The negotiated BACP favored-peer.

Table 3-1: pppSessionTable

Extensions to bibopppLinkTable

The bibopppLinkTable has been extended to display characteristics specific

to a link.

Variable Meaning

Accm (ro) Asynchronous Control Character Map accord-
ing to RFC 1548
Lgm (ro) Indicates the successful negotiation of the Link

Quality Monitoring protocol.

LcpComp (ro)

Address and protocol field compression.

LocDiscr (ro)

Local LCP multilink endpoint discriminator,
class 3 according to RFC 1990.

RembDiscr (ro)

Peer’s LCP multilink endpoind discriminator,
class 3 (IEEE. 802.1 MAC Address) according
to RFC 1990.

pppLinkTable extensions

Release Notes5.2.1 mmmmm 69



Changes

3.2 RADIUS

3.2.1 OSPF and Connections over RADIUS

The new variable ospfAreaLSAOriginateDelay has been added to the
ospfAreaTable . This variable controls the origination of OSPF Link State Ad-
vertisements (LSA) for connections over a RADIUS server. It only affects the in-
terplay between OSPF and RADIUS and has no effect on other areas.

The feature is intended for a situation in which the RADIUS server generates
more than one route: if, for example, the RADIUS server generates one host
route for the PC that is calling and one for that PC’s remote access server. As
soon as the first host route, sent by the RADIUS server, is generated in the
ipRouteTable of the BinTec router, an LSA is sent; OSPF, however, can not
send an LSA for the second incoming host route because the default interval to
wait between sending LSAs is 5 seconds: the second host route would ordinari-
ly be discarded in the meantime.

In such a case, ospfAreaLSAOriginateDelay can be set to delay the sending
of the first LSA so as there is enough time for the second host route to be gen-
erated before the first LSA is sent.

The default value is 0.

3.2.2 New and Changed RADIUS Attributes

NAS-PORT

B Authentication Request: corresponds to the isdnifindex of the controller
used for the connection.

B Accounting Start or Accounting Stop: is the sum of the variables
isdnCalllsdnifindex and isdnCallChannel
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NAS-PORT-TYPE
B Data 64k, Data 56k = NAS_PORT_TYPE_ISDN_SYNC
B Modem = NAS_PORT_TYPE_ASYNC

® V110 = NAS_PORT TYPE_ISDN_ASYNC V110

FRAMED-IP-ADDRESS

This attribute is now also sent for Radius accounting.

ACCT-TERMINATE-CAUSE
This attribute is now also sent for accounting stop.
B Shorthold = ACCT_TERMINATE_CAUSE_IDLE_TIMEOUT

B Termination backup/BOD link =
ACCT_TERMINATE_CAUSE_PORT-UNNEEDED

B Callback = ACCT_TERMINATE_CAUSE_CALLBACK

B Termination for Priority Voice (PV) =
ACCT_TERMINATE_CAUSE_PORT_PREEMPTED

B Remote side terminates the connection =
ACCT_TERMINATE_CAUSE_USER_REQUEST

B Termination due to PPP keepalive =
ACCT_TERMINATE_CAUSE_PORT_ERROR

B Authentication problems, other problems concerning link establlishment
and PPP negotiation =
ACCT_TERMINATE_CAUSE_USER_ERROR

B Administrative interface in the "down” state, deletion of an interface (on an
open connection), changing of an ISDN leased line interface =
ACCT_TERMINATE_CAUSE_ADMIN_RESET
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B Now also in Accounting, the relevant numbers are taken from the variables
isdnCallLocalNumber or isdnCallRemoteNumber =
CALLING_STATION_ID and CALLED_STATION ID

3.23 RADIUS Dialout Protocols

The following encapsulations are now supported for Radius dialout:

FRAMED_PROTOCOL_IP_LAPB 17825796
FRAMED_PROTOCOL_IP_HDLC 17825798
FRAMED_PROTOCOL_MPR_LAPB 17825799
FRAMED_PROTOCOL_MPR_HDLC 17825800
FRAMED_PROTOCOL_X75_PPP 17825803
FRAMED_PROTOCOL_X75BTX_PPP 17825804

3.2.4  RADIUS and Callback "delayed”

The Callback option delayed is now supported for Radius dialin. The prerequi-
site for this is of course the identification of the partner by CLID (outband Radi-
us).

Configuration in the Radius users file is as follows:
‘BinTec-biboPPPTable = "callback=delayed"

3.2.5  Automatic Loading of Dialout Routes
The radiusServerTable has been extended with the variable ReloadInterval .

The value for this variable specifies the interval in minutes to wait after which
the initial Radius dialout routes are reloaded.
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3.3 CAPI

3.3.1 DTMF Signals Transmission over CAPI

Introduction

DTMF stands for Dual Tone Multi Frequency and refers to a form of signalling
in which standard set combinations of two specific voice band frequencies, one
high, one low, are used. DTMF signals can pass through the entire connection
to the destination user.

BinTec Communications AG now supports the transmission of DTMF signals
over its CAPI interface.

At the CAPI interface a string of DTMF tones can be specified in a
FACILITY_REQ in order to send them on a B-channel. It is also allowed (though
not advised) to send a sequence of FACILITY_REQs one after the other instead
of concatenating the strings in the individual FACILITY_REQs and sending a
single request.

Details not covered by the CAPI specification

B |tis not necessary to wait for confirmation to a FACILITY_REQ for DTMF-
send before sending the next one. Up to 64 FACILITY-REQs are queued
internally.

B The default tone length as specified in the CAPI specification in 40 ms. Ex-
perience has shown, however, that 40 ms is not sufficient in many cases.
In BinTec’s implementation, the default tone length and the gap between
two tones is fixed at 100 ms.

B While a FACILITY_REQ for DTMF-send is running, DATAB3_REQs are
not permitted. They will be released and confirmed with a bad returncode.
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3.3.2 New CAPI Variables

Three new variables have been added to the capiConfigTable.

1. Fax12000(rw): This enables or disables the 12000bps mode for fax trans-
mission. If the value of the variable is set to on, the fax speed will fall back
from 14400 to 12000 bps during a retrain. If set to off, it will fall straight back
to 9600 bps. The default value is off.

2. FaxTXLevel(rw) : The transmission level can be set to -x dB (db0 = 0 dB,
db3 = -3 dB). The default value and the value normally used for fax trans-
mission in Germany is -6 dB (db6).

3. FaxModulation(rw) : With this variable you can set the following default
transmission protocols for fax. The default value is v17.

— v17 max. 14400 bps new standard

— v33 max. 14000 bps early standard

— v29 max. 9600 bps fax standard

— v17s: v17 with extended fax-on-demand capability
— v33s: v33 with extended fax-on-demand capability

3.3.3  Terminal Portability over CAPI

Terminal portability provides the possibility to suspend a call of a terminal, move
it to another socket and resume the call there. When the call is made over a
CAPI interface, terminal portability is used to pass a call from one CAPI appli-
cation to another. The call is suspended on the one application and resumed on
the other.

Terminal portability is applicable at the basic rate interface (Sg) only. In the
CAPI specification, refer to Supplementary Services.
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XBRI

3.3.4  Virtual Terminal Portability over CAPI
While terminal portability is applicable on basic rate interfaces only, virtual ter-

minal portability is an extension of it for primary rate interfaces (S2M). In the
CAPI specifications, refer to Supplementary Services.

3.3.5 B-Channel Selection
In the ISDN standard it is possible to choose the B-channel of outgoing calls.

This feature is now supported by BinTec’s CAPI implementation. In the CAPI
specifications, refer to Connect Req.

3.3.6 Error Correction Mode for G3 Faxing = On
The default value for capiConfigFaxG3ECM is now on. This specifies whether

ECM (Error Correction Mode) should be used for the T30 protocol in G3 facsim-
ile transmissions.

3.4 XBRI

34.1 Fax Server on 2XBRI Connections
4 channels can be used over a CM 2XBRI with modem functionality. With the

maximum number of two installed CM 2XBRIs, the number of channels has in-
creased to eight.
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3.5 Setup Tool

3.5.1 DHCP Menu Name Changes

The names of two submenus have changed to better reflect the configuration
options for each.

B Formerly IP [_IDyNAMIC IP ADDRESSES (SERVER MODE) has been renamed
as IP ADDRESS pooL WAN (PPP).

B Formerly /P [CIDHCP SERVER has been renamed as /P ADDRESS POOL
LAN (DHCP).

BinTec router Setup Tool BinTec Communications AG
[IP]IDYNAMIC][ADD]: IP address pool WAN (PPP) MyBrick
Pool ID 0
IP Address 172.16.98.1

Number of consecutive addresses 1

SAVE CAN