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VoIP-VPN Gate way- mod ule

De scrip tion

The VoIP VPN Gate way mo du le is the ideal com ple ment to your el meg ICT sys tems. This mo du le com bi nes mo dern
In ter net te le pho ny through Voi ce over IP with se cu re data ex chan ge via VPN. The re are two slots in te gra ted into this
mo du le for the M 4 DSP or M 8 DSP ex pan si on mo du les. Use this mo du le for si mul ta ne ous ope ra ti on of IP te le pho -
nes and stan dard pho nes (ana log, S0, Up0) with a PABX sys tem for gra du al (i.e. rea so na bly pri ced) mi gra ti on to
VoIP.  Con nec ti on to SIP pro vi ders is also sup por ted.  The VoIP VPN Gate way mo du le can also be used in exi sting
elmeg ICT installations.

The VoIP VPN Gate way mo du le can be in stal led at any stan dard slot in el meg ICT sys tems (ana log or ex pan si on).
One mo du le can be used for each ICT sys tem. It is not pos si ble to use a VoIP VPN Gate way mo du le to get her with a
Rou ter ICT mo du le. If both of the se mo du les are in stal led in one ICT sys tem, only the VoIP VPN Gate way mo du le
may be used. In this case the slot for the Rou ter ICT mo du le is not active.

You can use the VoIP VPN Gate way mo du le in any ICT sys tem and ex pan si on in stal la ti on, in clu ding exi sting ICT
sys tems (star ting from Ver si on 2.0).

Us ing the Mod ule

· A sing le net work for voi ce and data

· Pro tect your in vest ments and save costs

· Ad mi nis tra ti ve be ne fits for:
Chan ging the con fi gu ra ti on for mo ves (re lo ca ti on) or ad di ti on of new co wor kers
Ex pan si on with ad di tio nal clients / ter mi nal de vi ces
Te le pho ne links bet ween sub si di aries using exi sting data link to the cen tral ex chan ge
Sing le-sour ce ma na ge ment of the com mon voi ce and data network

· Soft wa re so lu tions avai la ble ins te ad of ter mi nal de vi ce hard wa re

· Lin king to cen tral da ta ba ses

· CTI functions (dia ling from Out look, from da ta ba ses, ...)

· Fle xi ble in te gra ti on of e-com mer ce, CRM or IP so lu tions

· Reali za ti on of in di vi du al functions and re qui re ments using soft wa re

Ben e fits of elmeg ICT with the VoIP VPN Gate way mod ule

· Mi gra ti on by ex pan ding exi sting PABX sys tem in stal la tions

· Se am less trans fer bet ween PABX sys tem and SIP te le pho ny 

· PABX and SIP gate way in one unit

· Avoi dan ce of bott le necks by ex pan ding PABX sys tem ports

· Te le pho ne hard wa re not re qui red thanks to the use of SIP-com pa ti ble soft clients

· In te gra ti on of te le wor king of fi ces via VPN and SIP

· Se cu re pho ne con nec tions thanks to VoVPN
Calls bet ween sub si di aries and tele-of fi ces di rect ly via SIP

De scrip tion VoIP-VPN Gate way- mod ule
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· En su ring that you can be rea ched at all ti mes at one num ber – be cau se SIP log-in is pos si ble from
a num ber of lo ca tions

Structure

· 1 WAN-port (CAT5-jack with in te gra ted LED)

· 3 LAN con nec tions (CAT5-jack with in te gra ted LED)

· Port for stan dard mo du le slot in ICT sys tems

· 2 two slots (mini PCI) for the M 4 DSP or M 8 DSP mo du les.

· 1 ope ra ting sta tus LED

· Jack for con nec ting to the patch pa nel for in stal la ti on in an ICT-rack

Function of the LEDs

LED 1 green Sig nif i cance

Off
Mo du le not con fi gu red

Lit
Mo du le rea dy for ope ra ti on

Flashes
Er ror, the mo du le is not rea dy for ope ra ti on

LED in the RJ45 jacks Sig nif i cance

Green lit
Link (Con nec ti on)

Green flash ing
Da ta trans fer 10 / 100 Mbit/S

Yel low lit
Da ta trans fer with 100 MBit/s

LED yel low not lit
Da ta trans fer with 10 Mbit/s

All LEDs lit
Er ror – New mo du le soft wa re not re cog ni zed

All LEDs flash ing
Co py ing new mo du le soft wa re

LED on the M 4 DSP / M 8 DSP ex pan sion mod ules

VoIP-VPN Gate way- mod ule Ben e fits of elmeg ICT with the VoIP VPN Gate way mod ule
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Hard ware submodules M 4 DSP and M 8 DSP

The M 4 DSP and M 8 DSP mo du les are in stal led as sub mo du les on the VoIP VPN Gate way mo du le. The se mo du les
are de sig ned as  plug-in mo du les for mini-PCI slots and are not equip ped with any ot her con nec tions. An LED in -
forms you about the ope ra ting sta tus for the DSP-mo du les. 

An In fi ne on 4-chan nel Vi ne tic DSP is used to pro vi de the ne ces sa ry voi ce com pres si on. 

The M 8 DSP mo du le is equip ped with two DSPs. The M 4 DSP mo du le is pro vi ded with one DSP as a mi ni mum. 

VoIP-VPN Gate way patch panel for elmeg ICT-rack

To use the VoIP VPN Gate way mo du le in an el meg ICT-rack you must have the new VoIP VPN Gate way patch pa nel.
This patch pa nel is moun ted in the same way as the patch pa nels for the sub scri ber mo du les (a/b, S0, Up0) for ex ter -
nal ac cess to/vie wing of the CAT-5 jacks and VoIP VPN Gate way LEDs. 

As the re ces ses in the rack hou sing are pro vi ded for 8 ports, this patch pa nel is also equip ped with 8 CAT-5 ports.
Only the 4 left ports are used ho we ver. The ot her 4 ports are not con nec ted.

Connection:

· 8 CAT5 jacks, with 1 WAN port, 3 LAN ports and 4 un con nec ted ports

· 4 CAT5 ports for patch ca bles to the VoIP VPN Gate way mo du le

· Jack for con nec ting to the VoIP VPN Gate way mo du le, LED con trol through mo du le

· 8 Link / Da tea trans fer LEDs for each WAN- / LAN-port 
(see VoIP-VPN Gate way- mo du le)

In stal la tion of the mod ule

See As sem bly in struc tions

Fea tures

· VoIP: Con nec tion of IP tele phones with SIP stan dard in the lo cal net work of the ICT sys tem.

· VoVPN: In te gra tion of IP tele phones with SIP stan dard as ex ter nal ex ten sions via a se cure VPN
link.

· SIP car rier and SIP pro vider: Log-in at SIP pro vider, for low-cost Internet te le phony.

· LCR / ARS: In te gra tion of the SIP pro vid ers into the LCR Pro fes sional, for se lec tion of the most
rea son ably priced route for a con nec tion (LCR - Least Cost Rout ing, ARS – Au to matic Route
Selection). 

· Com plete VPN Ac cess router with Stateful In spec tion Firewall, ...

Router fea tures in de tail

· Net work pro to cols: PPP over Ethernet (disconnectable), ARP, IP, ICMP, TCP, DHCP, DNS, PPtP.

· DHCP-server: Au to matic con fig u ra tion of PCs con nected to the sys tem by DHCP (IP ad dresses,
DNS serv ers, Gate way, ....); disconnectable.

Hard ware submodules M 4 DSP and M 8 DSP VoIP-VPN Gate way- mod ule
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· Au to matic Internet ac cess: Easy con fig u ra tion us ing a se lec tion list of pop u lar pro vid ers. Im me -
di ate reconnection at tempt af ter disconnection.

· Short Hold: Au to matic ter mi na tion of an Internet con nec tion af ter ex pi ra tion of a con fig ured
time when the con nec tion is idle (no ex change of data with the Internet).

· Stateful In spec tion Firewall: Con fig u ra tion em ploy ing de fault fil ters for dif fer ent cli ents (http,
smtp, ftp, ...) and server (Web serv ers, mail serv ers, etc.) ap pli ca tions.

· VPN / IPSec: Se cure Internet con nec tions be tween lo ca tions for voice and data trans mis sion. A
max i mum of 5 si mul ta neous VPN con nec tions.

· IP-mas quer ad ing / NAT: IP ad dress ing over one IP ad dress; static/dy namic IP-adress al lo ca tion
on the WAN-port; mask ing of TCP, UDP, ICMP, FTP; DNS- For ward ing.

· DynDNS: Sup ports dy namic DNS with dif fer ent pro vid ers.

· DNS-Proxy / DNS-Server: Proxy for the lo cal net work within a dif fer ent net work and es tab lish ing 
names for IP ad dresses.

· LAN-TAPI / LAN-CAPI: Sup ports Com puter Te le phony In te gra tion (CTI) and CAPI-ser vices
(e.g. PC-fax, PC anwering ma chine) on workstations in LANs with up to 50 cli ents us ing a max i -
mum of 8 B-channels.

· RAS-Server: ISDN dial-in into the lo cal net work with up to four si mul ta neous con nec tions and
num ber ID.

· RAS-Call back: Au to matic com ple tion of call to an RAS cli ent us ing the Microsoft Call back Pro to -
col.

· Net work Time Pro to col (ntp): Au to matic up dat ing of the time on an NTP server.

VoIP per for mance fea tures in de tail

· Con nec tion of IP tele phones or softclients with SIP stan dard within the lo cal net work (LAN) for
the ICT sys tem, or as an ex ter nal ex ten sion (Rec om mended: max. 40 with ICT46 and max. 80
with ICT88/880).

· Trans fer of IP voice data to the tra di tional voice net work and vice versa. IP te le phony or IP sys tem 
te le phony for the PABX sys tem can be in cor po rated into the tra di tional voice net work (ISDN or
POTS). Stan dard ter mi nals (an a log, ISDN) con nected to the PABX can use VoIP-services.

· Mod u lar ex pan sion of voice chan nels us ing two slots for M 4 DSP and M 8 DSP scal ing: 0 - 4 - 8 -
12 - 16.

· Voice com pres sion (Codecs) in ac cor dance with G.711, G.723.1, G.726 and G.729a/b.

· Te le phony func tions, for ex am ple: Call wait ing, Room in quiry, Bro ker`s call, Three-party con fer -
ence call, Call switch ing with or with out prior no tice, Call for ward ing, Tone dialing. 

· Reg is tra tion for up to 10 SIP pro vid ers with mul ti ple or dial-in num bers

Qual ity of ser vice

Qual ity of ser vice de scribes mea sures that are im ple mented to achieve the de sired qual ity stan dard for VoIP. Im por -
tant to note in this case is that the qual ity of ser vice does not ap ply here, but rather, there are var i ous op tions avail able
for im prov ing the quality for VoIP. 

VoIP-VPN Gate way- mod ule VoIP per for mance fea tures in de tail
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The de sign of the net work for trans fer ring the voice data is cru cial for VoIP qual ity. The net work must pro vide ad e -
quate band width and sup port pri or i tiz a tion mech a nisms. Pri or i tiz a tion is used to trans port voice pack ets more
quickly than data pack ets, for ex am ple. In this way the de sired qual ity stan dard for VoIP can be achieved. 

Prioritization of rtp packets

IP pack ets are han dled with dif fer ent pri or i ties within the net work to achieve the best pos si ble qual ity for call con -
nec tions within the lo cal net work. Here, rtp pack ets (VoIP pack ets) are trans mit ted with the high est pri or ity over
other IP pack ets by the logged-in terminal devices. 

As we are as sum ing that there is ad e quate band width avail able in the lo cal net work, no fur ther pri or i tiz a tion mea -
sures are re quired in the lo cal network. 

Bandwidth Management 

The ICT sys tems sup port band width man age ment to also achieve the best qual ity for call con nec tions in the WAN.
Up to 20 lo ca tions can be con fig ured in the ICT for this. The avail able band width (up load and down load) is con fig -
ured for each of these lo ca tions and de fines what per cent age of this band width can be used for rtp traf fic (VoIP pack -
ets). Lo ca tion iden ti fi ca tion is made au to mat i cally on the ba sis of the set IP address, or using a DynDNS name.

Ex am ple: The Ham burg lo ca tion has a DSL con nec tion with 1024 KBit/s down load and 128 KBit/s up load ca pac ity.
75% of this ca pac ity (band width) is to be used for VoIP. The crit i cal band width to be ob served in this case is the up -
load, on ac count of its lower value. For ex am ple, if a VoIP con nec tion is set up us ing the G.711 codec the avail able
band width would be ex hausted with only one con nec tion al ready. Us ing the G.729 codec, with greater com pres sion,
at least 4 con nec tions could be set up within the same band width. ICT uses the band width man age ment func tion to
en sure good-qual ity con nec tions within the avail able band width. Setup of fur ther con nec tions is re fused when the
avail able band width would not pro vide an ad e quate level of qual ity. Thresh old value 170 kB. For a band width of
<130 kB = com pressed codecs, be gin ning with G729. for a bandwidth of > 130 kB = beginning with G711. 

Echo compensation

Ech oes are pro duced in sig nal trans mis sion by re flec tion at the end of the line. Echo com pen sa tion sup presses this ef -
fect to help en hance voice clar ity. In ICT sys tems, lo cal ech oes that oc cur are sup pressed au to mat i cally for up to 16
ms. 

Differences in performance features between traditional terminal devices and IP terminal devices

· There are some dif fer ences in avail able per for mance fea tures be tween tra di tional ter mi nal de -
vices and IP ter mi nal de vices that are dic tated by the tech nol o gies used.

· No cen tral trans fer func tion can be con fig ured for IP ter mi nal de vices.

· In some cases, sub scrib ers on hold with IP ter mi nal de vices will not hear any mu sic on hold form
the PABX sys tem. This de pends, among other things, on the avail abil ity of the DSP chan nels.

· IP ter mi nal de vices can only use PABX sys tem codes when a DSP chan nel is avail able for the ac -
knowl edge ment sig nal. Ba si cally, IP ter mi nal de vices should uti lize their own codes (for ex am ple, 
for call rerouting).

· The num ber of the other party is not trans ferred on ex plicit call trans fer (UbA).

· Charge in for ma tion is not shown in the dis play of IP tele phones.

· Name dis plays from the PABX sys tem (Pro fes sional Configurator or Tele phone Di rec tory) are
not shown in the dis play of IP tele phones.

· DTMF tones are not gen er ated or eval u ated.

Qual ity of ser vice VoIP-VPN Gate way- mod ule
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Other tools

Control Center

Con trol of Gate way ac tiv i ties from workstations in the lo cal net work, man ual setup or dis con nec tion of a WAN con -
nec tion, sta tus dis plays for LAN-CAPI and LAN-TAPI

Charge Manager

Log ging of con nec tion and on line time, num ber of con nec tions and data vol umes trans ferred, stor ing of con nec tion
data re cord in the PABX system

Module download

The VoIP VPN Gate way mod ule is an ac tive mod ule that is equipped with its own (ded i cated) soft ware. A soft ware
up date can be per formed us ing the pro gram »Mod ule Download«.

Scope of sup ply

No CD is in cluded with the VoIP VPN Gate way mod ule. Doc u men ta tion and soft ware for this mod ule are con tained
on the WIN-Tools CD for the ICT sys tems and are also avail able at the VIP fo rum on the Internet.

VoIP-VPN Gateway- module

· VoIP-VPN Gate way- mod ule

· En closed pack age con tain ing screws and rib bon ca ble for con nec tion to the ICT system

· In struc tion sheet for mod ule

4 DSP Modules

· Mod ule M 4 DSP 

· In struc tion sheet for mod ule

8 DSP Module

· Mod ule M 8 DSP 

· In struc tion sheet for mod ule

VoIP-VPN Gateway patch panel

Module patch panel for VoIP-VPN Gateway

· 4 x CAT5 patch ca ble 

· Con nec tion ca ble for LED con trol

· En closed pack age con tain ing screws

· In struc tion sheet for mod ule

VoIP-VPN Gate way- mod ule Other tools
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Tech ni cal data

SIP (Session Initiation Protocol)

IETF pro to col; spec i fies the sig nal ing pro to col at the ap pli ca tion level

Delay

De lays in voice trans mis sion 

The hu man ear does not per ceive de lays up to 25ms (G.729), and this level is also tol er ated in cir cuit-switched net -
works. De lays up to 100ms (for ex am ple 70 ms with G.723) are not per ceived as a dis tur bance. De lays greater than
250ms leave a marked neg a tive im pres sion during calls. 

Jitter

Run-time fluc tu a tion (jit ter) of pack ets
Pack ets be tween IP con nec tions ar rive at the re ceiv ing party sep a rately and de layed (see De lay). The dif fer ence be -
tween these de lays (run-time fluc tu a tions) is called jit ter. Deg ra da tion of voice fi del ity will occur on excessive jitter. 

Jit ter buff ers can be em ployed to coun ter act this ef fect, but they do have a neg a tive ef fect on over all delay.

Loss of packets

Pack ets may be lost in net works with a great deal of traf fic. For ex am ple, a packet that is not de liv ered within the de -
fined pe riod will be re jected. Loss of pack ets re sult in gaps in voice fidelity. 

Echo compensation

Ech oes are cre ated by re flec tions of sig nals at the end of lines for voice or data trans mis sion. The weak ened, re flected
sig nal bounces back, pro duc ing the ef fect dur ing phone calls of: »I can hear my self«. Since ech oes also de pend on the
length of the line, an noy ing ech oes may oc cur more of ten in IP net works, due to the lon ger lines in volved in most
cases. Echo com pen sa tion is em ployed to suppress these echoes.

Comparison between traditional and IP telephony

Tra di tional te le phony IP-Te le phony

Band width 64 kbps in each di rec tion 5.3-64 kbps in each di rec tion

Com pres sion None 3 kbps, 6,3 kbps, 8 kbps

De lay Prac ti cally none nor mally < 150 ms

Data stream Con tin u ous, even with si lent. 
isochronuous

Vari able data traf fic and trans mis sion rate

Trans mis sion path Cir cuit switched Packet switched

Con nec tion path Must be avail able ex clu sively Par al lel data trans fer, or sev eral si mul ta neous tele -
phone calls pos si ble

Trans mis sion loss nor mally none (ex cept for baggers) No per ceiv able loss in cor po rate net work  

Speech qual ity nor mally guar an teed for all man u fac tur ers De pend ing on the level of tech nol ogy at the man u fac -
turer

Tech ni cal data VoIP-VPN Gate way- mod ule
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Com par i son of VoIP stan dards H.323 vs. SIP

VoIP-Standard H.323 SIP

Philosophy
Pre cisely de fined sys tem struc ture and im ple men ta -

tion guide lines.
Reg u la tion of call setup, ter mi na tion, con trol and

medium.

Setup and ter mi na tion of a meet ing of two or more
sub scrib ers.

Only ba sic ne ces sity de fined for call setup.

Request
Tele com mu ni ca tions tech nol ogy Internet

Downward compatibility
Per for mance fea tures are added as sup ple ments to ex -

ist ing ones.
Older and ob so lete fea tures are re placed by new ones.

Architecture
Con trol through a server. Con trol by the cli ent.

Comparison of supported codecs

Codec
Name / Des ig -

na tion
Trans mis sion

rate (net)
MOS De lay Band width Speech qual ity

G.711 Pulse Code Mod u la -
tion (PCM)

64 kbit/s (80 kbit/s
incl. header)

4,4 0.25ms 3 kHz
(300-3400 Hz)

ISDN

G.726
Adap tive Dif fer en tial
Pulse Code Mod u la -

tion (ADPCM)

16-40 kbit/s 4,2 0.25ms 3 kHz
(300-3400 Hz)

Mo bile com mu ni ca -
tion net work

G.729 / G.729a

Conjungate Struc ture
Al ge braic Code Ex ited

Lin ear Pre dic tion
(CS-ACELP)

8 kbit/s 4,2 25ms 3 kHz
(300-3400 Hz)

Better than G.723.1

G.723.1

Mul ti ple Max i mum
Like li hood

Quantization
(MPMLQ)

5,6 / 6,3 kbit/s 3,9 67.5ms 3 kHz
(300-3400 Hz)

Good

MOS (Mean Opin ion Score) – Per ceived voice qual ity of user

MOS < 4 – Com pa ra ble with the voice qual ity of mo bile in mo bile com mu ni ca tion networks

MOS > 4 – Com pa ra ble with the voice qual ity of tra di tional fixed-lines net works

Note

For VoIP ap pli ca tions the G.729a codec of fers the best com pro mise be tween com pres sion and voice qual ity. Even
tak ing into con sid er ation the IP over head (for ex am ple, header,…), voice com pres sion and de lay sup pres sion, a
band width of merely 10 kbit/s  (+ over head 20 kB) is used. De spite this, voice qual ity ap proach ing that of the G.711
codes is at tained. The G.711 codec uti lizes the same pro ce dure as in an ISDN net work. Us ing this codec voice data can 
be trans mit ted be tween the net works with out any fur ther com pres sion. The net band width of 64 kbit/s can, how -
ever, in creases up to 80 kbit/s because of the overhead.

VoIP-VPN Gate way- mod ule Tech ni cal data
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Comparison of Router ICT vs. VoIP VPN Gateway modules

De vices

Equip ment elmeg ICT router mod ule elmeg VoIP-VPN Gate -
way-mod ule

WAN  port Ethernet IEEE 802.3, 
10Base-T (RJ45) with

PPP/over-Ethernet (PPPoE)
com mu ni ca tion pro to col

1 1

LAN port Ethernet IEEE 802.3,
10/100Base-Tx (RJ45),

autosensing, full du plex op er a -
tion

1 3

Net work pro to cols PPP over Ethernet
(disconnectable), PPTP, ARP,
IP, ICMP, TCP, DHCP, DNS

PPP over Ethernet
(disconnectable), PPTP, ARP,
IP, ICMP, TCP, DHCP, DNS

Firewall and 
Fil ter pos si bil i ties

Packet Fil ter Firewall; 
Source and des ti na tion fil ters
for net work/hosts, pro to cols

and ports; Pre-con fig ured fil ters 
can be loaded later

(FilterWizard).

Stateful In spec tion Firewall 
 with pre-con fig ured fil ters for
dif fer ent cli ent (http, smtp, ftp,

...) ap pli ca tions.

Se cu rity fea tures PAP and CHAP, au then ti ca tion 
mech a nisms in PPP; con fig u ra -

tion pro tected by pass word;
Log ging of last con nec tion data

IPSec, VPN, 
PAP and CHAP, au then ti ca tion 
mech a nisms in PPP; con fig u ra -

tion pro tected by pass word;
Log ging of last con nec tion data

VPN-/ IPSec fea tures - Yes, se cure Internet con nec tions 
be tween lo ca tions for voice and

data trans mis sion

IP-mas quer ad ing (NAT) IP ad dress ing over one IP ad -
dress; static/dy namic IP-adress

al lo ca tion on the WAN-port;
mask ing of TCP, UDP, ICMP,

FTP; DNS- For ward ing

IP ad dress ing over one IP ad -
dress; static/dy namic IP-adress

al lo ca tion on the WAN-port;
Mask ing of TCP, UDP, ICMP,

FTP, DNS For ward ing

Voice over IP - Yes, SIP sup port, logon of up to
10 SIP car ri ers / pro vid ers, in te -
gra tion of SIP pro vid ers into the 

LCR Pro fes sional, Qual ity of
Ser vice for VoIP connections,

DSP & Codecs - Two slots for 4 DSP and 8 DSP
mod ules, max. 16 voice chan -

nels, voice sup pres sion (codecs)
based on G.711, G.723.1, G.726

and G.729a/b

Man age ment Win dows pro grams for con fig u -
ra tion and sta tus dis play. Con -
fig u ra tion over RS232 (V.24),

USB, Ethernet and ISDN (CAPI,
Remote)

Win dows pro grams for con fig u -
ra tion and sta tus dis play. Con -
fig u ra tion over RS232 (V.24),

USB, Ethernet and ISDN (CAPI,
Remote)

Sta tis tics WAN: Log ging of con nec tion
and on line time, num ber of con -

nec tions and trans ferred data
vol ume, SYSLOG

WAN: Log ging of con nec tion
and on line time, num ber of con -

nec tions and trans ferred data
vol ume, SYSLOG

DNS-Proxy Self-learn ing DNS cache for en -
hanc ing per for mance and re -
duc ing the data vol ume to be

trans ferred

Self-learn ing DNS cache for en -
hanc ing per for mance and re -
duc ing the data vol ume to be

trans ferred

RAS-ac cess Re mote-ac cess dial-in via ISDN
with au then ti ca tion

Re mote-ac cess dial-in via ISDN
with au then ti ca tion

RAS Call Back yes, with Microsoft Call Back
Pro to col

yes, with Microsoft Call Back
Pro to col

Tech ni cal data VoIP-VPN Gate way- mod ule
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Dy namic ISDN Yes, with an ex ter nal
point-to-multipoint ac cess

-

Dy namic DNS (DynDNS) Sup ports dy namic DNS with
dyndns.org

Sup ports dy namic DNS with
dyndns.org and other pro vid ers.

DHCP-server Au to matic con fig u ra tion of the
con nected PCs with DHCP

(IP-ad dress, DNS-server, gate -
way);  disconnectable

Au to matic con fig u ra tion of the
con nected PCs with DHCP

(IP-ad dress, DNS-server, gate -
way); disconnectable

LAN-CAPI 10 (max. 50 op tional) 50

LAN-TAPI 10 (max. 50 op tional) 50

Tools Con fig u ra tion Soft ware;
CostManager, CAPI, TAPI,

ControlCenter,....

Con fig u ra tion Soft ware;
CostManager, CAPI, TAPI,

ControlCenter,....

Pro vider list Up to10 pro vider (DSL, ISDN)
ad just able; with au to matic or

man ual fallback
(disconnectable); Easy con fig u -
ra tion thanks to list with com -

mon ISPs

One pro vider, sim ple con fig u ra -
tion us ing se lec tion list of pop u -

lar providers

WAN with fixed IP yes yes

Con fig u ra tion

Con fig u ra tion and ad min is tra tion of the ICT sys tem and of the VoIP VPN Gate way mod ule can be con ducted con ve -
niently via the lo cal net work / ex ter nal ISDN port, or one of the lo cal PC ports (RS232 / V.24, USB).

This is done us ing the WIN-Tools Pro fes sional Configurator and one of the ports men tioned pre vi ously. The VoIP
VPN Gate way is in cor po rated into the Pro fes sional Configurator for this. 

Notes: You can also con fig ure the VoIP VPN Gate way mod ule di rectly via the LAN port (telnet ac cess). Other tools
are also avail able via the telnet por tal. No ser vice or sup port is pro vided for this con fig u ra tion portal. 

You must also de fine other set tings to use VoIP.

Any chan ges you make in the WAN / LAN sec tor re qui res that the PABX sys tem be res tar ted. In itia li za ti on may re -
qui re up to 5 mi nu tes for this.

VoIP-VPN Gate way- mod ule Tech ni cal data
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Pro fes sional Configurator Set tings

»Ad di tional mod ules«

· You can use one mod ule per PABX sys tem.

· Se lect the slot for the VoIP VPN Gate way un der Mod ule ex pan sion. 

Ac cess type

You can con fig ure a de fault user (guest ac count) for the LAN and the des ti na tion ter mi nal de vice or team for WAN
ac cess in the event that a wrong num ber is di aled in the Ac cess type.

Please note: You should only change the guest access, or use it for telephony only when this is absolutely
necessary, as otherwise it may not be possible to completely configure the SIP providers.

Sites

Pro fes sional Configurator Set tings VoIP-VPN Gate way- mod ule
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You can con fig ure up to 20 (00…19) lo ca tions (inc. WAN and LAN) when us ing the band width man age ment sys tem de scribed here. A lo ca -
tion is iden ti fied by its set IP ad dress, or by a DynDNS ad dress. The avail able band width (up stream and down stream) and the per cent age
used for rtp traf fic (VoIP con nec tions) can then be set for each location.

Site name: Here, en ter the name of the lo ca tion for the op po site ter mi nal.

Band width: If you en ter »max i mum« here, band width man age ment will not be ac ti vated. You must en ter the
band width for the ac cess point of the op po site ter mi nal in or der to sub se quently de fine the
band width to be uti lized for data trans fer (not the lan guage) un der »Max. RTP-Traf fic«. With
the set ting »max i mum« the band width for data trans fer for voice trans mis sion will be re duced
un til data trans fer is no lon ger pos si ble. The data link is not dis con tin ued how ever, but is re -
sumed when the voice transmission is completed. 

Max. RTP-traf fic: De fin ing the per cent age of trans mis sion band width to be used for voice trans mis sion.

IP-ad dress / DNS Name: You can en ter the IP ad dress or the DNS name (avail able on Internet at dyndns.org) here

Reg is tra tion timer: Here you can de fine the time pe riod in which an IP tele phone con nected to the sys tem, for ex am -
ple, must iden tify it self at the gate way.  

External numbers - »SIP-provider«

You can con fig ure up to 10 pro vid ers in each ICT sys tem. For each SIP pro vider you can de fine the log-in data, the IP
ad dress / DynDNS ad dress of the pro vider, an as so ci ated trunk group and the set tings for misdialing (di al ing a wrong 
num ber). You can con fig ure your num bers at the SIP pro vider as sev eral in di vid ual num bers, or as one single dial-in
block. 

Note: Trunk group num bers from 10...19 can also be used for SIP pro vid ers.
The set ting op tions for num bers are de fined, among other things, in an tic i pa tion of ex pected busi ness of fers from
SIP pro vid ers. 
The dial-in block set ting can also be used for cou pling ICT sys tems via SIP. In this way, the same func tions as for (nor -
mal) ex ter nal point-to-point con nec tions would be avail able when these systems are coupled.

»Gen eral« tab

SIP-Pro vider-Name: You must choose a SIP pro vider be fore hand, as the fol low ing en tries are pro vider-spe cific. 

General

These set tings de pend on the SIP pro vider that you se lect. Ex am ples of dif fer ent SIP pro vid ers are given start ing on
Page 35.

Ge ne ra te in ter na tio nal pho ne num ber:

De-ac ti vate num ber sup pres sion.

VoIP-VPN Gate way- mod ule »Gen eral« tab
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Use user ID as phone 
num ber.

Not re gis te red with SIP pro vi der:

En ab ling proxy log-in:

IP-address / DNS Name

IP ad dress: En ter the IP ad dress of your se lected SIP pro vider

DNS Server Name: En ter the name of the DNS server spec i fied by your SIP pro vider here.

Misdialing feature (General)

In case a »Wrong num ber« is di aled (an ex ter nal sub scriber has di aled a num ber not con tained in the num ber block
or not used), you can spec ify a num ber or a team to which that call will be trans ferred to. If, for ex am ple, 0 is se lected
as the dial-in num ber from an ex ter nal lo ca tion, a des ti na tion num ber must also be set here.

Team: Se lect the de sired team.

Int. Sub scriber: Se lect the de sired sub scriber.

Place:

Name: Se lect one of the given lo ca tions. The stan dard lo ca tion here is »WAN«

Access data

Login-Name: En ter the ac cess data here spec i fied by your pro vider.

Pass word: En ter the ac cess data here spec i fied by your pro vider.

Con fir ma tion: En ter the ac cess data here spec i fied by your pro vider.

User ID: En ter the ac cess data here spec i fied by your pro vider.

Telephone number configuration

In di vid ual num ber: En ter the num bers here spec i fied by your pro vider.

Dial-in block: En ter the ac cess data here spec i fied by your pro vider.

Dial-in block configuration

Di rect dial-in
num ber length:

En ter the num bers here spec i fied by your pro vider.

Out go ing di rect 
dial-in num ber sig nal ing:

En ter the num bers here spec i fied by your pro vider.

Trunk group selection

Trunk group num ber: Here, you can as sign the ac cess point to a PABX sys tem trunk group

»Gen eral« tab VoIP-VPN Gate way- mod ule
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»MSN ex ten sions« tab 

Numbers and direct dial-in numbers

Di rect dial-in nuimbers 0...9: Here, you can en ter the ex cep tion num bers, as de scribed for the ISDN point-to-point ac cess con -
nec tion

Internal subscriber - »VoIP VPN« (dialog-based)

There is then a new group among the in ter nal sub scrib ers - »VoIP VPN« sub scriber. Here, you can con fig ure the per -
for mance fea tures avail able for the in di vid ual VoIP sub scrib ers. VoIP-sub scrib ers log on to the PABX with their
log-on name and PIN. A new tab has also been added »VoIP VPN Set tings«. Here, you can de fine from which lo ca tion 
a VoIP sub scriber can log in.

In gen eral, trans fer func tions can not be con fig ured for VoIP VPN sub scrib ers.

»MSN ex ten sions« tab 

In ter nal num bers: De pend ing on the PABX unit, up to 250 dif fer ent in ter nal ex ten sion num bers can be used. In ter -
nal num bers may have 1, 2, 3 or 4 dig its. You can use the dif fer ent for mats of the in ter nal ex ten -
sions si mul ta neously. 
An in ter nal ex ten sion can be con fig ured for each an a log con nec tion. The num ber of
configurable in ter nal ex ten sion is un lim ited for in ter nal ISDN ports. If a num ber is di aled by an

VoIP-VPN Gate way- mod ule »MSN ex ten sions« tab 
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in ter nal sub scriber (for ex am ple, when ini ti at ing a call or con fig ur ing call for ward ing), the
PABX au to mat i cally checks the con fig ured num bers to see if the di aled num ber is an in ter nal
num ber. If the en tered tele phone num ber is not set up in the PABX this number is processed as
an external telephone number.

Subscriber’s name

Sub scriber’s name: You can as sign names to all in ter nal sub scrib ers in the con fig u ra tion pro gram (an a log and ISDN
phones). This name is shown in the dis play of the called per son when mak ing an in ter nal call.
This name can also be dis played when set tings are shown in the PABX sys tem menu. For ex am -
ple, if this menu fea tures a di rect call for sub scriber 44 (name »Smith«), the name »Smith« will be
shown in stead of the ex ten sion 44 when spec i fy ing ad di tional di rect call set tings or when de let -
ing the di rect call fea ture. You can also as sign names to teams, ISDN ports or in stalled en trance
ac cess phone mod ules. These names are used for iden ti fi ca tion pur poses when con fig ur ing the
PABX and only displayed in the configuration programme.

Login name: The login name must be the same as for the MSN for VoIP (nu meric).

Per mit con fig u ra tion: Here, the user has the op por tu nity to con fig ure per for mance fea tures. Prior to this, at least one
ad min is tra tor must have re leased the per for mance fea tures for that user. This user can, in turn,
also pass on his/her au tho ri za tion priv i leges to other us ers. A user can iden tify him/her self for
SIP te le phony with this entry.

PIN: Here, en ter the PIN that the user uti lizes for log-in. This should be the same ID as used for the IP
tele phone.

Con fir ma tion: Con firm your PIN en try.

Trunk group seizure

Trunk group sei zure: The ex ter nal ISDN con nec tions of your PABX can be bun dled. You can con fig ure up to 19 trunk
groups (0...8) 00...08 for SIP pro vid ers 00...8, 10...19 for this. Each con nec tion can be in cluded in
only one trunk group.
If you wish to change the code for trunk group as sign ment (»Editable codes«), you can as sign a
sin gle-digit trunk group num ber to the SIP pro vider in the con fig u ra tion.
When a call is ini ti ated us ing the line ac cess digit or with di rect ex change line ac cess, a trunk
group re leased to the sub scriber is used when the con nec tion is be ing es tab lished. The con nec -
tion is es tab lished us ing the first avail able trunk group if a sub scriber is au tho rized to use sev eral
trunk groups. If a trunk group is busy, the next avail able or re leased trunk group is used. If all re -
leased trunk groups are busy, the subscriber will hear a busy signal.

Pick up

Pick-up group: A code num ber may be used to route a call sig naled at one tele phone to a dif fer ent tele phone for
pick-up. Pick ing-up a call is only pos si ble within the group to which a sub scriber has been as -
signed in the con fig u ra tion programme. The fac tory set ting spec i fies that all sub scrib ers (all in -
ter nal ex ten sions) are as signed to group 00. Call pick-up is not avail able from a sys tem-parked
enquiry call.

Outgoing number

Out go ing num ber: An ex ten sion of your ISDN con nec tion is dis played when call ing an ex ter nal party. Spec ify in the
PABX con fig u ra tion pro gram for each in ter nal sub scriber which out go ing num ber to dis play.
This tele phone num ber is then al ways dis played when ini ti at ing calls with the line ac cess code or
the nu meric code for the trunk group seizure.

Activate specific trunk group selection

Spe cific trunk bun dle se lec -
tion 
per mit:

An in ter nal sub scriber can also tar get a spe cific trunk group for use. This re quires that an ex ter -
nal con nec tion is ini ti ated with the cor re spond ing nu meric code needed to seize or ac quire the
trunk group in stead of di al ing the line ac cess digit. The sub scriber has to have au tho ri za tion to
per form a ded i cated trunk group ac qui si tion. This au tho ri za tion can also in clude trunk groups
the sub scriber usu ally can not seize. If a sub scriber does not have au tho ri za tion for the ded i cated
trunk group sei zure or if the se lected trunk group is busy, the sub scriber will hear the busy sig nal
af ter di al ing the code num ber. If »di rect ex change line ac cess« has been set up and ac ti vated for a
sub scriber, he or she has to press the * key be fore a tar geted trunk group sei zure and then ini ti ate
di al ing out by using the code number for the trunk group seizure.

»MSN ex ten sions« tab VoIP-VPN Gate way- mod ule
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»Line ac cess« tab 

Line access authorization

un re stricted: The sub scriber has un lim ited ac cess and au tho ri za tion to ini ti ate all calls in de pend ently re gard -
less of call des ti na tion. The nu meric code for in ter na tional calls (for ex am ple »00« in Ger many)
is defined in the PABX.

na tional long-dis tance: The sub scriber can ini ti ate all calls in de pend ently ex cept in ter na tional calls. The nu meric code
for do mes tic calls (for ex am ple »0« in Ger many) is de fined in the PABX. A tele phone num ber
start ing with the nu meric dig its for in ter na tional calls cannot be dialed.

Lo ca tion: The sub scriber can make only lo cals calls. Do mes tic long dis tance and in ter na tional calls are not
pos si ble.

in com ing: The sub scriber can be called by in com ing ex ter nal calls but can not ini ti ate any out go ing ex ter nal
calls. In ter nal calls are possible.

In ter nal: The sub scriber is not au tho rized for in com ing and out go ing ex ter nal calls. Only in ter nal
(in-house) calls are possible.

Re gion: The us ers can not make any do mes tic long-dis tance or in ter na tional calls. Ten (10) spe cial num -
bers can be con fig ured for these call ing priv i leges; these num bers can be used to make do mes tic
long-dis tance or in ter na tional calls. A spe cial num ber can con sist of a com plete phone num ber
or parts of a num ber (for ex am ple the first few digits).

Type of connection

Di rect ex change line ac cess: This set ting de fines whether au to matic line ac cess is to be con fig ured for a sub scriber. With au -
to matic ac cess to an out side line the sub scriber will hear the ex ter nal di al ing tone as soon as the
hand set is lifted off the cradle.

Re stricted num bers / Un re -
stricted num bers:

If you have con fig ured the di al ing fil ter (con sist ing of an in hibit and re lease fil ter) in the PABX
sys tem you can use these set tings to de fine whether the se lected sub scriber is sub ject to the con -
straints/priv i leges im posed/of fered by the dialing filter.

Switch able call au tho ri za -
tion:

You can use this set ting to as sign or re voke the priv i lege for mak ing ex ter nal calls (call ing priv i -
leges) for an in ter nal subscriber.

VoIP-VPN Gate way- mod ule »Line ac cess« tab 
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»Fea tures« tab 

Authorizations

Net fixed (key pad-func tion): Au tho rizes an in ter nal sub scriber to carry out key pad func tions 
The Key pad func tion al lows you to con trol ser vice or per for mance fea tures in your pro vider’s
net work by en ter ing char ac ter or digit strings. 
Notes: You can only uti lize this fea ture if it is sup ported by your net work ser vice pro vider and
has been ap plied for for your ISDN ac cess. In ter nal us ers for which you have pro grammed a di -
rect ex change line ac cess can not use the key pad func tions di rectly. You must de ac ti vate the »Di -
rect ex change line ac cess« fea ture first or press the as ter isk but ton and then en ter the code num -
ber for man ual ex change line ac cess (for ex am ple 0). Start the key pad func tion by press ing the
as ter isk or the hash key.
The key pad func tions can only be used by ter mi nal de vices to which an ex ter nal MSN ex ten sion
has been as signed dur ing con fig u ra tion and which are au tho rized ac cord ingly.
The fea tures and ser vices of fered by your net work ser vice pro vider are al ways set up for the
terminal device whose number is additionally transmitted (MSN).

Sup press num ber of call ing
party (CLIR):

Dis plays the caller’s num ber at the called party. Your tele phone num ber is dis played to any par -
ties you call (CLIP). The party you are call ing can also see who is call ing be fore pick ing up the
tele phone. You can block the dis play of your tele phone num ber at your caller’s tele phone if de -
sired (CLIR).

Sup press num ber of called
party (COLR):

Dis plays the num ber of the called party at the caller’s phone (for ex am ple with call re rout ing). If
the party you are call ing has set up call for ward ing, you do not know from which tele phone the
party you called picked up the call. In this case, you can view the ex ten sion of the tele phone re -
ceiv ing the call for ward ing call (COLP). It is also pos si ble for the other party to pre vent this num -
ber from be ing displayed (COLR).

Trans mit ting ex change line
ac cess num ber:

The line ac cess digit is added as a pre fix au to mat i cally by the PABX sys tem on an in com ing ex ter -
nal call An ex ter nal call from an in ter nal sub scriber can be sig naled with the ex change line ac cess
num ber even if the tele phone does not in de pend ently sup port this func tion. The PABX then au -
to mat i cally pre cedes the ex ten sion to be dis played with the ex change line ac cess num ber. In case
of a call-back (for ex am ple from the caller list), the extension can be dialed immediately.

Trans fer ring in ter nal codes: On an in com ing in ter nal call the in ter nal codes are added as a pre fix au to mat i cally by the PABX
sys tem. An in ter nal call to an in ter nal sub scriber with au to matic line ac cess can be sig naled with
the in ter nal line ac cess num ber even if the tele phone does not in de pend ently sup port this func -
tion. The PABX then au to mat i cally pre cedes the ex ten sion to be dis played with the in ter nal line
ac cess num ber. In case of a call-back (for ex am ple from the caller list), the extension can be
dialed immediately.

LCR ac tive: All ex ter nal calls made by this sub scriber are sub ject to the set (ac ti vated) LCR pro ce dure. The
PABX au to mat i cally adds the nu meric code of a stored pro vider to the num ber to be called when
di al ing an ex ter nal tele phone num ber. Pro vider se lec tion de pends on the con fig ured LCR
procedures. 
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TAPI: Au tho rizes a sub scriber to use the PABX’s TAPI fea tures. The TAPI ap pli ca tion runs un der Win -
dows and uses the TAPI com mands for te le phony. The TAPI in ter face re ceives stan dard TAPI
com mands from the ap pli ca tion. TSPI (Te le phony Ser vice Pro vider In ter face) is pro vided with
the PABX sys tem and trans lates stan dard com mands to a for mat that can be pro cessed by your
PABX sys tem. These com mands can then be executed in the PABX system.

Use telephone book

Yes, based on call au tho ri za -
tion set tings:

@Punkt14 = Sub scriber may dial only those tele phone di rec tory list ings that match his or her
spec i fied call au tho ri za tion.

Yes, with out any re stric tions Sub scriber may dial all tele phone di rec tory list ings.

No Sub scriber is not au tho rized to dial num bers listed in the tele phone di rec tory.

»Com mu ni ca tion Costs« tab 

Authorizations

Call cost log ging: If ex ter nal calls for the se lected sub scriber are to be stored in the call data re cords, you can ac ti -
vate this set ting in this field. Log ging of the call data re cords is car ried out based on the gen eral
set tings made un der »Call data«.

Charge limitation

A call charge ac count can be pro grammed for each in ter nal user. The charge rate amounts avail -
able to that par tic u lar user are de fined in this ac count. If the user uses up his/her al lot ted units
he/she can then only make in ter nal calls. If this limit is reached dur ing an on go ing call, the call
can be com pleted. The user can make ex ter nal calls again when the num ber of units on his/her
ac count is in creased or the coun ter is de leted.
Notes: Please note that user’s charge ac count must be ac ti vated and trans mis sion of the rate in -
for ma tion must be ap plied for at your net work ser vice pro vider in or der to uti lize this fea ture. If
you make a call us ing a dif fer ent pro vider which does not trans fer the charge rate in for ma tion,
the call ac count func tion will be in ef fec tive. Be fore you en ter the amount for the call cost ac count
you must clear the charge coun ter for the in ter nal num ber of the account holder. You can then
set up the call account.

Cost limit ac tive: This ac count is now con fig ured. The sub scriber can now make calls

Limit: The cost limit re stricts the du ra tion or num ber of calls to the quan tity de fined here. If this ac -
count is ex ceeded the on go ing call will not be dis con tin ued, but re mains in tact un til ter mi nated
by the subscriber.

as of: Here, you can view the cur rent sta tus of the ac cu mu lated tele phone costs.

Re set: The sta tus of the call cost ac count is can celed and a new amount ac cepted. The sub scriber can
then make phone calls again.

VoIP-VPN Gate way- mod ule »Com mu ni ca tion Costs« tab 
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»VoIP-VPN Gate way« tab 

Log-on authorization

En ter lo ca tions in the folder »Lo ca tions«. These lo ca tions can be en abled in ac cor dance with the log-in au tho ri za tion
priv i leges for the in di vid ual subscribers.

No site: No Logon pos si ble.

all sites incl. LAN: Log-in au tho ri za tion priv i leges for the spec i fied lo ca tions and for the in ter nal LAN

un re stricted: The sub scriber can then log-in at all of the lo ca tions and LANs that have been en tered.

Se lected lo ca tion: The sub scriber may only log in at one of the spec i fied lo ca tions. Scroll through the lo ca tions to
se lect one.

»Net work«

As the VoIP VPN Gate way is, tech ni cally speak ing, a VPN router, con fig u ra tion of all the sup ported fea tures is very
in volved and com plex. For this rea son, only those set tings that are nec es sary for ba sic op er a tion of the gate way are
in cluded in the Pro fes sional Configurator. 

Router / LAN 

»VoIP-VPN Gate way« tab VoIP-VPN Gate way- mod ule
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PABX parameters

IP ad dress: En ter the »IP ad dress« for the router un der Sys tem pa ram e ters. The de fault IP ad dress is
192.168.1.250. You only need to change the IP ad dress if you are al ready op er at ing a LAN with
set IP ad dress and this ad dress does not fit in with your ad dress al lo ca tions. You do not need to
make any changes here if you have not im ple mented a LAN up to now, or have been dis trib ut ing
addresses via DHCP.

netmask: The net work mask, also called subnet mask, de fines a set ad dress range that is avail able to your
net work for as sign ing IP ad dresses. The de fault net work mask set ting for your router is
255.255.255.0. The 255 de notes the ad dress range that is iden ti cal for all com put ers within your
LAN and which can not be changed – the net work num ber. The num ber 0 in the fourth set of dig -
its de ter mines the avail able ad dress range. This means that you can freely as sign ad dresses from
1 to 254. 0 and 255 are not used. This means that you have a pos si ble 254 host addresses available.

Host ad dresses (255): De notes the cal cu lated num ber of avail able host ad dresses.

Time server

ntp Time server: The pa ram e ter »Time Server« is used for an nounc ing the IP ad dresses for the »Time leasee«. It is
use ful to con fig ure a timer server in your net work so that your sys tem re mains syn chro nized
within the net work. The time server can be in stalled ex ter nally on the Internet as a so-called pub -
lic time server or within the in ter nal net work.  If you have con fig ured a com puter within your
net work as the Time Server, en ter the IP ad dress of that computer here.

Time zone: Here, en ter the time dif fer ence be tween the stan dard time »Green wich (Mean) Time« and your
own lo ca tion. For Cen tral Eu rope cal cu late this time as fol lows: time (GMT) + one hour. Also ob -
serve the dif fer ence be tween stan dard and day light savings time.

Other parameters 

System information

Sys tem name: You can as sign each sys tem its own name for iden ti fi ca tion, for ex am ple elmeg ICT VoIP VPN
Gate way.

Place: Here, en ter the lo ca tion at which the sys tem is sited, for ex am ple A-town

Con tact. Here, you can in put an en try that is not re quired for sys tem con fig u ra tion, for ex am ple your own
e-mail address.

Service Shell Access

You can also con duct Ser vice con fig u ra tion us ing »Telnet«. Here, en ter the au tho ri za tion password.

Pass word: Here, en ter the au tho ri za tion pass word.

VoIP-VPN Gate way- mod ule Router / LAN 
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Pass word con fir ma tion: Con firm your pass word.

Ad dress as sign ment

Parameter for dynamic allocation of IP-addresses

Start ad dress: En ter the start ing ad dress for the au to mat i cally as signed IP ad dresses. The next avail able IP ad -
dress is dis played un der the start ing ad dress. This IP ad dress de pends on the DHCP set tings
(DHCP ac ti vated, num ber of ad dresses) and the num ber of IP ad dresses re served for RAS
clients.

The next avail able IP-ad -
dress is:

The next avail able IP ad dress is dis played un der the start ing ad dress. This IP ad dress de pends on 
the DHCP set tings.

DHCP-parameter

DHCP-server ac tive: Each LAN cli ent must have its own IP ad dress so that the router knows from which LAN cli ent
in for ma tion can be re quested from the Internet and to where the data pack ets are to be re turned.

You do not, how ever, have to as sign any set IP ad dresses to the LAN cli ents in the net work con -
fig u ra tion, but can have this task per formed by the router, which as signs these ad dresses dy -
nam i cally. 

For this, the router must be ac ti vated as a DHCP server and a start ing ad dress de fined. The quan -
tity of re served ad dresses (be tween 1 and 100) can also be con fig ured. You should de fine the
num ber of ad dresses in line with the num ber of LAN clients

The DHCP server is ac ti vated in the router. You can de-ac ti vate the DHCP server in the con fig u -
ra tion »Ad dress al lo ca tion«.

Note:

You may not use the router as a DHCP server if an other DHCP server is al ready ac tive in the LAN. 
You may also have to en ter the IP ad dress of the router as an in ter nal DNS server in an ex ist ing
DHCP server. The DHCP ex e cutes au to matic IP ad dress al lo ca tion and con fig u ra tion of the req -
ui site pa ram e ters for the LAN cli ents in te grated into the LAN. The de fault start ing ad dress is
192.168.1.50. As a re sult, the ad dress range for 20 ad dresses would ex tend from 192.168.1.50 to
192.168.1.69. The ad dress range that is used is de fined by the start ing ad dress, the IP net work
mask for the router and the total number of addresses

Num ber of ad dresses: The num ber of ad dresses can be be tween 1 and 100.

Ad dress as sign ment VoIP-VPN Gate way- mod ule
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DNS server

Use pabx als DNS Proxy: DNS que ries from com put ers in the LAN are nor mally for warded to one or more ex ter nal DNS
serv ers by the DNS proxy. The ad dresses for the ex ter nal DNS serv ers can be ob tained dy nam i -
cally, or can be per ma nently con fig ured in the router. In ad di tion to us ing the DNS proxy in the
router, the LAN cli ents can also be con fig ured via DHCP such that they query other DNS servers. 

Note:

The pa ram e ters »Do main Names« and »DNS Server« should only be con fig ured when you op er -
ated a DNS server within the LAN.

Also con fig ure the router as a DNS proxy. (xxx=jp) This re duces the DNS que ries to ex ter nal
DNS com put ers, thus en hanc ing the per for mance (band width) for your Internet access.

DNS server ad dresses are pro vided by Internet ser vice pro vid ers. Shown here is an ex am ple of a
T-On line DNS server: 
194.25.2.129 = dns00.btx.dtag.de

DNS server in the LAN: Us ing Dy namic DNS you can also of fer your own Internet ser vices (e.g. WEB, FTP or e-mail serv -
ers). Usu ally you must have a fixed line or a set IP ad dress for this so that you can al ways be
reached at the same URL (for ex am ple www.t-com.de). You are as signed a new IP ad dress by the
ISP each time you dial in to the Internet how ever. Us ing Dy namic DNS you can link this au to -
matic (dy namic) IP ad dress with a set name. The router will then in form your Dy namic DNS ser -
vice pro vider (e.g. www.dyndns.org) au to mat i cally of the new IP ad dress. Internet in qui ries for
your Web ser vices are then au to mat i cally for warded to your dy namic IP address via your service
provider

No DNS set tings: In this case, the ad dresses are taken from the ex ist ing WAN set tings.

Extended

DNS Server: En ter the IP ad dress for the DNS server.

Do main name: En ter the do main name.

WINS server

Netbios Name Serv ers

NetBios name serv ers carry out trans for ma tion of name que ries into IP ad dresses. The »Netbios Nameserver« pa -
ram e ter is used for the name def i ni tion for Win dows PCs when you use a WINS server in the LAN. This pa ram e ter
should only be con fig ured when you op er ate a WINS server in the LAN

WINS Server in the LAN En able the WINS server.
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IP-ad dress of the WINS
server

En ter the IP ad dress for the WINS server.

Internet ac cess

Internet connection set up via:

Connection type

No Internet ac cess: Internet ac cess is not pos si ble.

ISDN (PPP): Via ISDN dial-up con nec tions (us ing the PPP pro to col with an ISDN B chan nel, i.e. at 64 kBit/s).
For this type of con nec tion you need the num ber to be di aled, the user name, the pass word and
any other nec es sary in for ma tion, such as the IP ad dress for the name server and in for ma tion
about the data com pres sion method that is used (VJH) as access data.

xDSL (PPPoE): Us ing xDSL (for ex am ple ADSL - T-DSL) in con junc tion with a DSL mo dem that is com pat i ble
with your ISP via PPPoE. These con nec tions re quire your user name and pass word as ac cess
data.

TDRC: Band width re stric tion for re ceiv ing end.

xDSL (PPTP): Us ing xDSL (for ex am ple ADSL - T-DSL) in con junc tion with a DSL mo dem that is com pat i ble
with your ISP via PPPoE. These con nec tions re quire your user name and pass word and the
IP-ad dress as access data.

Fixed (DHCP) Con nec tion through ca ble mo dem. 

other LAN-gate way If a fur ther gate way is lo cated within the same LAN the cor re spond ing IP ad dress for the gate way 
and for the DNS server must be in put un der »IP ad dresses«.

Select predefined provider (ISDN and xDSL PPPoE only)

All pre-de fined pro vid ers, or only call-by-call pro vid ers can be dis played. Se lect and ac cept a pro vider.

Internet ac cess VoIP-VPN Gate way- mod ule
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General information: (only for ISDN)

Tele phone num ber: Here, en ter the num ber for the pro vider.

out go ing MSN: Here, en ter the in ter nal router num ber that is to be trans mit ted to out side par ties.

Ac ti vate chan nel bun dling: Here, you can de fine whether your ISDN con nec tion can bun dle B chan nels for en hanced data
trans mis sion. 

Note:

If you hap pen to be surf ing the Internet and are us ing all the B chan nels for down loading, you
can not be reached by ex ter nal phone calls, nor can you make an emer gency call. As sig nal ing for
any fur ther call is made via the D chan nel, your phone sys tem is equipped with the op tion of
de-ac ti vat ing a spe cific B chan nel, de pend ing on your fixed set tings, al low ing you to then ac cept
a call (see also »Dynamic ISDN«).

Connection parameters: (only ISDN, xDSL PPPoE and xDSL PPTP)

PPP En cryp tion (MPP 128): Microsoft Point-to-Point En cryp tion. An en cryp tion al go rithm with 128-bit-key.  MPPE en -
sures that pack ets re main in tact be tween the cli ents and the serv ers, or tun nel serv ers. This en -
cryp tion is use ful when IP se cu rity (IPSec) is not available. 

VJ IP-Header Com pres sion: Here, you can ac ti vate and de-ac ti vate VJ IP header com pres sion.

Connection establishment: (only ISDN, xDSL PPPoE and xDSL PPTP)

Im me di ate res to ra tion on 
dis rup tion of con nec tion:

If ex ist ing Internet con nec tions are dis rupted, the sys tem at tempts to re-es tab lish the con nec -
tion im me di ately (for ex am ple fol low ing time-con trolled ter mi na tion by the provider).

Con nec tion Hold
(Keepalive):

The con nec tion is also main tained even if no fur ther data pack ets are be ing trans mit ted. The sys -
tem then con ducts poll ing at reg u lar intervals.

No autom. dis con nect with
in ac tiv ity:

The con nec tion to the Internet is main tained, even when no fur ther data pack ets are trans mit -
ted, pref er a bly with only one avail able flatrate.

Au to matic ter mi na tion
when
 idle:

The con nec tion is ter mi nated af ter a de fined time »af ter« if there is no ac tive link to the Internet,
i.e. there is no fur ther ex change of data packets.

af ter: This en try can be be tween 35 and 3600 sec onds.

Log-on parameter

User name: Here, en ter the user name spec i fied for you by your pro vider.

Pass word: Here, en ter the pass word spec i fied for you by your pro vider.
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Pass word con fir ma tion: Con firm your pass word.

Bandwith management (Traffic Shaping)

Traf fic shap ing al lows the band width of ap pli ca tions to be used more ef fi ciently within the net work. It is es sen tial to
man age band width and to set pri or i ties for ap pli ca tions to en sure op ti mal com mu ni ca tion via the Internet, such as
Voice over IP (VoIP). 

Trans mis sion band width: De fine the trans mit ting band width for the voice chan nels.

IP addresses (only xDSL PPTP)

WAN Port En ter the IP ad dress for the WAN port.

Router/Mo dem: En ter the IP ad dress for the router or mo dem.

Dy namic DNS

Ac ti vate Dy namic DNS

Parameter for dynamic DNS

Us ing Dy namic DNS you can also of fer your own Internet ser vices (e.g. WEB, FTP or e-mail serv ers). Usu ally you
must have a fixed line or a set IP ad dress for this so that you can al ways be reached at the same URL (for ex am ple
www.t-com.de). You are as signed a new IP ad dress by the ISP each time you dial in to the Internet how ever. Us ing
Dy namic DNS you can link this au to matic (dy namic) IP ad dress with a set name. The router will then in form your
Dy namic DNS ser vice pro vider (e.g. www.dyndns.org) au to mat i cally of the new IP ad dress. Internet en qui ries for
your Web ser vices are then au to mat i cally for warded to your dy namic IP address via your service provider.

DynDns pro vider: Some of the ma jor DynDNS pro vid ers have al ready been con fig ured in the se lec tion menu. If
your ser vice pro vider is not in cluded in this list find out to which DynDNS pro vider your ser vice
pro vider is com pat i ble, or spec ify a new provider. 

DynDNS: Ser vice pro vid ers that are cur rently sup ported.

stat. DynDNS: Ser vice pro vid ers that are cur rently sup ported.

ods: Ser vice pro vid ers that are cur rently sup ported.

hn: Ser vice pro vid ers that are cur rently sup ported.

dyns. Ser vice pro vid ers that are cur rently sup ported.

orgdns: Ser vice pro vid ers that are cur rently sup ported.
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You de fine the hostname, user name and pass word your self when you reg is ter with your DynDNS pro vider.

Host name: En ter the hostname (for ex am ple: my-homepage.dyndns.org).

User name: The user name iden ti fies you at your DynDNS pro vider.

Pass word: The pass word is used to au then ti cate you at your DynDNS pro vider.

Pass word con fir ma tion: Con firm your pass word.

Wild card log-on: In this case, a dummy (short cut) is en abled that fa cil i tates se lec tion of an Internet site. You then
no lon ger have to en ter »http://www. elmeg.de«, but only »elmeg.de«.

Fil ter

NetBios Filter

The fol low ing op tions can be ap plied for con fig ur ing IP fil ter rules for fil ter ing NetBIOS and CAPI/TAPI IP data
pack ets. These fil ters re act to IP data pack ets that are re ceived and ei ther per mit or deny re cep tion of the NetBIOS or
CAPI/TAPI IP data packets.

ac ti vate: Ac ti vat ing the NetBios fil ter.
Note: In cor rectly con fig ured PCs within the LAN can re sult in er ro ne ous Internet or WAN con -
nec tions. There fore, this op tion is rec om mended only when you can en sure that con fig u ra tion
of the PCs within the LAN is correct.

Sim ple NetBios Fil ter: This fil ter blocks all NetBIOS to DNS que ries (udp, sourceport: 137 des ti na tion port: 53). This fil -
ter is use ful when Win dows PCs are pres ent in your LAN with the TCP/IP set ting  “NetBIOS over
TCP ac ti vated”.

Com plex NetBios Fil ter: This fil ter will block all NetBIOS IP data pack ets. This set ting is rec om mended when there are no
ISDN WAN or RAS part ners pres ent that ac cess your Win dows net work via your gateway.

Statefull Inspection Firewall

ac ti vate: If not ac ti vated, there are no re stric tions for the firewall pro vided. If you con fig ure this per for -
mance fea ture the cor re spond ing fil ters will be se lected us ing the SIF Fil ter menu and in di vid ual
fil ters from this group sub se quently inhibited.
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SIF Fil ter Wiz ard

Internet access

Web: En ables out go ing con nec tions for es sen tial ser vices re quired for surf ing the Internet (such as
HTTP, FTP and DNS).

Email: En ables out go ing con nec tions for all es sen tial e-mail ser vices (such as POP3, IMAP).

Files: En ables out go ing con nec tions for the most im por tant file trans fer ser vices (such as FTP).

News: En ables out go ing con nec tions for us ing Internet newsgroups (NNTP). 

Internet ap pli ca tions: En ables out go ing con nec tions for sev eral cru cial ap pli ca tions that uti lize pro pri etary pro to cols
(for ex am ple, IRC, REAL Media).

Extended Applications

Microsoft FileSharing: En ables ser vices re quired for pro pri etary data ex change in MS Win dows for the LAN
(NETBIOS).

Re mote Desk top: En ables out go ing con nec tions to a re mote desk top. 

Internet Server in the LAN

Web: En ables in com ing con nec tions for those ser vices re quired for op er a tion of a Web server (pro to -
cols same as above).

Email: En ables in com ing con nec tions for those ser vices re quired for op er a tion of a mail server (pro to -
cols same as above).

Files: En ables in com ing con nec tions for those ser vices re quired for op er a tion of a file server (pro to -
cols same as above).

VPN connections

VPN LAN to LAN En ables the con nec tions nec es sary for IPSec VPN for the LAN.  As this is a LAN to LAN con nec -
tion, the as so ci ated in com ing and out go ing calls are permitted.

Service and Configuration Services

Ser vice / Con fig u ra tion Ser -
vices

En ables es sen tial ser vices for the LAN (for ex am ple, SSH, TELNET, HTTP, TFTP) for ad min is -
tra tion and con fig u ra tion. 
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VPN (IPSec)

L2L-IPSec tab

VPN connection name

Name: You can en ter one of your own names here.

VPN connection scenario

Gateway

IP-ad dress or
DynDns-name:

Dyn Dns (static): Your spe cific net work ad dress is known by DynDNS.

Dyn Dns (dy namic): You must know your part ner’s ad dress.

VoIP-VPN Gate way- mod ule VPN (IPSec)

28



dy namic: No DynDns ad dress has been spec i fied at your part ner’s lo ca tion.

static: No DynDns ad dress has been en tered for your own Gate way.

Partner

none: Only dial-in by IP cli ents is pos si ble.

Dyn Dns:

dy namic:

static:

VPN connection parameters

In this sce nario iden ti fi ca tion is made us ing the ID of the other con nec tion party; this ID must be unique for each
party. Each party at the end of the con nec tion must be fa mil iar with the ID of the other con nec tion party to es tab lish
the IPSec link. There fore, both IDs must be con fig ured at the IPSec Gate ways in volved. This ID can be any name. For
prac ti cal pur poses this is usu ally a des ig na tion that uniquely in di cates the connection location.

Lo cal IPSec ID: Here, en ter the lo cal IPSec ID for your own IPSec Gate way

Part ner IPSec ID: Part ner IPSec-ID: ID of the IPSec-Gate way at the op po site ter mi nal of the con nec tion

Shared Se cret: A shared se cret, which must be con fig ured iden ti cally at both ends, is used for au then ti ca tion
pur poses. The shared se cret should be as long and com plex as pos si ble to en sure max i mum se cu -
rity. We rec om mend us ing a com bi na tion of let ters, num bers and spe cial char ac ters. You should 
change the shared se cret reg u larly to provide a maximum of security.

Shared Se cret con fir ma tion: Con firm your en try of the shared se cret

Traf fic tab

Configuration note:

Lo cal IP-ad dress: Source net work or source host IP ad dress.  Tar get IP-ad dress: Tar get net work or tar get host IP-ad -
dress

Traf fic tab VoIP-VPN Gate way- mod ule
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Example of connection of complete IP networks: 

Lo cal IP-ad dress: 192.168.10.0 

Lo cal subnet mask: 255.255.255.0

Tar get IP-ad dress: 192.168.20.0

Tar get subnet mask: 255.255.255.0

Example of a link between two hosts:

Lo cal IP-ad dress: 192.168.10.1

Lo cal subnet mask: 255.255.255.0

Tar get IP-ad dress: 192.168.20.100

Tar get subnet mask: 255.255.255.

Edit traffic

Local network

IP-ad dress: Lo cal IP-ad dress: Source net work or source host IP ad dress

netmask: The net work mask that is part of the source net work or source host

Remote network

IP-ad dress: The des ti na tion net work ad dress or the des ti na tion host ad dress

netmask: The net work mask that is part of the des ti na tion net work or des ti na tion host

Actions

Edit: Mark the cor re spond ing en try and click the but ton »Edit«, the en try will then be dis played at the
bot tom of the screen di a log where it can be edited.

Re move: Mark the cor re spond ing en try and then click the but ton »Re move«; the en try is then can celed.

VoIP-VPN Gate way- mod ule Traf fic tab
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Dial-in into the LAN (RAS)

L2L-ISDN tab

Parameter

PPP-ID: The PPP pro to col (point-to-point) is used for trans mit ting data via the ISDN LAN-LAN link. The 
Gate ways must iden tify and au then ti cate them selves to the op po site party to per mit a PPP con -
nec tion to be es tab lished be tween par ties.
In a PPP con nec tion iden ti fi ca tion is made us ing the PPP – ID of the other con nec tion party.
Both con nec tion par ties must there fore know the PPP – ID of the other party. The PPP – ID may
be any name. For prac ti cal pur poses this name is fre quently the name that uniquely de scribes the 
lo ca tion.
Lo cal PPP- ID:  PPP - ID  of your own Gate way
Part ner PPP -ID:  PPP – ID of the Gate way at the opposite terminal of the connection

User name: You must en ter a name here.

Dial-in into the LAN (RAS) VoIP-VPN Gate way- mod ule
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Pass word: A com mon pass word, which must be con fig ured iden ti cally at both ends, is used for au then ti ca -
tion pur poses. The shared se cret should be as long and com plex as pos si ble to en sure max i mum
se cu rity. We rec om mend us ing a com bi na tion of let ters, num bers and spe cial char ac ters. You
should change your pass word reg u larly to provide a maximum of security. 

Pass word con fir ma tion: Please en ter your pass word again to con firm

Part ner tele phone num ber: Here, en ter the ISDN num ber for the part ner Gate way at the op po site ter mi nal.
 Note that a cor re spond ing line ac cess digit (for ex am ple: 0) may be re quired here in ac cor dance
with the PABX settings. 

Own tele phone num ber: En ter your own router num ber here.

Call setup

No com ple tion of call on
busy:

Se lect this op tion if you do not wish to use the call back mech a nism.

Wait ing for com ple tion of
call on busy (pas sive):

Se lect this op tion when your Gate way is to use the pas sive mode. What this means is that your
Gate way will call the part ner Gate way to ini ti ate a call-back.

Com ple tion of call on busy
(ac tive):

Se lect this op tion when your Gate way is to use the ac tive mode. What this means is that your
Gate way will call back when re quested to do so by the part ner Gate way.

Dial-in per mit ted only from
the spec i fied 
num ber:

Se lect this op tion when the in com ing call is to be iden ti fied us ing the caller num ber trans mit ted
in the D chan nel. 

Connection parameters

VJ Header Com pres sion: You should ac ti vate this op tion if it is sup ported by your pro vider. VJ Header com pres sion is one
method for com press ing the IP pro to col header.

PPP En cryp tion: Se lect this op tion when you want to en crypt all data traf fic, i.e. the in for ma tion be ing trans mit -
ted will not be vis i ble in plain text for un au tho rized users.

Ac ti vate chan nel bun dling: The Gate way mon i tors the data through put rate and opens a sec ond ISDN chan nel if re quired.

Con nec tion es tab lished af -
ter:

This pa ram e ter con trols the ter mi na tion of a con nec tion when it is idle (no ex change of data via
the con nec tion). The stan dard set ting is 20 sec onds. Pos si ble val ues:-1, 0, 1..3600 sec onds.
Note about the spe cial time val ues 0 and -1:
0: The mech a nism for ter mi nat ing the con nec tion is de-ac ti vated, i.e. a con nec tion that has been
set up will not be ter mi nated au to mat i cally by the Gate way.
-1: The mech a nism for ter mi nat ing the con nec tion is de-ac ti vated and the con nec tion is re-es -
tab lished au to mat i cally by the Gateway if it has been interrupted.

VoIP-VPN Gate way- mod ule L2L-ISDN tab
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ISDN Routes tab

De fault Router The fac tory de fault route.

Edit traffic

Local network

IP-ad dress: En ter the IP ad dress for your lo cal net work here.

netmask: Here, en ter the net work mask for your lo cal net work.

Add: En tries are ac cepted us ing the but ton »Add« 

Actions

Edit: Mark the de sired en try and click the but ton »Edit«; the en try will then be shown again un der
»Edit traf fic«

Re move: You can de lete a marked en try us ing the but ton »Re move«.

Ini tial op er a tion of an IP phone at the VoIP VPN Gate way us ing the DSP mod ule

Your PABX sys tem co mes equipped with a VoIP VPN Gate way mod ule and a DSP mod ule. Af ter your PABX sys tem
has run up it will rec og nize the mod ule and you can then be gin con fig u ra tion at the IP phone. 

This brief des crip ti on is ba sed on DHCP being con fi gu red in the VoIP VPN Gate way.

The elmeg IP290 is used as an ex am ple in this de scrip tion.

An in struc ti on ma nu al des cri bing all cur rent ly avai la ble fea tu res can be found on the CD-ROM.

Ini tial startup

Link the Gate way to the IP tele phone us ing the net work ca ble. Con nect the plug-in power sup ply unit with the tele -
phone and turn on the power.

Language setting

Select Language:
{        English         }

ISDN Routes tab Ini tial op er a tion of an IP phone at the VoIP VPN Gate way us ing the DSP mod ule

33



Se lect a lan guage us ing the ar row keys  . Press O to con firm.

Select Language:
{       Deutsch         }

Select dial tone

Use the ar row keys  to se lect the coun try. Press O to con firm.

Dial tone:           
{      Australia       }

Dial tone:           
{      Deutschland       }

Select a time zone

Se lect a time zone us ing the ar row keys . Press O to con firm.

Dial time zone: 
{   -10 USA (Honululu) }

Dial time zone: 
{ +1: Deutschland (Berli }

First log-in

Sub scrib ers must be con fig ured un der the VoIP VPN Gate way in the PABX sys tem. En ter your user ID (for ex am ple for MSN 227). This con -
sists of the MSN, fol lowed by the sym bol “@” and the ad dress for the VoIP VPN Gate way.      

Contraction:      
227@192.168.1.250

En ter an ID for the MSN227 and the IP ad dress 192.168.1.250:
227*11**192*1 **168*1**1*1**250

Af ter en ter ing your user ID con firm it by press ing the O key.  

 03.05    (227)       10:22
Idle    Telbook    Lists

Af ter you have logged on suc cess fully you will see the new num ber (227) in the dis play.

Ini tial op er a tion of an IP phone at the VoIP VPN Gate way us ing the DSP mod ule Ini tial startup
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In stal la tion ex am ples for SIP pro vid ers

SIPGate

The en tries for the SIP pro vi der are shown in the screen mask be low

Web.de

The en tries for the SIP pro vi der are shown in the screen mask be low

SIPGate In stal la tion ex am ples for SIP pro vid ers
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bin tec el meg GmbH
Süd west park 94
D-90449  Nürn berg

For in for ma ti on on sup port and ser vi ce of fe rings plea se vi sit our Web si te at
www.bin tec-el meg.com whe re, you will find a Ser vi ce / Sup port area
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